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Welcome to the TrakaWEB User Guide. This guide has been prepared in order to assist you with every aspect of TrakaWEB
ranging from logging in, to adding users and running reports.

The guide will assist you with the use of TrakaWEB in conjunction with both Traka Touch Key Cabinets and Traka Touch
Locker Systems.

The content of this user guide was documented against the following software versions:
e TrakaWEB V4.5.0

e Traka Touch V3.8.0

e Integration Engine - For information regarding the latest version, please refer to the relevant
Integration documentation

NOTE: Please refer to the Traka support site for the latest compatibility information of TrakaWEB and Traka
Touch products.

https://support.traka.com
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GDPR COMPLIANCE INFORMATION

Traka supplies Key Cabinets and intelligent Locker systems. These products keep keys & assets safe from unauthorised
access and allow only authorised users to remove and return the keys/assets they are entitled to. Traka systems give
full accountability of who has (or had) which keys/assets and at what time and date.

This is usually managed by software that runs on either the Traka product and/or the client’s computer network. To
achieve all this, the Traka products hold personal information in order to identify individual users as well as the
keys/assets. Examples of this are the storage in the Traka products of names, email address, PIN/credential IDs and
other detailed personal information required by a Data Controller (any organisation using the Traka systems).

Please be aware that under General Data Protection Regulations (GDPR) any Data Controller “shall be responsible for,
and be able to demonstrate, compliance with the principles of GDPR". With regards to the personal data held on Traka
products, the company or organisation that owns and operates the Traka system is the Data Controller as they are
responsible for obtaining that data and for determining the purpose and legal grounds for which it is to be used.

Traka are happy to confirm that its products have the functionality & protection in place for an organisation to meet
GDPR obligations including the fulfilment of the following rights to individuals (please note that to fulfil these
requirements a process of using the software reporting process and/or exporting screen shots will be required):

e to be informed how their personal data is being used

e to access the personal data that is being held

e to rectify if any of their personal data is inaccurate or incomplete
e to erase and delete personal data

e  to restrict processing of their personal data

e to obtain a copy of their personal data

e to object to their personal data being processed

On this basis, operators of Traka systems are reminded that they must take into account their obligations and
responsibilities under GDPR when carrying out the following:

e Determining what personal data is to be held within the system and the legal grounds for doing so

Obtaining the personal data from individuals and inputting it to the system
e Determining the appropriate access controls for the system and the data held on it

¢ Defining who is able to process the personal data and putting in place the appropriate Data Processor
Agreements

e Understanding the requirements for, and implications of, sharing the personal data with other systems that
are integrated to the Traka system

¢ Removing/deleting/erasing personal data from the system (including any backup copies) and dealing with
Subject Access Request or Data Breaches

For more information about GDPR in relation to Traka products and systems, please contact GDPR@traka.com
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INTRODUCING TRAKA

About Traka

Traka is the global leader in intelligent management solutions for keys and equipment. Our solutions help all types of
organizations better control their important assets, improving productivity and accountability, and reducing risk in critical
processes.

We continuously invest in the development of our technology to provide leading, innovative, secure and effective real-
world solutions to the challenges that organizations face in managing keys and equipment, which have such a high
impact on the way their organization is run. Our solutions are tailored to customer needs and requirements, providing
the most value and impact on their business.

Traka is a global organization with local support, working to defined processes so that we are local when you need us
and global when it counts.

Traka is part of ASSA ABLOY Global Solutions, dedicated to reimagining how people move through their world. Our

expertise in customer journey mapping, innovation and service design leads to the invention of new security solutions
that create value for our clients and exceptional experiences for end users

Project Management

Project Management begins from the moment that you decide to place your order with Traka. Our specialist Customer
Account Managers work behind the scenes with our sales team to ensure a seamless handover.

Customer Support
Customer satisfaction is our top priority — at Traka we pride ourselves on building long term partnerships from the initial

hardware installation, through the system software configuration and user training and finally in providing on-going
customer support via our global help desks.

Maintenance Contracts
In the unlikely event that you do experience a problem with your Traka system, our dedicated customer support service,

located in UK, US, EMEA and Oceania, operate a fast and efficient telephone service to assist you quickly in resolving
any problems.

Training
Our training department provides a comprehensive range of courses to enhance your knowledge and skills with the aim

that the courses give you the best qualifications for long-term success in an environment a dynamic as the asset
management industry.
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. TRAKA CONTACT DETAILS

Sales Website www.traka.com

Sales Enquiries Email sales@traka.com

Support Website upport.traka.com

Main Tel: +44 (0)1234 712345
Support Tel: +44 (0)333 3553641

Contact Email: info@traka.com

Traka Europe

Main Tel: +44 (0)1234 712345
Support Tel: +44 (0)1234 943900

Contact Email eusupport@traka.com

Traka Nordics

Main Tel: 08 775 1090
Support Tel: 08 775 1099

Contact Email: nordicinfo@traka.com

Traka Iberia

Main Tel: +34 91 8676696

Contact Email: info@traka.es

Main Tel: +1 877 34 87252
Support Tel: +1 855 94 87252

Contact Email: info@trakaUSA.com

Traka Africa

Main Tel: +27 11 761 5000

Contact Email: info@traka.co.za

Traka Oceania
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3. TRAKAWEB

3.1 PREREQUISITES

Before attempting to use TrakaWEB, please ensure you have read and completed the most recent versions of the
following user guides:

e TDO0O013 - TrakaWEB Installation & Configuration Guide / TD0216 - TrakaWEB Version 4
Installation & Configuration Guide

e UDO0O011 - Traka Touch User Guide (for Key Cabinets)
e UDO0258 - Traka Touch Pro User Guide (for Key Cabinets)

e UDO0090 - Traka Touch Locker User Guide (for Locker Systems)

What is TrakaWEB?

TrakaWEB is a web-based administration suite for centrally managing Traka Touch systems. Developed to support any
organisation or industry managing an unlimited number of items.

Prerequisites for TrakaWEB
The following Server specifications are recommended:

e Windows Server 2022 with IIS10
(3GHz Xeon, 8GB RAM, 500 GB HD)

¢ Windows Server 2019 with IIS10
(3GHz Xeon, 8GB RAM, 500 GB HD)

¢ Windows Server 2016 with IIS10
(3GHz Xeon, 8GB RAM, 500 GB HD)

e Windows 11 (Professional or Enterprise editions) with IIS10
(3GHz i3, 8GB RAM, 500 GB HD)

e Windows 10 (Professional or Enterprise editions) with IIS10
(3GHz i3, 8GB RAM, 500 GB HD)

e  64-bit support

e Physical or Virtual machine support

The following Databases are supported:

e SQL Server 2022 Express/Standard/Enterprise
e SQL Server 2019 Express/Standard/Enterprise
e SQL Server 2017 Express/Standard/Enterprise
e Azure SQL

SQL Server may be configured to ‘Mixed Mode Authentication’ or ‘Windows Authentication’.
The following Client Browsers are supported:

e Google Chrome (latest version recommended)

e Moazilla Firefox (latest version recommended)

e Safari (for Mac only - latest version recommended)

e Microsoft Edge (latest version recommended)
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3.2 CAUTION

Great care has been taken to ensure that the Traka hardware and software works correctly but it is impossible to
guarantee that there are no errors in a computer program or that hardware failures will not occur. Remember also that
if someone enters the wrong information errors may also occur and careless use of the hardware can cause damage that
no design can withstand.

Only you can check that the system works properly in your particular application both initially and on a regular basis.
We would ask you to consider how you would operate your business should you be unable to access the keys due to a
hardware or software failure. We would also recommend you implement some contingency plan to cover such an
occurrence.

For these reasons, Traka and their agents and distributors cannot assume liability or responsibility for any consequences
under any circumstances arising from the use of the Traka equipment and programs. The product is sold only on the
basis of this understanding. If this is not acceptable to you then please return the equipment and software prior to its
use for commercial purposes for a complete refund.

If using devices such as mobile phones or tablets with TrakaWEB, please make sure to orientate the device in a landscape
orientation to optimise the viewing and operation experience.

Copyright © 1997-2024 Traka
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3.3 WARRANTY TERMS AND CONDITIONS

Traka UK Warranty and Annual Maintenance and Support Agreement

Traka systems are provided with a 12-month warranty, starting on the day of installation. During this warranty period
Traka will provide parts and labour to repair any fault caused through manufacturing defect.

After the expiry of the warranty period, an annual maintenance and support agreement may be purchased, which covers
the cost of parts and labour to repair on a planned next working day response any fault caused through normal use of
the equipment. In addition, the maintenance and support contract includes an annual system check and free upgrades
to the PC software. The annual charge for this will be 15% (subject to distance) of the list price of the equipment covered.
Items covered by the Warranty and Annual Support Agreement
Hardware
All parts provided by Traka during the original installation. Where card or other readers are supplied by the Customer,
these parts are specifically excluded from the warranty and maintenance. Items purchased subsequent to the original
installation will be subject to an adjustment to the annual support agreement.
Software
Traka will also provide free software upgrades as required during the period of the annual maintenance. Furthermore,
Traka will provide a login to our technical support web site where information on the latest upgrades is available and
where the latest software may be downloaded. Software upgrades are supplied on a self-install basis and requests for
Traka to install the software are not included within the warranty or annual support agreement.
Response Times
Traka offer a 9:00 to 5:30 support facility and guarantee a same or next working day response to any reported fault.
Where site visits are required, Traka will whenever possible attend on the next working day. Working days are Monday
to Friday excluding Bank holidays.
Exclusions
Traka will not be responsible for any fault or damage or configuration change that occurs as a result of:

1. Inadequate user training

2. Software reconfiguration

3. Use of the software on a non-supported version of the Windows operating system

4. Customer re-installation on a different version of the operating system

5. Accidental damage

6. Vandalism, sabotage, or terrorism

7. Noncompliance with the Customers’ responsibilities as detailed below

If a warranty or support visit is required to repair systems damaged as a result of these exclusions, Traka reserve the
right to place a lower priority on the call and cannot guarantee the same response times to repair such failures.

If response to repair any fault or to reconfigure any settings is required due to these exclusions Traka will charge at their
usual site visit rates.

If, as a result of the site visit, the system failure was subsequently found to be caused by these or other exclusions,
Traka will charge for both parts and labour at the prevailing rates.

Use of the equipment and backing up the data
The Customers responsibilities are to:

1. Ensure that the Traka hardware and software is used in a proper manner by competent trained employees
only and in accordance with the Traka User Guides.

2. Provide the Traka support engineer full access to the Traka system and TrakaWEB. This may include making
available access keys and passwords.

3. Ensure that all Traka systems are connected to the TrakaWEB database and are regularly backed up.
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4. Not alter or modify the hardware or software in any way whatsoever nor permit it to be combined with any
other system without the prior written consent of Traka.

5. Not request, permit, or authorise anyone other than Traka to provide any maintenance services in respect
of the hardware or software while the maintenance agreement is in effect and not subject to notice of
termination.

6. Co-operate fully with Traka personnel in the diagnosis of any error or defect.

7. Ensure in the interests of health and safety that Traka personnel while on the Customer’s premises for the
purpose of this agreement are either at all times accompanied by a member of staff familiar with the premises
and safety procedures or trained in respect of the site health and safety procedures.

Limitation of Liability

Traka shall not be liable for any direct, indirect, or consequential loss or damage howsoever caused, arising from this
agreement, the software, the hardware, its use, application support or otherwise, except to the extent which it is unlawful
to exclude such liability.

Database

Traka shall not be liable for any direct, indirect, or consequential corruption or loss of data arising from modification to
the Traka database not conducted using the proper TrakaWEB tools provided. Any reparation to a Traka database
required to be carried out by a Traka Engineer, where the database structure has been tampered with using other
software programs (non-Traka software programs) such as Microsoft SQL Server will be charged for accordingly.

Virus

Traka warrants that it will use all reasonable endeavours to ensure that the software is supplied free of computer viruses
and has undergone rigorous virus checking procedures prior to delivery in line within current best practices.
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3.4 COPYRIGHT

This manual and the programs to which it refers are copyrighted and all rights reserved. You are not permitted to:

e  Copy this manual by any means
e Allow other people to have copies of the programs

e Use the programs on more than one machine at a time

Any such actions may be regarded as intent to defraud, and action may be taken.

3.5 CONTACT

Should you need assistance with your Traka products, please feel free to contact us by any of the means below. If
however you purchased your Traka products through a distributor and you require assistance then please contact your
distributor first.

Web Addresses

From our main website you can access our technical support website where you keep up to date with all the latest
downloads and information.

Traka Website: https://www.traka.com
Email
If you have any questions regarding any aspect of Traka, please feel free to email us.

Enquiries: info@traka.com
Support: support@traka.com

Telephone and Fax

If you have any questions regarding any aspect of Traka, please feel free to call between the hours of 09:00 and 17:30
GMT/BST.

Telephone: +44 (0)1234 712345
Facsimile: +44 (0)1234 713366

Technical Support Helpline
Telephone: 0333 355 3641
Postal Address

You can also write to us.
Address:

Traka

30 Stilebrook Road

Olney

Buckinghamshire

MK46 5EA

United Kingdom
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4. GETTING STARTED

4.1 CHANGING THE LANGUAGE

TrakaWEB along with Traka Touch is multi-lingual and can display the whole web layout in various languages. These can
be set on a per user basis so that when each user logs into TrakaWEB it will automatically change to the appropriate
language. You can also change the language whilst browsing through TrakaWEB by clicking the small arrow button next
to the language name, which will show a list of the currently supported languages. Simply select the desired language.

® = | @He
English (UK) *
English (US)
el
Cedtina
dansk
Nederlands
Suomi
Francais
Deutsch
naw
Italiano
BARE
s30|
LatvieSu
Norsk
Polski
Portugués
DYCCKWIA
slovencina
slovenscina
Espafiol
Svenska
Tiirkge
I (EEE)
EAnviKa
magyar
Lietuviy
Roménd
Catala
Basque o

The page will then quickly refresh with the newly selected language.

NOTE: The language selector is always accessible from the top of the page regardless of where you are in
TrakaWEB.

@ExE ~ O~7 OrE O

— H PP ]E]
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4.2 LOGGING INTO TRAKAWEB

Once you have completed the installation and commissioning of TrakaWEB, open a new window in your web browser
and navigate to your TrakaWEB URL and you will be presented with the login screen.

NOTE: Please view the provided user guide - TD0216 - TrakaWEB Version 4 Installation & Configuration
Guide for more information on your TrakaWEB URL.

traka @ English (UK) - @ Help @ Info
ASSA ABLOY
Log On

2 Please enter your username and password.
User name
| |

I&q Password
.

[(@I}

Traka.com

Enter your username and password and select the Log On button.

NOTE: If the autofill options have not been disabled in your web browser, the Username and Password
information will be visible when you next access the login screen. To prevent this information from being
unintentionally saved or used, it is recommended that you disable the autofill options. For more information,
please refer to the Disable & Clear Auto-Fill Information section.

4.3 NO MORE ACCESS LEVELS

Traditionally, Traka have used 'Access Levels' to define whether a user can remove an iFob/item from the system.
Historically you would assign each item with an access level from 1-2560. The corresponding access level would then
need to be allocated to the user. For example, if items 1-10 had an access level of 1, then any user needing to remove
any of those items would also need access level 1 in their user details.

TrakaWEB does not use access levels; instead, you directly grant the user access to the item’s position in the system,

therefore giving them sufficient access. This bypasses the use for individual access levels. You can select which items
the user can remove in the User Details grid under item access tab.

4.4 TRAKA TOUCH SYNCHRONISATION

Once your system has been connected to TrakaWEB, all the items, users and general data from your Traka Touch
system will automatically be synchronised when you log in. After the initial Sync, TrakaWEB will communicate with
your system every 30 seconds to ensure all information is as up to date as possible.

The current status of your system is displayed in the detail panel on the System Viewer page.
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4.5 HYPERLINKS

Throughout TrakaWEB, there are areas of text that are highlighted orange called hyperlinks. These hyperlinks can be
selected to take you from one page to another. This allows you to quickly navigate from one section to another without
cycling through different menus or clicking the forward and backward buttons on your browser. An example of a hyperlink
in TrakaWEB is shown below.

From the item panel on the System Viewer, click the 'previous user' name.

New System

status : @ 15/02/2022 15:55:59

System communicating OK

Pos 1 - Reception Keys

status: @

Previous user: Traka Admin

You will automatically be taken to the Edit User page, which holds all the information about the user.

Details Systemn Access Credentials [tem Access Groups Item Access Region Access Web Access Histary

Save and Return ]

[ Cancel ]

User

Forename ‘ Traka
surname Admin
Display Name Override ]

Display Name Traka Admin Delete Image

Details
Language English (UK) - Email ta@traka.com
staff Number 0753 Site
Job Role Traka Administrator Building Main Traka Office
Tel 01234 214365 Street, Town
Fax Postcode MKAG SEA
Mobile Notes
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4.6 TRAKAWEB INTERFACE

4.6.

1 GENERAL INTERFACE

Each area of TrakaWEB displays different information and therefore varies in layout and style; however, a general
interface is maintained consistently throughout TrakaWEB. Located at the top of each page is a black and orange
banner which will display certain buttons and information that are used in every aspect of TrakaWEB.

7

1 2 3 4 5 6
b System Viewer & English (UK) ~ @ Hel @ Info
ASSA ABLOY y = English ( 2 Help (2
traka.com

1 - Home Button ——
ASSA ABLOY

When selected, the Home button will take you from the page you are currently viewing back to the system viewer
page.

2 - Page Name

Each page of TrakaWEB will display the title of that page.

3 - Language Selector @

Selecting this button will display a list of languages that TrakaWEB currently supports. Selecting one of those
languages will automatically change all text on screen to the specified language. This can also be set on a per user
basis, ensuring that all text will automatically change when the user logs into TrakaWEB/Traka Touch.

4 - Help Button ®

Selecting this button launches the built in TrakaWEB User Guide.

5 - Information Button @

Clicking this will show a dialogue box that tells you what version of TrakaWEB you are using along with licencing
information and support details such as telephone and email addresses.

6 - User Profile g

Here, the currently logged in user’'s name is displayed.

7 - Traka Website Link

The traka.com Website Link is located at the bottom left of the screen. Clicking on the link will take you to the main
Traka website.
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4.6.2 GRIDS

Throughout TrakaWEB, there are various places that use grids to display important information. Each will vary slightly
in what columns are displayed or what size they are. However, the navigation through each grid is the same.

Tabs & Columns

Each grid is made up of one or more columns and often has at least one tab. Selecting a tab will either navigate to

another page or expand to display a column.

Item Activity

iFob Activity

iFob Access

System Activity

Items

B
B
B
B

[

Item Activity BE -

iFob Activity @ 14
> iFob Access @ =

System Activity [E =
-

Activity When $ Who Pos. BookingiD v
- System Offline 10/03/2021 15:02:20

System Online

User Logged Out

Admin Access

10/03/2021 13:55:40

10/03/2021 13:49:33 Unknown Use

10/03/2021 13:48:53 Unknowi

Some pages allow any combination of columns which can be saved and stored for later viewing. These are known as
Layouts. Please refer to the Layouts Overview for more details.

Filtering Data

The information in each column of a grid can be sorted by ascending or descending order. To achieve this, simply click
on the Sort button in the column header to toggle the information from random to ascending first. Click again to sort to

descending first.

0 ... system T

Pos.

0 New System
0 New System
0 New System
O New System
0 New System
0 New System
0 New System
0 New System
O New Systermn
0 New System

O New System

V2.0 18/03/25

System

New System

New System

New System

New System

New System

New System

New System

New System

New System

New System

New System

T

Po: ¢ D

0 ... system

O New System

8] Mew System

O New System

O New System

[} New System

6 ‘ O New System

uD0260

O New System

O New System

O New System

O New System

O New Systemn
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Often there is a Filter button next to the column name. This also offers different options for filtering information. In the
example below, the system filter has been dropped down to show the names of all systems in the selected region. By
default, the column always shows 'All' the system names. Clicking one of these names will automatically display that
specific system. The option 'Blanks' will display any system without a name whereas; 'Non-Blanks' will show every
system that has a name. Alternatively, you can search for a specific system by entering its name in the text box.

0.. sSystem ¥ Pos. #+ v Detail1 v Deta
i 1
l_ J
[ Reception

(Blanks)

&) Reception

O Reception  (Non blanks)

Reception
&) Reception

[ Reception 5

It is also possible to sort information on multiple columns. For example, clicking the position column will sort the position
number ascending first i.e., 1, 2, 3 etc. Holding the shift key on your keyboard and selecting another column, e.g.,
system, will then sort the position number by the system name.

At the bottom of each grid is the page selector. You can click the number of the page you require or alternatively by
clicking either of the < > buttons will move the page along one page at a time. To navigate to the very first or last page
click, select either the first or last page number.

o e A TR ) it = - e
reception

11:49:07 ) Out Admin

Page 1 of 5 (84 items) n 28 .. 8 P Pag“"ze’

Often there is also the option to select how many lines of data you can view on each page. This is only applicable if you
have many lines of data that cannot be shown together. Selecting the drop-down arrow from the Page Size form in the
bottom right-hand corner will allow you to select how many lines of data will be displayed on each page.

25

50
s
100

Page size: Page size:
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Grouping Information by Column

Most grids in TrakaWEB have the functionality to group information by the column. To tell if the grid you are viewing is
able to group by columns, a 'grouping bar' can be made available by selecting the Search for feature. The ‘grouping
bar’ will then appear above the column headers and will display the message 'Drag a column header here to group by
that column'.

[ Drag a column header here to group by that column

0 ... Display Name T Sync Staff Number T JobRole Y Tel Y Fax Y Mobile T
T T T T T T

[0 Super Admin 3]

O Traka Admin @ 0753 Traka Administrator 01234 214365

In the example below, the 'position' column has been added to the grouping bar. This allows you to view each position
number individually. By expanding each line, you will see the details for that position number across all systems in the
database. If you had three systems for example, you would see three separate lines with details on that position number
in each of the three systems.

0 ... System =2 v Detaill Y Detail2 v Detail3 v Detail4 v Detail5 v Status v Who v When
T T A T T T T T Y
B Pos:1
Main In Traka 15/02/2022
R ti R ti 001
U = e CCEPUON ofice System Admin 10:06:31
B Pos:2
Ground Main In Traka 15/02/2022
R t 002
O seapron Floor Office System Admin 10:06:31
[  Pos:3
] Pos:4
[H  Pos:5
[  Pos:6
[#  Pos.:7
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Grant All/Revoke All

The Grant All/Revoke All buttons are a quick way to allocate or deallocate access of all items to a user. They can be used
in relation to Item Access Groups and Item Access.

1. At the Edit User screen, click on the Item Access tab.

l Details System Access

Credentials

Item Access Groups Item Access

Region Access

2. Clicking on the Grant All button will place a tick in every box in the Access Grid.

Details System Access
Type
(All Types) -
Access System
= M Touch Office
= M Touch Office
= M Touch Office

V2.0 18/03/25

Credentials

T

Item Access Groups

Detail 1

Reception

Ground Floor

First Floor

Item Access Region Access

T Detail2 T Detail 3
Main Office
Main Office

Reception

uD0260

Web Access

T

History

Web Access History I

m Grant All l[ Revoke All ][ Cancel ]E]

Detail 4

001

002

003

T

Detail 5 T Type T

Key

Key

Key
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The same function can be applied to filtering the information in the grid.

Access System Y Pos. v Detail1 = v Detail2 T Detail3 v Detail4 v Detail5 T Type v
Reception 17 Building 2 _n 017 Key
Reception 20 Building 2 First Floar 020 Key
Reception 8 Building 2 Ground Floor 008 Key
Main Office b
Reception 13 Building 2 013 Key
Reception 14 Building 2 Training Room 014 Key
Y [Systemn] Equals 'Reception’ And [Detail 1] Equals 'Building 2' Clear

Clicking on Grant All with a filter applied will only grant access to the items currently displayed in the grid.

Type J—
[ GrantAll Revoke Al m
Access System Y Pos. Y Detail1 =2 Y Detail2 Y Detail3 v Detail4 v Detail5 v Type v
] Reception 17 Building 2 First Floor 017 Key
] Reception 20 Building 2 Main Entrance 020 Key
] Reception 8 Building 2 HR 008 Key
] Reception 13 Building 2 013 Key
] Reception 14 Building 2 Training Room 014 Key
Y [System] Equals 'Reception’ And [Detail 1] Equals 'Building 2' Clear

NOTE: A similar process can be applied when setting up Users and Items in Access Schedules by clicking
on Select All or Remove All.
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4.6.3 MENU

54.6.3.1 NAVIGATION MENU

To the left of each screen, you will notice the Navigation Menu. From here, you will be able to navigate to the different
pages of TrakaWEB such as the System Viewer, Users and Systems etc. See the diagram below for a breakdown of each
area.

System Viewer

D Users
Iltems 4
(B Reports 3

@& Software Settings !
[l iFobs

(B Systems

=

(& Realtime Activity

Clicking on these buttons will take you to the corresponding page. However, there are three exceptions to this. Items,
Reports and Software Settings have sub-menus that will appear when they have been clicked once.

System Viewer

Users
Items ’ Item Access Groups
[E Reports D Items

© Software Settings  »

§ iFobs
(B Systems
(& Realtime Activity
Items Sub-Menu
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System Viewer

Users
Items »
B Reports b Scheduled Reports
& Software Settings ~ » Filtered Reports
B iFobs View Reports
Systems

(& Realtime Activity

Reports Sub-Menu

System Viewer

Users
Iltems 4
B Reports »
& Software Settings 4 ltem Types
8 iFobs Activity Types
U G
(B Systems ser Groups
User Fields
(U Realtime Activity
Regions

Software Permissions Groups

Notifications

Software Settings Sub-Menu

For more information on the other pages of TrakaWEB, please review the Main User Guide section.
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14.6.3.2 TOOLBAR

Located at the top of most pages throughout TrakaWEB is the Toolbar. From here, you can select various options that
are specific to each page e.g., if you were currently viewing the User page you would see the following ribbon toolbar.

Region System Active
=
(All Regions) -~  (All Systems) - (All Users) -~

The drop-down sections on the toolbar consist of Region, System and Active selection. Clicking the small arrow button
next to the region or system name will display a list of the regions/systems that currently exist in your database. For
more information, please see the separate topics for Regions and Systems. The Active selection will only be found in
some areas of TrakaWEB, such as the User List. This allows you to filter the users if they are active or inactive. You can
also select an ‘All’ option to view all users.

Filtering

There are several ways to filter information in TrakaWEB by using the Toolbar. On the right-hand side of the Toolbar,
you will see columns such as Region, System, Active, etc. These change throughout TrakaWEB and apply to the page
you are currently viewing.

Simply select the drop-down arrow and select one of the supplied options and the corresponding grid will filter the

information accordingly. For example, below is an image of the user list. In this instance, the customer has a database
with many systems that are also in different regions and many users who have access to various items.

Region System Active
5
(All Regions) ~  (All Systems) = (All Users) -

0 ... Display Name T Sync Staff Number T JobRole T Tel Y Fax Y Mobile v
J Super Admin &

O Traka Admin [ ] 0753 Traka Administrator 01234 214365

J Traka User 1 & 2580 Sales Manager 01234 235678

O Traka User 2 [ ] 2456 Finance Manager 01234 099887

(] Traka User 3 2 5689 Marketing Manager 01234 563456

[ Traka User 4 [ ] 5780 Technical lllustrator 01234 239045

O Traka User 5 [ ] 9023 UK Sales 01234902312

[ Traka User 6 0 9865 Software Developer 01234121256

T Create Filter
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To find all the users that are in a specific region, simply select the Region drop-down selection arrow and choose a region
from the pre-configured options.

Region System Active
(All Regions; ~  (All Systems) ~  (All Users) -~
BUHdi”gz S Staff N b b Rol

ne aff Number ob Role
Default gt T
Main Office
Mechanical &

[l Trals & drain -~ ATEA Tralis

This will then narrow down the list of users to those who are only in the specified region. You can further strengthen this
search by selecting a specific system within the region.

Region System Active

Main Office LAl Systems ~  (All Users) -

: Meeting Room
0... Display Name T aymc atan nuniber T JobRole

Now the results have been filtered twice making it easier to find the information that is required.

Region System Active

. &
Main Office ~ Meeting Room - (Al Users) -

0 ... Display Name Y Sync Staff Number Y JobRole Y Tel Y Fax T Mobile ¥
] Super Admin &

[ Traka User 1 fa 2580 Sales Manager 01234 235678

[ Traka User 2 & 2456 Finance Manager 01234 099887

T Create Filter

Common Buttons in TrakaWEB

The buttons and options will change according to the page you are currently working on. Several common buttons
appear in many places throughout TrakaWEB. Please see below for button descriptions. Please use the hyperlinks to
view more information about the feature the buttons represent.

General Options

The General options are located to the upper right of the page.

‘ Delete H Edit J ---‘ Cancel H Save and Return ‘
V2.0 18/03/25 uD0260 Page 32 of 527

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



Customise/Export Options

The Customise/Export menu is made available by clicking on the E] Ellipsis button.

Customise

Search for

Show/Hide Grid Columns
Save Layout

Rename Layout

Delete Layout

Select Layout

Export
PDF Export

XLS Export

14.6.3.3 GENERAL OPTIONS

Delete

i

When viewing such pages as users or items, you can highlight a line of data and click the Delete button to delete that
user/item/group etc.

Edit

When viewing such pages as users or items, you can highlight an existing user or item and click the Edit button to edit
that particular user/item/group etc.

Create

When viewing such pages as users or items, you can click the Create button to add a new user/item/group etc. to the

Q
Q
=1
Q
o
Q
wn
[0

When displayed, clicking on the Ellipsis button will open a menu list that will vary according to the page you are currently
viewing.

Cancel ]

The Cancel button can be found in various places throughout TrakaWEB. Selecting it will cancel any changes you have
made and take you back to the previous page.
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‘ Save and Return ‘

The Save and Return button can be found in various places throughout TrakaWEB. Selecting it will save any changes
you have made and take you back to the previous page.

Save

The Save button can be found in various places throughout TrakaWEB, selecting it will save any changes you have made
or are currently making.
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5. MAIN USER GUIDE

5.1 TOOLBAR

‘5.1.1 CUSTOMISE OPTIONS

15.1.1.1 SEARCHING
Throughout TrakaWEB, you can search for specific information from the Toolbar. Selecting the Search for option from
the Customise menu will enable you to search for a user, activity, item description etc. directly from each column on the

page. The example below shows the search feature being used on the Users page. Although pages throughout TrakaWEB
may differ, the principle of the search tool remains the same.

1. From the Users page, open the Customise menu by clicking on the Ellipsis button.

2. Next, click on Search for.

Users @ English (UK) ~ @ Help @ Info €Y
Region System Active

o - &
(All Regions) ~ (Al Systems) ~  (AllUsers) -

Customise
0 ... Display Name Tt Sync staff Number v JobRole T Tel

Search for
O Super Admin PY Show/Hide Grid Columns

Save Layout

O Traka Admin [ ] 0753 Traka Administrator 0123
Rename Layout

O Traka User 1 (4] 2580 Sales Manager 0123 Delete Layout
Select Layout
O Traka User 2 [ ] 2456 Finance Manager 0123
Export
[ Traka User 3 ® 5689 Marketing Manager 0123
PDF Export
(] Traka User 4 ® 5780 Technical lllustrator 0123 XLS Export
O Traka User 5 ® 9023 UK Sales 01234902312
O Traka User & [-] 9865 Software Developer 01234121256

Each column will now have its own search field as shown. In the example below the name ‘Traka’ has been entered into
the Display Name column on the Users page.

0 ... Dpisplay Name ¢ T Sync staff Number T JobRole v Tel Y Fax T Mobile .
[0 Super Admin ®
[ Traka Admin 0753 s 01234214365
® Administrator
9 Loading...

O Traka User 1 ® 2580 or 01234 235678
[0  Traka User2 @® 2456 Finance Manager 01234099887

Marketi
0] TrakaUser3 ® 5689 Pl 01234563456

Manager

TrakaWEB will now search for any details for anyone with the name ‘Traka’.
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0 ... Dpisplay Name 2 Y Sync Staff Number Y JobRole T Tel Y Fax T Mobile T

[ trake |v v v v v v
O Traka Admin ® 0753 [k 01234 214365
Administrator
O Traka User 1 & 2580 Sales Manager 01234 235678
O Traka User 2 & 2456 Finance Manager 01234 099887
[E Traka User 3 [ ] 5689 Marketing 01234 563456
Manager
Technical
] Traka User 4 B 5780 01234 239045

llustrator

TIP: As you can see in the example above, there are multiple users with that same first name. Therefore, to
find specific user details, the search will need to be refined. In this example, adding the users’ full name
would narrow the search down to a particular user rather than a group of users who share a first name.

0 ... Dpisplay Name $ T Sync Staff Number T JobRole T Tel T Fax Y Mobile T
O Traka User 4 [-] 5780 e 01234 239045
lllustrator
Y Contains([Display Name], ‘traka user 4') Clear

Search Filters

When the search feature is enabled, a small filter icon will appear at the right-hand side of the search field. Clicking this
will display a small drop-down box with several filtering terms that can be applied to your search. For example, selecting
the term 'begins with' is useful when searching a user’s first name.

Y T
Begins with
Super Admin
Doesn't contain
Ends with
Traka Admin
Equals
Doesn't equal
Traka User 1 & 2580

Clearing Searches

Clicking 'Clear' in the bottom right-hand corner of the grid will clear the current search and the grid of all information
before the search took place.
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Filter Builder

The Filter Builder allows you to add multiple filters to each search. After you have entered a search term, such as the
name ‘Traka’ into the Display Name column, the bottom left of the grid will display the current filter setting. In the
image below, the filter was set to Contains Display Name and the search term was 'traka', which means any activities
generated by anyone named Traka will be displayed in the activity grid. At the bottom left-hand side of the grid are the
details of the current search. Clicking that text will open a new window that will allow you to add multiple filters to one
search, narrowing your results and making it easier to find the information you are looking for.

01234
[J  TrakaUser5 i 9023 UK Sales 902312
Software 01234
Traka User 6 9865
O raka User i Developer 121256
T Contains({[Display Name], 'traka) Clear

The Filter Builder will list the filters used to generate the last search. In this case, the filter was set to the column Display
Name (highlighted orange), the value searched against was Contains (highlighted blue) and the search term was Traka
(highlighted grey).

Filter Builder x

:And:\

[+8)

Clicking 'And' will add another filter to the list. Each filter is split into three definable sections. The first is the column
section highlighted in orange, the second is the filter value highlighted blue and third is the search term highlighted in

grey.

NOTE: Each definable section such as columns (highlighted in orange) will be different for each page of
TrakaWEB you are viewing, e.g., using the Filter Builder to search in Item Types, there will only be one
option for the columns section as you can only search by the name of the item type.

Filter Builder x

And®
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5.1.1.2 LAYOUTS OVERVIEW

A Layout is a combination of columns you can apply to most of the grids across TrakaWEB. After you have added or
removed columns from a particular grid, you can save that particular selection which is known as a 'Layout’. Once saved,
the layout will keep the columns in the order which you left them when it was saved.

In the example below, the user is currently on the_System Viewer page with position two highlighted and is now looking
at the Access tab on the Activity & Access grid. By selecting a layout that has already been saved, you can see that two
extra columns have appeared providing more information about the users who have access to position two.

In the example below, the user is currently on the Users page. By selecting a layout that has already been saved, you
can see that two of the columns; Fax and Mobile have changed and now provide information for Email and Building.

0... Display Name T Sync Staff Number Y JobRole ¢ v Tel l T Fax T Mobile T I
O Traka User 5 [+ 9023 UK Sales 01234 902312
& Traka Admin [ 0753 Traka Administrator 01234 214365

Standard Layout

0 ... Display Name + T Sync Staff Number v JobRole T Tel l'r Email T Building 'l
[l Traka User 6 @ 9865 Software Developer 01234121256 tub@traka.com T2
= Traka User 5 ® 9023 UK Sales 01234902312 tuS@traka.com T

Custom Layout

NOTE: All layouts are exclusive to the grids or column headers which they are made for. For example, you
cannot create a layout for the grid on the User List page and then apply it to the grid on the Items page.
Each grid contains different information concerning the data it represents. Layouts from other grids may
not be applicable to the information on other pages.

NOTE: If you are viewing or creating a new layout and leave the page and return, the grid will automatically
switch to the default layout, and you will need to Select a Layout.

To access the layout settings, click on the E] Ellipsis button at the upper right of the page.

Customise

Search for

Show/Hide Grid Columns
Save Layout

Rename Layout

Delete Layout

Select Layout

Export
PDF Export

XLS Export
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See Also:

e Creating a layout - Show/Hide Grid Columns

. How to Save a Layout
. How to Rename a Layout
. How to Delete a Layout

. How to Select a Layout

55.1.1.3 SHOW/HIDE GRID COLUMNS

Throughout TrakaWEB, there are many grids that display important information for the page you are currently viewing.
The Show/Hide Grid Columns button allows you to add or remove Grid Columns on the page you are currently viewing.
Once you have added a field to the grid, it becomes a column that you can move or remove.

When adding extra fields to a grid, it is important to remember that each column header is different and the fields that
can be placed and taken away will vary from grid to grid. In the example below, we will select the field Mobile to be
added to the grid on the Users page.

The ‘Show/Hide Grid Columns Chooser’ in the ‘Credentials’ tab within a User’s details is different to
all other grids. This Column Chooser uses check boxes to select the required grid columns rather than a
drag/drop Column Chooser used in other grids.

1. Access the layout settings by clicking on the B Ellipsis button at the upper right of the page.

2. Next, select Show/Hide Grid Columns from the menu.

Customise
Search for

I Show/Hide Grid Columns I

Save Layout
Rename Layout
Delete Layout

Select Layout

Export
PDF Export

XLS Export

V2.0 18/03/25 uD0260 Page 39 of 527

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



A window will now appear displaying a number of different fields to add to the existing columns. Depending on the page
you are viewing and the current data on screen, each grid or tab will have a different selection of columns for you to

select and customise.

Column Chooser

Authoriser Group

Fax

Forename

Mobile

Notes

Postcode

Site

Street, Town

Surname

The fields you can select from are relevant to user i.e., mobile number, fax, email etc. These fields are definable in the

User Fields.

3. To add a column to your grid, simply drag and drop the desired field to the Column Header. The grey arrows
will indicate where the new field will fit into the grid.

b Role

2chnic

arketil

nance

aka Al

Column Chooser

Forename

X

Maobile

L]

Notes

Postcode

A~

Email Building T
Mohile e aka Office

tu3@traka.com  Main Office

tu2@traka.com  Main Office

ta@traka.com

Main Traka Office

Once the field is placed, the grid will show the data that field represents. In this case, the Mobile field was added and
therefore, if the users listed in the grid have a mobile number entered into their user details page, it will now be displayed

here.

0 ... DisplayNamey Sync

[0 TrakaUser3 @

[J TrakaUser4 @

V2.0 18/03/25

staff Number v

5689

5780

Job Role T Tel T Email T Building Mobile = ¥
m:;k;t'e:g zgig : tw3@traka.com Main Office 07492234567
;Ie:;”;z:r g;;zzs tud@traka.com g;::enaka 07492123456
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You can add multiple fields to a grid by simply following the above steps.

mail Y Building ¥ Postcodey Mobile T
Main

ud@traka.com Traka MK46 5EA 07492123456
Office
Main

u3@traka.com MK46 SEA 07492234567
Office

4. If you have a specific set of columns that you may wish to view again, you can save them and give them a
unique name. This is known as a Layout. Please review the following topic to Save a Layout.

5.1.1.4 SAVE LAYOUT

After you have customised a grid by adding, moving or deleting columns/fields, you have the option to save that selection
so that you can later return to the same grid and select a pre-configured layout without having to select different
columns/fields.

1. From the Customise/Export menu, select Save Layout.

Customise

Search for

Show/Hide Grid Columns

Save Layout

Rename Layout
Delete Layout

Select Layout

Export
PDF Export

XLS Export

The following window will appear prompting you to assign a name to the layout. You have the option of saving a new
layout or overwriting an existing one.

2. Enter a name for the layout and click Confirm.

Save Layout D Save Layout S

() Overwrite an existing layout

Original Layout - °

@® specify a new name for the layout -
s Y The Grid Layout has been saved
successfully.

New User Information| |

(i “

3. The layout is now saved and can be renamed, deleted, or selected from the Toolbar.
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See Also:
e Creating a layout - Show/Hide Grid Columns
¢ How to Save a Layout
. How to Rename a Layout
¢ How to Delete a Layout

. How to Select a Layout

55.1.1.5 RENAME LAYOUT
After a layout has been saved, you can rename it at any time if you wish to do so.

1. From the Customise/Export menu, select Rename Layout.

Customise
Search for
Show/Hide Grid Columns

Save Layout

Rename Layout

Delete Layout

Select Layout

Export
PDF Export

XLS Export

The following window will appear prompting you to select a layout and enter a new name.

2. Once you have selected the desired layout and typed in its new name, click the Confirm button.

Choose layout from list below to be renamed

New User Informatior « °

Specify a new name for the layout: -
The Grid Layout has been

User Information renamed successfully.

Ok

3. The layout is now saved against its new name. You can delete or select it from the Toolbar.
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See Also:
e Creating a layout - Show/Hide Grid Columns
¢ How to Save a Layout
. How to Rename a Layout
¢ How to Delete a Layout

. How to Select a Layout

5.1.1.6 DELETE LAYOUT
After a layout has been saved, you can delete it at any time if you wish to do so.

1. From the Customise/Export menu, select Delete Layout.

Customise

Search for

Show/Hide Grid Columns
Save Layout

Rename Layout

Delete Layout

Select Layout

Export
PDF Export

XLS Export

The following window will appear prompting you to select a layout to delete from the drop-down menu.

2. Once you have selected the desired layout click the Confirm button.

°

Choose Layout The Grid Layout has been
deleted successfully.

User Information -

e “

3. The layout has been deleted and is no longer selectable or editable.
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See Also:
e Creating a layout - Show/Hide Grid Columns
¢ How to Save a Layout
. How to Rename a Layout
¢ How to Delete a Layout

. How to Select a Layout

55.1.1.7 SELECT LAYOUT
After a layout has been saved, you can select it and any other layouts at any time.

1. From the Customise/Export menu, select Select Layout.

Customise

Search for

Show/Hide Grid Columns
Save Layout

Rename Layout

Delete Layout

Select Layout

Export
PDF Export

XLS Export

The following window will appear prompting you to select a layout to view.

2. From the dropdown menu, select the layout you wish to delete and then click on the Confirm button.

Select Layout X °

Choose Layout The Grid Layout has been

changed successfully.
(Default) -~

3. The previous layout being displayed on the grid will now change to the newly selected layout.
See Also:
e Creating a layout - Show/Hide Grid Columns
¢ How to Save a Layout
¢ How to Rename a Layout
e How to Delete a Layout
e How to Select a Layout
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‘5.1.2 EXPORT OPTIONS

The option to export TrakaWEB data to either PDF or XLS format is accessed through the layout settings by clicking on

the B Ellipsis button at the upper right of the page.

Customise

Search for

Show/Hide Grid Columns
Save Layout

Rename Layout

Delete Layout

Select Layout

Export
PDF Export

XLS Export

55.1.2.1 EXPORT TO PDF

In TrakaWEB, it is possible to export the data from whatever grid you are viewing into PDF format. Simply select the
PDF Export option from the Customise/Export menu and you can choose to either view the PDF in a new browser or

download it.
: = [55] X
T | B Userslist 18-02-2022_12-48-54; % | -
(&) (D) File | CyUsers/user/Downloads/UsersList_1... 8 = z
1 |ofl Q e +
tr\aka Region: (All Regions)
System: (All Systems)
ASSA ABLOY st {plftpess)
Users Date: 18/02/2022 12:48
Display Name Sync Staff Number Job Role Tel Fax  Mobile
Super Admin  |Successful
Traka Admin | Successful |0753 Traka Administrator 01234 214365
Traka User 1  |Successful | 2580 Sales Manager 01234 235678
Traka User 2 |Successful | 2456 Finance Manager 01234 099887
Traka User 3 |Successful 5689 Marketing Manager (01234 563456 07492234567
Traka User 4  |Successful 5780 Technical Illustrator 01234 239045 07492123456
Traka User 5 | Successful 9023 UK Sales 01234 902312
Traka User 6 | Successful /9865 Software Developer 01234 121256
4 3
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5.1.2.1 EXPORT TO EXCEL

In TrakaWEB, it is possible to export the data from whatever grid you are viewing into PDF format. Simply select the
XLS Export option from the Customise/Export menu and you can choose to either view the Excel Spreadsheet in a

new browser or download it.

“8 Display Name Sync
I Super Admin Successful
Traka Admin Successful
Successful
Successful
Successful
Successful
Successful
Successful

V2.0 18/03/25

Staff Number

0753

2456
5689

Job Role

Traka Administrator
Sales Manager
Finance Manager
Marketing Manager
Technical Hustrator
UK Sales

Software Developer

uD0260

Tel

01234 214365
01234 235678
01234 099887
01234 563456
01234 239045
01234 902312
01234 121256

Region: (Al Regions)
System: (All Systems)
Active: (All Users)

Mobile

07492234567
07492123456
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5.2 SYSTEM VIEWER

The System Viewer allows you to see a representation of your Traka Touch system on your PC. This is the '"Home' screen
of TrakaWEB that will appear each time you log in. From here, you can view all the activity of each system in the
database. Only one system can be viewed at a time.

Lttt System Viewer & Englieh (UK) = i i
ASSA ABLOW ¥ ngli ) T Help ® Info 9
@ System Viewer Region System —— —
Default ~  Reception - | EdxiFab dizkems | |---f 3
1 - L Users T
Q Items . . s
,‘- A o
i Rl AL S status : @ 21/02/2022 11:18:17
f B Reports
{ Software Settings  » % 2 @ 9 %2 080 )
Pos 1 - Reception Ke 4 |
g iFobs = = - -
' 00006000 il
L2 Systems Previous user: Traka Admin
T Realtime Activity o 200006
0006 O (1)
Item Activity -
DI
g wLn S0 iFob Activity ® -
iFob Access @ - { 5 ]
Systern Activity @ ’
items @ -

1 - Navigation Menu

At the left side of each page in TrakaWEB, you will notice the Navigation menu. From here, you will be able to navigate
to the different pages of TrakaWEB such as the System Viewer, Users, and Systems etc.

2 - System Display

The System Viewer displays an interactive image that represents the type of Traka Touch system you have. The colours
and icons of the iFobs/Items in the system viewer change depending on their current status. These icons also differ
between Key Cabinets and Locker Systems.

Key Cabinet Status Icons

O - No iFob defined

. - iFob currently in the system with no items attached

0 - iFob currently in the system with items attached

- iFob with no items currently out of the system

iFob with items currently out of the system

iFob currently out of the system and under a curfew

¢
i
A N

iFob currently out of the system and is overdue

- iFob currently in the system and has a fault logged against it

- iFob currently in the system and has a repaired fault logged against it

iFob in the wrong slot. The X shows the where the iFob has been incorrectly located
- iFob in the wrong slot. The v shows the where the iFob should be correctly located

- No information available on the related iFob and/or item

VOOV
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Locker System Status Icons
- Asset currently in the system with no item defined
- Asset currently in the system with item defined
- Asset with no item defined currently out of the system
- Asset with item defined currently out of the system

G

- Asset currently out of the system and under a curfew

i,
N[ —

il - Asset currently out of the system and is overdue

- Asset in wrong compartment. The X shows where the asset has been incorrectly located
- Asset in wrong compartment. The v shows where the asset should be correctly located

’? - Asset has become undetectable

NOTE: The Locker System status icons will not update for Non-RFID Locker Systems as it is not possible to
detect if an asset is present in the system.

3 - Toolbar

The Toolbar is located at the top of each page. It will display certain buttons and information that are used in every
aspect of TrakaWEB no matter where you navigate to. Please follow the link for more details about the TrakaWEB
Interface.

Region System
I Edit iFob H Edit Items

-]

Default ~  Reception -

Clicking the dropdown menus to the left for Region or System will display a list of the Systems/Regions that currently
exist in your database.

Edit iFob
- Selecting the Edit iFob button will open the iFob Details tab in the Edit iFob menu for the currently

selected iFob in the System Viewer

Edit Items
- Selecting the Edit Items button will open the Item Details tab in the Edit Item menu for the currently

selected Item in the system Viewer

E] - Selecting the Ellipsis button will open the Actions Menu

Actions
Remote Release Remote Release
Remote User Login Remote User Login
Transfer Ownership Transfer Ownershi
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4 - System & Item Detail Panels

The system & Item Detail Panels will be located to the right of the cabinet or locker image. The first panel shows the
status of the system and the second shows the status of the item for the currently selected position.

Reception

status : @ 22/02/2022 15:00:16

Systerm communicating OK

Pos 10

status: @

Current user: [raka User 1
Taken at: 22/02/2022 14:58:02
Previous user: Traka User 2

iFob is under Curfew but is Overdue. It was due back on 22/02/2022 14:59:02

System Detail Panel

The System Detail Panel shows the status of the Traka Touch system. It will display the system title, date & time at the
system, and the connection status. If the status LED is green, that indicates the system is currently connected to
TrakaWEB. If the LED turns red, this will mean there has been a disconnection, check the network cable has not been
removed and ensure the system is switched on. If the status LED is orange, that indicates the system connection to
TrakaWEB is now being established and the system information is now being updated.

Item Detail Panel

The Item Detail panel shows the iFob or item description, the user who currently has the item, when it was taken, the
previous user who removed the item and if the iFob/item has a curfew. In the image above, position 10 is highlighted;
therefore, the Item Detail Panel is showing a red LED indicating that a curfew has been placed on the item and is
overdue. In this case, the iFob/item had a curfew and should have been returned to the system at 14:59:02 on the
22/02/2022 but has not been returned. Therefore, a message has appeared at the bottom of the panel stating that the
item is overdue.

5 - Item Activity & Access Grid
To the right of the cabinet image is the Item Activity & Access grid. This grid will display...
e The last 30 days of activities for the items in the selected position
e The last 30 days of activities for the iFob (RFID Tag if it is a locker system) in the selected position
e All users who have access to the iFob/item in the selected position
e The last 30 days of system activity

e The items defined for the selected position

Item Activity B -
iFob Activity B
iFob Access B -
Systern Activity B -
Itemns B -
V2.0 18/03/25 ubD0260 Page 49 of 527

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



Item Activity

The item activity tab displays the last 30 days of activities for the item(s) in the selected position. This grid will show
you who removed and returned the item and what time it was removed/returned. You can run various reports for a more
in depth look at these activities. A shortcut on the tab will take you directly to the Activity Report.

In a Traka Touch Key Cabinet, multiple items can be attached to an iFob; therefore, the item activity tab will display
individual lines for each of the items attached to that iFob when it is removed/returned.

Item Activity [E] }
Activity Pos. When Who
Item Returned 10 f;fggf;OH z:'aka User
Itern Removed 10 f;fgif??ﬂ ;aka LFear
ltem Returned 10 f;fgé?;‘zz T’aka User

iFob Activity
The iFob activity tab displays the last 30 days of activities for the iFob in the selected position.

If your system is an RFID Locker System, it will not contain iFobs. Therefore, the term ‘iFob’ is referring to the ‘RFID
Tag’. It is not possible to attach more than one item to an RFID Tag. Therefore, once an item has been defined, the Item

Activity and iFob Activity tabs will display the same events. A shortcut on the tab will take you directly to the Activity
Report.

iFob Activity [E] )
Activity Pos. When Who
Itern Returned 10 f;g’;fsf?—fzz ;:’aka User
[tern Removed 10 ?;fg?z’ﬂ"j;ﬂ ;’aka Lisay
Itemn Returned 10 fgfgé";;zz T’&kd User

iFob Access

This tab lists the users who currently have access to the selected position. A shortcut on the tab will take you directly to
the Item Access By Item Report.

iFob Access [E] -

Who
Traka Admin

Traka User 1
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System Activity

This table is very similar to the 'Item Activity'. It displays the last 30 days of activities that have occurred at the system,
e.g., Door Opened, Door Closed, Admin Access etc. A shortcut on the tab will take you directly to the Activity Report.

System Activity [_E] v
Activity When Who
DB Backup To SD Card 22/02/2022
Successful 00:00:23
21/02/2022 Traka User
User Logged Out 16:20:35 5
21/02/2022 Traka User
Door Closed
RS 16:20:34 2

Items

This tab displays the details of the items currently attached to the iFob/RFID Tag. These description details are definable
from the Edit Item Type section. A shortcut on the tab will take you directly to the Items page.

Items [E] B

Area Location Manager Key Number Key Number

Building 2 010

5.2.1 TRAKAWEB SYSTEM VIEWER GRID

Due to the many permutations of physical locker designs, it is not always possible to display the interactive image of the
locker within the TrakaWEB system viewer. Currently, there are only a subset of locker images available to use and so
to resolve the issue, a System Viewer Grid is used. The System Viewer Grid shows the status of the physical system
within TrakaWEB without having to display an image of the actual locker or cabinet.

Configuration of the System Viewer Grid is done within TrakaWEB Admin on a per-system basis. Although the option is
available for both cabinets and lockers, the option to customise the TrakaWEB System Viewer Grid is specific to lockers

only.

NOTE: When configuring cabinets, a user has the option to either view the system viewer grid or the
interactive image within the system viewer in TrakaWEB.
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System View Option and Custom Product Type

After launching the TrakaWEB Admin Application, the System Configuration screen will be displayed.

System Corfiguration

em Design  Feature Options  Software Update

1. Locate the Product Family drop-down menu to choose a specific system type.

V2.0 18/03/25

System Details
System |Receptinn | [ Online
Product Generation Traka Touch ~ Software Version 302
Product Family M-Series ~ | 05 Version 43
M-Seri
Seral Number 5_5:'.?::
Host name or Address E, [ 1 Allow Ping
g Demonstration Series
ime Zane Rack Manager
1-Series
W Series
System 1D 001 = Working System ID 001
MAC Address 04-CB-1D-80-17-53
Comms Engine |Corrms Engine on DESKTOP-DN4B0GD w | Fositions 20
Integration Engine |<None> ~ | Rows 2
Region |Defad ~ | Columns 10
CPSN
Certficate | Traka KeyStore (E1F6F93A0DB3B4CCTF30 ~ | L[] Cert downloadable unti:
| Save |
uUD0260
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The screen will change to display the default locker image.

Software Update

System Corfiguration  System Design  Feature Options
e &

2. Click on the ‘System Design’ tab to edit the selected system type.

System CO"ﬁQUﬁﬁO”l System Design lFeature Options ~ Softwars Update

Cx

3. Within the System Design tab, click on the ‘Use System Viewer Grid display’ tick box.

[ Use System Viewer Grid Display
Door Praduct Type Start Positions E{z: = Emcal Ll]rgerface
» 40W Touch Laptop Locker |1 1 40 1 20 255
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If the system to be configured is a locker, the ‘Custom’ option will be made available from the Product Type drop down
menu. The custom product type is a product type that should be used when there is no system image available for the
locker. When using the custom product type the user will be required to manually enter a number into the ‘Positions’
field for this system. The maximum value that can be entered will be 150.

Froduct Builder Delete Extenzion Add Extension
| Use System Viswer Grid Display
- Door Froduct Type Start Positions gg{f'cal Egtﬂ?al Ir:;éerface
[ = |i | |
» Custom 1 0 0 0

NOTE: The maximum value that can be entered within the ‘Positions’ field is 150. If this value is exceeded,
an icon will appear in the left-hand box. Hovering the mouse cursor over the icon will display a message

informing the user of this.

Froduct Builder Delete Extenzion Add Extension
Usze System Viewer Grid Display
Door Froduct Type Start Positions gg{f'cal Egtﬂ?al Ir:;éerface
¥} ' ' '
P ] Custarn 1 | |0 0 0
Froduct Builder Delete Extenzion Add Extension
Uze System Viewsr Grid Display
Door Product Type Start Positions gg{f'cal Egtﬂ?al Ir:;éerface
I [v] | | f '
- T |0 ]
For Custom product type please enter position value between 1 and 130 | |

NOTE: If ‘Custom’ has been selected, the ‘System Viewer Grid’ must be used with that particular system.
The tick box to select the ‘Use System Viewer Grid Display’ will be ticked and greyed out and the Product

Builder will also be disabled.

With the ‘Custom’ option enabled, a generic image will be displayed in place of the usual system image to indicate that
this system is a custom type and that no image is currently available.

1 System Corfiguration  System Design

Feature Options =~ Software Update

V2.0 18/03/25

~) Defadt () Locker lidvw = ..‘. 1y
| | Eds |
Status: O 24/03/2016 14:06;08
Connected
1
Status: @
[ e oty PETEREARE RS
System Details
System First Hoor Office | Online
Product Generation Traka Touch Software Version
Product Family Lockers - 05 Version

uD0260
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TrakaWEB System Viewer

When TrakaWEB is launched, the System Viewer page will check to see if the current system should be displayed by an
image or a System Viewer Grid as it loads. If the System Viewer Grid display is to be used, then the status information
will relocate from the bottom left of the page to the top right of the page above the activity grids location.

The System Viewer Grid layout will change depending on which product type the system has been assigned. A typical
System Viewer Grid may appear as shown below:

System Viewer

Region System
Region B - Small Locker -
Small
Pos. + T Description T Status T
Status:
) 1 Unknown Feslom
e 2 Unknown Pos 1
Status:
&) 3 Pasition 3 - Laptop In System
There is
® 4 In System
O g Unknown
iFob Ac

Fixed Return

For a fixed return system, each physical position will be represented by a row within the System Viewer Grid. Each row
will be divided into columns as shown below.

Pos. 2 v Description Y Status Y
(%] 1 Pool Car In System
(%] 2 Pool Van In System
(%] 3 Stock Van In System
[ ] 4 In System
(%] 5 Vehicle - Finance In System
(9] 6 Vehicle - Sales In System
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Random Return to Single System

For a Random Return to Single System, each physical position in the system will be represented by a row in the System
Viewer Grid. A row will also be displayed for each iFob that is not in the system.

When an iFob is removed from the system, its position will remain but its icon will turn grey to show that the iFob is not
in the system. A new row will then be added to the bottom of the grid to show which particular iFob has been removed.
Its Index, Description and Status will also be displayed. This is shown in the example below.

The iFob in position 4 has been removed from the system. A new row is created at the bottom of the grid reflecting its
current status.

Pos. = v Index = Description T Status T

1 1 Pool Car In System

2 5 Pool Van In System

QO 3 6 Stock Van In System
4 Out Of System

5 3 Vehicle - Finance In System

6 4 Vehicle - Sales In System
2 Out Of System

‘5.2.2 TOOLBAR BUTTONS

Selecting the E] Ellipsis button on the Toolbar will open the Actions Menu

Actions
Remote Release
Remote User Login

Transfer Ownership

25.2.2.1 REMOTE RELEASE
This option allows you to remotely release an iFob/Item or open a locker compartment door from the system for a user.
Clicking the Remote Release button will open a window, which will prompt you to select a user to release an item to.

Simply highlight the desired user and select Remote Release. Alternatively, you can select the 'unknown user' tick box
if you wish to release the iFob/item to a user who is not in the database.
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You have the choice to release it to both users who do have access to the iFob/item, and users who do not.

The pop-up window will now give a real time update of the removal process. The door on the Traka Touch system or
Locker System will now open and prompt the user to remove the iFob/item.

Remote Release - Position 1 X

Please select a user you wish to remote release an item to

Anonymous User [

Select Authorised Users =

Display Name = v Staff Number ¥ Job Role T Tel T Fax v Mobile v Email Y Site v Building v Street, Town 1
T : X T T T ¥ T L T
Main
Traka 01234
Traka Admin 0753 ta@traka.com Traka i

Administrator 214365
Office

Y Create Filter

Close

NOTE: When the Item Allowance limit has been reached for a non-Anonymous user, a TrakaWEB Admin user
may remotely release more items to the user from that same system effectively overriding their Item
Allowance. This is achieved via the I Know What I Want screen when the user has been remotely logged in.

55.2.2.2 REMOTE USER LOGIN

This option allows someone using TrakaWEB to remotely log another user into the system. Selecting this icon from the
Actions Menu will present the Web user with a pop-up box allowing them to select a user to allow access to the system.

If the user has access to only items, the system will display the item selection screen and automatically open the system
door (on Key Cabinets). If the user has admin/report permissions, they will be given an option to remove items or enter
the admin/reports menu etc.

Remote User Login

Please select a user you wish to remote login

Display Name 2 v Staff Number v Job Role T Tel Y Fax v Mobile T Email v Site v Building v Street. Town v

Super Admin

Y Create Filter
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15.2.2.3

TRANSFER OWNERSHIP

This option allows you to transfer the ownership of the item(s) in the selected position to another user whilst the item(s)
is/are already out of the system. Clicking the Transfer Ownership button will open a window, which will prompt you to
select a user to transfer to. Simply highlight the desired user and select Transfer.

You have the choice to transfer it to both users who do have access to the item, and users who do not.

The pop-up window will now display the details of the transfer process. TrakaWEB will now show that the user who
currently has the item out of the system has changed.

Transfer Ownership - Position 1

Flease select a user you wish ta transfer ownership to

Select Authorised Users ~

Display Name = v staff Number T JobRele T Tel T Fax T Mobile T Email T Site T Building T Street. Town Y Postcode T Notes T
T i T £ T T T T 2 T T T
s Traka 01234 Main Traka
Traka Admin 0753 Rl 214365 lafiraka.com Office MK46 SEA
01234 Main Traka
Traka User 1 2580 Sales Manager 235678 tul@traka.com Office MK46 SEA
T Create Fliter
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5.3 USERS

Within TrakaWEB, users can be added, edited and deleted. This may be achieved on a user-by-user basis as outlined in
this section, or multiple users can be edited at once by using the Multi-Select/Multi-Edit feature.

5.3.1 USERS LIST
From the Navigation Menu select the ‘Users’ tab. If you already have users set up in your Traka Touch system, then this

list will be populated with all of those users along with all the other users in the database. If you have not added any
users to your system, you will need to Add Users.

Region System Active

(All Regions) =~ (All Systems) ~  (All Users) - Ij
0 ... Display Name Y Sync Staff Number Y JobRole T Tel T Fax T Mobile T
[l Super Admin @

| Traka Admin ® 0753 Traka Administrator 01234 214365

O Traka User 1 ® 2580 Sales Manager 01234 235678

O Traka User 6 [ ] 9865 Software Developer 01234121256

Y Create Filter

Region, System & Active Filters

When looking at the user list, you can filter which users are displayed by using the Region, System and Active drop-
down filters located on the left-hand side of the Toolbar. Clicking the arrow button next to each field will show you a list
of selectable filter types, depending on what has been configured. For more information, please refer to the Regions and

Systems topics.

Sync Column

This column shows the current synchronisation status of the user to the currently selected system. There are three main
icons that indicate what state the synchronisation is in. A green LED indicates that the user is fully synchronised with all
Traka Touch systems they should be. A red LED indicates a sync failure, check that the system is switched on and can
communicate with TrakaWEB. Lastly, a rotating loading graphic shows that TrakaWEB is attempting to synchronise the
user with the Traka Touch System.

Show/Hide Grid Columns

Throughout TrakaWEB, there are many grids that display important information for the page you are currently viewing.
For example, the user list will automatically display the default user fields e.g., staff position, telephone number, fax
number etc. The Show/Hide Grid Columns button located in the Customise menu allows you to add or remove
fields/columns of your choice to the grid. Every grid is different and will provide different fields to add to the grid. The
user list will allow you to add any or all of the eleven user detail fields.

NOTE: The '‘Show/Hide Grid Columns Chooser’ in the ‘Credentials’ tab within a User’s details is different to
all other grids. This Column Chooser uses check boxes to select the required grid columns rather than a
drag/drop Column Chooser used in other grids.
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[5.3.2 USER DETAILS

The user details window allows you to add and edit user details. From the ribbon toolbar, select the user’s icon. If you
have already got users set up in your Traka Touch system, then this list will already be populated with all those users.

Region System Active
- @
(All Users)

(All Regions) ~ (Al Systems) -

LT Display Name Y Sync Staff Number ¥ JobRole Y Tel Y Fax Y Mobile 4
O Super Admin ®

O Traka Admin ® 0753 Traka Administrator 01234 214365

O Traka User 1 [ ] 2580 Sales Manager 01234 235678

O Traka User 6 o 9865 Software Developer 01234 121256

T Create Filter

Details

Here you enter general information about the user such as name, telephone number, language etc.

Details System Access Credentials Item Access Groups Item Access Region Access Web Access History

B - |

User

Forename Traka
surname Admin
Display Name Override O

Display Name Traka Admin

Details

Language English (UK) - Email Op——
Staff Number 0753 site

Job Role Traka Administrator Building Main Traka Office
Tel 01234 214365 Street, Town

Fax Postcode MK46 SEA

Mobile

Notes

Forename & Surname
Enter the name of the user. It is essential that these fields be completed.

Display Name Override
If this option is enabled, then you can add/change how the user’s name is displayed on screen at the Traka Touch.
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E.g., if the Forename & Surname fields have your full name ‘Traka Admin’, you could enable Display Name Override
and enter ‘Traka Admin — Traka Administrator’.

Language
When users identify themselves to the System, the instructions on the touch screen will be displayed in the selected

language. If the default language is selected, then the default language of the Traka Touch System will be displayed.
User Details

There are eleven detail fields available to store details about the user. Each field will have a default heading that is
assigned when you install TrakaWEB, for example, email. You can change the headings of each field from the User Fields

page.

User Picture
Here you can add a picture of the user. Once selected, this image will display next to their name.

System Access

Here you define the Active status of the user, define the systems which the user has access to, and set any relevant
Administration permissions.

Details System Access Credentials Item Access Groups Item Access Region Access Web Access History

‘ Cancel | Save and Retwrn ‘ |---|

System Access

Active Permit Expiry Date 07/10/2054
Start Date 07/10/2024 09:1 Authoriser Group Nane -
Expiry Date 07/10/2074 09:1
Sync  Effective T System 2 T Regiont Activet No.ofltems Super Admin ¥ System Admin ¥ User Admin v
® M Touch Office  Default ] = = =
Y Create Filter
Active

Tick this selection box on or off to make the user active or not active as a TrakaWEB-registered user.

Start & Expiry Date
Select the start & end date and time for the when the user is active.

Permit Expiry Date
Certain users may have licences, certificates or permits that require being kept up to date. Setting an expiry date in this
field will show you when the users permit(s) will expire.

Authoriser Group
When using Authorisers, they may be added to different groups depending on authorisation requirement. You may then
select from the drop-down menu, the Authoriser Group that you wish to assign the user to.

System Access Grid

The system access grid will display all systems across every region within the database. From here, you can select which
systems the user has access to as well as Admin permissions. Selecting the Ellipsis button will show a menu with
additional software permissions such as Reports, Allowance and Curfews. These options may be refined by assigning
roles to users through Software Permissions Groups. This will in turn reflect the user’s roles on Traka Touch. For more
information on User Roles for Traka Touch, refer to UD00258 - Traka Touch Pro User Guide.
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NOTE: The System Access Grid will display different options depending on which feature options are enabled
on the system. The example below is typical of a grid with no feature options enabled.

Sync  Effective T System 2 Y RegionT Activer No.ofltems Super Admin ¥ System Admin v User Admin 1

® M Touch Office  Default = = ] =

Allowance System Default -

None -

System Access Grid

Effective
The tick box named Effective is related to the Active column. When you tick the Active checkbox, the user’s information
will be synchronised with the system. Once that has completed, the Effective checkbox will be ticked automatically.

System
This column will display the name of the system.

Region
This column will display the region to which the system belongs.

Active
Check this box to make the user active and allow them to use the chosen Traka Touch system, e.g. access the system,
remove items, run reports etc (anything the user is permitted to do).

No. of Items
This column will show how many items the selected user currently has access to in each system.

Super Admin
The Super Admin role will grant/revoke the user with all the Admin roles regardless of any of them being selected or
deselected.

System Admin
The System Admin Role will provide a grant/revoke ability to administer Systems settings, including doors admin if the
system is a locker, but will not enable to edit user records or access and administer items.

User Admin
Selecting this option will provide an Admin role to grant/revoke the ability to edit User records such as adding or removing
users or assigning items to users.

Items Admin
Selecting this option will add an Item admin role which will grant/revoke the ability to administer Item records, enabling
a user to access items or replace damaged or broken iFobs.

Additional Permissions:
Additional permissions are available upon expanding each of the system’s panel by clicking on the Ellipsis button next
to each system.

System Reports
Selecting this tick box will allow the user to view & run reports at the Traka Touch system.

CIAG Allowance Override
Selecting this tickbox will enable a user to override any Common Item Access Group allowance settings.
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Allowance

Allowance can restrict the total number of iFobs/items users can have out of the system at any one time. Using
the drop down selection box, you are able to select a quantity or alternatively, select unlimited for no restriction.
The maximum will be however many iFobs/items you have in the selected system.

Authoriser
Selecting this option will enable the user to authorise certain activities such as another user removing items.
Please refer to the Authoriser section for more information.

Authorisation Override
Selecting this option will enable an admin user to self-authorise. If an item requires authorisation, a user with
this option ticked will bypass the authorisation process.

Curfew

Curfews are used to reduce the amount of time an iFob/item is out of a system, or how long a user can have
an iFob/item in their possession. There are two different types of curfew; Relative & Absolute. You can set these
curfews against both users and iFobs/items. This is a very useful feature within businesses that have shift
patterns and users taking many iFobs/items from various systems, as it will highlight if they are not returned
to the system by the end of a users’ shift. Please refer to the Curfews section for specific details.

NOTE: Your ability as a TrakaWEB administrator user to manage each of the Admin Roles on the System
Access Grid can be enabled or disabled through Software Permissions Groups as shown below.

aYalc £V

= Users

[ ] Create

[] Delete

[ ] Edit

|:| Edit Emergency Open Role
B Edit ttems Admin Role

[ ] Edit Own User Record

B3 Edit Super Admin Role

B Edit System Admin Role
B Edit System Reports Role
B Edit User Admin Role
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Credentials

Here you can assign a user’s credentials to enable them to log into the Traka Touch system(s).

Details System Access Credentials Item Access Groups Item Access Region Access Web Access History

| Cancel | Save and Return | ‘---|

IDs & PINs

Keypad ID 1234 PIN
PIN Expiry Date 06/11/2024 =

Enrolment ID 6/11/202

Random Enrolment ID

PIN Force Change [}

Fingers Enrolled 0

Credentials | |

Default s Credential ID s 1 Enabled T Active Date 1 Expiry Date T
No data to display
T Create Filter

NOTE: There are two levels of access when using a Traka Touch system: Primary and Secondary. A primary
level of access can be one of the following: Credential ID, Keypad ID or Fingerprint ID. This means any one
of those forms of ID will allow you access to the system. The secondary level of access is an optional PIN
(Personal Identification Number). If a user has a PIN, they will be required to enter this at the system
following the input of their primary access (Credential ID, Keypad ID or Fingerprint).

Keypad ID
Here you can input your Keypad ID number. This is the primary ID number that will grant the user access to the system.

Enrolment ID

Enrolment ID is used in conjunction with either a Card Reader or the Sagem Fingerprint Reader. This feature allows you
to set a temporary enrolment number that can be emailed to a user so that when they enter their enrolment number at
the system, they will immediately be prompted to swipe/scan their preferred credential (e.g. access card) or enrol their
fingerprint. Clicking Random Enrolment ID below the Enrolment ID box will automatically fill this field with a random
six-digit number.

NOTE: The user will need to have been setup for email notifications in the Admin App.

PIN

Here you can input your PIN (Personal Identification Number). This is a secondary level of access that can be used in
addition to a Keypad ID, Credential ID or Fingerprint. E.g., if you have a Credential ID as your primary level of access,
when you log into the system you will be prompted for your PIN after swiping your credential.

PIN Expiry Date
This field allows you to enter a date for when the user’s PIN will expire. After this date, the user will be required to

change their PIN the next time they access the system. If you wish the PIN to forever remain active, leave this area
blank.

PIN Force Change
Select this option to force the user to have to change their PIN. If selected, the user will need to change their PIN the

next time they access the system.
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Fingers Enrolled
Here it will display how many fingers the user currently has enrolled to the system. This is only valid for systems using
the Sagem Fingerprint reader.

Credentials Grid
Here, you can add, edit or delete the credential(s) associated with a user.

NOTE: It is possible to assign more than one credential to a user if the Multiple Credentials non-cost feature
option has been enabled. Please see the Multiple Credentials section for more information and guidance on
how to assign multiple credentials to a single user.

Item Access Groups

You can also grant or revoke access to an entire group of items by using the Item Access Groups section.

Details System Access Credentials Item Access Groups Item Access Region Access Web Access History

Save and Rewurn ‘ | ---|

| Cancel |

0 ... Name s Access Y Everyone Group Y
O Common Group v
O Group A
O Group AB
0 Group AE v
O Group All
Y Create Filter
V2.0 18/03/25 uUD0260 Page 65 of 527

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



Item Access
Here you can grant/revoke access to items across all systems and regions.

Item Access Grid

Simply checking the Access box next to the desired position will allow the user to remove that item from the system.
Selecting the Grant All button will tick all the access boxes allowing the user access to everything. Selecting ‘Revoke All’
will untick everything removing all access respectively.

Details System Access Credentials Item Access Groups Item Access Region Access Web Access History
e [eromenn | [retent | [(omet | [
(All Types) -
Access System 2 v Pos. = v Detail1 T Detail 2 Y Detail 3 Y Detail 4 v Detail 5 T Type T
] M Touch Office 1 Reception Main Office 001 Key
= M Touch Office 2 Ground Floor Main Office 002 Key
] M Touch Office 3 First Floor Reception 003 Key

Region Access

It-)lelre yotu can place the user into a Region. Simply tick the access box on the left of the region you wish the user to
elong to.

Details System Access Credentials Item Access Groups Item Access Region Access Web Access History

[ Cancel ][ Save and Retwrn } @

All Regions []
Access T Region CE §
O Building 2
= Default
[l Main Office
[] Mechanical

Y Create Filter

Selecting the All Regions tick box will put the user in all regions automatically.
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Web Access

In the Web access tab, a user can be given a separate username and password that will allow them to log into TrakaWEB,
either with Windows Authentication or Basic Authentication. It is important to assign a user to a Software Permissions
Group so that they are able to log into their TrakaWEB account. The User active on TrakaWEB checkbox, will only be
available if a user has been assigned to a group. Disabling this option will not permit a user to log in. If the Password
Notification and Email Configuration have been set up in the Admin App, a user may be sent an email to reset their
password. For more information on Web Access groups, please see the Software Permissions Groups section. For more
information on TrakaWEB Basic Authentication Password Complexity Rules, please refer to TD0216 - TrakaWEB
Version 4 Installation & Configuration Guide.

Details System Access Credentials Item Access Groups Item Access Region Access Web Access History

Cancel Save and Return

User active on TrakaWEB ]

Account Locked Status

Unlocked

Windows Authentication

Username

Basic Authentication

Username Send a password reset email

Force user to change password
Password

Confirm Password

Permissions

Software Permissions Group
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[5.3.3 ADDING USERS

1. From the Navigation Menu select Users. If you already have users set up in your Traka Touch system or they
have been added here before, then this list will already be populated.

Region System Active

v Create
(All Regions) -~ (All Systems) ~ (Al Users) - -E]

0 ... Display Name Y Sync staff Number T JobRole Y Tel Y Fax T Mobile T
Od Super Admin ®

O Traka Admin ® 0753 Traka Administrator 01234 214365

O Traka User 1 [ ] 2580 Sales Manager 01234 235678

|| Traka User 6 [ ] 9865 Software Developer 01234121256

Y Create Filter

2. To create a new user, click the button.

3. The new user record will now open. By default, the User Details page will open. Fill in the required fields, click
Save and then proceed to the next step.

New User @ English(U) ~ @ Help @ Info @

[ Cancel ][ Save and Return ] Save

User

Forename Traka
surname User 7
Display Name Override O

Display Name Traka User 7

Details
Language System Default - Email tu7@traka.com
Staff Number 7834 Site
Job Role Product Manager Building T2
Tel 01234 335446 Street, Town
Fax Postcode
Mobile Notes
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4. Now click on the System Access tab. Here, you can toggle the Active status of the user, set their start and
expiry date, and choose the system they have access to and any administrator settings if applicable.

Details System Access Credentials Itemn Access Groups Item Access Region Access Web Access History

Cancel

System Access

Active Permit Expiry Date 07/10/2054
Start Date 07/10/2024 00:01 Authoriser Group None -~
Expiry Date 07/10/2054 00:01
Sync  Effective T System 2 Y Regiony Activer No.ofltems Super Adminy System Adminy User Adminy Items Admin v
M Touch .
) Office - Default @ [} O O O
Y Create Filter

With the release of TrakaWEB Version 4.5, the input fields for IDs & PINs has moved to the Credentials
tab. Card ID has been replaced by the Credentials Grid. On older versions of TrakaWEB, you will find this
information under the System Access tab with the required fields to input IDs & PINs.

5. Click on the Credentials tab. Here you can assign the Keypad ID, Enrolment ID, a PIN and a Credential for the

user.
Details System Access Credentials Item Access Groups [tern Access Region Access Web Access History
| Cancel ‘ Save and Rewrn ‘ ‘T‘
IDs & PINs
Keypad ID 7777 PIN
PIN Expiry Date 7/10/2054 =
Enrolment ID 071012054
Random Enrolment ID
e PIN Force Change O
Fingers Enrolled 0
Email PIN/Enrolment ID O
Credentials =
Em
Default %+ Credential ID + Y Enabled T Active Date Y Expiry Date T

No data to display

Y Create Filter

NOTE: It is possible to assign more than one credential to a user if the Multiple Credentials non-cost feature
option has been enabled. Please see the Multiple Credentials section for more information and guidance on
how to assign multiple credentials to a single user.

The ‘Show/Hide Grid Columns Chooser’ in the ‘Customise’ option, found by clicking the ellipsis button,
is different to the Show/Hide Grid Columns Choosers in other tabs. This Column Chooser uses check boxes
to select the required grid columns rather than a drag/drop Column Chooser used in other grids.
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6. If assigning a credential to a user, click the Add button. If no credentials need to be assigned (i.e. only a
Keypad ID is required), please move on to Step 9.

Details System Access Credentials [tem Access Groups ltemn Access Region Access Web Access History

| Cancel

IDs & PINs
Keypad ID 7777 PIN
PIN Expiry Date 7/10/2054 =
Enrolment ID 0771072054
Random Enrolment ID
e PIN Force Change O
Fingers Enrolled 0
Email PIN/Enrolment ID O
Credentials
Default + Credential ID + 1 Enabled T Active Date T Expiry Date T
No data to display
T Create Filter

If there are no systems assigned to the user with Multiple Credentials enabled, this button will
disappear when the new row appears in the Credentials Grid. However, if the row is deleted before or after
saving the new Credential, the add button will return. Please see the Multiple Credentials section for further
information.

7. An unpopulated Credential will appear in the Credentials Grid and will be marked as the default credential and
enabled.

Credentials

Default 2 Credential ID 2 v Enabled Y Active Date Y Expiry Date T

—| @ 07/10/2024 00:00:00 07/10/2054 00:00:00 fii Delete

Read Last ID

The default credential is essential for logging into single credential systems. If Multiple Credentials
has been enabled and more than one credential exists for the user, then it is possible to change the default
credential. Please see the Multiple Credentials section for further information.

The Active Date and Expiry Date will be pre-populated based on the Start Date and Expiry date in the
System Access tab. It is possible to edit these dates, but it is not possible to set the expiry date before the
start date.
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8. Input the Credential ID. There are two ways to populate this information:

i Click in the Credential ID field and type the required ID number.

Default 2 Credential ID = v Enabled T Active Date T Expiry Date Y
34257366 -
@® ] 07/10/2024 00:00:00 07/10/2054 00:00:00 fii Delete
Read Last ID

iii. Click Read Last ID to bring up the Read Last Card ID window. Here, you can select a system to
retrieve the last read Card ID from. Select the required system and click Read. The last read ID will
appear, check this is the required ID and click Copy to Credential ID. The Read Last Card ID window
will close, and you will see the Credential ID field has been populated with the relevant ID.

Default = Credential ID = v Enabled T Active Date T Expiry Date ¥

@® | | = 07/10/2024 00:00:00 07/10/2054 00:00:00 fii Delete

Read Last D

Please select a System to retrieve the last read Card ID from: Please select a System to retrieve the last read Card ID from:

Please Select... - M Touch Office -

-

T )

Read Last Card ID X

Please select a System to retrieve the last read Card ID from:

M Touch Office -

The last read ID is 34257366 as of 07/10/2024 12:54:55

Copy to Credential ID

Default ¢ Credential ID $ Y Enabled Y Active Date Y Expiry Date T
| 34257366
® ] 07/10/2024 00:00:00 07/10/2054 00:00:00 fi Delete
Read Last ID
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NOTE: TrakaWEB will automatically check the database for duplicate Credential IDs. If a duplicate is found
when creating or editing a user, you will be asked if you wish to transfer the ID from one user to another.
Clicking ‘No’ will prevent the Credential ID field from being saved and require the ID to be changed. Clicking
‘Yes’ will input the Credential ID and the word ‘Transfer’ will appear on the right-hand side. The Credential
ID will not be transferred until you click Save. Once saved, the Credential ID will be removed from the
previous user and migrated to the user you are creating.

The provided Credential ID 34257366 is registered for another user. Do you wish to transfer it to
this user?

N -

Default $ CredentialID 2 v Enabled Y1 Active Date Y Expiry Date T

® 34257366 ] 07/10/2024 00:00:00  07/10/2054 00:00:00 i Delete

NOTE: A Credential ID cannot be edited once saved. It must first be deleted, and a new Credential created.
However, all other fields in the Credential Row can be edited.

9. Continue to input the appropriate details in the relevant tabs at the top of the page. For more information,
please review the User Details section.

10. When you are finished, click the | save and Return ‘ button to go back to the user list. To add more users, repeat
this process from Step 2. ‘ '

5.3.4 EDITING USERS

1. From the Navigation Menu, select Users. If you already have users set up in your Traka Touch system or they
have been added here before, then this list will already be populated.

Region System Active

Create .
(All Regions) ~  (All Systems) = (All Users) - -|j

0 ... Display Name Y Sync Staff Number Y Job Role T Tel Y Fax Y Mobile T
L Super Admin ®
O] Traka Admin & 0753 Traka Administrator 01234 214365
Traka User 6 ® 9865 Software Developer 01234121256
O Traka User 7 ® 7834 Product Manager 01234 335446
Y Create Filter

2. Highlight the desired user and click the Edit button. Alternatively, you can double click the desired user.
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3. The selected user record will now open. Edit the required details. For more information, please review the User
Details section.

Details System Access Credentials Item Access Groups Item Access Region Access Web Access History

Save and Return |

Cancel |

User

Forename Traka
Surname User 6
Display Name Override O

Delete Image

Display Name Traka User 6 -

Choose File

Details

Language System Default - Email tub@traka.com
Staff Number 0753 Site

Job Role Software Developer Building T2

Tel 01234 121256 Street, Town

Fax Postcode

Mobile

Notes

NOTE: A Credential ID cannot be edited once saved. It must first be deleted, and a new Credential created.
However, all other fields in the Credential Row can be edited.

4. When you are finished, click the Save and Return button to go back to the user list. To edit more users, repeat
this process from step 2.

NOTE: A User with the edit User Permission will be able to access the History tab to view an audit trail.
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5.3.5 EDITING USERS WITH VALIDATION ERRORS

Validation errors may occur over one or more pages in TrakaWEB for users being imported from a previously standalone
system. Typical examples could be user information for mandatory fields being absent as it is not stored on the Touch
system, duplicate users or a user sharing the same primary ID as an existing record.

At the Users page in TrakaWEB, a red asterisk will appear against the tab or tabs that contain user validation errors.

It is possible to navigate through each tab and resolve any validation errors that exist.

A message will be shown on the affected page stating that there are validation errors, and the affected mandatory fields
will be marked with a red asterisk (*) as shown in the example below.

Details * System Access Credentials*  Item Access Groups Item Access Region Access Web Access History

Save and Return

Cancel ‘

User

Forename User
surname 1
Display Name Override O

Details
Language System Default - Email
Site
* Staff Number
] ired
Building
* Job Role
User Detail Value Required Street, Town
Tel Postcode
Fax
Notes
Mobile

Once the validation errors have been resolved, click on the Save button to continue.

5.3.6 DELETING USERS

GDPR Statement: To retain the audit history, such as a sequence of activity that has affected a specific
operation, procedure, or event. It is recommended that the User details are maintained & not fully deleted
from the database. With this in mind, the preferred option to remove a User from a Traka system is as
follows:

o Define the user as inactive so that the user cannot use the Traka system(s) any more

¢ Replace the User ‘Forename’ & ‘Surname’ with non-specific details such as ‘Former employee#1’

It is also recommended that a backup of the database be made after the above changes are completed and
all previous database back-ups destroyed.

This process also maintains compliance with the ‘General Data Protection Regulations’ (GDPR).
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1. From the Navigation Menu, select Users. If you already have users set up in your Traka Touch system or they
have been added here before, then this list will already be populated.

Region System Active

(All Regions) « (Al Systems) «  (All Users) - E]
0... Display Name T Sync Staff Number T JobRole T Tel T Fax T Mobile T
O Super Admin 1]

O Traka Admin L] 0753 Traka Administrator 01234 214365

O Traka User 6 @ 9865 Software Developer 01234 121256

O Traka User 7 L] 7834 Product Manager 01234 335446

Y Create Filter

2. Highlight the desired user and click the button.

3. A message window will appear asking you to confirm the deletion of the selected user. Click Yes.

Are you sure you want to delete 1 user(s)?

4. The user will now be permanently deleted and disappear from the user list.

[5.3.7 USER FIELDS

User Fields are the title headings of the personal credentials in the User Details page. Instead of the default staff number,
position etc. you can customise them to suit your business requirements.

1. To change these, simply click the Software Settings icon from the Software Settings sub-menu on the
Navigation Menu and select the User Fields button.

® System Viewer

L Users

@ Items »

@ Reports »

& Software Settings  * Item Types

iFobs Activity Types
User G

0B Systems ser Groups

l User Fields

(& Realtime Activity
Regions
Software Permissions Groups
Notifications

V2.0 18/03/25 uD0260 Page 75 of 527

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



2. The User Fields page will then be displayed.

User Fields & English(UK) ~ @ Heip @ e €Y
Details History
Field % Description Mandatory Duplicate Check Display Name Order

User Identification Headings

Field 02

Forename

Surname

User Custom Detail Headings

Field ¥ Staff Number Mot Included -
Field 02 ob Role Mot Included -
Field 02 Tel Mot Included -
Field 04 Fax Mot Included -
Field 05 obile Mot Included -
Field 06 mail Mot Included -
Field 07 Site Mot Included -
Field 08 Building Mot Included -
Field 09 Street, Town Mot Included -
Field 10 Posicode Mot Included -
Field 1 otes

User Identification Headings

Here, you can define the two fields that are by default used for the forename and surname. Simply enter the new text
into the corresponding text boxes.

e Display Name Order
The display name drop-down selection boxes allow you to change which order the fields appear. E.g., if you rearrange

forename to 2, surname to 1, and mobile to 3, the Traka Touch will read Admin Traka 07896852148 instead of the
default Traka Admin.

User Custom Detail Headings

These are the eleven definable fields that appear on the first tab on the user details. Simply enter the new text into the
corresponding text boxes.

¢ Mandatory Tick Box

Checking this box will force the logged in TrakaWEB administrator to populate that particular field when creating a new
user. E.g., if the mandatory check boxes were selected for the fields Job Role, Mobile and Email, when the TrakaWEB
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administrator next creates a new user, they will be forced to enter data into those fields which will be marked by a red
asterisk (*) before they are allowed to continue as shown in the example below.

l Cancel [ Save and Rewrn

User

Forename | |

surname

Display Name Override O

Display Name Choose File

Details
Language System Default  ~ * Email
Staff Number Site
* Job Role Building
Tel Street, Town
Fax Postcode
* Mobile

Notes

e Duplicate Check Tick Box

Checking this box will allow TrakaWEB to search if the identical credentials have been entered against the same field to
another user before the details are saved, e.qg., if the duplicate check box was ticked for the field 'Mobile' and a TrakaWEB
administrator is creating a new user and attempts to enter a mobile nhumber that is already assigned to another user,
TrakaWEB will inform you and will not allow you to continue.

3. Once you have selected the required options, click the Save and Return button to go back or click the history
tab to view past records of changes you have made to each field.
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History Tab

This tab keeps a record of all the changes made to each field name and the user who made them. This is useful if you
ever want to know what the field titles used to be.

Details History

(o=

When Action Field Who old New
23/02/2022 14:56:25 Modified Field 01 - Mandatory Super Admin False True
23/02/2022 14:56:11 Modified Field 08 - Mandatory Super Admin False True
23/02/2022 14:56:05 Modified Field 04 - Mandatory Super Admin False True
23/02/2022 14:56:04 Meodified Field 11 - Mandatory Super Admin False True
23/02/2022 14:56:02 Modified Field 10 - Mandatory Super Admin False True
23/02/2022 14:55:23 Modified Field 01 - Mandatory Super Admin True False

Y Create Filter

5.3.8 MULTI-SELECT/MULTI-EDIT (MSME)

Users

The Multi-Select/Multi-Edit or MSME feature within TrakaWEB can significantly reduce the workload of a user with the
Administrator role. It provides the user with the ability to add multiple users to Item Access Groups and Systems. It is
also an effective method of making users active or inactive on a system as well as deleting them. This is achieved by
using the right mouse button to display a context menu, which will allow the user to choose from a number of options.

The context Menu

The Context Menu is central to the functionality of Multi-Select/Multi-Edit and is available by right clicking the mouse
within the grid or left clicking on the Ellipsis option above the check box column. This will display a menu with a series
of options. Greyed-out options will only be made available if one or more users have been selected.

0. l e — iy
Select All on Page lect All on Page

Deselect All On Page [J  Deselect All On Page

Deselect All Deselect All
0 075
O 258
O 24
O 568
0 578
O 902
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Select All on Page

Selecting this option will enable the user to select all the users listed on the current page at once.
Deselect All on Page

This option will enable the user to deselect all the selected users on the current page at once.
Deselect All

If users are selected on one or more pages, this option will enable them all to be deselected.
Delete Selected

This option will enable the user to delete all selected users over multiple pages.

Set Active on Systems

Choosing this option will display a list of available systems. This will allow any selected users to be set as active on one
or more systems.

Set Inactive on Systems

This option will enable a user to remove user activity on one or more systems.

Set Users Active

Selecting this option will set any selected users to Active.

Set Users Inactive

Choosing this option will set any selected users to Inactive.

Add User Curfew

Selecting this option will allow an Absolute or Relative curfew to be added to one or more users.

Remove User Curfew

This option will allow an Absolute or Relative curfew to be removed from one or more users.

Set User Systems Allowance

Selecting this option will enable a user to set the System Item Allowance for systems within a selected region for one
or more users.

Selecting Users
Users can be selected individually or by using the context menu to select them on a page-by-page basis.
1. From the Navigation Menu, select Users.

You will then be taken to the Users page. If you already have users set up in your Traka Touch system, then this list will
be populated with all those users along with all the other users in the database. If you have not added any users to your
system, you will need to Add Users.

Region System Active

(All Regons) - (AllSystems) - (All Users) - I

0..  Display Name T Syne  StaffNumber v JobRole v Tl Y Fax T Moblle v
[m] Super Admin L]

[} Traka Admin ® 0753 Traka Administrator 01224214365

[m] Traka User & [ ] 9865 software Developer 01234121256

0 Traka User 7 [ ] 7834 Product Manager 01234 335446

¥ Create Fitte
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2. To select individual users, click in the check boxes located to the left.

pr—

/] Traka User 1 ] 2580 Sales Manager 01234 235678

= Traka User 2 ® 2456 Finance Manager 01234 099887

a Traka User 3 & 5689 Marketing Manager 01234 563456 07492234567
_

NOTE: Above the column of check boxes, a number will display how many users are currently selected
across all pages. This is a useful way of monitoring how many users remain selected, even if there are no
users selected on the current page.

Display Name T Sync Staff Numb

O Super Admin @

] Traka Admin B 0753
= Traka User 1 & 2580
= Traka User 2 & 2456
(] Traka User 3 @ 5689
i et Lar 2 . oo

3. To select all the users on the current page, right-click and choose the option Select All on Page.

0 ... Display Name T Sync Staff Number ¥ Job
9 e Display Name Y Sync Staff Number T Job Rol
(|| Super Admin [ ]
Select All on Page a Super Admin @
O Traka A Tra
Deselect All On Page
] Traka Admin & 0753 Traka
O Traka Us Deselect All Sa
] Traka User 1 = 2580 Sales
il Traka Us Fin
] Traka User 2 & 2456 Finan
[=] Traka Us Ma
] Traka User 3 e 5689 Mark:«
B Traka Us Te
] Traka User 4 B 5780 Techn
il Traka Us UK
] Traka User 5 @ 9023 UK Sa
(] Traka Us So
[] Traka User 6 ) 9865 Softw

This will select all the check boxes for all users on the current selected page only. You may also choose to Deselect All
on Page or, if there are users selected over multiple pages, you can Deselect All.

NOTE: There is no option to select all users at once, as this could potentially lead to a situation where they
may be accidentally deleted.
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Deselecting Users

Users can be deselected individually, on a page-by-page basis or all at once.

1. To deselect an individual user, click on the corresponding check box located to the left.

/] Traka User 1

] Traka User 2

] Traka User 3

2580 Sales Manager
2456 Finance Manager
5689 Marketing Manager

01234 235678

01234 099887

01234 563456

07492234567

2. To deselect all the users on the current page, right click and choose the option Deselect All on Page. This will
have no effect on selected users on other pages.

Display Name Y Sync staff Number

Super Adn  sejact All on Page

n .|.I Deselect All On Page
Traka A

Deselect All
Traka Use Delete Selected

Set Active on Systems
Traka Use

Set Inactive on Systems
Traka Use Set Users Active

Set Users Inactive
Traka Use

Add User Curfew

Traka Use Remove User Curfew

Set User Systems Allowance
Traka User 6 2 9865

T JobRo

Trak:

Sales

Finan

Mark

Tech:

UK Sz

Softw

3. To deselect all the users across all pages, right-click and choose the option: Deselect All.

V2.0 18/03/25

Display Name Y Sync Staff Number

Super Adn  splact All on Page

Deselect All On Page
Traka Ad

Deselect All

Traka Use Delete Selected

Set Active on Systems
Traka Use

Set Inactive on Systems
Traka Use Set Users Active

Set Users Inactive
Traka Use

Add User Curfew

Traka Use Remove User Curfew

Set User Systems Allowance
Traka User 6 - 9865

uD0260

Y JobRo

Traks:

Sales

Finan

Mark

Tech:

UK Sz

Softw
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Deleting Users

The context menu option for deleting users will only apply when one or more users are selected. This also applies to
using the delete button at the top of the page. Once the delete option is selected, a window will appear requesting
confirmation.

NOTE: A user will not be able to delete themselves if they are logged into TrakaWEB using their own
credentials.

1. To delete the selected users, right click and then choose the option for Delete Selected.

3 ... Display Name Y Sync Staff Number T JobRo
Select All on Page
O Supe B
Deselect All On Page
O Trak  Deselect All Traka
l Delete Selected I
=3 Tra Sales

Set Active on Systems

] Trak  Set Inactive on Systems Finan
Set Users Active

= Trak Mark
Set Users Inactive

] Trak Add User Curfew Techr
Remove User Curfew

(] Trak UK Sa
Set User Systems Allowance

[l Trak= | lear & - QQFLG Snfh.

A message will appear, requesting conformation that you wish to delete the selected users. Choosing No will close the
window and return to the Users page. Select Yes to start the process.

Delete Users %

Are you sure you want to delete 3 user(s)?

A window will appear displaying the progress and status. Once completed, click on the Close button. If the process was
successful, the selected users will be removed.

Delete Users e

Your request to delete a batch of user records has been sent to
the Traka Web server and the status is shown below.

status Complete

Progress 3 of 3

Not processed 0

If you click Close before the status is complete, please be aware

that the changes requested may not show in Traka Web until the
batch processing has completed successfully.
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Set Active on Systems

Using the context menu to set a user active on a system is a more efficient method than navigating to the System Access

tab.

1. Select the user that you wish to set as active on a system by right clicking and choosing the Set Active on

Systems option.

1en Display Name T Sync Staff Number
O Super Admin &

O Traka Admin ® 0753

] Traka User 1

Select All on Page

Deselect All On Page

O Traka User 2
Deselect All
0 Traka User 3 Delete Selected
Set Acti Systel l
O Traka User 4 l A A
Set Inactive on Systems
O Traka User 5 Set Usaers Active
Set Users Inactive
] Traka User &
Add User Curfew
) Traka User 7 Remove User Curfew
Set User Systems Allowance
O Traka User 8 - i

A new window will appear displaying a list of all the available systems.

Set Users Active on Systems

upon and then select Continue,

0. itle

[ First Floor Office
[l Main Offica
[1  Meeting Room

O Reception

T Create Filter

[ Fontioue |

X

Please select one or more systems below that you would like to make your selected users active
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2. Select the systems that you wish to allocate to the user and then click on Continue.

Set Users Active on Systems

Please select one or more systems below that you would like to make your selected users active
upon and then select Continue.

B First Floor Office
[ Main Office
d Meeting Room

B  Reception

T Create Filter

A message will appear asking for confirmation that you wish to set the user or users active on the selected systems.
Selecting No will close the message and return to the Users page. Select Yes to start the process.

Set Users Active on Systems »

Are you sure you want to set 1 user(s) active on the chosen systems?

A window will appear displaying the progress and status. Once completed, click on the Close button. If the process was
successful, the selected users will be set as active on the assigned systems.

Set Users Active on Systems *

Your request to make a batch of user records active on selected systems has been sent to the
Traka Web server and the status is shown below.

status Complete
Progress 1 of 1
Mot processed 0

Ifyou click Close before the status is complete, please be aware that the changes requested may
not show in Traka Web until the batch processing has completed successfully.

NOTE: Clicking on Close before the status is complete will not cancel the operation. The batch process will
continue to run, and any changes will not be displayed until the process has completed.

The user will now be set as active on the selected systems.
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Set Inactive on Systems

Setting users as inactive on a system will remove their ability to use whichever system or systems are selected from the
list of those available.

1. Select the users that you wish to set as inactive on systems. Right click and choose Set Inactive on Systems
from the context menu.

1. Display Name T Sync Staff Number
El Super Admin &
O Traka Admin [} 0753
] Traka User 1 .

Select All on Page
i} Traka User 2 Deselect All On Page

Deselect All
O Traka User 3

Delete Selected
0O Traka User 4 Set Active on Systems

l Set Inactive on Systems l

i | Traka User 5

Set Users Active

Set Users Inactive

d Traka User 6

Add User Curfew
o kAT Remove User Curfew

Set User Systems Allowance
O Traka User 8 ¥

A window will now appear displaying all the available systems.

2. Select which systems you wish to set as inactive to the users and then click on Continue.

Set Users Inactive on Systems b4
Please select one or more systems below that you would like to make your selected users
inactive upon and then select Continue.

1.0 Title e
v
@  First Floor Office
[} Main Office
[} Meeting Room
[} Reception
Y Create Filter
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A message will be displayed requesting confirmation that you wish to set the selected users inactive on the chosen
systems. Selecting No will close the message and you will return to the Users page. Select Yes to start the process.

Set Users Inactive on Systems

Are you sure you want to set 1 user(s) inactive on the chosen systems?

No

A window will appear, displaying the status of the process. Once completed, click on Close. If successful, the selected
users will then be set as inactive on the selected systems.

Set Users Inactive on Systems b4

Your request to make a batch of user records inactive on selected systems has been sent to the

Traka Web server and the status is shown below.

status Complete
Progress 1 of 1

Not processed 0

If you click Close before the status is complete, please be aware that the changes requested may

not show in Traka Web until the batch processing has completed successfully.

Set Users Active

Using the context menu through the MSME feature can set a user as Active without having to navigate to the System

Access tab.

1. Select the users you wish to set as active and then right click and choose Set Users Active from the context

menu.

V2.0 18/03/25

3. Display Name
O Super Admin
O Traka Admin
= Traka User 1
= Traka User 2
/] Traka User 3
O Traka User 4
O Traka User 5
O Traka User 6
O Traka User 7
O Traka User 8

T Sync Staff Number

® 0753

Select All on Page
Deselect All On Page
Deselect All

Delete Selected

Set Active on Systems

Set Inactive on Systems

Set Users Active I

Set Users Inactive
Add User Curfew
Remove User Curfew

Set User Systems Allowance
w Ji1o0

uD0260
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A message will be displayed requesting confirmation that you wish to set the selected users as active. Selecting No will
close the message and you will return to the Users page.

2. Select Yes to begin the process.

Set Users Active X

Are you sure you want to set 3 user(s) active?

N -

A window will appear, displaying the status of the process. Once completed, click on Close. If the process was successful,
the selected users will then be set as active.

Set Users Active

I

Your request to set a batch of users active has been sent to the Traka Web server and the status
is shown below.

status Complete
Progress 3 of 3
Not processed O

If you click Close before the status is complete, please be aware that the changes requested may
not show in Traka Web until the batch processing has completed successfully.

Set Users Inactive

Similar to Setting Users as Active, using the context menu through the MSME feature can set a user as Inactive
without having to navigate to the System Access tab.

1. Select the users that you wish to set as Inactive and then right click and choose Set Users Inactive.

V2.0 18/03/25

3 e Display Name T Sync Staff Number
O Super Admin ®

O Traka Admin ® 0753

] Traka User * Select All on Page

Deselect All On Page
] Traka User @

Deselect All
= i Delete Selected
Set Active on Systems
0 Traka User 4 sot Inactive on Systems
Set Users Active
O Traka User %
Set Users Inactive I
O Traka User 6 Add User Curfew
Remove User Curfew
[} Traka User 7
Set User Systems Allowance
[} Traka User 8 & 9156

uD0260
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A message will be displayed requesting confirmation that you wish to set the selected users as inactive. Selecting No
will close the message and you will return to the Users page.

2. Select Yes to begin the process.

Set Users Inactive e

Are you sure you want to set 3 user(s) inactive?

A window will appear displaying the status of the process. Once completed, click on Close. If successful, the selected
users will then be set as inactive.

Set Users Inactive b

Your request to set a batch of users inactive has been sent to the Traka Web server and the
status is shown below.

status Complete
Progress 3 of 3
Not processed 0

If you click Close before the status is complete, please be aware that the changes requested may
not show in Traka Web until the batch processing has completed successfully.

Add User Curfew

To read more on how to add User Curfew with help of the Multi-Select/Multi-Edit functionality, please refer to the User
Curfews section in this document.

Remove User Curfew

To read more on how to remove User Curfew with help of the Multi-Select/Multi-Edit functionality, please refer to the
User Curfews section in this document.

Set User Systems Allowance

The Set User Systems Allowance option will enable a user to set the System Item Allowance on systems within a
selected region for one or more users.

1. From the Users page, select the region that you wish to select the systems for allocating the User Systems
Allowance.

Region System Active

~ (Al Systems) - (All Users) - - [E]

(All Regions)

Building 2
T Sync Staff Number v Job Role T Tel T Fax v Mobile T

Main Office
Mechanical [ ]
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2. Select the user or users that you wish to set the User Systems Allowance then right click and choose Set User
System Allowance from the context menu.

Display Name T Sync staff Number
Super Admin [ ]
Traka Admin ® 0753

Traka User 1
raka User Select All on Page

Traka User 2 Deselect All On Page

Deselect All

Traka User 3 Delete Selected

Traka User 4 Set Active on Systems
Set Inactive on Systems
Traka User5  gat Users Active
Set Users Inactive
Traka User 6
Add User Curfew

Traka User 7 Remove User Curfew

Set User Systems Allowance
Traka User 8

3. At the next screen, select the system or systems for the selected region by clicking in the checkbox to the left.

Set Systems Allowance for Users

0 .o Title

(] Reception

T Create Filter

Please select one or more systems and then select the allowance per system. Select Continue to apply the allowance to the selected users.

T Region = v Allowance

Default Systemn Default

“ kenkme

-
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4. Over to the right of the screen, select the drop-down menu in the Allowance column and select the Item
Allowance for the selected users.

2 1 Allowance

| System Defaulf] -
Unlimited
1

2
3
4
5 v

A window will now appear requesting confirmation to Set Systems Allowance for Users.

5. Now Select the Continue button.

6. Select Yes to continue.

Set Systems Allowance for Users 5

Are you sure you want to set a system allowance for 3 user(s)?

A window will now appear showing the progress and status of the process.

7. Once completed, click on the close button.

Set Systems Allowance for Users i

Your request to set a system allowance for the selected users has been sent to the Traka Web
server and the status is shown below.

status Complete
Progress 3 of 3
Not processed 0

If you click Close before the status is complete, please be aware that the changes requested may
not show in Traka Web until the batch processing has completed successfully.

NOTE: When the Item Allowance limit has been reached for a non-Anonymous user, a TrakaWEB Admin user
may remotely release more items to the user from that same system effectively overriding their Item
Allowance. This is achieved via the I Know What I Want screen when the user has been remotely logged in.
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5.4 ITEMS

75.4.1 ITEM LIST

From the Navigation Menu, click the Items tab. A sub-menu will appear with the option to choose from either Item
Access Groups or Items.

@ System Viewer Resan

(All Regions) -

0 Users

Item Access Groups
5] Reports v Items

@ Software Settings

8 iFobs Y Create Filter
@ Systems
C

) Realtime Activity

1. Select Items, you will then be taken to the Items list. All the items in your Traka Touch system will automatically
synchronise when you log into TrakaWEB (providing you enabled communications from your Traka Touch
system).

Region System Type
Default = Reception ~ (Al Types) = “B

0... System = v Pos. = v Detail1 T Detail2 Y Detail3 v Detail4 v Detail5 v Status v Who T When

| Reception 1 Reception Main Office 001 InSystem  Traka Admin  15/02/2022 10:06:31
5| Reception 2 Ground Floor  Main Office 002 InSystem  Traka Admin  15/02/2022 10:06:31
O Reception 3 First Floor Reception 003 In Systemn 15/02/2022 09:45:36
] Reception 4 First Floor Conference Room 004 In Systemn  Traka Admin  15/02/2022 10:06:32
| Reception 5 Production Warehouse 005 InSystern Traka Admin  15/02/2022 10:06:32
O Reception 6 Main Office Stationary 006 InSystem  Traka Admin  15/02/2022 10:06:32
O Reception 17 Building 2 First Floor 017 InSystem  Traka Admin  15/02/2022 10:06:34
] Reception 18 InSystem  Traka User3  17/02/2022 11:57:08
O Reception 19 In System 15/02/2022 09:45:39
El Reception 20 Building 2 Main Entrance 020 InSystem  Traka User 3 17/02/2022 11:57.04

¥ Create Filter

The list shows all the items that are currently in your Traka Touch system, their current status & various definable detail
columns. The list that is displayed will depend on the Region, System & Item Type filters that are currently selected on
the Toolbar. To view only items that are from a specific region/system or are of a specific type, you must select the
appropriate filter.
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75.4.2 ADDING A NEW ITEM

Adding a new item to the system can be achieved in two ways. You can either:

1. From the System Viewer, select the position for the new Item.

0000060000090

ooooooolfloo

Reception

status : @ 01/03/2022 11:03:58

System communicating OK

Pos 18

status: @
Previous user: Traka Admin

Item Returned By a Different User

iFob Activity

iFob Access

System Activity

2. From the Ribbon toolbar, select the button.

You will then be taken to the New Item page.

Or:

3. From the Navigation Menu, select Items from the Items sub-menu.

@ System Viewer

0 Users

B Reports ’

@ Software Settings  »

Region
(All Regions) -

Item Access Groups

Items

@ iFobs Y Create Filter
@ Systems
(5 Realtime Activity
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You will now be taken to the Items page, showing a list of all the items currently in the system.

Region System Type

Create wee
Default =  Reception = (All Types) - -[—]

0 ... sSystem ¢ Y Pos. $ Y Detail1 T Detail2 T Detail3 v Detail4 v Details v Status v Who Y  When

O leception 1 Reception Main Office 001 InSystem  Traka Admin  15/02/2022 10:06:31
O 2 Ground Floor  Main Office 002 InSystern  Traka Admin  15/02/2022 10:06:31
O Reception 3 First Floor Reception 003 In System 15/02/2022 09:45:36
O Reception 4 First Floor Conference Room 004 InSystern  Traka Admin  15/02/2022 10:06:32
O Reception 5 Production Warehouse 005 In System 15/02/2022 10:06:32
O 6 Main Office Stationary 006 In System raka Admin  15/02/2022 10:06:32
[ Reception 17 Building 2 First Floor 017 InSystemn  Traka Admin  15/02/2022 10:06:34

T Create Filter

4. From the Toolbar, click on the button.

You will now be taken to the New Item page.

At the New Item page, you can enter specific details for the Item in the Details section.

Details
Type
Here you can assign the Item Type e.g., a locker key, car key, door key etc.
Details Fields
The detail fields that follow will change depending on the selected item type. Please refer to Adding New Item
Types or Editing an Item Type for further details. Alternatively, you can edit the selected item type by selecting
the 'Edit item' button on the Toolbar.
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New Item

iFob

Home System ‘
Home Position ‘
Current System ‘
Current Position

Tag No ‘

iFob Description ‘

Details

Area

Location
Manager

Key Number
owner
Section
Reference
Location

Type
Acquired Date

Notes

Type Key =

@ English(UK) ~ €3

[ Cancel

[ |

Selecting the Attach iFob button from the Details page will direct you to the iFob Selection window. Here, you will see

a list of available positions that remain available in the system.
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5. Select an available position and then click on OK.

iFob Selection 3G

Free iFobs Only

Free iFobs Only -

System & v Pos. ¢ v Description Y Status T
Reception 18 In System
Reception 19 In System
Reception 20 In System

Y Create Filter

s

You will now be directed back to the Details page.

NOTE: With an item selected, you may also use the ‘Detach iFob’ button to remove an item from the selected
position.

iFob

Axtach iFob I Detach iFob l
Home System ‘ Reception ‘
Home Position ‘ 18 ‘

Once completed, click on Save and Return from the Toolbar. This will take you to the Items list page, showing the
newly added Item in the existing list.

Sysiem

In Traka
Recepti 17 Building2  FirstFl 017
O eception o TERIO0r System  Admin
In Traka
Reception 18
0 P System  Admin ]

Y Create Filter

The process can be repeated to add more new items.
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75.4.3 EDITING AN ITEM

1. From the system viewer, highlight an iFob or locker compartment with an item defined and then select the Edit
Items button from the Toolbar. Alternatively, using the Navigation Menu, click the Item option from the sub-
menu. From the item list, highlight the desired item and click the Edit button from the Toolbar.

2. If you clicked Edit Item from the system viewer page, you will be presented with the Details tab on the New
Item details page. You will be able to see the details currently defined for that position. From here, you can edit
the system details in the Details section as shown below.

Edit Item @ English (UK) ~ @ Help @ Info g

Details Features History

Bereral B

iFob

Home System Reception
Home Position 18
Current System Reception
Current Position 18

Tag No 0

iFob Description

Details

Type Key
Area Main Office

Location Reception

Manager

Key Number 018
Oowner

Section

Reference

Location

Type

Acquired Date

Notes
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Clicking Edit Item Type from the E] Ellipsis menu on the Toolbar will take you to the Edit Item Type detail page where
you can redefine all the item’s details and descriptions.

Type Features History
=0

Name Key

Details
Field % Description T Mandatory T Duplicate Check T iFob Description Order
Field 01 Area Mot Induded -
Field 02 Location Mot Included -
Field 03 Manager Mot Included -
Field 04 Key Number | Mot Induded -
Field 05 Owner Mot Induded -
Field 06 Section Mot Included -
Field 07 Reference Mot Included -
Field 08 Location Not Included -
Field 09 Type Mot Included -
Field 10 Acquired Date Mot Included -
Field 11 MNotes Mot Included -

T Create Filter

3. If you navigated directly to the Item Page, then you will currently be looking at the Item list. This list will have
every item defined for any position in the database. Highlight the item you wish to edit and click the Edit Item
button. You will then be directed back to the Edit Item page.

As well as being able to Edit Item Type, at the New Item page, you can also select Edit iFob.
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4. From the Edit Item page, select Edit iFob from the Ellipsis menu on the Toolbar.

[ Cancel ][ Save and Return ] [E]

Actions

Edit iFcb

Edit Item Type

This page enables you to edit the details of an iFob. It also contains the Items tab, which again will allow you to add or
edit items. This page also contains the Features tab, iFob Access, and History tab.

Edit iFob & English (UK) ~ @ Help @ Info 9

Details Features ltems iFob Access History

[ Cancel ][ Save and Return ]E

System

Home System | Reception |
Home Position |4—|
Current System | Reception |
Current Position |4—|
Status | In System |
Serial Number |-W|
Details

Manual Description [=]:

Description

Tag Mo 0
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The history tab keeps a record of all the changes made to the data in each field and who made the changes. This is
useful if you ever want to know what the field details used to be.

Edit iFob & English (UK) ~ @ Help @ Info 9

Details Features Items iFob Access History

=0

When Action T Field Who old New
01/03/2022 12:27:26 Modified Custom Return Message Super Admin
01/03/2022 12:27:26 Modified Custom Release Message Super Admin
15/02/2022 16:21:48 Modified Manual Description Super Admin False True
15/02/2022 16:21:32 Modified Manual Description Super Admin True False

Y Create Filter

5. When you have completed editing the item, click the Save button or click Save and Return to be taken back
to the Item List.

If an iFob does not have an item assigned to it and you click Edit Items, you will be taken to the ‘New Item’ page. Here,
you can assign a new Item Type, such as a key, to an iFob.

[ Cancel ][ Save and Return ]E

iFob

Home System im}
Home Position |_19—|
Current System | W |
Current Position |19—|
Tag No I-O—-I

iFob Description | |

Details

| 7
Location | Rack

Manager

Key Mumhber
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75.4.4 DELETING AN ITEM

1. From the Item List, select the desired item and click the Delete button.

Region
Default

1. system = 7

[ Reception

[0  Reception

[J  Reception

O Reception

-

System

Reception
Pos. + ¥ Detaill
1 Reception
5 Ground

Floor

3 First Floor
4 First Floor

-

T

Type

Vil |

Detail 2

Main Office

Main Office

Reception

Conference
Room

T Detail3r Detail4T Detail57

002

003

004

Status T

In
System

In System

In System

In System

= e

Who

Traka
Admin

Traka
Admin

Traka
Admin

15/02/2022
10:06:31

15/02/2022 10:06:31

15/02/2022 09:45:36

15/02/2022 10:06:32

2. A window will appear asking for confirmation to delete the item.

3. Click Yes to confirm.

Delete Items

Are you sure you want to delete 1 item(s)?

— .

A new window will appear confirming the status of the process. Once you click on the Close button, the item will no
longer appear in the list.

V2.0 18/03/25

Delete Items

status Complete
Progress 1 of 1

Not processed 0

Your request to delete a batch of item records has been sent to the
Traka Web server and the status is shown below.

If you click Close before the status is complete, please be aware that the
changes requested may not show in Traka Web until the batch
processing has completed successfully.
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5.4.5 ADDING AN ITEM TO AN IFOB

NOTE: If your system is an RFID Locker System, it will not contain iFobs. However, this section will still be
relevant and the term ‘iFob’ will be referring to the ‘RFID Tag’ in a Locker System.

TrakaWEB by default has an item type already created named 'Key'. This item type can be used at any time. TrakaWEB
also allows you to create your own item types and assign them to iFobs on the system viewer. Therefore, you could
create an item type called Car Keys, and then create twenty car keys that you can then assign to the iFobs.

NOTE: It is possible to add up to 5 Items to a single iFob and they must all be of the same item type.

1. From the system viewer, highlight a position that currently does not have an item assigned. Then using the
Toolbar, select the Edit Item button.

2. You will be presented with the Details page. Here, you can edit the details as required and select the item type
from the drop-down menu.

3. Select the Item Type and then select the Attach iFob button.

Save and Retum J E

| cancel |

Home System Beaxnlion
Home Position

Current System
Current Position 20
Tag No

iFob Description

Details

Type Key -
Area

Location
Manager

Key Number
Owner
Sectlon
Reference
Location

Type

Acquired Date

Notes
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The iFob Selection screen will now appear, showing a list of all the iFobs in the system that currently have not been
assigned items. From the drop-down menu on the Toolbar, it is possible to view All iFobs or Free iFobs Only.

Free iFobs Only

Free iFobs Onl

Reception 12
Reception 19
Reception 20

Y Create Filter

All iFobs
il Free iFobs Only
fFree Fobsony || IR

Description

Status T

In System

In System

In System

4. Select an iFob that you wish to add the item to.

Free iFobs Only

Free iFobs Only -

System + T Pos.
Reception 18
Reception 149
Reception 20

T Create Filter

Cancel

Description

=

Status T
In System
In System

In System

5. Once you have made your selection, click on OK and you will return to the New Item page.

6. Click on the Save button to complete the process.
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On returning to the System Viewer, you will now see the item has been added to the selected iFob. Repeat the process

to add items to the remaining iFobs as required.

00006060600

0000060060080

(1]

(1]

Reception

status : @ 01/03/2022 15:55:34

System communicating OK

Pos 1 - Reception Keys

Status: .

Previous user: Traka Admin

Itern Activity

iFob Activity

iFob Access

Systern Activity

Items

NOTE: It is possible to change headings of the detail fields by Editing the Item Type.

After you have entered all the required details click the Save and Return button. This will take you to the items list for
the system you are currently viewing. Clicking the Cancel button will return you to the Item Types page without saving

the new item details.
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5.5 ITEM ACCESS GROUPS

Item Access Groups allow you to restrict users to only being able to access certain items. They are particularly beneficial,
as you do not need to give each user individual access to each item/system, which could take some time depending on
how large your work force is. Groups work by allowing items (across multiple systems) to be accessed by a group. You
can then give users access to the groups they need, therefore allowing the users to remove/return the items they need.

NOTE: For information on Common Item Access Groups, please refer to Random Return to Multiple Systems.

1. Select the Item Access Groups page via the Navigation Menu.

@ System Viewer Region SYSIRE
(All Regions) ~ (Al Syster
T Sync
@ Items D Item Access Groups
[ Reports ’ Items ) [}
@ Software Settings  » O kS Al °
£ iFobs
O Traka User 1 [ ]
[0 Systems
P O Traka User 2 -
The Item Access Group list will then be displayed.
Item Access Groups @ English (UK) - @ Help @ Info (o)

Region
Create
(All Regions) - E]

Sync Name + Everyone Group

No data to display

T Create Filter

2. Click the Create button on the Toolbar.

3. You will then be prompted to enter a group name.

New Item Access Group English (UK) ~ €@

[ Cancel l Save and Return

Name

Everyone Group

|
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4. Click the Save button to enable the Region, Item Access, Users and History tabs. At this point, you can
select the option Everyone Group. An ‘Everyone Group’ automatically makes all users a member of the Item
Access Group (removing the need to manually add them to the group individually), where the User’s region and
Item Access Group’s regions match.

Edit Item Access Group -

Warehouse Storage ® Engish Uk - O

Details Region Item Access Users History

[ Save and Return l

[ Cancel

Name

| Warehouse Storage

Everyone Group

O

5. Next, select the region or regions you wish to apply to the group.

Edit Item Access Group -

f English (UK ~
Warehouse Storage LR o

Details Region Item Access Users History
[ Grant All H Revoke All H Cancel E]
Access T Region A ¢
] Default
Main Office
Mechanical

Y Create Filter
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6. The Item Access list will display all the items in the database. The items listed here will depend on what systems
are in the region/s you selected on the previous page. Here you can select which items the group will have
access to. Simply check the box in the access column for the relevant items. Alternately, you can right click
within the grid and select Grant All from the context menu.

Edit Item Access Group - L _ ~ o
- @ T
Warehouse Storage O-EeEh R Dty imo

Details Region Item Access Users History

0 ... Access T System £ Y Pos. ¢ Y Detaill Y Detailz v Detail3v Detailay
X Main
O Reception 001
Select All on Page Office
Deselect All On Page
- £ Ground 3 :
O Main Office 002
Deselect All Floor
| First Floor Reception 003
Conf
O I Grant All llrsr Floor onference s
Room
Revoke All
[ 5 Production Warehouse 005
Main
leception 6 Stationa 006
U Office g
Ground Training

7. The Users tab will display a list of available users. To add users to the group, you can select them individually
by left clicking on the checkbox to the left of the user.

3 .. Sync Member T Display Name v Staff Number v Job Role T Tel Y FaxT Mobile T
0O e Super Admin

O 3 Traka Admin 0753 Traka Administrator 01234 214365

] Traka User 1 2580 Sales Manager 01234 235678

] [ ] Traka User2 2456 Finance Manager 01234 099887

] ® Traka User 3 5689 Marketing Manager 01234 563456 07492234567
[ & Traka User 4 5780 Technical lllustrator 01234 239045 07492123456
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8. To add them to the current group, right click and select the option from the context menu.

]

Remove Selected Lsers from [tem Access Group

Member T Display Name v Staff Number v Job Role T Tel v Faxrt
Super Admin
Traka Admin 0753 Traka Administrator 01234 214365

Sales Manager 01234 235678

Select All on Page

Deselect All On Page Finance Manager 01234 099887

Deselect All

Marketing Manager 01234 563456

Technical lllustrator 01234 239045

Add Selected Users to Item Access Group

UK Sales 01234902312

Traka User & 9865 Software Developer 01234121256

WMobile T

07492234567

07492123456

9. A message will appear requesting confirmation. Click on Yes, to continue.

Add Selected Users to Item Access Group b 4

Are you sure you want to add 3 user(s) to this item access group?

10. The selected users will now be added to the Item Access Group. Once completed, click on Close to continue.

V2.0 18/03/25

Add Selected Users to Item Access Group X

Your request to add a batch of users to this item access group
has been sent to the Traka Web server and the status is shown
below.

status Complete

Progress 3 of 3

Not processed 0

If you click Close before the status is complete, please be aware

that the changes requested may not show in Traka Web until the
batch processing has completed successfully.
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The History tab will enable you to view a record of any activity for the Item Access groups.

Details Region Item Access Users History

(=)0

When Action Y Field Who old New
02/03/2022 11:08:19  Access Removed iFob  Super Admin  Reception | 20
02/03/2022 11:08:19  AccessRemoved iFob  Super Admin  Reception | 19
02/03/2022 11:08:19  Access Removed iFob  Super Admin  Reception | 18
02/03/2022 11:08:19  Access Removed iFob  Super Admin  Reception | 17

02/03/2022 11:08:19  Access Removed iFob  Super Admin  Reception | 16

5.5.1 MULTI-SELECT/MULTI-EDIT (MSME)

Item Access Groups

Using MSME to assign Users and Items to Item Access Groups utilises the same functionality as assigning Users to
systems. A User with the Administrator role will be able to select one or more users by using a context menu and
selecting which Item Access Group that they will become a member. As well as assigning users to an Item Access Group,

they can also be removed.

The Context Menu

The Context Menu is central to the functionality of Multi-Select/Multi-Edit and is available by right clicking the mouse

within the grid or left clicking on the Ellipsis option above the check box column. This will display a menu
of options. Greyed-out options will only be made available if one or more users have been selected.

with a series

0 .. Sunr Mamhar » Nienlav Nama v  Staff Num
Select All on Page jekﬂ All on Page
Deselect All On Page [ Deselect All On Page
Deselect All
Deselect All )753
Add All Filtered Users to Item Access Group
Add All Filtered Users to Item Access Group
[0 Remove All Filtered Users from Item Access Group 1580
Remove All Filtered Users from Item Access Group
O 1456
[ ) Traka User 3 5689
Select All on Page
Selecting this option will enable the user to select all the users listed on the current page at once.
Deselect All on Page
This option will enable the user to deselect all the selected users on the current page at once.
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Deselect All

If users are selected on one or more pages, this option will enable them all to be deselected at once.

Add All Filtered Users to Item Access Group

With a number of filtered users on a page such as users of the same job description for example, this option will enable

you to add those users to a specific Item Access Group.

Remove All Filtered Users to Item Access Group

This option will enable you to remove all the filtered users on the page from a specific Item Access Group.

Add Users to Item Access Groups

This option will enable the user to assign selected users to a specific Iltem Access Group.

Remove Users from Item Access Group

Choosing this option will enable the user to remove one or more users from a specific Item Access Group.

Selecting Item Access Groups

You will be required to have one or more Item Access Groups created to proceed with using the MSME functionality.

Information for creating Item Access Groups can be found in the Item Access Groups section.

1. From the Navigation Menu, select Item Access Groups from the Items tab.

k< =

T Sync
% Item Access Groups

@

B

@ Software Settings

8
;]

=

V2.0 18/03/25

System Viewer

Items

Reports

iFabs

Systems

Ranltima Artivity

3

3

Region

(All Regions)

Items

O

O

uD0260

1

Traka Admin

Traka User 1

Traka User 2

System

(All Syster
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You will then be taken to the Item Access Groups page. If any item access groups already exist, they will be shown here.

Item Access Groups

Region

Default -
Sync Name
Main Office
Supply Room

Warehouse Storage

T Create Filter

2. Select a group by double clicking on it or by selecting it and then clicking on the Edit button.

You will now be directed to the Edit Item Access page.

@ English (UK) = @ Help @ Info 9
@
% Everyone Group

Selecting Users to Assign to Item Access Groups

1. From the Edit Item Access Group page, select the Users tab.

Edit Item Access Group -
Main Office

English (UK) ~

Details Region Item Access

Users History

Name
|. Nain Office

Everyone Group

O

@ Help

@ Info 9

[ Cancel

I Save and Return

NOTE: If any of the Item Access Groups have the Everyone Group option ticked, the Users tab will not be

available.

Edit Item Access Group -
Main Office

Details Region Item Access

Name
| [Main Office

Everyone Group

V2.0 18/03/25

& English (UK) -

History

@ Info o

@ Help

l Cancel

Save and Return l
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The next page will display all the available user details.

Edit Item Access Group - =
Main Office English (UK) ~ @ Help (@ Info 9

Details Region Item Access Users History

0 ... Sync Member Y DisplayName 3 v Staff Numbery job Role T

0O @ Super Admin
i Traka

0 e Traka Admin 0753

Administrator

Sales
Traka User 1 2580
H - Manager
Finance
Traka User 2 2456
0O e raka User g
Marketing
Traka User 3 5689
= = Manager
— i A o Technical

NOTE: It will be noticed that there is an empty column titled ‘Member’. For users that are assigned to groups,
the corresponding Member box will be ticked.

2. Select individual users to assign to the Item Access Group by clicking on the check boxes to the left.

Edit Item Access Group- _
Main Office @ English (UK) ~ @ Help @ Info O

Details Region Item Access Users History

(=)= Bl

6 -+ Sync Member v DisplayName ¢ v Staff Numbery Job Role T
O & Super Admin
. Traka
g jle el Dl = Administrator
B je Traka User 1 2580 Seias L
Manager
Finance
= le Traka User 2 2456 e
Marketin
2fle Traka User 3 5689 s
Manager
Technical
B le Traka User 4 5780 s
250 Traka User 5 92023 UK Sales e
= Exick . . Software

NOTE: Above the check box column, the number of selected users is displayed.
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3. If you wish to select all the users on the page, right click and choose Select All on Page.

10 ... Sync Member v DisplayName ¢ v Staff Numbery
0... Ssync Member T DisplayName # v Staff Numbery
= L] Super Admin
O i) Super Admin
] ® Traka Admin 0753
Select All on Page I
O Deselect All On Page
] [ ] Traka User 1 2580
Deselect All
LI Add Al Filtered Users to Item Access Group
] [ ] Traka User 2 2456
Remove All Filtered Users from ltem Access Group
o ] [ ] Traka User 3 5689
0O e Traka User 3 5689 2 e Traka User 4 5780

This will select all the check boxes for all users on the current page only. You may also choose to Deselect All on Page
or, if there are users selected over multiple pages, you can Deselect All.

Add Users to Item Access Groups

1. With the users selected, right-click and select Add Selected Users to Item Access Group.

4 .- sync Member v DisplayName ¢ v Staff Numberv Job Role T

Il [ ] Super Admin

Traka

Select All on Page
= B Administrator

Deselect All On Page

B DeselectAll Sales
Manager
] Finance
Manager
l Add Selected Users to Item Access Group ]
®E@ Remove Selected Users from Item Access Group Marketing
Manager

You will be presented with a confirmation window asking if you wish to add the selected users to the Item Access Group.
Selecting No will return you to the list of user details.

1. Click on Yes to proceed.

Add Selected Users to Item Access Group b

Are you sure you want to add 4 user(s) to this item access group?
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A window will appear displaying the progress and status. Once completed, click on the Close button. If the process was
successful, the selected users will be added to the Item Access Group.

Add Selected Users to Item Access Group X

Your request to add a batch of users to this item access group has been sent
to the Traka Web server and the status is shown below.

status Complete

Progress 4 of 4

Not processed 4

If you click Close before the status is complete, please be aware that the

changes requested may not show in Traka Web until the batch processing
has completed successtully.

The Users page will now be updated. A tick is visible in the Member column for all users assigned to that group.

0 ... Sync Member Y Display N
0 @ Super Ad
O v Traka Ad
O v Traka Us:
M v Traka Us:
O v Traka Us:
O [ ] Traka Us:

NOTE: The tick in the Member column will only appear for users who are members of the selected Item
Access Group.

The process can then be repeated for assigning users as members of other Item Access Groups.
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Remove Users from Item Access Groups

As well as adding users to an Item Access Group, it may also be necessary to remove one or more users from an Item
Access Group.

1. Select the Item Access Group from which you wish to remove user access and then click on the Users tab.

2. Select the assigned users that you wish to remove from that group.

4 ... Sync Member v Display Nam
OJ ) Super Adm
B - i Traka Adm
= 3 v Traka User
] 3 v Traka User
] 3 v Traka User
O & Traka User -
= — R

3. Right click and choose the option Remove Selected Users from Item Access Group.

4 .-« Sync Member v Display Name v Staff Number v Job Role
Select All on Page

H nd Deselect All On Page

= Deselect All draknA
] Sales M
= " Add Selected Users to Item Access Group e

I Remove Selected Users from ltem Access Group I
g v TrakaUser3 5689 Market
[ [ Traka User 4 5780 Technic
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You will be presented with a confirmation window asking if you wish to remove the selected users from the Item Access
Group. Selecting No, will return you to the user details list.

1. Click on Yes to proceed.

Remove Selected Users from Item Access Group 5

Are you sure you want to remove 4 user(s) from this item access
group?

A window will appear displaying the progress and status. Once completed, click on the Close button. If the process was
successful, the selected users will be removed from the Item Access Group.

Remove Selected Users from Item Access Group T

Your request to remove a batch of users from this item access
group has been sent to the Traka Web server and the status is
shown below.

status Complete

Progress 4 of 4

Not processed 0

If you click Close before the status is complete, please be aware

that the changes requested may not show in Traka Web until the
batch processing has completed successfully.

Using the Filtering Option

Using the filtering option for Users in MSME is very similar to adding and removing selected users. The following is an
example of using an applied filter to the Job Role column.

1. Apply the filter to the column. In this example, the job role of Sales Manager is used.

0 ... Sync Member Y DisplayName 2 v Staff Number v | Job Role Y| Tel
0O @ Traka User 1 2580 Sales Manager § 0123423
O @ Traka User 7 7834 Sales Manager § 0123433
O @ Traka User 9 4460 Sales Manager | 01234 66
——
Y [Job Role] Equals 'Sales Manager'
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2. Next, right-click within the grid and select the option for Add All Filtered Users to Item Access Group.

0 .-~ Sync Member Y DisplayName 3 v Staff Number v JobRole A

[0 @ SelectAll on Page Sales Manager
Deselect All On Page

O Sales Manager
Deselect All

0 [ I Add All Filtered Users to Item Access Group I Sales Manager

Remove All Filtered Users from Item Access Group

T [JobRc

Tel

0122

0122

0122

The process for adding will now proceed according to the process used for Add Selected Users to Item Access Group.

NOTE: If individual users have been selected from the filtered column, the Add Selected Users to Item Access

Group will apply.

Removing filtered users is also very similar to the process for Remove Selected Users from Item Access Group.

3. With the filter in place, right-click within the grid and select Remove All Filtered Users from Item Access

Group.

0 ... sync Member Y Display Name 2 v Staff Number v Job Role T

U Select All on Page Sales Manager
Deselect All On Page

O & Sales Manager
Deselect All

U Add All Filtered Users to Item Access Group Sales Manager

I Remove All Filtered Users from Item Access Group I

T

Tel

0123

0123

0123

The removal process will now proceed according to the process used for Remove Selected Users to Item Access

Group.

NOTE: If individual users have been selected from the filtered column, the Remove Selected Users from Item

Access Group will apply.
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5.6 ITEM TYPES

In TrakaWEB, you can create your own item types that you can later assign to positions. This is useful as you may for
example, have many different types of 'key' instead of one generic term to fit many types, e.g. Car Keys, Door Keys,
and Building Keys etc. Alternatively, in a locker system for example you may have Radio, Laptop, and Mobile Phone etc.

1. Select Software Settings from the Navigation Menu and from there, click the Item Types tab.

@ System Viewer

0 . Access Y System 2 v

8, Users
[E Reports b 0 Recenptic
© Software Settings  » Item Types e
£ iFobs Activity Types

User Groups
M Systems 4

User Fields
(& Realtime Activity

Regions

ception
Software Permissions Groups

Notifications

This will take you to the Item Types list where all the existing items are displayed. By default, TrakaWEB has a standard
item type called ‘Key' ready to be used. From here, you can add, edit and delete item types along with using the search
tool to find specific items and finally exporting the item data to an Excel Spreadsheet or PDF document.

You can assign multiple items of the same type to any position in the system.

Item Types

Item Type Name
Key

Rack

Y Create Filter
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5.6.1 ADDING NEW ITEM TYPES
To create a new Item Type, you must click Software Settings and select the Item Type tab from the Navigation Menu.

1. The current item type list will then be displayed. If you have never added an Item Type before then you will
see the TrakaWEB default item types, Key and Rack. To add another type, click the Create button.

The New Item Type page will now appear. Here you can specify a name for the item type.

New Item Type @ English(UK) = @ Help @ Info @)

Cancel Save and Return Save

Name

‘_ Security Door Keyi ‘

2. Click the save button. You will then be taken to the details page. Here you can enter the information that relates
to the item type.

Type Features History

(=] G s
Name

Security Door Key

Details

Field = Description ¥ Mandatory ¥ Duplicate Check Y  iFob Description Order
Field 01 Key Number [} ] Not Included -
Field02 | Owner ] Not Included -~
Field03  Make Not Included -
Field 04  Section Not Included -
Field 05 ocation Not Included -

Description

There are eleven fields that you can enter details about the new item type e.g., if it is a key, you may want to add a
description such as make, owner or model etc.

Mandatory Tick Box

Checking this box will force the logged in TrakaWEB administrator to populate that particular field when adding this item
to a position. E.g., if the mandatory check box was selected for the field 'Key Number', when the TrakaWEB administrator
next creates a new item from this item type they will be forced to enter data into the 'Key Number' field before they are
allowed to continue.

Duplicate Check Tick Box

Checking this box will allow TrakaWEB to search if the identical credentials have been entered against the same field to
another item before the details are saved. E.g., if the duplicate check box was ticked for the field 'Key Number' and a
TrakaWEB administrator is creating a new item and attempts to enter a number that is already assigned to another item,
TrakaWEB will inform you and will not allow you to continue.
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iFob Description Order

You can select which fields you want as the iFob descriptions (if any). Simply use the drop-down selection boxes and set
them in numerical order.

3. Once you have selected the desired options, click the Save and Return button to go back to the previous page
or click the history tab to view past records of changes you have made to each field.

History Tab

This tab keeps a record of all the changes made to each field name and the user who made them. This is useful if you
ever want to know what the field titles used to be.

Type Features History

EAm

When Action Field Who old New
09/03/2022 12:48:15  Modified  Field 02 - Mandatory Super Admin  False  True
09/03/2022 12:48:12  Modified  Field 01 - Duplicate Check ~ Super Admin  False True
09/03/2022 12:48:11  Modified  Field 01 - Mandatory Super Admin  False True

09/03/2022 12:48:10  Added Field 05 - Description Super Admin Location

Once complete, you can now navigate to the Items section via the Navigation Menu and begin to create as many items
of that item type that you require. Please see the Adding an Item to an iFob topic for more details.

5.6.2 EDITING ITEM TYPES
1. Select Software Settings from the Navigation Menu and from there, click the Item Types button.

@ System Viewer

Q... Access T System = v

0, Users
B Reports » 0 Receptic
@ Software Settings  * I Item Types I':"'\" f
£ iFobs Actlivity Types

User Groups
(M Systems ¥

User Fields
& Realtime Activity

Regions

‘ception
Software Permissions Groups

Notifications
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2. Once the Item list appears, highlight the desired item, and select the Edit button. In this example, Security
Door Key has been selected.

|8

Item Type Name =Y
Key
Rack

Security Door Key

Y Create Filter

3. The Item details page will now appear. Here you can change the name of the item itself and the eleven definable
fields that relate to the Item Type.

Type Features History

I Save and Return l E]

[ Cancel

Name

Security Door Key

Details

Field 2 Description Y Mandatory v Duplicate Check ¥ iFob Description Order

Field 01 | Key Number ] ] Not Included -
Field 02 | Owner ] Not Included -
Field 03 | Make Not Included -
Field 04 | Section Not Included -
Field 05 | Location Not Included -
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5.7 REPORTS

5.7.1 REPORTS OVERVIEW

Reports are a compilation of information or activities that have occurred at the system. There are seven standard
categories of reports within TrakaWEB; each category has one or more reports to generate. Please use the links below
to view the appropriate report category.

Reports:

Scheduled Reports

Filtered Reports

View Reports:

General Reports

Status Reports

Exceptions Reports

Permissions Reports

Regions Reports
Utilisation Reports

Diagnostics Reports

NOTE: Only Optional Features that have been enabled will be displayed in the reports screen. For information
regarding Cost Option reports, please refer to the Feature Options section.

Most of the reports in TrakaWEB use a start and end date to filter search results. Clicking the arrow next to start time/end
time will show a small calendar allowing you to select specific times from which you wish the report to retrieve data.

Select Date Range

Date From 09/02/2022 00:0I Duration 29 days

Date To 09/03/2022 23:5!

« < March 2022 > »

Mon Tue Wed Thu Fri Sat Sun

1 2 3 4

7 819|101

21 22 23 24 25

28 29 30 3
00:00 -

0K Cancel
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5.7.2 SCHEDULED REPORTS

Scheduled Reports is a non-cost option feature that may be set up by the user as required. A maximum of 500 reports
may be created and once configured, the Scheduled Report can be submitted as an email notification in either PDF or
Excel format. For more information on setting up and configuring Scheduled Reports, please refer to the Scheduled
Reports section.

‘5.7.3 FILTERED REPORTS

The Filtered Reports is a non-cost option feature that may be setup by the user as required. A Filtered Report can be
configured by the end-user and then combined with the Scheduled Reports feature. For more information on the setup
and configuration of Filtered Reports, please refer to the Filtered Reports section.

‘5.7.4 GENERAL REPORTS

The General Reports comprises of 2 report categories:
e  Activity Report
e Central History Report

Activity Report

The Activity Report provides a pre-filter page specific to all system, iFob and Item Activity. It is divided into 3 sections
to allow for a date range, activity type and a specific record selection. It will allow a maximum return of 60,000 records.

1. Click the Reports tab on the Navigation Menu.
2. Select the View Reports tab followed by the General tab.
3. To view the Activity Report, click on the link.

traka

Reports @ English(UK) ~ @D Help @ Info €

@ System Viewer

FiEnacel This report shows all system, iFob and item activity.

2 Users

P Items 3
! Status Central History Report

A report showing changes that have been made to records and settings within

Traka Web, such as user record, item records etc.

Exceptions
@ Software Settings  »
f iFobs
Permissions
(B Systems
(' Realtime Activity Regions
Utilisation
Diagnostics
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You will now be presented with the pre-filter page for the Activity Report.

Activity Report @ English(U) ~ @ Help D Info @

@ The Activity Report will only return a maximum of 60000 records. Please select the filter parameters below:

Select Date Range

Date From 09/02/2022 00:01 Duration 29 days

Date To 09/03/2022 23:5!

Select Activity

Activity Category - Activity -

Select Specific Record
Enable Section (]

Regions Jefault Prefilter Specific Record Selection

System
User
iFob

Item

Activity Records - 0

From the above example, the pre-filter page is divided up into 3 steps, concluding with a Submit option.
Step 1: Select Date Range

The Select Date Range comprises of 2 drop-down options to allow you to select both a start date and an end date. It
will also display the overall duration.

@ The Activity Report will only return 8 maximum of 60000 records. Please select the filter parameters below:
Select Date Range

| 09/02/2022 00:08=N Duration 29 days
Date To « < February2022 > »

Mon Tue Wed Thu Fri Sat Sun

1 2 3 4

10 2
Z 8“10 11 12 13
] 3

14 15 16 17 18 19 20

w

6

21 22 23 24 25 26 27 7 5

28
00:00 -

OK Cancel
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@ The Activity Report will only return a maximum of 60000 records. Please select the filter parameters below:

Select Date Range

Date From 10/02/2022 00:01 Duration 29 days

¥10/03/2022 23:5

« < March 2022 > »

Mon Tue Wed Thu Fri Sat Sun
1. 2 3 & &
10 2
7 8 9“11 12 13 1
9 3
14 15 16 17 18 19 20

21 22 23 24 25 26 27 7

e

28 29 30 31
23:59 5

OK Cancel

Step 2: Select Activity

The Select Activity comprises of 2 drop-down menus. From the Activity Category menu, you can select from a list of
different categories. These can be either selected individually or all at once. From the Activity menu, you can select
from a list of different activities. These also can be selected individually or all at once.

Select Activity
Activity Category . Activity ‘ = J

[J selectAl Q [J selectAl Q

~
Select Specific Recor¢ O Alarm Access Control User
[0 Has Not Returned All

O Email Keys
Enable Section

[J iFob Access Control User
Regions Prefilter Specific Record Selection Has Not Taken A Key

D Key N - ~ 1 [ Dt

Step 3: Select Specific Record

The Select Specific Record is an optional step. It can be enabled by selecting the Enable Section checkbox as shown
below. With the option enabled, you may then select a specific region.

Select Specific Record

l Enable Section -l
Regions ‘ - ‘ Prefilter Specific Record Selection
Main Office
Mechanical
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NOTE: If the checkbox is not selected, activity records will still be generated for the options selected in Step
2 as shown in the example below.

@ The Activity Report will only return @ maximum of 60000 records. Please select the filter parameters below:

Select Date Range

Date From 10/02/2022 00:01 Duration 29 days

Date To 10/03/2022 23:5!

3

Select Activity

Activity Category iFob - Activity Item Removed 5.4

Select Specific Record
Enable Section O

Regions Prefilter Specific Record Selection

System
User
iFob

Item

Activity Records - 18

With the Enable Section checkbox selected, you will also be able to choose a system from the selected region, a User,
an iFob, and an Item as required by following the steps below.

1. From the System drop-down menu, select a system.
2. Select the User checkbox to choose a user from the User drop-down menu.
3. Select the iFob checkbox to choose an iFob from the iFob drop-down menu.

4. Select the Item checkbox to choose an item from the Item drop-down menu.

Select Specific Record

Enable Section

Regions Default ~ | Prefilter Specific Record Selection
System Reception ¥

B user Traka User 1 -

B ifob Reception : 10 -

B item Reception: 10 -

Activity Records - 3

Once you have finished making your selections, click on the Submit button.

Activity Records - 3
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The final report will provide a summary of the options that were selected and the overall report for those options.

< Edit Filter Selection

Date From Date To Activity Category Activity

10/02/2022 00:00 10/03/2022 23:59 iFob Itemn Removed

User iFob Name

Traka User 1 Reception 10
When 2 System T Pos. Description T  Activity T Who T
22/02/2022 15:13:18 Reception 10 Item Removed Traka User 1
22/02/2022 14:58:02 Reception 10 Itern Removed Traka User 1
21/02/2022 09:40:53 Reception 10 [tem Removed Traka User 1

Y Create Filter

Selecting the Ellipsis button will allow you to export the Activity Report to an XLS or PDF file as required.

&

Customise
Search for
A Show/Hide Grid Columns
Save Layout
Rename Layout
Delete Layout

Select Layout

/e
Export

sedl PDF Export

XLS Export

Central History Report

The Central History Report provides a pre-filter page that will show any changes that have been made to records and
settings within TrakaWEB. It is divided into 3 sections to allow for date range, actions and a specific record selection. It
will allow a maximum return of 2,500 records.

1. Click the Reports tab on the Navigation Menu.

2. Select the View Reports tab followed by the General tab.
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3. To view the Central History Report, click on the link.

trakka R
ol it eports @ English (UK) - @ Hel @ Info
ASSA ABLOY P B o
@® System Viewer Activity Report
Tl This report shows all system, iFob and item activity.
L Users
Items 4
& SR Central History Report
A report showing changes that have been made to records and settings within
Exceptions Traka Web, such as user record, item records ete.
& Software Settings
£ iFobs
Permissions
B Systems
(& Realtime Activity Regions
Utilisation
Diagnostics

You will now be presented with the pre-filter page for the Central History Report.

Central History Report @ English (UK) ~ (D Help

@ The Central History Report will only return a maximum of 2500 records. Please select the filter parameters below:

Select Date Range

Date From 10/02/2022 00:01 Duration 29 days
Date To 10/03/2022 23:5!

Select Action and Object

Action i o Object

Select Specific Record

Enable Section O

Regions D Prefilter Specific Record Selection
System

‘Who Whe Made the Change

User Specific Record Changed

iFob

Item

Audit Records - 0

2]

@ Info

From the example above, the pre-filter page is divided up into 3 steps, concluding with a Submit option.
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Step 1: Select Date Range

The Select Date Range comprises of 2 drop-down options to allow you to select both a start date and an end date. It
will also display the overall duration.

@ The Central History Report will only return a maximum of 2500 records. Please select the filter parameters below:
Select Date Range
I Duration 29 days
Date To « < February2022 > »
Mon Tue Wed Thu Fri Sat Sun
n L= 1
1 2 3 4 5 6
10 2
7 8 9 n 11 12 13 ﬂ
a 3
14 15 16 17 18 19 20 5 iy
21 22 23 24 25 26 27 7 & 5
28
00:00 s
oK Cancel

@ The Central History Report will only return a maximum of 2500 records, Please select the filter parameters below:

Select Date Range

Date From 10/02/2022 00:01 {3 Duration 29 days

IG— «

« < March 2022 > »

Mon Tue Wed Thu Fri Sat Sun

T 2 = A a s

10 2
7 8 9“11 12 13
9 3

14 15 16 17 18 20

b

21 22 23 24 25 6

@
~
~
~
o

28 29 30 3
23:59

b

OK Cancel
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Step 2: Select Action and Object

Select Action and Object

Action | - Object | -
[0 selectAll Q [ selectAll Q
~ ~
Select Specific Recor¢ [ Access [ Access
Added Schedule
Enable Section 0O Access O Fault
Removed
Regions Prefilter Specific Record Section Fault
[J Added Definition

Step 3: Select Specific Record

The Select Specific Record is an optional step. It can be enabled by selecting the Enable Section checkbox as shown
below. With the option enabled, you may then select a specific region.

Select Specific Record

Enable Section l

Regions Default ~ | Prefilter Specific Record Selection

Main Office

Mechanical

NOTE: If the checkbox is not selected, activity records will still be generated for the options selected in
Step 2 as shown in the example below.

Select Specific Record

Enable Section O

Regions Prefilter Specific Record Selection

system

Who Who Made the Change

User Specific Record Changed
iFob

Item

l AudicRecors-s1 |

With the Enable Section checkbox selected, you will also be able to choose a system from the selected region, a User
who made the change, a user specific record change, an iFob, and an Item as required by following the steps below.

1. From the System drop-down menu, select a system.

2. Select the Who checkbox to select a user who made the change.
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3. Select the User checkbox to choose a user from the User drop-down menu.

4. Select the iFob checkbox to choose an iFob from the iFob drop-down menu.

5. Select the Item checkbox to choose an item from the Item drop-down menu.

Enable Section

Regions

System

B who
B user
B iFob

O] item

Audit Records -3

Select Specific Record

]
Default v
Reception -
Super Admin

Traka User 1

Reception : 9

Prefilter Specific Record Selection

Who Made the Change

Specific Record Changed

Once you have finished making your selections, click on the Submit button.

l Audit Records - 3

l

The final report will provide a summary of the options that were selected and the overall report for those options.

< Edit Filter Selection

&

Date From Date To Action Object
10/02/2022 00:00 10/03/2022 23:59 Access Added, Access Access Schedule, Fault, Fault
Removed, Added, Added To, Definition, iFob, Item, Item
Created, Deleted, Modified,  Access Group, Item Type,
Removed From Reasons, Region, Software
Permission Group, System,
User, User Field, User Group,
User Region
User Edited Who iFob
Traka User 1 Super Admin Reception 9
When Object  Record Action Field Who old New
16/02/2022 11:16:48  User Traka User 1 Access Added iFob  Super Admin Reception | 9
16/02/202211:10:25  User Traka User 1  Access Removed iFob  Super Admin  Reception | 9
16/02/2022 11:07:45  User Traka User 1 Access Added iFob  Super Admin Reception | 9
YT Create Filter
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Selecting the Ellipsis button will allow you to export the Activity Report to an XLS or PDF file as required.

=

Customise

Show/Hide Grid Columns
Save Layout

Rename Layout

Delete Layout

Select Layout

Export
stiorll PDF Export

XLS Export

5.7.5 STATUS REPORTS

The Status Report shows all items and their system status, e.g., whether an item is in the system. The Status Report
comprises of 2 report categories:

e  Current Item Status Report

e  Curfew Status Report

Current Item Status Report
1. Click the Reports tab on the Navigation Menu.
2. Select the View Reports tab followed by the Status tab.

3. To view the Current Item Status Report, click on the link.

@ System Viewer

General I Current Item Status Report I
8 Users A report showing items and if they are in or out of a system.
@ ltems 2 Status

Curfew Status Report
[E Reports »
A Report showing items out of the system and their curfew status.

Exceptions
@ Software Settings  »

B iFobs
Permissions
@ Systems
(& Realtime Activity Regions
Utilisation
Diagnostics
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The report will automatically generate.

You can export the report as a PDF or into an Excel Spreadsheet by selecting the Ellipsis button from the toolbar.

Curfew Status Report

This report shows all items that are out of the system and the curfews set against them.
1. Click the Reports tab on the Navigation Menu.
2. Select the View Reports tab followed by the Status tab.
3. To view the Curfew Status Report, click on the link.

@& System Viewer
General Current Item Status Report

8 Users A report showing items and if they are in or out of a system.

@ Items ’ Status

Reports 3

A Report showing items out of the system and their curfew status.

Exceptions
@ Software Settings ~ *
g IFobs
Permissions
[P Systems
'  Realtime Activity Regions
Utilisation
Diagnostics

The report will automatically generate.

You can export the report as a PDF or into an Excel Spreadsheet by selecting the Ellipsis button from the toolbar.

5.7.6 EXCEPTION REPORTS
The Exception Reports comprises of 5 different report categories:
e Alarms Report
e Attempted System Access Exception Report
e Item Returned by a Different User Report
e Not Seen In A While Report
e  Overdue Report

NOTE: If any optional features have been enabled, an extra report named ‘Data Entry Exception Report’ may
also be available.

V2.0 18/03/25 uD0260 Page 132 of 527

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



Alarms Report
This report shows any alarms that have been triggered.
1. Click the Reports tab in the Navigation Menu.
2. Select the View Reports tab followed by the Exceptions tab.

3. To view the Alarms Report, click on the link.

@ System Viewer
General Alarms Report

& Users A report showing alarms.

© Items ; Status

Attempted System Access Exception Report
[E Reports ’

; 3 A report showing attempts to access a system with an unknown Card ID,
@ Software Settings  * Xceptons Keypad ID, Biometric or Enrolment ID or PIN. Where an unknown Card ID
has been used, the Card ID will be displayed in this report.

£ iFobs
Permissions
[0 Systems Item Returned by a Different User Report
’ ’ A report showing items that were taken and returned by different users.
(& Realtime Activity Regions " & 4
\itilication Not Seen In A While Report
A report showing iFobs and items that have not been back to the system for
a long time (e.g. lost items).
Diagnostics

Overdue Report

A Report Showing iFobs and items which have an overdue curfew.

You will be presented with the event report page. From here, you can select the time frame you wish the report to gather
information from. Selecting the start or end date will allow you to input the specific days and times for the report. See
Reports Overview for further details.

After selecting the date and time, the Refresh Report button will update the report.

Start Date End Date

@
10/02/2022 15:5¢ 09/03/2022 15:5¢

You can export the report as a PDF or into an Excel Spreadsheet by selecting the Ellipsis button from the toolbar.
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Attempted System Access Exception Report

This report shows any attempts to access a system using an unknown Credential ID, Biometric, Enrolment ID or PIN.

1. Click the Reports tab on the Navigation Menu.

2. Select the View Reports tab followed by the Exceptions tab.

3. To view the Attempted System Access Exception Report, click on the link.

< System Viewer
General
8 Users
@ Items ’ Status
[E Reports »
Exceptions
& Software Settings  »
g iFobs
Permissions
[P Systemns
(& Realtime Activity Regions
Utilisation
Diagnostics

Alarms Report

A report showing alarms.

Attempted System Access Exception Report

A report showing attempts to access a system with an unknown Card ID,
Keypad ID, Biometric or Enrolment ID or PIN. Where an unknown Card ID
has been used, the Card ID will be displayed in this report.

Item Returned by a Different User Report

A report showing items that were taken and returned by different users.

Not Seen In A While Report

A report showing iFobs and items that have not been back to the system for
along time (e.g. lost items).

Overdue Report

A Report Showing iFobs and items which have an overdue curfew.

You will be presented with the event report page. From here, you can select the time frame you wish the report to gather
information from. Selecting the start or end date will allow you to input the specific days and times for the report. See

Reports Overview for further details.

After selecting the date and time, the Refresh Report button will update the report.

Start Date End Date

B
10/02/2022 15:5¢ 09/03/2022 15:5¢

You can export the report as a PDF or into an Excel Spreadsheet by selecting the Ellipsis button from the toolbar.
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Item Returned by a Different User Report

This report shows any items that were removed from the system and then later returned by a different user.
1. Click the Reports tab on the Navigation Menu.
2. Select the View Reports tab followed by the Exceptions tab.

3. To view the Item Returned by a Different User Report, click on the link.

@& System Viewer
General Alarms Report

8 Users A report showing alarms.

9 Items K Status

Attempted System Access Exception Report
[E Reports 3

E .’ A report showing attempts to access a system with an unknown Card ID,
@ Software Settings 4 RS ony Keypad ID, Biometric or Enrolment ID or PIN. Where an unknown Card ID
has been used, the Card ID will be displayed in this report.

£ iFobs
Permissions
[0 Systems Iltem Returned by a Different User Report I
. ) A report showing items that were taken and returned by different users.
(% Realtime Activity Regions # 5 ¥
litiisaton Not Seen In A While Report
A report showing iFobs and items that have not been back to the system for
a long time (e.g. lost items).
Diagnostics

Overdue Report

A Report Showing iFobs and items which have an overdue curfew.

You will be presented with the event report page. From here, you can select the time frame you wish the report to gather
information from. Selecting the start or end date will allow you to input the specific days and times for the report. See
Reports Overview for further details.

After selecting the date and time, the Refresh Report button will update the report.

Start Date End Date

5
10/02/2022 15:5¢ 09/03/2022 15:5¢

You can export the report as a PDF or into an Excel Spreadsheet by selecting the Ellipsis button from the toolbar.
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Not Seen In A While Report

This report shows all items and iFobs that have been absent from the system for a long period of time.
1. Click the Reports tab on the Navigation Menu.
2. Select the View Reports tab followed by the Exceptions tab.

3. To view the Not Seen in a While Report, click on the link.

<& Systermn Viewer
General Alarms Report

L Users A report showing alarms.

@ ltems k Status

Attempted System Access Exception Report
[E Reports ’

E 3 A report showing attempts to access a system with an unknown Card ID,
& Software Settings 3 Koo Keypad ID, Biometric or Enrolment ID or PIN. Where an unknown Card ID
has been used, the Card ID will be displayed in this report.

£ iFobs
Permissions
[0 Systems Item Returned by a Different User Report
. A report showing items that were taken and returned by different users.
(5 Realtime Activity Regions i s >
Utilisation Not Seen In A While Report
A report showing iFobs and items that have not been back to the system for
along time (e.g. lost items).
Diagnostics

Overdue Report

A Report Showing iFobs and items which have an overdue curfew.

The report will automatically generate. The default duration is set to 30 days but can be adjusted by selecting the
chevrons on the Toolbar.

Period Number

Days ~ 30 - E] ‘

You can export the report as a PDF or into an Excel Spreadsheet by selecting the Ellipsis button from the toolbar.
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Overdue Report

This report shows all items in the system that have an overdue curfew.
1. Click the Reports tab on the Navigation Menu.
2. Select the View Reports tab followed by the Exceptions tab.

3. To view the Overdue Report, click on the link.

@ System Viewer
General Alarms Report

4 Users A report showing alarms.

& Items k Status
Attempted System Access Exception Report
[E Reports »
’ A report showing attempts to access a system with an unknown Card ID,
@& Software Settings b SR Keypad D, Biometric or Enrolment ID or PIN. Where an unknown Card 1D
has been used, the Card ID will be displayed in this report.

£ iFobs
Permissions
[0 Systems Item Returned by a Different User Report
; A report showing items that were taken and returned by different users.
(© Realtime Activity Regions P g Y
Utilisation Not Seen In A While Report
A report showing iFobs and items that have not been back to the system for
along time (e.g. lost items).
Diagnostics

Overdue Report

A Report Showing iFobs and items which have an overdue curfew.

The report will automatically generate.

You can export the report as a PDF or into an Excel Spreadsheet by selecting the Ellipsis button from the toolbar.
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75.7.7 PERMISSIONS REPORTS
The Permissions Report comprises of 4 report categories:
e Item Access by Item Report
. Item Access by User Report
e  Web Access by Group Report

e  Web Access by User Report

Item Access By Item Report

This report shows a list of items and under each item is the user who has access to it.
1. Click the Reports tab in the Navigation Menu.
2. Select the View Reports tab followed by the Permissions tab.

3. To view the Item Access By Item Report, click on the link.

@ System Viewer General Item Access By ltem Report
A report showing a list of items and under each item, who has access to that items.
L Users
Status
EELAES & Item Access By User Report
E Reports » Exepiions A report showing a list of users and under each user, what items they have access to.
& Software Settings  »
e Web Access By Group Report
A iFobs Permissions
s A report showing a list of web access groups and under each group, who has access
3 Syst to that group.
ystems
Regions
(& Realtime Activity
Web Access By User Report
Utilisation A report showing a list of users and which web access group they are a member of.
Diagnostics

The report will automatically generate.

You can export the report as a PDF or into an Excel Spreadsheet by selecting the Ellipsis button from the toolbar.
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Item Access By User Report

This report shows a list of users and under each user is what items they have been granted access.
1. Click the Reports tab in the Navigation Menu.
2. Select the View Reports tab followed by the Permissions tab.

3. To view the Item Access By User Report, click on the link.

@ System Viewer General Item Access By Item Report
A report showing a list of items and under each item, who has access to that items.
Users
Status
@ Items ' Item Access By User Report
c i A report showing a list of users and under each user, what items they have access to.
xceptions
@ Software Settings b
g Web Access By Group Report
8 iFobs Permissions
z A report showing a list of web access groups and under each group, who has access
ol to that group.
ystems
Regions
(5 Realtime Activity .
Web Access By User Report
Utilisation A report showing a list of users and which web access group they are a member of.
Diagnostics

The report will automatically generate.

You can export the report as a PDF or into an Excel Spreadsheet by selecting the Ellipsis button from the toolbar.
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Web Access By Group Report

This report shows a list of web access groups and the users who have access to them.
1. Click the Reports tab in the Navigation Menu.
2. Select the View Reports tab followed by the Permissions tab.

3. To view the Web Access By Group Report, click on the link.

@  System Viewer General Item Access By ltem Report
A report showing a list of items and under each item, who has access to that items.
0 Users
Status
) Items »

Item Access By User Report

el ) A report showing a list of users and under each user, what items they have access to.
[Z Reports ' Exceptions P g Y

& Software Settings  »

I Web Access By Group Report I

8 iFobs Permissions
7 A report showing a list of web access groups and under each group, who has access

to that group.
@ Systems bl

Regions

(5 Realtime Activity
Web Access By User Report

Utilisation A report showing a list of users and which web access group they are a member of.

Diagnostics

The report will automatically generate.

You can export the report as a PDF or into an Excel Spreadsheet by selecting the Ellipsis button from the toolbar.
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Web Access by User Report

This report shows a list of web access groups and the users who are in those groups.
1. Click the Reports tab in the Navigation Menu.
2. Select the View Reports tab followed by the Permissions tab.

3. To view the Web Access by User Report, click on the link.

@  System Viewer General Item Access By Item Report
A report showing a list of items and under each item, who has access to that items.
Users
Status
Iltems ’

Item Access By User Report

A report showing a list of users and under each user, what items they have access to.

Exceptions
@ Software Settings  »
ol Web Access By Group Report
& IFobs Permissions
- A report showing a list of web access groups and under each group, who has access
B to that group.
ystems
Regions
(& Realtime Activity
Web Access By User Report
Utilisation A report showing a list of users and which web access group they are a member of.
Diagnostics

The report will automatically generate.

You can export the report as a PDF or into an Excel Spreadsheet by selecting the Ellipsis button from the toolbar.
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[5.7.8 REGION REPORTS

Users By Region Report

This report shows a list of regions and which users have access to each region.
1. Click the Reports tab in the Navigation Menu.
2. Select the View Reports tab followed by the Regions tab.

3. To view the Users by Region Report, click on the link.

@ System Viewer
General Users By Region Report
D Users A report showing a list of regions and under each region, who is a member of that
region.
@ ltems ; Status
[E Reports ,
Exceptions
@ Software Settings ~ *
fi iFobs
Permissions
B Systems
() Realtime Activity Regions
Utilisation
Diagnostics

The report will automatically generate.

You can export the report as a PDF or into an Excel Spreadsheet by selecting the Ellipsis button from the toolbar.
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7 5.7.9 UTILISATION REPORTS

Activity Chart

This report/chart shows how many times an item has been removed from the system.
1. Click the Reports tab on the Navigation Menu.
2. Select the View Reports tab followed by the Utilisation tab.

3. To view the Activity Chart, click on the link.

@ System Viewer
General
L Users A report & chart showing how many times an item was taken out of the system.
© Items v Status
[Z Reports y
Exceptions
£ Software Settings  » P
£ iFobs
Permissions
(B Systems
(& Realtime Activity Regions
Utilisation
Diagnostics

You will be presented with the event report page. From here, you can select the time frame you wish the report to gather
information from. Selecting the start or end date will allow you to input the specific days and times for the report. See
Reports Overview for further details.

After selecting the date and time, the Refresh Report button will update the report.

Start Date End Date

B
10/02/2022 15:5¢ 09/03/2022 15:5¢

You can export the report as a PDF or into an Excel Spreadsheet by selecting the Ellipsis button from the toolbar.
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5.7.10 DIAGNOSTICS REPORTS
The Diagnostics Report comprises of 2 report categories:
e iFob Undetectable Report

¢ Command List Report

iFob Undetectable Report

This report shows the number of times each iFob/item has gone undetectable in the last 30 days.
1. Click the Reports tab on the Navigation Menu.
2. Select the View Reports tab followed by the Diagnostics tab.

3. To view the iFob Undetectable Report, click on the link.

@ System Viewer
General Ii:r-'r‘ Indetectable Fé'cn:_w—.l
L Users This report shows the number of times each iFob has gone undetectable in the last 30
days.
9 Items ¥ Status
IE R'Pms * C H'w’lﬂ'lﬂl][j List ’:E‘i‘)(.i'i
& Software Settings b Fxceptions This report shows a list of all Commands
£ iFobs
Permissions
0 Systems
(U Realtime Activity Regions
Utilisation
Diagnostics

You will be presented with the report page. From here, you can select the time frame you wish the report to gather
information from. Selecting the start or end date will allow you to input the specific days and times for the report. See
Reports Overview for further details.

After selecting the date and time, the Refresh Report button will update the report.

Start Date End Date

@
10/02/2022 15:5¢ 09/03/2022 15:5¢

You can export the report as a PDF or into an Excel Spreadsheet by selecting the Ellipsis button from the toolbar.

V2.0 18/03/25 uD0260 Page 144 of 527

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



Command List Report

This report shows how many times an item has been removed from the system.
1. Click the Reports tab on the Navigation Menu.
2. Select the View Reports tab followed by the Diagnostics tab.

3. To view the iFob Command List Report, click on the link.

@ System Viewer
General iFob Undetectable Report
09 Users This report shows the number of times each iFob has gone undetectable in the last 30
days.
© ltems E Status
@ Reperes i Command List Report
& Software Settings b ERCeptians This report shows a list of all Commands.
g iFobs
Permissions
@ Systems
(5 Realtime Activity Regions
Utilisation
Diagnostics

You will be presented with the report page. From here, you can select the time frame you wish the report to gather
information from. Selecting the start or end date will allow you to input the specific days and times for the report. See
Reports Overview for further details.

After selecting the date and time, the Refresh Report button will update the report.

Start Date End Date

=
10/02/2022 15:5¢ 09/03/2022 15:5¢

You can export the report as a PDF or into an Excel Spreadsheet by selecting the Ellipsis button from the toolbar.
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5.8 SOFTWARE SETTINGS

5.8.1 REGIONS

55.8.1.1 REGIONS OVERVIEW

Regions allow for TrakaWEB users to only access or edit the information on Systems, iFobs, Items and Users within their
specified region(s). Multiple Regions provide much increased flexibility for customers with more complex web and system
access requirements. An example of where Multiple Regions may be necessary, is where an organisation has many Traka
systems spread geographically and each region has one or more TrakaWEB Admin users that are only responsible for
maintaining their own region(s). In addition, some organisations may choose to regionalise by department e.g. Sales,

Finance, Engineering, where each department has a TrakaWEB Administrator who can only see Traka Systems and Users
within their department(s).

Below is a graphic representation of how Multiple Regions could be defined.
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5.8.2 REGION VISIBILITY RULES

There are various ‘Region Rules’ that may be used to describe the behaviour of data visibility and data manipulation
within TrakaWEB.

These rules are important due to the way in which Administrators and Data entities such as Item Access Groups may
belong to more than one region. Therefore, the rules have been defined to help describe which users can see what.

So, for example, a user such as an Administrator logging into TrakaWEB must only be able to see Data that relates to
the region(s) that they are a member of.

NOTE: It is worth taking into consideration that a System can only belong to a single Region but an
Administrator, User, or Item Access Group etc. can belong to one or multiple Regions.

The rule descriptions are as follows:

e  Wholly Contained Regions

e Partially Contained Regions

e Multiple Levels of Filtering

e Visible Regardless of Filtering
Wholly Contained Regions:

The *‘Wholly Contained Regions’ rule describes Data that will only be visible to the Administrator that is logged in, when
both the Administrator and the Data Entities meet the following parameters:

e They are members of the same Region but at the same time
e They are NOT members of other regions that are outside the scope of the logged in Administrators Regions

This will allow an Administrator who is logged in to have overall control of data and prevent anyone else that is not a
member of the same region set from changing it.

The table below is an example of TrakaWEB already setup with 3 Regions. The Regions are named A, B and C. ‘All
Regions’ refers to A, B and C collectively.

Administrator Data Entity

All Regions Region A Region B Region A & B Region A, B & C
(meaning A, B & C)
All Regions Granted Granted Granted Granted Granted

(meaning A, B & C)

Region A & B - Granted Granted Granted -
Region A,B & C Granted Granted Granted Granted Granted

Partially Contained Regions:

The ‘Partially Contained Regions’ rule describes Data that will only be visible to an Administrator that is logged in when
both the Administrator and Data Entities meet the following parameters:

e They are members of the same Region but at the same time

e They are ALSO members of other Regions that are outside the scope of the logged in Administrators Regions
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This will allow an Administrator who is logged in to have the ability to only allow them to edit their portion of particular
regional Data. They will be unable to edit Data outside of their region set. Under the ‘Partially Contained Regions’ rule,
common Data spanning multiple Regions will not be editable but may still be editable under the ‘Wholly Contained
Regions’ rule.

The table below is an example of TrakaWEB already setup with 3 Regions. The Regions are named A, B and C. ‘All
Regions’ refers to A, B and C collectively.

Multiple Levels of Filtering:

Whilst considering regional visibility within TrakaWEB, there are 2 levels of filtering that can be applied to certain features
or areas of the software that meet the following conditions:

e The regional visibility of the logged in Administrator

e The selected regional visibility of the Data being edited
Consider the following example:

e There exist three Regions: Default, Region A, and Region B

e There are two Administrator Users: one Super Admin who belongs to all Regions, and one Regional Admin A
who only belongs to Region A

Super Admin can see all three existing Regions, but Regional Admin A can only see Region A:

Regions @ English (UK) ~ @ Help @ Info Q Regions @ English (UK) ~ @ Help @ Info (o)
| User User
‘ Delete Super Admin ] ‘ Regional Admin A ‘
1 Delete|
| Log Off | Log OFf
Region Name s cegion Name ]
Default Region A
Region A
T Create Filter
Region B

Y Create Filter

e Next, there are 3 Item Access Groups in existence: “IAG in Default” which belongs to the Default Region;
“IAG in Default, A” which belongs to the Regions: Default and Region A; and “IAG in Default, A, B” which
belongs to the Regions: Default, Region A, and Region B
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Super Admin can see all three Item Access Groups, but Regional Admin A can only see “IAG in Default, A” and “IAG in
Default, A, B” as these are the only Item Access Groups which belong to the same region as Regional Admin A (in
accordance with the ‘Partially Contained Regions’ rule):

Item Access Groups @ engish(UK) = @ Help @ Info ) Item Access Groups @ English(UK) = @ Help @ Info €
User User

Region Super Admin Region Regional Admin A

(All Regions) - ] (All Regions) ~
Log Off Log Off

Sync Name % Everyone Group sync Name 4+ Everyone Group

IAG in Default IAG in Default, A

IAG in Default, A )
IAG in Default, A, B

IAG in Default, A, B

Y Create Filter

T Create Filter

In such case, only Super Admin can assign Users to any and all Regions, as only they have access to all of them. In the
Regions tab in the Edit User menu, Super Admin chooses to assign the User to the Default Region:

Edit User - Traka User 2 @ English(UK) > @ Help @ info
Details System Access Credentials Item Access Groups Item Access Region Access Web Access History

Save and Rewrn ‘ | -—-|

| Cancel |

All Regions []
Access T Region E
] Default
J Region A
J Region B

T Create Filter

When Super Admin moves to the Item Access Group tab in the Edit User menu, they can only assign the User to one
Item Access Group: “IAG in Default”. Two other Item Access Groups are greyed out. This is the direct result of Multiple
Levels of Filtering. The visible Item Access Groups are limited to the members of the Default Region - under the ‘Partially
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Contained Regions’ rule, but the Item Access Groups that can be selected are limited to the ones which are members of
the Default Region only — the *‘Wholly Contained Regions’ rule. This is shown below:

Edit User - Traka User 2 @ English(UK) ~ @ Help @ Info €

Details System Access Credentials Item Access Groups Item Access Region Access Web Access History

[ Cancel ]{ Save and Rewrn ]E]

[ e Name = Access Y Everyone Group Y
O IAG In Default

O IAG In Default, A

O IAG In Default, A, B

Y Create Filter

Visible Regardless of Regions:

For the ‘Visible Regardless of Regions’ rule, some features of TrakaWEB software will be accessible to all Administrators
irrespective of Region visibility such as:

e Item Types
e  Software Permissions Groups

e Activity Types

5.8.3 ADDING A NEW REGION

Regions allow TrakaWEB users to see and access only the information from Systems, Items and Users within their
specified region(s). Regions are particularly useful when managing many systems spread across a large area.

1. To add a new region, you will need to navigate to the Regions page. Using the Navigation Menu to the left of
the page, select Software Settings, and then from the mini menu click Regions.

@ System Viewer

0 Users
5 ltems 4
B Reports ’
Access Schedules
8 iFobs Item Types
O systems Activity Types

User Groups
(& Realtime Activity
User Fields

Software Permissions Groups
Notifications
Fault Definitions

Reasons
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2. This will display the list of all the current regions within your database.

Regions @ English (UK) ~ @ Help (@ Info 9

- =

Region Name

Default

Y Create Filter

3. Click the Create button.

4. You will then be prompted to enter a region name e.g., Region A.
New Region @ English(UK) ~ @ Help ® nfo
l Cancel l Save and Return
Name | Region A |
5. Once you have entered a name, you can click the Save and Return button.
6.

You will now be taken back to the region list, which will be populated with the newly added region. To add
more regions simply click the Create button and restart the process from step 3.
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5.8.4 EDITING A REGION

Editing a region allows you to rename an existing region. To edit a region, you will need to navigate to the Regions page.

NOTE: Please keep in mind that all the systems, users and groups will stay assigned to the region even after
it has been renamed.

1. Using the Navigation Menu to the left of the page, select Software Settings, then from the mini menu click
Regions. This will display the list of all the current regions within your database.

Regions @ English(UK) ~ @ Help @ Info €Y

-8

Region Name
Default

Region A

Y Create Filter

2. Highlight the region you wish to edit and click on the Edit button.

3. You will then be able to rename the region. In the example below the Region A has been renamed to

Production.
Edit Region - Region A Edit Region - Region A

Region History Region History

Name | Region A ‘ » Name Production|

4. Click the Save button.

5. Select the History tab. Your changes will now be automatically saved. You will notice that a full history of
changes made to that region is listed here. This clearly shows that the region has been renamed on the
16/03/2022 by Super Admin and in the last modification has changed the Region’s name from Region A to
Production.
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Edit Region - Production

Region History

When
16/03/2022 15:39:23
16/03/2022 15:38:26

16/03/2022 15:35:25

Y Create Filter

Action

Modified

Modified

Modified

Y Field

Name

Name

Name

& English (UK) ~

Who

Super Admin

Super Admin

Super Admin

@ Help @ Info 9

old

Region A

Lobby

My Region

(=)

Production
Region A

Lobby

6. From the Navigation Menu, select the Regions again and you will now be taken back to the region list. You will
notice that the region you have just renamed has been updated in the list. To rename more regions, simply
click the Edit button and restart the process from step 2.
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75.8.5 DELETING A REGION

To delete a region, you will need to navigate to the Regions page.

1. Using the Navigation Menu to the left of the page, select Software Settings, then from the mini menu click
Regions. This will display the list of all the current regions within your database.

< System Viewer
L Users
@ Items

[E Reports

Software Settings

f iFobs
[0 Systems

Realtime Activity

Access Schedules
Item Types
Activity Types
User Groups

User Fields

Regions

Software Permissions Groups
Notifications

Fault Definitions

Reasons

2. Highlight the region you wish to delete and click the Delete button.

3.  You will then be prompted by a message asking if you wish to permanently delete the region, select Confirm.

Production

Delete Region h 4

Please confirm you want to delete the region.

4.  You will now be taken back to the region list. You will notice that the region you have just deleted is no longer
in the list. To delete more regions, simply restart the process from step 2.
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5.9 SOFTWARE PERMISSION GROUPS

Software Permission Groups define what areas of the software users have access to within TrakaWEB. The default group
is the ‘Super Admin’ group, which has full access to TrakaWEB. However, you may want a user to be able to create and
edit another user’s details but not be able to delete them. Alternatively, you may want to grant a manager access to the
Items and iFobs within their group, but not to the rest of the business. Using the expandable list, you can quickly select
what permissions the group does or does not have.

The two subsections below will demonstrate how to create the two examples given.

To assign a software permission group to a user, refer to the Web Access tab in the user record.

5.9.1 CREATING A NEW SOFTWARE PERMISSIONS GROUP

1. In the Navigation Menu to the left of the page, click on Software Settings, then select Software Permissions
Groups.

@ Systemn Viewer

£ Users
P Items »
[E Reports ,
» Software Settings Access Schedules
g iFobs Item Types
B Systems Activity Types

User Groups
(& Realtime Activity
User Fields

Regions

Software Permissions Groups

Notifications
Fault Definitions

Reasons

2. You will now be taken to the Software Permissions Groups landing page. The only Group initially present will be
‘Super Admin’.

NOTE: By default, the ‘Super Admin’ group will have access to all permissions, which cannot be edited by
another Group.

3. To create a new group, click on the Create button.

Software Permissions Groups @ english(Uk)~ @ Help @ nio €

=

Group Name E

Super Admin

Y Create Filter
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4. You will then be prompted to enter a group name.

New Software Permissions Group @ english(UK)~ @ Help @ Info )

E]

l Cancel l Save and Return

Details

Name Traka Managers| ‘

5. Under the name field are two expandable tick boxes, one named ‘All Permissions’, and the other named ‘Web'.
By default, the ‘Web’ list will be expanded and will allow you to select which permissions you wish the group to
have access to. For example, you may want any users within this group to be able to create and edit users but
never able to delete them or allow them to edit System admin or System Reports Roles. To do that, simply
access the ‘'Users’ part of the tree and select Create and Edit. Ensure that the remaining roles remain unticked
as shown in the example below.

2 Users
Create

(] Delete
@ cdtt

(] Edit Emergency Open Role
(] Edit Items Admin Role

(] Edit Own User Record

(] Edit Super Admin Role

(] Edit System Admin Role
(] Edit System Reports Role
(] Edit User Admin Role

Selecting the ‘All Permissions’ box will allow all permissions to that group.

Details

Name Traka Managers

Permissions

B 2 All Permissions
8 Web
a8 Features

NOTE: If you select the title of a group of options then all the sub options within that list are also selected.
E.g., iFobs list consists of Edit & Delete. By selecting the header ‘iFobs’, you will activate all the sub options.

Once the group has been created, you can assign it to a user in the Web Access tab of the user’s record.
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[5.9.2 PERMISSIONS

The following is a list of all the Software Permissions in TrakaWEB.

Permissions B B scheduled Reports
B Create
] . All Permissions , Delete
2 B web B Edic
B B Features B View Repors
B Full Upload B B software Settings
B Read LastiD @ B AccessSchedules
B [ Remote Release B create
. To Anonymous User . Delete
B 7o Any User B cdn
. To Authorised Users . Activity Types
B Remote User Login @ B Fault Definitions
B . Transfer iFob Ownership . Create
. To Any User ‘ Delete
. To Authorised Users . Edit
@ B options B B tem Types
. Event Times - Create
@ B Netifications B Delete
[} . Extended Categories . Edit
Advanced Notifications
/] [} ]
. Software . Create
. Unrestricted Software ltem Access - Delete
m B Pages B3 Edit
m B items B B Reasons
Create Create
a =
B Delete B Delere
B eoc B3 edic
] . Outstanding Faults B . Regions
B create B Create
= B edic B Delere
. Clear Faults B edie
B Repair Faults B B software Permissions Groups
@ B iFobs B Create
. Delete . Delete
B cdic B edie
U Field:
[ ] . Groups @ ..ser i
Edit
] . Item Access Groups
= B3 User Groups
B Create
B Creste
[ Delee
- Delete
B3 can
. Edit
. Edit Everyone Group
[ | . Systems

[ ] . Item Booking
[} . Book For Others

B eorc

[} . System Viewer
B iFob Access
B iFob Events
B iFob lems
B lem Events

B Ailow only authorised items to be booked
. Allow all items to be booked

& B Book For Yourself
- Allow only authorised items to be booked

! Allow all items to be booked
. System Events

[ ] . Pairing
' Create [ ] . Users
B Delete B Create
B e B Delere
. Realtime Activity . Edit
B B Reports B Edit Emergency Open Role
B [ Filtered Reports B Edit items Admin Role
B Create B3 Edit Own User Record
B Deler= B Edit Super Admin Role
! Edit . Edit System Admin Role
B Edit System Reports Role
. Edit User Admin Role
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55.9.2.1 PERMISSIONS DETAILS

. a All Permissions
= B web

All Permissions:

WEB
By default, the *Web’ list will be expanded and will allow you to select which permissions you wish the group to have
access to.

15.9.2.2 FEATURES

Features:

B Features
Full Upload
Read Last ID

Full Upload
Selecting this checkbox will enable a user to perform a full upload of users, iFobs and events to TrakaWEB.

Read Last ID
Selecting this checkbox will read the last Credential ID presented to a 16bit system within a user record on the Edit
User page.

Remote Release:

B Remote Release
To Anonymous User
To Any User
B To Authorised Users
To Anonymous User

Selecting this checkbox will enable a user to release an iFob/item to a user who is not in the database.

To Any User
Selecting this checkbox will enable a user to release an iFob/item to any user in the database

To Authorised User

Selecting this checkbox will enable a user to only release an iFob/item to a user who has been granted access to that
item.

Remote User Login
Selecting this checkbox will enable a user to remotely log another user into the system.

a Remote User Login
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Transfer iFob Ownership:

28 Transfer iFob Ownership
To Any User

To Authorised Users

To Any User
Selecting this checkbox will enable a user to transfer ownership of the item(s) in the selected position to any user in
the database whilst the item(s) is/are already out of the system.

To Authorised Users
Selecting this checkbox will enable a user to transfer ownership of the item(s) in the selected position whilst the
item(s) is/are already out of the system, providing the user has been granted access to the item(s).

15.9.2.3 OPTIONS

Options:

[ | Options
Event Times
B Notifications
[-] Extended Categories
Advanced
Software

B Unrestricted Software Item Access
Event Times
Selecting this checkbox will enable a user to view the times at which events occurred.
Notifications
Extended Categories:

Advanced
Selecting this checkbox will enable a user to edit any advanced category related email notifications.

Software
Selecting this checkbox will enable a user to edit any software category related email notifications.

Unrestricted Software Item Access
Selecting this checkbox will enable a user to ‘Edit Own User Record’ when ticked and will enable users to edit their own
software group details. It will also restrict and unrestrict item access in the Item Booking feature.
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15.9.2.4 PAGES

Pages

(=] Pages
B items
Create
Delete
B cdic

Items:

Create
Selecting this checkbox will enable a user to add new items to the system.

Delete
Selecting this checkbox will enable a user to delete existing items from the system.

Edit
Selecting this checkbox will enable a user to edit existing items in the system.

Outstanding Faults:

B Outstanding Faults

n Create

Create
Selecting this checkbox will enable a user to create outstanding faults in TrakaWEB

Edit:

@ B cdit
Clear Faults

Repair Faults

Clear Faults
Selecting this checkbox will enable a user to clear existing faults in TrakaWEB.

Repair Faults
Selecting this checkbox will enable a user to repair existing faults in TrakaWEB.

iFobs:
@ B iFobs
Delete
Edit
Delete

Selecting this checkbox will enable a user to delete an existing iFob in TrakaWEB.

Edit
Selecting this checkbox will enable a user to edit an existing iFob in TrakaWEB.
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Groups

B B Groups
B B3 tem Access Groups
Create
Delete
Edit

ﬂ Edit Everyone Group

Item Access Groups:

Create
Selecting this checkbox will enable a user to create Item Access Groups in TrakaWEB.

Delete
Selecting this checkbox will enable a user to delete existing Item Access Groups in TrakaWEB

Edit
Selecting this checkbox will enable a user to edit existing Item Access Groups in TrakaWEB

Edit Everyone Group
Selecting this checkbox will enable a user to edit an Item Access Group if it is set as an Everyone Group in TrakaWEB.

-] Item Booking
=] Book For Others

Allow only authorised items to be booked
Allow all items to be booked

=] Book For Yourself
Allow only authorised items to be booked

Allow all items to be booked

Item Booking

Book For Others:
Allow only authorised items to be booked

Selecting this checkbox will enable a user to only book authorised items for others in TrakaWEB.

Allow all items to be booked
Selecting this checkbox will enable a user to book all items in the system for others in TrakWEB even if they have not
been granted access to them.

Book For Yourself:

Allow only authorised items to be booked
Selecting this checkbox will allow users who have been granted access to particular items to be able to take them
during a booking.

Allow all items to be booked
Selecting this checkbox will allow users to take all booked items even if they have not been granted access to them.

NOTE: If Unrestricted Item Access is unticked, the user will only be able to grant items to others that the
booking user has access to.
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=] Pairing
Create
Delete
Edit

Pairing:

Create
Selecting this checkbox will enable a user to create Item or Locker Pairing rule in TrakaWEB.

Delete
Selecting this checkbox will enable a user to delete an existing Item or Locker Pairing rule in TrakaWEB

Edit
Selecting this checkbox will allow a user to edit existing Item or Locker Pairing rules in TrakaWEB.

Realtime Activity

Realtime Activity:
Selecting this checkbox will allow a user to access the Realtime Activity page in TrakaWEB.

-] Reports
2 Filtered Reports

Create
Delete
Edit
B B8 Scheduled Reports
Create
Delete
Edit

u View Reports
Reports

Filtered Reports:

Create
Selecting this checkbox will enable a user to create Filtered Reports in TrakaWEB.

Delete
Selecting this checkbox will enable a user to delete existing Filtered Reports in TrakaWEB.

Edit
Selecting this checkbox will enable a user to edit existing Filtered Reports in TrakaWEB.

Scheduled Reports:

Create
Selecting this checkbox will enable a user to create Scheduled Reports in TrakaWEB.

Delete
Selecting this checkbox will enable a user to delete existing Scheduled Reports in TrakaWEB.

Edit
Selecting this checkbox will enable a user to edit existing Scheduled Reports in TrakaWEB.

View Reports
This will allow a user to view all available reports in TrakaWEB.
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-] Software Settings
[-] a Access Schedules

Create
ﬂ Delete
Edit
a Activity Types
Software Settings

Access Schedules:

Create
Selecting this checkbox will enable a user to create Access Schedules in TrakaWEB.

Delete
Selecting this checkbox will enable a user to delete existing Access Schedules in TrakaWEB.

Edit
Selecting this checkbox will enable a user to edit existing Access Schedules in TrakaWEB.

Activity Types
Selecting this checkbox will enable a user to access the Activity Types page within Software Settings in TrakaWEB.

2 Fault Definitions
Create
Delete
Edit
Software Settings

Fault Definitions:

Create
Selecting this checkbox will enable a user to create Fault Definitions in TrakaWEB.

Delete
Selecting this checkbox will enable a user to delete existing Fault Definitions in TrakaWEB.

Edit
Selecting this checkbox will enable a user to edit existing Fault Definitions in TrakaWEB.

Activity Types
Selecting this checkbox will enable a user to access the Activity Types page within Software Settings in TrakaWEB.

[ | Item Types
Create
Delete
Edit
Software Settings

Item Types:

Create
Selecting this checkbox will enable a user to create Item Types in TrakaWEB.

Delete
Selecting this checkbox will enable a user to delete existing Item Types in TrakaWEB.

Edit
Selecting this checkbox will enable a user to edit existing Item Types in TrakaWEB.
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B B Notifications
Create
Delete
Edit

Software Settings
Notifications:

Create
Selecting this checkbox will enable a user to create Email Notifications in TrakaWEB.

Delete
Selecting this checkbox will enable a user to delete existing Email Notifications in TrakaWEB.

Edit
Selecting this checkbox will enable a user to edit existing Email Notifications in TrakaWEB.
= Reasons
Create
Delete
Edit

Software Settings
Reasons:

Create
Selecting this checkbox will enable a user to create Reasons in TrakaWEB.

Delete
Selecting this checkbox will enable a user to delete existing Reasons in TrakaWEB.

Edit
Selecting this checkbox will enable a user to edit existing Reasons in TrakaWEB.

B Regions
Create
Delete
Edit
Software Settings
Regions:

Create
Selecting this checkbox will enable a user to create Regions in TrakaWEB.

Delete
Selecting this checkbox will enable a user to delete existing Regions in TrakaWEB.

Edit
Selecting this checkbox will enable a user to edit existing Regions in TrakaWEB.
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B Software Permissions Groups
Create

Delete
Edit
Software Settings
Software Permissions Groups:

Create
Selecting this checkbox will enable a user to create Software Permissions Groups in TrakaWEB.

Delete
Selecting this checkbox will enable a user to delete existing Software Permissions Groups in TrakaWEB.

Edit
Selecting this checkbox will enable a user to edit existing Software Permissions Groups in TrakaWEB.

NOTE: The ‘Edit Own User Record’ option is greyed out when Unrestricted Software Item Access is
unticked. This means that members of that Group will not be able to edit their own Software Group
details. Therefore, they will not be able to upgrade the group to Full Admin access.

B B4 User Fields
Edit
Software Settings
User Fields:

Edit
Selecting this checkbox will enable a user to edit the user details on the User Fields Page in TrakaWEB.

@ B3 User Groups
Create
Delete
Edit

Software Settings
User Groups:

Create
Selecting this checkbox will enable a user to create User Groups in TrakaWEB.

Delete
Selecting this checkbox will enable a user to delete existing User Groups in TrakaWEB.

Edit
Selecting this checkbox will enable a user to edit existing User Groups in TrakaWEB.

2 Systems
Edit
Systems:

Edit
Selecting this checkbox will enable a user to edit existing Systems in TrakaWEB.
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=] System Viewer
iFob Access
iFob Events
iFob ltems
ltem Events

System Events

System Viewer:

iFob Access
Selecting this checkbox will enable a user to view the iFob Access panel on the System Viewer page in TrakaWEB.

iFob Events
Selecting this checkbox will enable a user to view the iFob Activity panel on the System Viewer page in TrakaWEB.

iFob Items
Selecting this checkbox will enable a user to view the Item Activity panel on the System Viewer page in TrakaWEB.

Item Events
Selecting this checkbox will enable a user to view the Items panel on the System Viewer page in TrakaWEB.

System Events
Selecting this checkbox will enable a user to view the System Activity panel on the System Viewer page in TrakaWEB.

[ | Users
Create
Delete
Edit
Edit Emergency Open Role
Edit Items Admin Role
Edit Own User Record
Edit Super Admin Role
ﬂ Edit System Admin Role
ﬂ Edit System Reports Role

a Edit User Admin Role
NOTE:
The ‘Edit’ option must be checked for a user to be able edit other user credentials and roles in TrakaWEB.
A user cannot edit users in Software Permissions Groups that have higher permissions than themselves.

The ‘Edit Own User Record’ option is greyed out when Unrestricted Software Item Access is unticked. This
means that members of that Group will not be able to edit their own Software Group details.

Users:

Create
Selecting this checkbox will enable a user to create/add users to the system.

Delete
Selecting this checkbox will enable a user to delete existing users from the database.

Edit
Selecting this checkbox will enable a user to edit existing users on the database.

Edit Emergency Open Role
Selecting this checkbox will enable the user to grant other users with the Emergency Open role in TrakaWEB.
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Edit Items Admin Role
Selecting this checkbox will enable the user to grant other users with the Items Admin role.

Edit Own User Record
Selecting this checkbox will enable a user to edit their own user record.

Edit Super Admin Role
Selecting this checkbox will enable a user grant other users with the Super Admin role.

Edit System Admin Role
Selecting this checkbox will enable a user to grant other users with the System Admin role.

Edit System Reports Role

Selecting this checkbox will enable a user to grant other users with the System Reports role.

Edit User Admin Role
Selecting this checkbox will enable a user to grant others with the User Admin role.
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5.9.3 CREATING A RESTRICTED ADMIN ACCESS GROUP
Occasionally, you may want to grant a group with limited Admin rights. For example, you may want a manager to be
able to administrate the Items, iFobs and Groups within their department, but not have access to the assets outside of

their department.

This, however, is not related to the functionality of Regions whereby an Administrator may only edit users that have the
same or lower region set as the user they are editing. For more information on the rules applicable to Regions, please
refer to the Regions section.

NOTE: A member of a restricted admin group cannot edit their own group, or the Super Admin group.

1. Using the Navigation Menu to the left of the page, click Software Settings, then select Software Permissions

Groups.

O Users
5 ltems v
[E Reports ’

& Software Settings  » Access Schedules

£ iFobs Item Types

Activity Types
[P Systems Ty

User Groups
(& Realtime Activity
User Fields
Regions
Software Permissions Groups

Notifications

Fault Definitions

Reasons
2. To create a new group, click on the Create button.
Software Permissions Groups @ english(UK)~ @ Help @ Info €
=
Group Name T
Super Admin
Y Create Filter
V2.0 18/03/25 uUD0260 Page 168 of 527

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



3. You will then be prompted to enter a group name.

New Software Permissions Group @ english(U) ~ @ Help @ Info @)

E]

l Cancel l Save and Return

Details

Name Restricted Admins| |

4. Under the name field are two expandable tick boxes, one named ‘All Permissions’, and the other named ‘Web’.
In the *‘Web’ list, select which permissions you wish the Group to have.

NOTE: The ‘Edit Own User Record’ option is greyed out when Unrestricted Software Item Access is unticked.
This means that members of that Group will not be able to edit their own Software Group details. Therefore,
they will not be able to upgrade the group to Full Admin access.

Permissions

B [ ] All Permissions
B [ web
8 [ ] Features
[ Full Upload
[] Read Last I
B [ ] Remote Release
[] To Anonymous User
[] To Any User
[] To Authorised Users

[ ] Remote User Login

B [ ] Transfer iFob Ownership B [ users
[ To Any User [ create
[] To Authorised Users [J pelete
& [] options [ Edt
D Event Times |:\ Edit Emergency Open Role

B [] notifications [] Edit Ttems Admin Rale

B [ ] extended Categories [ ]
[] Edit Super Admin Role

Advanced
D [] Edit System Admin Role
Software
D [] Edit System Reports Role
[D Unrestricted Software Item Access] [ Edit User Admin Role

e

NOTE: If a restricted admin creates a new Item Access Group, the admin user will be automatically added
to that Group, so that they are able to perform administration to it.
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Once the group has been created, you can assign it to a user in the Web Access tab of their record.

Details System Access Credentials Itemn Access Groups Itemn Access Region Access
=3

Save and Return ] Save

User active on TrakaWEB

Account Locked Status

Unlocked

Windows Authentication

Username

Basic Authentication

Username TrakaAdmin Send a password reset email (]
Force user to change password ]
Password | s

Confirm Password

Restricted Admins

Permissions
Super Admin

software Permissions Group Super Admin| -

75.9.4 RESTRICTIONS APPLIED TO THE RESTRICTED ADMIN GROUP

Once the restricted admin user logs into Traka Web, they will notice that when they attempt to edit an Item, iFob or
Item Access Group, anything that they do not have admin rights to, will be greyed out and not available to edit.

Items @ English(UK)~ @ Help @ Info €Y
Region System Type

=
(All Regions) -~ (All Systems) ~ (Al Types) -
0... System = Y Pos. = v Detail1 v Detail2 v Detail3y Status v Who Y When
] New System 1 Reception Building/ 01 In System  Unknown User  18/11/2021 13:20:22
] New System 2 Reception Building/ 02 In System  Unknown User  18/11/2021 13:20:24
L] New System 3 Reception Building/ 03 In System  Unknown User  21/12/2021 12:14:06
L] New System 4 Reception Building/ 04 In System  Unknown User  21/12/2021 12:14:09

Items
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iFobs @ English (UK) ~ @ Help @ Info €Y
Region System = -

(All Regions) - (All Systems) - ‘;‘ B
0.. system ¢ Y Pos. & T Sync Status T Who Y When

] New System 1 ® In System Unknown User 18/11/2021 13:20:22

J New System 2 [ ] In System Unknown User 18/11/2021 13:20:24

(] New System B [ ] In System Unknown User 21/12/2021 12:14:06

(] New System 4 [ ] In System Unknown User 21/12/2021 12:14:09

iFobs

Item Access Groups @ English(UK) ~ @ Help @ Info €Y

Region
-]
(All Regions) -
sync Name + Everyone Group
IAG in Default L]

IAG in Default, A L]

IAG in Default, A, B L]

Y Create Filter

Item Access Groups
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A further security protocol set in place is that if a user is assigned to the Restricted Admin Access Group, and has been
granted ‘Software Permissions Groups’ access, they will only be able to create a group with the same access level, or
lower than their own. Any options that they do not have access to themselves, will be greyed out and will not be
selectable, as shown in the example below.

| New Restricted Group

Permissions

B[] software Permissions Groups
- [ Create

B [] system Viewer
[ iFob Access

- [ iFob Events
[ iFab Items

- [ ttem Events
D Syystem Events

a |:| Users

[ creat=

=] E.d'rt
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5.10 IFOBS

5.10.1 IFOB LIST

NOTE: If your system is an RFID Locker System, it will not contain iFobs. However, this section will still be
relevant and the term ‘iFob’ will be referring to the ‘RFID Tag’ in a Locker System.

From the Navigation Menu to the left of the screen click the iFobs option. You will then be taken to the iFob list. All the
iFobs in your Traka Touch system will automatically synchronise when you log into TrakaWEB (providing you enabled
communications from your Traka Touch system). The list shows all the iFobs that are currently in all your Traka Touch
systems, their current status & various definable detail columns.

& English (UK) ~

iFobs

Region System

(All Regions) -~ (All Systems) -

0 ... System 2 v Pos. $ T Sync Description T Status Y Who
O Reception 1 ® In System

O Reception 2 [ ] In System

J Reception 3 [ ] In System

O Reception 4 [ ] In System

[ Reception 5 ] In System

It is possible for users to show or hide iFobs in the iFob list which have been

the Admin App.

Traka Web Admin - Administering localhost

File View Tools Help

----- 4 Database setup
..+ Ppplication settings
& Users setup
=& System management
& Defaut
i) Region A
*{4) Region B
(=& Engine management
.3 Business Engine on DESKTOP-DMMHPJ5 - Online 4.5.0
----- ﬂ Certificate management

Application Settings  Passward Policy

B4

~ Database
Database wersion

v iFob
iFob description item detail separator
iFab description item separator

ftem Activity Display List Delimiter
ltem Activity Display List Limit

v ltem Type
Distance Logging Mode
Distance Logging Units

~ PDF Export
Selected Font (Chinese)
Selected Font (Default)
Selected Font {Japanese)
Selected Font (Korean)

v User

Allow access levels

Limit of Effective Credentials per User

User expiry date

LUser permit expiry date

User PIN expiry date

User Security Active By Default

Allow access levels
Whether access levels are enabled in Traka Web

Traka User 01
Traka User 02
Traka User 02
Traka User 01

Traka Admin

2dmun ftems
Show Deleted iFobs True

@ Info 9

@ Help

Set Tag Numbers E]

T When
18/03/2022 10:09:34
18/03/2022 10:10:55
18/03/2022 10:10:58
18/03/2022 10:09:38

18/03/202210:12:14

deleted. This option is available through

- [m] X

English (UK)

10

TotalDistance
Miles

Microsoft JhengHei Ul
Tahoma

Yu Gothic Ul

Malgun Gothic

False
7
307
30y
3oy
False

Save

For more information, please refer to TD0216 — TrakaWEB Version 4 Installation & Configuration Guide.
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Region & System Filter

When looking at the iFob list, at the top of the table you can filter the iFobs you wish to view by defining the Region the
system belongs to, and the system the iFob belongs to. Clicking on the relevant field will show you a list of selectable
systems & regions (providing that your database has more than one region and system). For more information, see the
Regions and Systems topics.

Region System

Receptior{ ~  (All Systems) -

(All Regions)

Default ¢ Y Pos $ Y Sync Des
Production

Wouse L ®

Sync Column

The status of the iFob is defined by a graphic next to the iFob description. If the status image is green then all events
from the iFob are up-to-date and have been read back to TrakaWEB. If the events from the iFob have not been read
back from the Traka Touch system, then the image will take the shape of a progress circle.

5.10.2 IFOB DETAILS

NOTE: If your system is an RFID Locker System, it will not contain iFobs. However, this section will still be
relevant and the term ‘iFob’ will be referring to the ‘RFID Tag’ in a Locker System.

The details tab displays a range of information for the selected iFob, including the iFob description and the system the
iFob belongs to. These are listed in more detail below.

Edit iFob @ English (UK) ~ @ Help @ Info €Y

Details Features Items iFob Access Access Schedules History

Cancel Save and Return Save

System
Home System Reception
Home Position 1
Current System Reception
Current Position 1
Status In System
Serial Number 973173000000
Details
Manual Description
Main Office Key|
Description
Tag No 01
System
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Home System

Displays the name of the system the iFob belongs to.

Home Position

Displays the position in which the iFob is located in the system.

Current System

Displays the name of the system the iFob is currently stored in. This system will only be different from the Home
System if you have the Random Return to Multiple Systems (RRMS) feature option enabled.

Current Position

Displays the position in which the iFob is currently stored in the Current System. This position will only be different
from the Home Position if you have the Random Return to Single System (RRSS) or Random Return to Multiple
Systems (RRMS) feature options enabled.

Status
This field will show the status of the iFob e.g. Out of the System.
Details

Manual Description

Check this box to enable the description field below. If this box is unchecked, then the description from an assigned
item to that iFob can be used. Refer to ‘iFob Description Order’ in the Adding New Item Types section for more
information.

Description

Here you can view the iFob description. This can be automatically generated by the item details, or you can change
the description by checking the Manual Description tick box above and entering manually.

Tag No

This section allows you to enter a tag number for the iFob position.

5.10.3 FEATURES
The features tab allows you to switch any pre-enabled options on or off. From here, you can also set item curfews.

For more information on Features, please refer to the Feature Options sections of this document.

Edit iFob @ English (UK) ~ @ Help @ Info (o)
Details Features Items iFob Access Access Schedules History

Item Authorisation -

I Cancel

[ Save and Return

Reason Logging
Custom Message
Notes Logging
Fault Logging
Fuel Logging
Location Logging

Curfew
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Item Authorisation

From this drop-down selection box, you can choose how many users are required to authorise the release of this
iFob/item. To read more about this feature, please refer to the Authoriser section in this document.

Item Authorisation -
Authorisation required upon removal MNone -
Authorisation required after return MNone -

Authorisers must be from different groups

Authoriser must be granted access to this iFob
Curfew
Curfew -
Curfew Type None -
Curfew Type

Curfews are a non-cost option built into TrakaWEB and are used to reduce the amount of time an item is out of the
system, or how long a user can have an item in their possession. Please view the Curfews section for more details.

5.10.4 ITEMS

The items tab has information on the items attached to the iFob, the system the item belongs to, and the serial number
of the iFob the item is assigned to etc. You can edit the item from the iFob by clicking Edit or create a new item
associated with this iFob by clicking Create.

Edit iFob @ English (UK) = @ Help @ Info (o]

Details Features Items iFob Access Access Schedules History

(=) - G

System

Home System Reception

Home Position 1

Current System Reception

Current Position 1

Status In System

Serial Number 973173060000
Description T Area T Location T Manager T Key Number T Owner T
Main Office Key Reception Building A 01

Y Create Filter
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[5.10.5 IFOB ACCESS

This tab shows a list of users who currently have access to the selected iFob.

Edit iFob @ English (UK ~ @ Help @ Info €Y

Details Features Items iFob Access Access Schedules History

(o) - | R

sync Forename $ T Surname $ T UserDetail 2 T
[ ] Traka Admin Facility Manager

[ ] Traka User 01 Sales Manager

[ ] Traka User 02 IT Specialist

Y Create Filter

[5.10.6 ACCESS SCHEDULES

Access Schedules is one of the optional Features offered on TrakaWEB. It allows you to set preferred periods in a weekly
pattern when the iFob would be available to users.

For more information on Features, and Access Schedules specifically, please refer to the Feature Options sections of this
document.

5.10.7 HISTORY

The History tab will show you a record of when the item was added or modified, whom by, and which details were
changed with their old and new values listed accordingly.

Edit iFob @ English(UK) ~ @ Help @ Info €Y

Details Features Items iFob Access Access Schedules History

(o))

When Action v Field Who old New
18/03/2022 12:10:01 Modified Manual Description Super Admin False True
18/03/2022 12:10:01 Modified Description Super Admin Main Office Key
18/03/2022 12:10:01 Modified TagNo Super Admin 0 1

Y Create Filter
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5.11 SYSTEMS

[5.11.1 SYSTEMS

From the Navigation Menu, select Systems.

@ Systemn Viewer

£ Users
Items 4
[E Reports 3

&% Software Settings  *

2 iFobs

(& Realtime Activity

From here, you can view or edit the systems you currently have in the database.

Systems @ English(UK) ~ (@D Help @ Info €Y

Full Upload @

System Serial Number Host Name or Address ¢ v Application Version Region T
Reception TKC24055 192.168.1.200 02.10.0006.0000 Reception
Reception Spare TKC20982 192.168.1.201 02.10.0006.0000 Reception
Production TKC25841 192.168.1.202 02.10.0006.0000 Production
Warehouse TKC27110 192.168.1.203 02.10.0006.0000 Warehouse
Main Office TKC27111 192.168.1.204 02.10.0006.0000 Main Office

T Create Filter

Show/Hide Grid Columns
Throughout TrakaWEB, there are many grids that display important information for the page you are currently viewing.

For example, the Users’ page has the Users’ List Grid, which displays all of the users within the database. The Show/Hide
Grid Columns button in the Ellipsis menu allows you to add or remove fields/columns of your choice to the grid.
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5.11.2 EDITING A SYSTEM
1. From the Navigation Menu, select Systems.

2. You will then be taken to the Systems page. Select the system you wish to change and click the Edit button.

Systems @ English(UK) ~ @ Help @ Info €Y

System Serial Number Host Name or Address & v Application Version Region if

Reception TKC24055 192.168.1.200 02.10.0006.0000 Reception

Y Create Filter

3. The Edit System page allows you to change the name of the system it belongs to.

@ English (UK)~ @ Help @ Info @

Edit System - Reception

Details History

(o ] (oo |

Title Reception|

Region

4. Once the change has been made, click the Save and Return button to be taken back to the systems list.
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5.11.3 CHANGING THE TIME ZONE

A time zone change feature is available in TrakaWEB that will enable the time zones to be centrally changed on all
connected Traka Touch devices. This is particularly useful for cruise ships which often change time zones and need to
be able to accurately audit when events are occurring at the Traka Touch system and have to manually change the time

zone on each individual system. Using TrakaWEB this can be achieved via an individual or Multi Select-Multi Edit process.

NOTE: This functionality is only available for systems that are Traka Touch version 3.8.0 and above. 16bit
systems are also out of scope for this functionality.

Systems Grid
1. From the Navigation Menu, select Systems.

A Time Zone column will be displayed showing the current time zones of all the available systems.

Systems @ English(UK) = @) Help @ Info €Y

Full Upload E]

0 ... system Sync Serial Number Host Name or Address # Y Application Version Region ¥ | Time Zone

O System 1 [ ] TKC45315 192.168.0.160 03.08.0000.0000 Default (GMT+00:00) Dublin, Edinburgh, Lisbon, London
(] System2 @ TKC35888 192.168.0.150 03.08.0000.0000 Default (GMT+00:00) Dublin, Edinburgh, Lisbon, London
Y Create Filter

Using the Show/Hide Grid Columns option from the ellipsis menu, it is possible to add another column named Auto
Adjust DST.

Column Chooser »

Auto Adjust DST

?HAC Addressf
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This may be added to the Systems Grid as required. By default, the checkbox will be greyed out. If the Automatically
adjust for daylight saving time checkbox is not ticked when adjusting the time zone, then the Auto Adjust DST
checkbox will show as unticked.

0 ... System Sync Serial Number  Host Name or Address = v  Application Version Region v | Auto Adjust DST | Time Zone

(GMT-+00:00)

Syst .
] 1ys s e} TKC45315 192.168.0.160 03.08.0000.0000 Default Dublin, Edinburgh,
Lisbon, London
Systat (GMT+00:00)
O zy i) TKC35888 192.168.0.150 03.08.0000.0000 Default Dublin, Edinburgh,

Lisbon, London

Y Create Filter

For more information on adding or removing columns, please refer to the Show/Hide Grid Columns section.

Individual System Time Zone Change

1. To edit the time zone of an individual system, select the check box to the left side of the grid, then right click
and select Edit Time Zone.

(GMT+00:00)
Select All on Page ;
Syst 8 Dubl
= e & i8.0.160 03.08.0000.0000 Default [ : I:n, h
1 Deselect All On Page Edinburgh,
Lisbon, London
Deselect All
System Edit Time Zone (GMT+00:00)
1 5 & 8.0.150 03.08.0000.0000 Default ) Dublin, Edinburgh,
Lisbon, London

A window will display which will enable you to adjust the time zone and automatically adjust for daylight saving time.

Please choose the time zone you would like to apply to the selected
systems

Time Zone
I .

[] Automatically adjust for daylight saving time

Daylight saving is automatically applied to Traka Touch version
4.0.0 onwards and cannot be manually adjusted.
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2. From the drop-down menu, choose the time zone for the selected system.

Please choose the time zone you would like to apply to the selected
systems

Time Zone

| (GMT-06:00) Central Time (US & Canada -

(GMT-06:00) Saskatchewan “

(GMT-06:00) Central America

(GMT-06:00) Central Time (US & Canada)

(GMT-06:00) Guadalajara, Mexico City, Monterrey

(GMT-06:00) Easter Island

(GMT-05:00) Havana

(GMT-05:00) Eastern Time (US & Canada)

You may also choose to automatically adjust the time zone by placing a tick in the checkbox for Automatically adjust
for daylight saving time.

Edit Time Zone b4

Please choose the time zone you would like to apply to the selected
systems
Time Zone

(GMT-06:00) Central Time (US & Canada) -

@ Automatically adjust for daylight saving time

Daylight saving is automatically applied to Traka Touch version
4.0.0 onwards and cannot be manually adjusted.

A note is displayed below the checkbox stating that from Traka Touch version 4.0.0 onwards, daylight saving is
automatically applied and cannot be manually adjusted.

3. Once complete, click on the Continue button.

A new window will appear asking you to confirm that you wish to apply the chosen time zone. If you are satisfied with
the chosen details, select Yes to continue.

Are you sure you want to apply the time zone '(GMT-06:00) Central
Time (US & Canada)' and daylight saving to 1 system(s)?

V2.0 18/03/25 uD0260 Page 182 of 527

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



The time zone for the selected will now be changed

4. Once complete, click on the Close button.

Edit Time Zone o

Your request to update a batch of system time zones has been sent
to the Traka Web server and the status is shown below.

status Complete

Progress 1 of 1

Not processed 0

Ifyou click Close before the status is complete, please be aware that
the changes requested may not show in Traka Web until the batch
processing has completed successfully.

Touch systems before v3.8 and all 16-bit systems cannot have

time zone changed via TrakaWeb and will appear as Not
processed.

NOTE: If the Touch system is pre-version 3.8 or 16bit, the time zone will not be changed.

Besides right-clicking and choosing Edit Time Zone, you can manually adjust a single system by double-clicking withing
the grid. This will direct you to the Edit System page where you may carry out the same process as previously shown.
Once completed, click on the Save and Return button.

Title

Region

Time Zone

= e

System 1 ‘

(GMT-06:00) Central Time (US & Canada) -

B Automatically adjust for daylight saving time

NOTE: Once you edit the time zone of a Traka Touch system, it will automatically restart providing no users

are currently logged in.

Multiple Systems Time Zone Change

1. To change the time zone on multiple systems simultaneously, right-click on the grid and choose Select All on

Page.
0 ... system
0 ?ystem
0 iystem

V2.0 18/03/25

Sync

Serial Number Host Name or Address ¢ v Application Version Regiony Auto Adjust DST

TKC45315 192.168.0.160 Select All on Page Default
Deselect All On Page

Deselect All
TKC35888 192.168.0.150 Default

uD0260

Time Zone

(GMT-06:00)
Central Time (US &
Canada)

(GMT+00:00)
Dublin, Edinburgh,
Lisbon, London
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2. With all the systems selected, right-click again and select Edit Time Zone.

2 ... system Sync Serial Number  Host Name or Address + v Application Version Regiony Auto Adjust DST  Time Zone
. (GMT-06:00)
] 1y TKC45315 192.168.0.160 Default | Central Time (US
Select All on Page & Canada)

Deselect All On Page
(GMT+00:00)
System DeseletAll Dublin,

] [ ] TKC35888 192.168.0.150 Default ] -
2 Edit Time Zone Edinburgh,
Lisbon, London

3. Repeat the previous steps and choose a time zone to be applied to all the selected systems and then select
Continue.

Edi

Time Zone o

Please choose the time zone you would like to apply to the selected
systems

Time Zone

[ Automatically adjust for daylight saving time

Daylight saving is automatically applied to Traka Touch version
4.0.0 onwards and cannot be manually adjusted.

4. Next, confirm that you wish to apply the chosen time zone to the selected systems by clicking on Yes.

Edit Time Zone x

Are you sure you want to apply the time zone (GMT+00:00) Dublin,
Edinburgh, Lishbon, London’ and daylight saving to 2 system(s)?

The time zone will then be added to the selected systems and the selected Touch systems will restart.

Edit Time Zone e

Your request to update a batch of system time zones has been sent
to the Traka Web server and the status is shown below.

status Complete

Progress 2 of 2

Not processed 0

if you click Close before the status is complete, please be aware that
the changes requested may not show in Traka Web until the batch
processing has completed successfully.

Touch systems before v3.8 and all 16-bit systems cannot have

time zone changed via TrakaWeb and will appear as Not
processed.
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‘5.11.4 HISTORY

The History tab will show you a record of when the system was modified, whom by, and which details were changed
with their old and new values listed accordingly.

- ) @ English(UK) ~ @ Help @ Infa €Y
Edit System - Reception

Details History

EAm

When Action Y Field Who old
18/03/2022 10:41:10 Removed From Region Super Admin Default

18/03/2022 10:41:10 Added To Region Super Admin Reception

Y Create Filter
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5.12 REALTIME ACTIVITY

The Realtime Activity Grid allows you to view up to 24 hours’ worth of activities and alarms that transpire at the Traka
Touch system. From here, you can view who triggered the activity, the date and time it occurred, the system the activity
took place, the position in the system the activity affected (if any) etc.

You cannot remove any activities from this grid manually and after 24 hours the list will update and show the most
recent activities. You can view the history of activities that took place by running a General Activity Report.

The Ellipsis button allows you to customise the layout of the menu and search the grid for information, add columns to

the grid and create, edit and delete layouts. It also gives you the ability to export the Realtime Activity events into either
a PDF or an XLS file.

Realtime Activity @ English(UK) > @ Help @ Info )

Cleared Alarms

Clear All Alarms B
Exclude Cleared Alar =

When 2 System T Pos. iFob Description T Activity Y Who v Alarm Cleared
21/03/2022 08:39:52 Reception System Online

21/03/2022 08:39:44 Reception System Offline

21/03/2022 00:00:12 Reception DB Backup To SD Card Successful

Y Create Filter

To view the full list of activities, select the Software Settings button from the Navigation Menu and click the Activity
Types button as shown below.

@® System Viewer
Users
Iltems »
[E Reports 4
@ Software Settings  » Access Schedules

fi iFobs Item Types

Activity Ty

User Groups

(U Realtime Activity

User Fields

Regions

Software Permissions Groups
Notifications

Fault Definitions

Reasons
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This will display all the activity types that exist within the Traka Touch system.

Activity Types @ English(UK) ~ @ Help @ Info O
(-]
Activity %+ Realtime Activity Alarm Activity Activity Colour
Access Control User Has Not Returned All Keys /] /] #FFFFFF -
Access Control User Has Not Taken A Key = ] #FFFFFF -
Access Schedule Overridden = = #CCFFFF -
Admin Access = O B #00FF00 -
Admin Menu Accessed = O [l #00FFO0 -
Admin Override of Empty Slot /] /] #99CCFF -
Admin Override of Undetectable iFob -] -] B #808080 -
All ltems Returned in Surveillance Mode = /] #FFFFFF

The column to the right of the activity name is the Realtime Activity check box. When ticked, the corresponding activity
will appear in the activity grid when triggered at the Traka Touch system.

Activity 2 | Realtime Activity Alarm Activity Activity Colour

Access Control User Has Not Returned All Keys /] [ ] Il #008000 -

5.12.1 CREATING ALARMS

Activities can be turned into alarms by checking the Alarm Activity box. This will allow you to assign a colour to the
activity via the colour column. Simply select a colour from the drop-down selection box, or enter a hexadecimal value of
your choice to achieve the exact colour required.

Activity %+ Realtime Activity Alarm Activity Activity Colour

Access Control User Has Not Returned All Keys ] ] B #008000 M

When the activity is triggered at the system, it will appear in the activity grid as an alarm. The alarm will be highlighted
with the colour you assigned to it.
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Realtime Activity @ English(UQ ~ @ Help @ Info €Y

Cleared Alarms

Clear All Alarms E]
Exclude Cleared Alar =

When + System T Pos. iFob Description T Activity ¥ Who v Alarm Cleared
21/03/2022 12:30:41 Reception 1 Door Closed

‘5.12.2 CLEARING ALARMS

To clear an alarm from the grid, simply click the alarm cleared check box for the relevant alarm.

When & System Y Pos. iFob Description Y  Activity Y Who v || Alarm Cleared
[ ]

If you have multiple alarms listed in the grid, you can select the clear all alarms button (shown below) at the top of the
table.

Realtime Activity @ English (UK) = @ Help @ Info (o ]

Cleared Alarms

Clear All Alarms
Exclude Cleared Alar =

2 System v Pos. iFob Description Y  Activity Y Who v Alarm Cleared

At the top of the table on the left-hand side, you can select one of the two available filters which can be applied to the
events displayed on screen: Exclude Cleared Alarms or Include Cleared Alarms.

Cleared Alarms

Exclude Cleared Alaikg

Include Cleared Alarms

Exclude Cleared Alarms

Alarms that have been cleared can be viewed in the Exception Alarms Report.
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5.13 AUTHORISER

Authoriser is a standard option within TrakaWEB and Traka Touch. It can be assigned to a User in a situation where an
elevated level of security is required. When a User requests a specific Item/iFob from the system, another User with the
Authoriser role will also be required to access the system with their ID prior to the Item/iFob being released. Authorisation
is applied to items or iFobs and up to three Authorisers may be assigned per Item/iFob.

There is also an option whereby a user with the Authoriser role must be in a different User Group to the person requesting
the Item/iFob but will not be permitted to remove an item themselves. Whilst setting up a User with the Authoriser role,
they can be assigned with an override option. This will enable them to remove specific Items/iFobs without requiring
Authorisation for themselves.

A system with non-locking receptor strips will release an item without prompting authorisation.

The Authoriser role can also be set up within Traka Touch. For more information on the Traka Touch process for
Authorisation, please refer to UD0011 — Traka Touch User Guide.

5.13.1 ASSIGNING A USER WITH THE AUTHORISER ROLE
1. Access the Users menu by selecting the Users button from the Navigation Menu.

@ Systemn Viewer
@ Items v
[E Reports ’
& Software Settings  »
g iFobs
[ Systems

(& Realtime Activity

If you already have users set up in your Traka Touch system, then this list will be populated with all those users along
with all the other users in the database. If you have not added any users to your system, you will need to Add Users.

2. Select a User to edit and then navigate to the System Access tab.

Edit User - Traka Admin

Details System Access Credentials

System Access
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3. From the list at the bottom of the screen, choose the system on which the User will have the Authoriser rights.
Click on the Ellipsis symbol appropriate to the system you have chosen.

Sync  Effective Y System ¢ Y Region v Activey No.ofltems Super Admin Y System Reports Y Fault Logging Admin v

® Reception  Reception & O O | B

4. A panel will open. Click in the Authoriser check box to assign the selected user as an Authoriser.

Sync  Effective Y System $ v Region v Activer No.ofltems Super Admin v  System Reports Y Fault Logging Admin v
& Reception Reception [ O [ ]
x
[ Authoriser: M ]
Auth. Override: M
Item Handover: None -
Curfew: None -
Item Booking Override: [
Itemn Access Schedule Override: []
5. If the selected User is also to have the Authoriser Override role, click in the Auth. Override check box.
Sync  Effective Y System = v Region Y Activey No.ofltems Super Admin v System Reports Y Fault Logging Admin v
Reception Reception [ O O O
X
Authoriser: ]
[;—'\uth‘ Override: ] ]
Item Handover: None 5
Curfew: None =
Item Booking Override: O
Item Access Schedule Override: [
6. Once completed, click Save and Return.
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5.13.2 SELECTING ITEMS THAT REQUIRE AUTHORISERS
1. Select the iFob menu from the Navigation Menu.

< Systern Viewer

0 Users
L Items v
[B Reports »

& Software Settings  +

B Systems

(5 Realtime Activity

2. Double-click to select an iFob from the list.

iFobs @ English(UK)~ @ Help @ nfo €
Region System E]
(All Regions) = (All Systems) -

0... System 2 Y Pos. $ Y Sync Description T Status T Who T When

O Reception 1 [ ] In System Traka User 01 18/03/2022 10:09:34

O Reception 2 [ ] In System Traka User 02 18/03/2022 10:10:55

O Reception 3 [ ] In System Traka User 02 18/03/2022 10:10:58

O Reception 4 [ ] In System Traka User 01 18/03/2022 10:09:38

O Reception 5 [ ] In System Traka Admin 18/03/2022 10:12:14

You will now be taken to the Edit iFob Details page.

3. From the Edit iFob Details page, select the Features tab and then expand the Item Authorisation panel.

Edit iFob @ English(UK) ~ @ Help @ Info €

Details Features ltems iFob Access Access Schedules History

Cancel ]{ Save and Return

Item Authorisation -
Authorisation required upon removal None -
Authorisation required after return None -

Authorisers must be from different groups

Authoriser must be granted access to this iFob ]
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You will notice two drop-down boxes: one for Authorisation required upon removal and one for Authorisation
required after return.

4. Select the Authorisation required upon removal drop-down and assign the required number of Authorisers.
Item Authorisation
Authorisation required upon removal | 1 Authorise - |
Authorisation required after return None
Authorisers must be from different groups _
2 Authorisers
Authoriser must be granted access to this iFob
3 Authorisers
5.

Select the Authorisation required after return drop-down and assign the required number of Authorisers.

Item Authorisation

Authorisation required upon removal 1 Authoriser -

Authorisation required after return | 1 Authorise - |
Authorisers must be from different groups None

Authoriser must be granted access to this iFob _

2 Authorisers

3 Authorisers

The Authorisers must be from different groups checkbox will remain unticked as it only applies to Authorisers from
different groups and so is not required for standard Authorisation.

Item Authorisation

Authorisation required upon removal 1 Authoriser -

Authorisation required after return

1 Authoriser -
Authorisers must be from different groups @
Authoriser must be granted access to this iFob /]

Another check box is also available; Authoriser must be granted access to this iFob.

Item Authorisation

Authorisation required upon removal 1 Authoriser -

Authorisation required after return 1 Authoriser -

Authorisers must be from different groups O

Authoriser must be granted access to this iFob

With this check box ticked, Authorisers can only grant authorisation on iFobs that they have access to.
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6. Once complete, click on Save and Return.

5.13.3 TAKING ITEMS/IFOBS

A user may access the system using their Keypad ID, Credential or Fingerprint to remove an Item. However, if the Item
they wish to take requires Authorisation, a message will request that they ask an Authoriser to access the system first.

@S¢ traka
02/03/2023 10:11:57 ASSAABLOY
E Pos 1: Warehouse Key
Item 1 requires authorisation for removal.
Please ask authoriser 1 of 1 to swipe their Card or
enter their Keypad ID. 1 2 3
4 5 6
7 8 9
Cancel >< 0 \/ -

NOTE: If the user has the Authorization Override enabled, they will be able to remove any Items/iFobs
that have been assigned the Authoriser requirement.

For more information on the Traka Touch procedures for removing Items/iFobs, please refer to UD0011 - Traka
Touch User Guide.

5.13.4 AUTHORISER FROM A DIFFERENT GROUP ON REMOVAL & RETURN

In certain work environments, particularly Casinos, a rule may be enforced that requires the Authoriser be from another
department or ‘User Group’.

As TrakaWEB will be required for associating a User to a User Group, this option will not be available for standalone
systems.

Clicking a checkbox will enable Authorisers from different groups.

Item Authorisation -
Authorisation required upon removal 1 Authoriser -

Authorisation required after return 1 Authoriser -

Authorisers must be from different groups @

Authoriser must be granted access to this iFob

Refer to the section Selecting Items that Require Authorisers in this document if you need to read more on how to get
to the menu above.

NOTE: This will not be available if the Traka Touch App version does not support this functionality.

NOTE: This option is compatible with FRSS & RRSS Key Cabinets and RFID Locker Systems.
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[5.13.5 CREATING USER GROUPS

The next stage in the process of enabling an authoriser from a different group is to create a new User Group for users
and Authorisers.

1. From Software Settings in the Navigation Menu, select the User Groups.

@ System Viewer

0 Users
Items 3
[E Reports 4
Software Settings Access Schedules
§ iFobs Item Types
5 systems Activity Types

Realtime Activity
User Fields

Regions

Software Permissions Groups
Notifications

Fault Definitions

Reasons

2. At the User Groups page, click on the Create button to create a new group.

User Groups @ English(UK) ~ @ Help @ Info O

User Group Name El ¢

No data to display

Y Create Filter

3. At the next page, you will be required to enter a name for the new group.

Create New User Group @ English(UK) = @ Help @ Info €
[ Cancel [ Save and Return ] Save
Details
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4. Once completed, click on Save and Return and you will see the new group on the User Groups page.

NOTE: You must create at least two groups as depending on how many Authorisers are required, they must
each be in a different group to the user requiring the Item/iFob.

User Group Name =

Management

Security

Y Create Filter

5.13.6 EDITING USER GROUPS
Should you need to change the name of an existing User Group, it can be edited.
1. Select User Groups from Software Settings in the Navigation Menu.

@ Systemn Viewer

9 Users

@ Items v

[E Reports ,

Access Schedules

f iFobs Item Types

0 Systems Activity Types

@ Realtime Activity M
User Fields
Regions

Software Permissions Groups
Notifications
Fault Definitions

Reasons

2. Select the group to edit and then click on the Edit button.

User Group Name — o &
Management
Security
T Create Filter
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3. Edit the name of the User Group and then click on Save and Return.

Edit User Group - Security @ English(UK) ~ @ Help @ Info @)

Details History

[ Cancel ][ Save and Return

User Group Security Guards] l

5.13.7 DELETING A USER GROUP
Provided there are no Users assigned to it, the group may be deleted if it is no longer required.
1. Select User Groups from Software Settings in the Navigation Menu.

< System Viewer

8 Users
P ltems 3
[B Reports »

Access Schedules

& iFobs Item Types

Activity T
B Systems ity Types

User Groups
() Realtime Activity

User Fields

Regions

Software Permissions Groups

Notifications

Fault Definitions

Reasons

2. Select the User Group to delete and then click on the Delete button.

&
User Group Name = v
Management
Security Guards
T Create Filter
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You will then be required to confirm that you wish to delete the selected group. Selecting the Delete button will
remove it and selecting No will return to the list of User Groups.

Are you sure you want to delete the user group?

5.13.8 ASSIGNING USERS TO USER GROUPS

After the required User Groups have been created, you can then assign Users to them. In the following example, two
Groups have been created. One group for the User taking the Item/iFob, and a second group for the Authoriser. Selecting
None will prevent the user from accessing any items that require authorisation.

1. From the Users list, double-click on a User to edit them.
2. From the System Access tab, locate the Authoriser Group dropdown menu.

3. From the drop-down menu, select a User Group to assign the selected User.

System Access

Active = Permit Expiry Date 08/10/2054
start Date 07/10/2024 09:1 Authoriser Group \ - ‘
Expiry Date 07/10/2074 09:1 highe

Security Guards

4. Repeat the above process to assign the authoriser to a different User Group.

5. Once completed, click on Save and Return.

5.13.9 REMOVING & RETURNING ITEMS

NOTE: The user must be assigned to a User Group or they will not be able to remove or return items that
require authorisation.

NOTE: The Authoriser must be assigned to a User Group or they will not be able to provide the required
assistance to release or return an Item/iFob.

For more information on Using Traka Touch with Authoriser from a Different Group, please refer to UD0011 - Traka
Touch User Guide.
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7 5.13.10AUTHORISER GROUP COLUMN

An additional column may be added to the User page. This will enable you to view which users are in which group. For
clarity, this column may also be filtered if there are many users on the system.

1. Navigate to the Users page, click on the Ellipsis symbol, and select Show/Hide Grid Columns from the ribbon
toolbar.

Customise

Search for

PR,

Show/Hide Grid Columns ]

Save Layout
Rename Layout
Delete Layout

Select Layout

Export
PDF Export

XLS Export

2. From the Column Chooser, click and drag the Authoriser Group option to a position on the grid.

0 ... Display Name 2 v Sync Authoriser Group v | Job Role .
Column Chooser X O Super Admin & None
~

O Traka Admin & Management Facility Manager
Authoriser Group ¥ »

O Traka User 01 o Management Sales Manager
Building T

O Traka User 02 o Security Guards Security Specialist
Email A v

Y Create Filter

The Authoriser Group Column will display all the available User Groups and the users that are associated with them.
Using the Create Filter option at the bottom of the User list, it is possible to filter which users are associated with
individual User Groups.

0... DisplayName ¢ Y Sync Authoriser Group Y Job Role T
Filter Builder b4
O Traka Admin [ ] Management Facility Manager
And @
Authoriser Group E i' " N‘I‘aﬁég'efﬁé‘ht'}g » O Traka User 01 [ ] Management Sales Manager
o]
Y [Authoriser Group] Equals 'Management' Clear
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By clicking on the respective column headers, the user groups may also be grouped. This way, you can expand the
group list and view the user details for the Authoriser Group.

0 ... Display Name Y Sync Authoriser Group 2 v | JobRole Y Mobile h {
O Traka User 01 ] Management Sales Manager

] Traka Admin ® Management Facility Manager

] Super Admin ® None

O Traka User 02 » Security Guards Security Specialist

7 5.13.11SOFTWARE PERMISSIONS

A Software Permissions category is provided within Software Permission Groups with Create, Edit and Delete permissions.

1. From Software Settings in the Navigation Menu, select the Software Permissions Groups icon.

@ System Viewer

L. Users
Items 3
[® Reports 4
& Software Settings Access Schedules
8 iFobs Item Types
O systems Activity Types

User Groups
(& Realtime Activity
User Fields
Regions
Software Permissions Groups
Notifications

Fault Definitions

Reasons

2. From within the Software Settings tree, locate User Groups. From here, you can allocate the Create, Delete
and Edit permissions.

‘ L[] Edit

B [] User Fields

‘ LD Edit

l.ﬁn User Groups
n Create
n Delete
B edic

.—|:| Systems

LD Edit

.—D System Viewer

‘ ‘7[‘ iFob Access

3. Once completed, click on Save and Return.
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5.13.12AUDITING
A user with the User Groups Edit permission enabled will be able to access the History tab. Here, an audit trail for the
User Group’s history and Item Access Group history is visible and any changes made, such as additions, updates or

deletions may be viewed.

User

To access the audit data for users:
1. Navigate to the Users Page.
2. Double click on the required user.
You will now be taken to the Edit User page for that user.

3. Click on the History tab.

Edit User - Traka User 2 @ English(UK)~ @ Help @ Info €Y

Details System Access Credentials Item Access Groups Item Access Region Access Web Access History

(e

When Record Action T Field Who old New

09/10/2024 15:22:30 Traka User 2 Modified User Group Super Admin Security Guards

The history page will display the audit information for that user as shown in the example below.

The Old Value and New Value columns show any changes that have occurred such as a user being moved out of an
existing group (OIld Value) and into another (New Value).

iFobs

iFob information regarding the Authorisers can be accessed via individual iFob records:

Edit iFob @ English(UK) + @ Help @ nfo | €Y

Details Features Items iFob Access Access Schedules History

(e )

When Action Y Field Who old New
22/03/2022 12:31:32 Modified Authorisers on return Super Admin 0 1
22/03/202212:30:52 Modified Authorisers on removal Super Admin 0 1
22/03/2022 12:30:52 Modified Authorisers must be from different groups Super Admin False  True
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5.14 CURFEWS

Curfews are a non-cost option built into TrakaWEB and Traka Touch and are used to reduce the amount of time an item
is out of the system, or how long a user can have an item in their possession. There are two different types of curfews,
Relative & Absolute. You can set these curfews against both users and items. This is a very useful feature within
businesses that have shift patterns and users taking many items from various systems, as it will highlight if items are
not returned to the system by the end of a user’s shift.

NOTE: For more information regarding Curfews and Traka Touch, refer to UD0011 - Traka Touch User Guide.

Status Icons & Activity

Any items out under curfew or overdue will be shown on the system viewer and will be kept up to date as often as
TrakaWEB communicates with the Traka Touch system(s).

|“'Z
C“ - When this icon is displayed, the item is currently out under a curfew.

%
| ]
“—" - When this icon is displayed, the item is out under a curfew and is overdue.

You will also see an activity generated on overdue items in the Activity Grid.

5.14.1 USER CURFEWS

Curfew Types
Absolute

This curfew allows you to set a time by which all the users’ items should be returned. For example, if you set the curfew
to 17:30, all items taken by the user before this time will become overdue if not returned by 17:30.

Relative
This curfew allows you to set a length of time for which all the users’ items may be out of the system. This time limit is
set in multiples of Days, Hours and Minutes to a maximum of 365 days, 23 hours and 59 minutes. Thus, if you expect

the item to be returned within 1 hour, you should complete the curfew accordingly. If the item is not returned within 1
hour, an activity will be generated and displayed in the Activity Grid.

Setting up a User Curfew
1. To set a user curfew, highlight the desired user from the user list and select the Edit button.

2. Select the System Access tab. Select the system on which the curfew will be applied to your chosen user. To
the right of that system record, you will find the Ellipsis icon. Click on that icon to open this system panel.

Sync  Effective Y System £ v Region v Activet No.ofltems Super Admin v System Reports ¥ Fault Logging Admin v

[ ] Reception Reception = O ] Ol B
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3. The panel contains a field named Curfew. Using the drop-down box, select the type of curfew required against
the system you wish the curfew to apply and the time or number of days, hours and minutes (depending on
the curfew type).

Sync  Effective T System # T Region T Activer No.ofltems Super Admin ¥  System Reports ¥ Fault Logging Admin v
Reception Reception [E O O 0
>

Authoriser: M

Auth. Override: [l

Item Handover: None -

Curfew Absolute -

Minute S @

ltem Booking Cverride: [l

ltem Access Schedule Override: [
Sync  Effective Y System ¢ Y Region v Activer No.ofltems Super Admin ¥ System Reports ¥ Fault Logging Admin ¥

Reception Reception B . O O O
x

Authoriser: ]

Auth. Override: [

Item Handover: None -

Curfew: Relative -

Minute e &)
Item Booking Override: [
Item Access Schedule Override: [

4. Once you have completed the curfew, select one of the Save options at the top of the window.

5.14.1.1 MULTI-SELECT/MULTI-EDIT (MSME)

To read more about the Multi-Select/Multi-Edit (MSME) functionality, refer to the relevant section in this guide. This
section only discusses the specific application of MSME to User Curfews.

Add User Curfews

The Add User Curfew option will enable you to apply either a relative or absolute curfew to a user and select the region
and system on which the user is active.

V2.0 18/03/25 uD0260 Page 202 of 527

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



1. Select the user or users to which you wish to apply the curfew.

Users & English (UK) - @ Help @ Info (o]
Region System Active —

m [z
(All Regions) ~ (Al systems) - (All Users) 2 —
2 ... Display Name Y Sync Staff Number v Job Role T Tel T Mobile T
O Super Admin ®
O Traka Admin [ ] Facility Manager
] Traka User 01 ® Sales Manager
/] Traka User 02 @ Security Specialist
T Create Filter

2. Right click and select Add User Curfew from the context menu.

Sales Manager
Select All on Page
Deselect All On Page
Deselect All
Delete Selected
Set Active on Systems
Set Inactive on Systems
Set Users Active

Set Users Inactive

—_—

Add User Curfew ]

Remove User Curfew

Set User Systems Allowance

3. A window will now appear. You can now select the system, the region, and the type of curfew that you wish to

apply.
Add Curfew to Users x
Please select one or more systems and curfew below that you would like to add to the users selected and then select Continue.
T... Title T Region + 1 Curfew
A\ A\
O Employee Locker Production
Absolute - |
= Reception Reception Hour e @®
Minute ) @®
T Create Filter
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4. Once you completed the selection, click on Continue.

A message will be displayed requesting confirmation that you wish to add the curfew. Selecting No will close the message
and you will return to the Users page.

5. Select Yes to begin the process.

Add Curfew to Users

Are you sure you want to add a curfew to 2 selected user(s)?

A window will appear displaying the status of the process. Once completed, click on Close. If successful, the curfew will
be added to the selected users.

Add Curfew to Users

Your request to add a curfew to the selected Users has been sent to the Traka
Web server and the status is shown below.

Status Complete

Progress 2 of 2

Not processed 0

Ifyou click Close before the status is complete, please be aware that the

changes requested may not show in Traka Web until the batch processing has
completed successfully.

NOTE: Clicking on Close before the status is complete will not cancel the operation. The batch process will
continue to run, and any changes will not be displayed until the process has completed.

Remove User Curfew

The Remove User Curfew will enable you to remove an absolute or relative curfew that has been applied to one or
more users.
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1. Select the user or users whom you wish to remove a curfew.

Users

Region System

(All Regions) ~  (All Systems)
2... Display Name

[} super Admin

[} Traka Admin

= Traka User 01

] Traka User 02

T Create Filter

T

Active

~  (All Users)

& English (UK) -

Sync Staff Number v Job Role

[ ]

® Facility Manager

® Sales Manager

® Security Specialist

=3[

T

@ Help

Tel

T

@ Info e

=0

Mobile T

2. Right click and select Remove User Curfew from the context menu.

Sdles wianager

Select All on Page
Deselect All On Page
Deselect All

Delete Selected

Set Active on Systems
Set Inactive on Systems
Set Users Active

Set Users Inactive

Add User Curfew

—

Remaove User Curfew

Set User Systems Allowance

A window will now appear. You can now select the system of the region for the curfew that you wish to remove.

Remove Curfew from User x

Please select one or more systems below that you would like to remove the curfew from the users selected and then select Continue.

1 .ee Title
[} Employee Locker
] Reception

T Create Filter

T Region

Production

Reception

m

T

Curfew

None

None
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3. Select Continue to progress with the curfew removal.
A window will appear requesting confirmation that you wish to remove the curfew from the users.

4. Select Yes to begin the process.

Are you sure you want to remove the curfew from 2 user(s)?

.

A window will appear displaying the status of the process. Once completed, click on Close. If successful, the curfew
will be removed from the selected users.

Your request to remove the curfew from the selected Users has been sent to
the Traka Web server and the status is shown below.

Status Complete
Progress 2 of 2

Mot processed 0

If you click Close before the status is complete, please be aware that the
changes requested may not show in Traka Web until the batch processing has
completed successfully.

[5.14.2 IFOB CURFEWS

Curfew Types

Absolute

This curfew allows you to set a time by which an item should be returned. For example, if you set the curfew to 17:30,
the item will become overdue if not returned by 17:30. If the item is removed after 17:30 it must be returned by 17:30
the following day.

Relative

This curfew allows you to set a length of time for which an item may be out of the system. This time limit is set in
multiples of Days, Hours, and Minutes to a maximum of 365 days, 23 hours and 59 minutes.

Setting up an iFob Curfew

NOTE: If your system is an RFID Locker System, it will not contain iFobs. However, this section will still be
relevant and the term ‘iFob’ will be referring to the '‘RFID Tag’ attached to the asset inside a Locker
Compartment.
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1. To set an iFob curfew, highlight the desired position from the System Viewer and select the edit iFob button.
Alternatively, you can select the iFob icon from the Navigation Menu, then from the iFob list highlight the desired
iFob and select the edit iFob button.

2. The iFob Details page will then appear. Navigate to the Features tab.
3. At the bottom of the window, you will notice the Curfew field. From the drop-down box, select which type of

curfew you wish to set e.g. Absolute or Relative, then set the desired time or number of days, hours and minutes
(depending on the curfew type).

Edit iFob @ English(UK) = @ Help @ Info @Y

Details Features Items iFob Access Access Schedules History

=

=== - |

Item Authorisation -

Reason Logging -
Custom Message -

Notes Logging -

Fault Logging -
Fuel Logging -
Distance Logging -

Location Logging -

Curfew -
Curfew Type [ - ‘
GEE None

Absolute

Hour

Minute o |0 &)

4. Once you have completed the curfew, select one of the Save options at the top of the window.

5.14.3 ITEM REMOVAL UNDER CURFEW

1. When a user accesses the Traka Touch System and attempts to remove an item, they will be presented with a
message similar the following.

2023 12:12:36
8 Traka User 01
< Lald

@

i}

Pos 2: Reception Door
‘ The item is due back by

17:00

Continue? Menu

Yes No Help

Lookup
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2. Clicking Yes will release the item.

NOTE: By selecting ‘Yes’, the user accepts that the item must be back in the system by the time stated in
the message.

3. Remove the item from the system.

The item is now under curfew and will become overdue if it is not returned to the system by the stated time.

5.14.4 SETTING UP CURFEWS IN TRAKA TOUCH
The functionality of TrakaWEB Curfews can also be applied to the Traka Touch System. As with ‘Absolute’ and ‘Relative’

Curfews, a specific time or a set number of days, hours and minutes can be applied. These can also be applied to both
‘Items’ and ‘Users’.

Setting up an Item Curfew

1. Access the Traka Touch System and click on Admin.

@C ¢

01/03/2023 15:55:29
Welcome Traka Admin, please select an option below:

I Know What I Want

B|o

Reports Admin Legout

2. You will now be taken to the ‘Administration’ screen. Click on Items.

@ ¢

07/03/2023 14:13:26

= . Serial Mo.: TKC45315 Battery backup capacity
@ Ad m In IStratlon MaC Address: 04-CB-10-83-02-4E | | "
E E App version: 03.03.0000.0000
i 05 Build version: 3.3 Flash disk used space

T [ ——
Scan for docurmentation CB FW! version: 4.5.3 (23/06/2022)

wewewy traka,comdgr N FW version: 1.0.7 (28/09/2010)

Users Items General Network Reader Config
; Exit
Alarms Clock Data Power Help Diag
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3. Select the item you wish to apply the Curfew against and then click on Edit.

@ Item admlnlstratlon vim All Ttems ‘ > ‘
Home Tag Serial Number Description Status Slot
2 0 B58C63050000 Silver Ford Focus In 2
3 0 E94862050000 HR Department In 3
4 0 1BED61050000 Store Room In i
5 0 C64962050000  Filing Cabinet In 5
6 0 682C62050000 Reception Key In 6
7 0 EAGE51080000 Maintenance Store In 7
8 0 724C62050000 Meeting Room In 8
9 0 7C5264050000 Training Materials In 9 ‘ Export ‘
10 0 BO36E8B070000 Garage Key In 10
‘ Exit ‘

4. The next screen allows you to change the description of the Item if required.

@ ¢

28/03/2023 11:12:54

Click on Options to continue.

@ Item administration

Position: 1 Serial No.: DEFO4F050000

Description: Red Ford Focus

fr—— e = . 5 o & + { }
a s d £ g h | i k |

[ " 1 2 3 4 H [3 7 8 9
122 )
g |lw |l el rft )y lluli] o

+
. z x | ¢ v ES‘& b |.n m

| ‘ Cancel

At the next screen, you will be presented with the option for ‘Specific time of day’ and ‘Number of days, hours and
minutes’. The buttons immediately below will enable you cycle up and down through the units corresponding to Days,

Hours and Minutes. Once you have set the Curfew, click Save.

@ ¢

28/03/2023 11:54:06

EE-:‘» Item administration

This itemn does not require authorisation to be released

)
This itern does not require authorisation to be returned ‘ > ‘

Curfew Type:
[tern due back in 5 day(s), 12 hour(s), O minute(s)

Details

Diay(s): ‘ A H v ‘ Hour(s): ‘ A H v ‘ Mirtels): ‘ A H v ‘
Save

‘ Cancel
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Setting up a User Curfew

1. Access the Traka Touch System and click on Admin.

@G ¢

01/03/2023 15:55:29
Welcome Traka Admin, please select an option below:

g

I Know What I Want

L1E] -

Reports Admin

2. You will now be taken to the ‘Administration’ screen. Click on Users.

@ ¢

07/03/2023 14:13:26

F . Serial No.: TKC45315 Bathery backup capacity

@ Ad mln IStratIon M&C Address: 04-CB-10-83-02-4E ‘ ‘ &

E E App version: 03.03.0000.0000
' 05 Build wersion: 5.3 Flash disk used space
e Dstabase versen: &3 | E——
Scan for documentation CB FW version: 4.5.3 (23/06/2022)
ww, raka.com/gr DY Py version: 1.0.7 (28/09/2010)
Users Items General Network Reader Config
) : Exit
Alarms Clock Data Power Help Diag

3. Select the User you wish to apply the Curfew against and click Edit.

DS ¥
28/03/2023 11:32:36
g User administration . All Users B |
Search: 7Add ‘
Forename Surname Admin Reports
Edit I
Traka User 01 O O
Traka User 02 O O ‘ Delete ‘
AV
‘ Import ‘
‘ Export ‘
‘ Exit ‘
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4. The next screen will allow you to edit details about the User if required

@)
09/10/2024 14:39:55
g User administration

Forename: Traka
Surname: Admin

Display Mame: Traka Admin
Keypad ID: 1234

Credentlal ID: Available In TrakaWeb
Errolment 1D:

BIM:

. Click on the Access button.

Language: {English (k)

1 2 E] 4 5 3 8 E) ] [
-
Q W E R "F Y U I [0} P
B = |+ [ = | s % E = § i) ! ]
-
A < D F G H J K L
i’ 20 0 | B o Y Space B N | M |, I

ey

)

5.  You will now be taken to the ‘User Administration’ screen. Click the Options button to continue.

@C ¢

28/03/2023 11:40:27

2 User administration

Access:

Options I

‘ Save ‘

‘ Cancel ‘

6. You will now be taken to the next ‘User Administration’ screen. Click on the Next button.

DS ¢

28/03/2023 11:43:01
g User administration
Start Date: 28/03/2023 10.53
Expiry Date: 28/03/2073 10:53

PIN Expiry Date: 27/04/2023 10:53

Foree user to change PIN on next login:

bald

o

‘ Save ‘

‘ Cancel
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7. At the next screen, you will be presented with the option for ‘Specific time of day’ and ‘Number of days, hours
and minutes’. The buttons immediately below will enable you cycle up and down through the units corresponding
to Days, Hours and Minutes. Once you have set the Curfew, click on Save.

@G ¢

28/03/2023 11:48:43
g User administration

The systermn default User Trem Allowance will apply.
&l v

IUser Curfew Type:

Ttem due back in 2 day(s), 12 hour(s), O minute(s)
Specific time of day

Nome

Day(s): ‘ 2 ‘ Hour(s): ‘T‘ Minute(s): ‘T‘ ‘ — ‘
nro
od d bd
‘ Cancel ‘
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5.15 EMERGENCY OPEN

The Emergency Open option will be a standard feature on all Traka Touch Locker systems using Traka Touch v2.3 and
above with TrakaWEB v3.3 and above. It will allow a user with the option enabled on their profile to open all the doors
on a Locker system. This will be achieved in sequential order and as quickly as possible by simply pressing the
Emergency icon- on the Traka Touch screen.

The option can be enabled on a user-by-user basis. The Emergency Open option will open all doors regardless of the
users’ assigned access rights or any access schedules that may have been allocated to the user and/or item.

Any other cost options such as Notes Logging or Reason Logging will be overridden and will not be displayed. Curfew
functionality will remain, but no prompts will be made available.

If your system is a stand-alone configuration i.e., it is not connected to TrakaWEB, the option to grant or revoke the
Emergency Open permission to a User may be carried out in Traka Touch. For more information, please refer to UD0O090
- Traka Touch Lockers User Guide.

Should the Emergency Open option be activated or deactivated at any time, an event will be recorded to show any
activity. These events may also have alarm relays programmed against them or the event may be used to trigger an
email notification.

Whilst the Emergency Open option is activated and 1 or more doors remain open, the configured auto-logout timeout
will not apply. All the doors must be closed before the user is logged out.

5.15.1 ENABLING THE OPTION

1. To enable the Emergency Open option, select a user from the users’ list within TrakaWEB and then select Edit.
Users @ English (UK) ~ (@ Help @ Info €Y

Region System Active

(All Regions) = (All Systems) = (All Users) - B

1. Display Name T Sync Staff Number r Job Role T Tel T Mobile T
O Super Admin ®

O Traka Admin ® Facility Manager

] Traka User 01 ® Sales Manager

] Traka User 02 ® Security Specialist

T Create Filter
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2. At the Edit User screen, select the System Access tab.
Edit User - Traka User 01 @ English(UK)~ @ Help @ Info €Y

Details System Access Credentials Item Access Groups Item Access Region Access Web Access History

[ Cancel ][ Save and Return ] E]

System Access

3. Find the Locker system where you would like to make the Emergency Open option available to your chosen
user and click on the Ellipsis symbol appropriate to this system.

Sync Effective v System 2 Y Region Y Activer No.ofitems Super Adminy System AdminT User Adminy ItemsAdminT

Employee

® MPIOYEE  production B ] O J ] E]
Locker

B Reception Reception = | e

Y Create Filter

4. A new panel will open. Towards the bottom of that panel, the Emergency Open option will be available. Click
on the check box to enable it as shown below.

Sync Effective v System £ v Region Y Activery No.ofltems SuperAdminy System Adminy User Adminy Items AdminT
Employee
& MP G Production [E [ | O ]
Locker
b4
System Reports: J
Fault Logging Admin:
Authaoriser: O
Auth. Override: O
Item Handover:
Curfew: None -
Item Booking Override:
Item Access Schedule Override:
[Emergency Open: .]
5. Once completed, click on Save and Return.
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5.15.2 SOFTWARE PERMISSIONS GROUP

To enable a user to edit the value of the Emergency Open option within TrakaWEB, a user with the Admin role can assign
the Enable Emergency Open Role within the Software Permission Group.

1. From the Navigation Menu, select Software Settings and then Software Permissions Groups.

@  System Viewer
0 Users
@ Items »

B Reports v

& Software Settings Access Schedules

i iFobs Item Types

Activity T
@ Systems ctivity Types

User Groups
(5 Realtime Activity

User Fields

Regions

Software Permissions Groups

Notifications
Fault Definitions

Reasons

2. From the software Permissions Groups page, select the Group you wish to apply the Permission to and click on
Edit.

Software Permissions Groups @ engiish(Uk)~ @ Help @ Info €Y

B - B

Group Name s T
Restricted Admins

Super Admin

Y Create Filter

3. At the next page, navigate through the Permissions Group Tree and place a tick in the check box for the Edit
Emergency Open Role.

V2.0 18/03/25 uD0260 Page 215 of 527

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



7[] iFob ltems
7D ltem Events
7D System Events
B (5] Users
‘ Create
D Delete
— [ Edic
~[° Edit Emergency Open Role]
7[] Edit Iterns Admin Role

I:] Edit Super Admin Role
I:] Edit System Admin Role
7D Edit System Reports Role

] Edit User Admin Role

4. Once complete, click on Save and Return.

5.15.3 USING EMERGENCY OPEN

With the Emergency Open option enabled, access the Traka Touch system using keypad, fingerprint, or credential. You
will then be presented with the following screen:

@ ¢ traka
08/03/2023 14:42:26 ASSAABLOY

Welcome Traka Admin, please select an option below:

s

I Know What I Want

2o Q@

Reports Admin Emergency

Logout

1. Next, select the Emergency icon @ on the Touch screen. All the doors to the Locker system will now

open sequentially.

As the doors are opening, a progress bar will display the door count during the process. A flashing Emergency Open
message will also be displayed at the top of the screen to show that the Emergency Open option has activated.
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Emergency Open
08/03/2023 14:56:17

Emergency Open

Opening all available lockers...

3/5

You will now be taken to the ‘I Know What I Want’ screen. Here you will be shown all the items currently in the system
and their status. The item icons will change as the items are removed from the system.

NOTE: Closing all the doors at this stage will automatically log you out and return to the main login screen.

@G ¢A Emergency Open

Emergency Open

3/2023 14:58:20

@ Traka Admin @ Traka Admin
= Held: @ Held: 2

08/03/2023 14:56:52

A XXX nd 6000

‘ Logout Logout
‘ Help Help
‘ Lookup Lookup

If you choose to select the Logout button on the screen without first closing all the doors, you will remain logged in
until all the doors have been closed as detailed below.

2. Select the Logout button to exit.

®S A Emergency Open

08/03/2023 14:55:16

@ Traka Admin
" Held: 1,2, 4, 5,3

66006

Logout

| Help |

|7Lookup |

If one or more doors remain open, you will not be fully logged out and you will see the following screen indicating which
doors remain open:
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@S¢ A Emergency Open traka
08/03/2023 15:01:10 ASSA ABLOY I

Please close all doors to allow login.

PLEASE CLOSE THE DOOR

1,2; 3

il

Search Help

NOTE: The Emergency Open message will continue to display on the screen if one or more doors remain
open and the configured auto-logout timeout will not apply.

3. Close any open doors as required. You will then be taken back to the main login screen and the Emergency
Open will be deactivated.

@D t]’ traka
08/03/2023 15:01:55 ASSAABLOY |
To access the system, enter your 1D “
or press Search to find an item —
1 2 3
4 5 6
oo 7 8 9
Xo |V
Search Help New PIN Enrol

5.15.4 EMERGENCY OPEN WITH FAULT LOGGING
The Emergency Open option with Fault Logging enabled will operate with much the same functionality as with a standard
setup Locker system. The main difference will be noted if a Locker contains an item with one or more critical faults

logged against it. Lockers containing items with critical faults will not be opened by the Emergency Open process.

The example below shows a Locker system containing non-critically and critically faulty items.
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Pos. = Y Description Y Status Y
(%] 1 In System
(/] 2 In System
Q 3 In System
(/] 4 In System
(4] 5 In System

1. With the Emergency Open option enabled, access the Traka Touch system using keypad, fingerprint or
credential.

2. Select the Emergency icon on the Touch screen.

4

YeR's
08/03/2023 14:42:26
Welcome Traka Admin, please select an option below:

g

I Know What I Want

o O

Reports Admin Emergency Logout

The doors will now open sequentially as described previously, except any doors to compartments containing items with
critical faults.

NOTE: The message on the Touch screen will now indicate that 1 item could not be released due to a critical
fault.

3. Click on OK to continue.

@S¢ A Emergency Open

09/03/2023 11:03:40

Q@

Emergency Open

Opening all available lockers...

1 item(s) not released due to critical faults,
Click OK to continue.

OK

A user with the Fault Logging Admin role will be able to select the item from the touch screen.
4. Select the item with the critical fault.
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@G YA

09/03/2023 11:

8 Traka Admin
° Held:

CLLX L

Logout ‘

Help ‘

Lookup ‘

At the next screen, you will be required to acknowledge that the item has a critical fault.

5. Select the Continue button to accept the critical fault.

@ ¢ A traka
09/03/2023 11:33:55 ASSAABLOY
i

Pos 1: has critical faults.
Please acknowledge these item faults by clicking 'Continue' below:

Broken Case @

A

il

Continue Cancel Help |

The door will now open allowing access to the item with the critical fault.

NOTE: As the I Know What I Want screen will continue to display after the Emergency Open procedure, you
may also choose to reopen any doors that you may have closed.

Events will be recorded anytime the Emergency Open Feature is activated and deactivated. Events can be viewed in
Reports in TrakaWEB.

75.15.5 GRANT/REVOKE EMERGENCY OPEN IN TRAKA TOUCH

If your system is a stand-alone configuration i.e., it is not connected to TrakaWEB, the option to grant or revoke the
Emergency Open permission to a User maybe carried out in Traka Touch.

1. After logging in, select the user that you wish to grant the Emergency Open option to and then select Edit and
then Access.
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@ ¢

28/03/2023 13:09:26

O User administration » a1l Ussirs f|
Search: Add |
Forename Surname Admin Reports
Traka Admin Edit
Traka User 02 O O Delete |
Traka User 03 L] a 7| 7|
Traka User 04 O ] =]
Traka User 05 O O T |
Traka User 06 O a
Traka User 07 O O Export |
Exit |

2. At the next screen, select the Roles button.

@G ¢

28/03/2023 13:12:07
g User administration

Access; All H None ‘ Roles

A new window will appear displaying a list of roles.

3. Navigate through the list and select the Emergency Open role. The icon will change to a tick as shown below.

@ ¢

28/03/2023 13:16:40
g User administration

User Roles

Items Admin e |
System Reports L] ‘i‘
Authoriser & ‘?
Authorisation Override e 7‘ rnans ‘
|Emergency Open [
| oK | Save ‘
‘ Cancel ‘
4. Once completed, select OK and then Save and Exit.
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When the user who has been granted the Emergency Open permission logs into the system, they will see the option
for Emergency Open available on the screen.

®GC ¢

08/03/2023 14:42:26
Welcome Traka Admin, please select an option below:

g

I Know What I Want

8o O

Reports Admin Emergency

Logout

5.15.6 REPORTS

Events will be recorded anytime the Emergency Open feature is activated and deactivated. Events can be seen in Reports
within TrakaWEB.

1. From the Navigation Menu, Select Reports.

@ System Viewer

L Users
@ Items ’
[E Reports 4 Scheduled Reports

& Software Settings  » Filtered Reports
View Reports
[ Systems

(5 Realtime Activity
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2. At the View Reports page, select the General tab and then select the Activity Report.

Reports @ English(UK) ~ @ Help @ Info €Y

Activity Report

Ea=E This report shows all system, iFob and item activity.

Siatus Notes Report
A report showing notes entered when an item was released or returned.

Exceptions
Item Handover Report

Permissions A report showing items that were taken and handed to ancther user through the Item Handover feature.

Regions Central History Report
A report showing changes that have been made to recerds and settings within Traka Web, such as user
record, item records etc.

Faults

The next page will allow you to choose the date range, Activity Category, and specific Activity for the report you are
about to generate.

3. Select the System as Activity Category and check the Emergency Open Activated and Emergency Open
Deactivated as Activities.

@ The Activity Report will only return a maximum of 60000 records. Piease select the filter parameters below:

Step 1: Select Date Range

Date From 23/02/2022 00:01 Duration 29 days

Date To 23/03/2022 23:5!

Step 2: Select Activity

Activity Category Activity -

[ select al Q
~
Step 3: Select Specific Record [ Duress via PIN+/-1
. Emergency Open
Enable Section O ] Activated
Regions P’Eﬁ'm’jp"("_ﬁ( System 0 Emergency Open
Record Sefection Deactivated
Emergency Release
O e
User ctive
. Emergency Release
iFeb o Inactive
Item Ernmtil aclne Mot &

Close

Activity Records -0

4. Submit your report when ready. The next page will display a list of Activity Events. In the example below,
events can be seen generated for instances where the Emergency Open feature was activated and deactivated.
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Activity Report

< Edit Filter Selectior

Date From

23/02/2022 00:00

When

L

23/03/202215:11:10

23/03/2022 15:10:34

23/03/2022 12:44:03

23/03/2022 12:43:57

T Create Filter

Date To

23/03/2022 23:59

system

Employee Locker

Employee Locker

Employee Locker

Employee Locker

T

Pos. Description v

& English (UK) ~

Activity Category

System

Emergency Open Deactivated

Emergency Open Activated

Emergency Open Deactivated

Emergency Open Activated

Activity

@ Info g

@ Help

(-]

Activity
Emergency Open Activated;
Emergency Open Deactivated

Traka User 01
Traka User 01
Traka User 01

Traka User 01

From the Realtime Activity icon in the Navigation Menu, a list of alarms generated from the activation and deactivation

of the Emergency Open feature can be viewed.

1. Select the Realtime Activity icon from the Navigation Menu.

Systemn Viewer
Users

Items

Reports

Software Settings
iFobs

Systems

Realtime Activity

The next page will now display the list of generated alarms as shown in the example below.
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Realtime Activity

Cleared Alarms

Exclude Cleared Alat~

23/03/2022 15:11:10

23/03/2022 15:11:10

23/03/2022 15:11:09

23/03/2022 15:11:09

23/03/2022 15:11:01

23/03/2022 15:10:54

23/03/2022 15:10:35

23/03/2022 15:10:34

23/03/2022 15:10:33

V2.0 18/03/25

Employee Locker

Employee Locker

Employee Locker

Employee Locker

Employee Locker

Employee Locker

Employee Locker

Employee Locker

Employee Locker

T Pos.

& English (UK) ~

iFob Description v Activity

Door Closed

Door Closed

Door Closed

Door Closed

Door Emergency Openead

Door Emergency Opened

Door Emergency Opened

Door Emergency Opened

User Logged In

uD0260

@ Help

@ Info 9

Clear All Alarms. E]

Traka User 01

Traka User 01

Traka User 01

Traka User 01

Traka User 01

Traka User 01

Traka User 01

Traka User 01

Traka User 01
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5.16 RANDOM RETURN TO SINGLE SYSTEM (RRSS)

This feature is available from Traka Touch Application V1.6.0.
NOTE: This feature is currently not available for Locker Systems.

RRSS (Random Return to Single System) allows any iFob belonging to a system to be returned to any position within
that system. It will also support more iFobs than receptor sockets (up to a maximum of 720 iFobs in total).

NOTE: To use the RRSS feature you must first have it enabled in the configuration file.

USEFUL TIP: Use the ‘I Need To Search’ option when removing iFobs for ease of locating required items.

55.16.1.1 IFOB LIST

With the RRSS feature enabled, the iFob list page by default displays the same information as previously and presents
at which Position each iFob is stored at the moment.

iFobs @ English (UK) = @ Help 1 Info 9

Region System

[ ] ]
Reception - (All Systems) -

0 ... System # v Pos. £ v TagNo Sync Description T Status T Who Y When

[ Reception 1 1 [ ] Main Office Key In System Traka User 01 24/03/2022 09:08:16
J Reception 2 2 [ ] Main Office Key Spare In System Traka User 01 24/03/2022 09:08:13
O Reception 3 3 [ ] Back Gate Key In System Traka User 02 18/03/2022 10:10:58
[ Reception 4 4 [ ] Server Room In System Traka User 01 18/03/2022 10:09:38

In addition to this, you can enable the Home Position and Index columns to allow you to see unique details for each
iFob regardless of the position it is being stored in at any moment in time.

iFobs @ English (UK) = @ Help @ Info (o)

Region System

Set Tag Numbers
Reception -~ (All Systems) - E]

0 ... System s Y Pos. = T HomePositiont Index & TagNo Sync Description v Status ¥ Who T When
O Reception 1 1 1 1 [ ] Main Office Key lSr;fstem g’:a<a User g:ﬁgs;’]zst)ﬂ
[J  Reception 2 2 2 2 P z"pa;:eOﬁice Key !;{Etem '[;r:axa User 5;1/32!12;22
] Reception 3 3 3 3 ® Back Gate Key lS';fstem ;;a<a User :2l$§!§8()22
O Reception 4 4 4 4 [ ] Server Room lSr;fstem g’:a«'a User :iigs;’:g()ﬂ
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With the system operating normally and the keys being in use and being returned to random positions, the iFobs
Positions will change, but the Index and Home Position values will remain the same unless purposefully changed.

iFobs @ English (UK) ~ @ Help @ Infe €Y

Region System

Set Tag Numbers
Reception ~  [All Systems) ~ B

0. sSystem = v Pos. 2 v HomePositiony Index = TagNo Sync Description ¥ Status v Who T When

S T D i B s
O  Receptio 2 4 4 4 ® Server Room ;r;stem [gr-'aﬁ':-, e i;fjf{f;zz
O  Reception | 3 1 1 1 ° Main Office Key !;Smm ;',3 e é:ﬁfj{?zz
O  Receptio 4 3 3 3 ® Back Gate Key !}Hem I’jaﬁ e i:{fﬁfgz

If you need to read more on how to change the Home Position value for an iFob, please refer to the iFobs section in
this document.

Index
During the Item Setup process, each iFob is assigned a unique index number. This index number will stay with the iFob
for life. It is possible for this index number to be larger than the total number of positions available in the system as the

RRSS feature supports more iFobs than receptor sockets.

NOTE: The process for setting up the items at the Traka Touch system can be found in the UD0011 - Traka
Touch User Guide in the RRSS section.

5.16.1.2 IFOB REPLACEMENT

From time to time, you may be required to replace an iFob that has become lost or damaged. During the replacement
procedure, TrakaWEB will transfer all allocated items from the old iFob to the new iFob. The old iFob will remain in the
iFob List, but as an unallocated iFob. The system will also generate an ‘Item Replaced’ event.

NOTE: The Item Replacement procedure can be found in the UD0011 - Traka Touch User Guide in the RRSS
section.

25.16.1.3 GRANTING ACCESS TO ITEMS

Granting access to items in a RRSS system is carried out in the same way as on a Fixed Return system. The Item List
each time shows the Items with their current position numbers.
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Simply navigate to the Item Access tab on the Edit User page and select the Items the user requires access to by
ticking the boxes in the Access column.

Edit User - Traka User 2 @ English (UK) = @ Help @ Info €Y
Details System Access Credentials Item Access Groups Item Access Region Access Web Access History
e [t ) [rerens | [ ) [
(All Types) -

Access System 2 v Pos. 2 v Detail1 T Detail 2 Y Detail3 v Detail4 v Detail5 T Type ¥

-] M Touch Office 1 Reception Main Office 001 Key
-] M Touch Office 2 Ground Floor Main Office 002 Key
-] M Touch Office 3 First Floor Reception 003 Key
] M Touch Office 4 Server Room T2 004 Key
-] M Touch Office 5 Back gate T2 005 Key

With that in mind, you can use the Show/Hide Grid Columns option to show the Home Positions and the Index numbers
for each of the Items in the table.

Edit User - Traka User 2 @ English(UK)~ @ Help @ info €Y
Details System Access Credentials Item Access Groups Item Access Region Access Web Access History
e [ | (oo | (oo | (=
(All Types) -

Access System Y Pos.Y HomePosition ¢ v Detail1 Y Detail2 v Detail3v Detail4y DetailS5t Typer

= M Touch Office 1 1 Reception Main Office 001 Key
-] M Touch Office 2 2 Ground Floor  Main Office 002 Key
-] M Touch Office 3 3 First Floor Reception 003 Key
=B M Touch Office 4 4 Server Room T2 004 Key
] M Touch Office 5 5 Back gate T2 005 Key
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5.17 ACCESS SCHEDULES

Access Schedules is a non-cost option that is used within TrakaWEB to impose time restrictions on iFobs/items and users
over and above the normal access rights needed to access them.

Before it can be used, it will need to be enabled on your Traka Touch system by installing a configuration file. This is
usually carried out by Traka during production but, if need be, you can add the configuration file to your own existing
system. Please contact Traka or your distributor for further details.

The functionality of Access Schedules is based on the following requirements:

e To grant/restrict access, any users who are included in a schedule will only be allowed access to iFobs/items
when the schedule is active. Outside of this time, they will have access to no iFobs/items at all

e The access restrictions will not prevent a user from returning an item, only taking it

e Locking receptor strips on key cabinets and locker doors will physically restrict access to items. However,
Non-Locking receptor strips are unable to enforce this

e If an Item is physically removed outside of the allowed access schedule (e.g., on a non-locking system) then
an ‘Item Removed outside Schedule’ event will be recorded

e A schedule restriction can be overridden on an Item (not a user) by a special role called ‘Item Access Schedule
Override’

e  Software permissions will control who can administer the Access Schedules

NOTE: The best practice would be to keep users and item/iFobs in separate Access Schedules to avoid
potential confusion.

5.17.1 CREATE A NEW ACCESS SCHEDULE
1. From the Navigation Menu, click on ‘Software Settings’, then locate and click on the Access Schedules icon.

& Systemn Viewer

O Users

@ Items ,

[3 Reports 8

g iFobs Item Types
[0 Systems Activity Types

User Groups
(O Realtime Activity
User Fields
Regions
Software Permissions Groups
Notifications

Fault Definitions

Reasons

2. At the next page, click on the Create button. You will now be taken to the New Access Schedule page.
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3. Add a name for the Access Schedule and then check the required boxes for the schedule interval and create

the start and end time. An example is shown below:

New Access Schedule @ English(UK) = @ Help @ Info €Y

[ Cancel

I Save and Return

@ By setting the End Time earfier than the Start Time, or by setting the Start and End Times the same, the schedule will end on the following day.

Details

Name Night Shift

Schedule

Interval Mon Tue Wed Thu Fri sat sun Start Time End Time

/] /] /] /] /] O O © 2200 @ © oe00 @

NOTE: In the example above, the start time is set for 22:00 and the end time is 06:00. The Access Schedule
for Friday will end on Saturday morning even without the check box for Saturday being ticked.

4. Once complete, click on Save.

55.17.1.1 APPLY ACCESS SCHEDULES TO USERS AND IFOB/ITEM RECORDS

1. Click on the Access Schedules icon in the Navigation Menu.

2. Select the Access Schedule you wish to apply to a User or iFob/Item and click on Edit as shown below.

Access Schedules @ English (UK) ~ @ Help @ Info (o)
sync Name

Afternoon Shift
Morning Shift

Night Shift

Y Create Filter

You will now be taken back to the Access Schedule page, displaying the selected Access Schedule.
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Edit Access Schedule - Morning Shift @ English(UK) = @ Help @ Info €3

[ Access Schedule Regions Users Items Hialmy]

@ By setting the End Time earlier than the Start Time. or by setting the Start and End Times the same, the schedule will end on the following day.

Details

Name Morning Shift

Schedule

Interval Mon Tue Wed Thu Fri Sat Sun Start Time End Time

=2 a ] a ] [ ] © o000 @ © 1400 @

Selecting the tabs along the top of the page will allow you to control how you wish to apply the Access Schedule.

1 5.17.1.2 REGIONS

The Regions tab allows you to select different regions which will be affected by the selected Access Schedule.

Edit Access Schedule - Morning Shift @ English(UK) > @ Help @ Info €@
Access Schedule Regions Users Items History

el B

Cancel

Access Y Region A |
] Default
] Production
] Reception
= Warehouse

Y Create Filter

15.17.1.3 USERS

The Users tab allows you to select individual users that will be affected by the Access Schedule. The records are divided
in two parts, the upper showing the list of all the users registered in TrakaWEB, and the lower part showing the list of
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all the users who are currently associated with the selected Access Schedule. Associated users will not have access to
iFobs/Items outside the specified schedule unless they have been given the Item Access Schedule Override permission.

Edit Access Schedule - Morning Shift & English (UK) = @ Help @ info €Y
Access Schedule Regions Users Iltems History
I Select All l l Remove Al l l Cancel E]
(@ Access schedules applied to a user will restrict access to any items within the associated system.
@ Select All and Remove All will take into account any applied filters across all pages.
System Reception -
Selected Y Display Name % 1 Staff Number T JobRole T Mobile T
[ Super Admin
] Traka Admin Facility Manager
(] Traka User 01 Sales Manager
= Traka User 02 Security Specialist
Y Create Filter
Associated Users
System % Y Display Name = |

Reception Traka User 02

Y Create Filter

NOTE: Please keep in mind that the association of users with selected Access Schedules will need to be
made on a per-system basis. As a result, one user can be associated with one Access Schedule on one
system, and with a different Access Schedule on another system. Remember, though, that one user can only
be associated with a maximum of two Access Schedules at any given time.

15.17.1.4 ITEMS

The Items tab will allow you to select which iFobs/items are affected by the specified schedule. All users will be restricted
from accessing any selected items outside of the schedule unless they have been given the Item Access Schedule
Override permission.
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Edit Access Schedule - Morning Shift @ English (UK = @D Help @ Info €W
Access Schedule Regions Users Items History
Type
[ Select All l [ Remove All ] [ Cancel E]
(All Types) -
@ All users will be restricted from accessing the selected items outside of this access schedule.
@ Select Al and Remove All will take into account any applied filters across all pages.
Selected T Description T System # T Pos. % Detail1 T Detail 2 T Detail3 ¥
] Main Office Key Reception 1 Main Office Building A 01
(] Main Office Key Spare Reception 2 Main Office Spare Building A
] Back Gate Key Reception 3 Back Gate Building A
] Server Room Reception 4 Server Room Building A

If an item has already been assigned to an Access Schedule, you will be unable to select it within any other schedules.
Its check box will appear greyed out. This is because only one access schedule can be applied to an iFob/item. Attempting
to click on the check box will display the following message:

Item is already assigned to the following Access Schedules:
ight shift

15.17.1.5 HISTORY

The History tab will display all the recent history of created Access Schedules. An example is shown below:

Edit Access Schedule - Morning Shift @ English (UK) ~ @ Help @ Info
Access Schedule Regions Users Items History
9
‘When Action ¥ Field Who old New
24/03/2022 14:34:34 Modified End Time Super Admin 15:00 14:00
24/03/2022 14:34:34 Maodified Start Time  Super Admin 07:00 06:00
24/03/2022 14:34:34 Modified Interval Super Admin Mon,Tue,Wed,Thu,Fri Mon.TueWed.Thu.Fri,Sat
24/03/2022 14:34:24 Modified End Time Super Admin 14:00 15:00
24/03/2022 14:34:24 Modified Start Time  Super Admin 06:00 07:00
T Create Filter
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25.17.1.6 FINALISE CREATION OF AN ACCESS SCHEDULE
1. Once completed, click on Save and Return.
NOTE: Only 1 Access Schedule can be applied to an iFob/Item record.
NOTE: Up to 2 Access Schedules can be applied to a User record per system.
2. Once the Access Schedule has been created, click on Save and Return.

NOTE: The rotating sync icons will now appear green to indicate that the Access Schedules are now in place
and have been synced to the relevant Traka Touch systems.

Access Schedules & English (UK) ~ @ Help @ Info Y

=30

Sync Name =T
[ ] Afternoon Shift

[ ] Morning Shift

[ ] Night Shift

Y Create Filter

5.17.2 EDIT ACCESS SCHEDULES

15.17.2.1 EDIT USER

1. To edit an Access Schedule applied to a user, select Users from the Navigation Menu.

2. At the Users page, double click on the user you wish to edit. This will then take you to the Edit User page for
that specific person.

3. Click on the Access Schedules tab located at the top of the screen.
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The next screen is divided into two parts. The upper part shows all the existing Access Schedules with the checkboxes
ticked for the ones which the user is associated with. The lower part shows only the Access Schedules which are currently
applied to that user.

Edit User - Traka User 02 @ english(Uk ~ @ Help @ Info €Y

Details System Access Credentials Item Access Groups Item Access Region Access Access Schedules Web Access Histary

Save and Rezurn l E]

[ Cancel

(@D Access schedules applied to this user will restrict access to any items within the associated system.

System Office -

Access Schedules

Access %+ Name + T
] Afternoon Shift
] Morning Shift
O Night Shift

Y Create Filter

Associated Access Schedules:

System * T Access Schedule =T
Office Afternoon Shift
Office Morning Shift

Here, you may filter the list of Access Schedules and which systems are affected by them, restricting the user any access
to the one currently selected.

® Access schedules applied to this user will restrict access to any items within the associated system.

System Office -

To select which Access Schedule/s you wish to apply to the user, select one or more boxes as shown in the example
below:

Access Schedules

Access ¢ Name
= Morning Shift
] Night Shift
O Afternoon Shift
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5.17.2.2 EDIT IFOBS/ITEMS
1. To edit an Access Schedule applied to an iFob/Item, click on iFobs in the Navigation Menu.

2. At the iFobs page, double click on the iFob you wish to edit. This will then take you to the Edit iFob page for
that specific iFob/item.

3. Click on the Access Schedules tab located at the top of the screen.

The next screen shows the Access Schedules which are currently applied to that iFob/item. Clicking in the check box will
apply the restrictions to all users of that system outside of the schedule unless they have the Item Access Schedule
Override permission.

Edit iFob @ English (UK) = @ Help @ nfo €Y

Details Features Items iFob Access Access 5chedules History

save E]

(D Access schedules applied to this iFob will restrict access to any users of the system unless the user has the item Access Schedule Override permission.

[ Cancel I Save and Return

Access + Name =T
] Morning Shift
[ Afternoon Shift
[l Night Shift

Y Create Filter

25.17.2.3 EDIT THE TIME PICKER FOR 12 HOUR TIME FORMAT

:As the US locale uses the 12hr time format, it is necessary to edit the AM or PM suffix in TrakaWEB manually. For
example, instead of changing to 12:00 PM when incrementing from 11:00 AM, the time will go back to 12:00 AM as
shown below.

Start Time End Time Start Time End Time

© koo Am c:;|| » © eo0am (D \C\ Booam @

O e00AM (D

To adjust the suffix, click on AM or PM and click on the '+’ and -’ buttons to adjust the increment.

Start Time End Time Start Time End Time

» O e00aM D © 12zo0fl ©

Y

O e00aMm (D O 1ze0 @

25.17.2.4 ITEM ACCESS SCHEDULE OVERRIDE

Itis possible to allocate a user the Item Access Schedule Override permission. This will allow them to take iFobs/Items
regardless of an Access Schedule being in place against the item.
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To allocate a user with the permission:
1. Select Users from the Navigation Menu.
2. Double-click on the user you wish to allocate the permission to.

3. At the Edit User screen, click on the System Access tab.

Edit User - Traka User 2 @ English (UK) ~ @ Help @ Info O
Details System Access Credentials Item Access Groups Item Access Region Access Web Access History

Save ‘---|

‘ Cancel | Save and Return

You will now be taken to the Edit User, System Access screen.

4. Locate the System on which you want the selected user to gain Access Schedule Override permissions and
click on the Ellipsis symbol to the right of the system to open a new panel.

Sync  Effective Y System * Y Region T ActiveY No.ofltems Super Admin T System AdminY User AdminY ItemsAdminY System Reports Y

Production [ O O O O d

[ ] Reception Reception ] O O @

T Create Filter

5. Place a tick in the check box to enable the permission as shown below.

Fault Logging Admin: O
Authoriser: -
Auth. Override: ]

Curfew: Relative
Days

@ |o

Minute = | 20 T

o)

NOTE: If a user, who has the Access Schedule Override permissions, needs to access an item outside of the
allowed time and that item is kept in either a FIFO or Advanced FIFO system, that user also needs to have
FIFO Override permissions to get to the required item. For more information, refer to UD0232 - TrakaWEB
FIFO and Advanced FIFO User Guide.

V2.0 18/03/25 uD0260 Page 237 of 527

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



75.17.3 ACCESS SCHEDULES ON TRAKA TOUCH

With an access schedule in place, it will not be possible for users to take items displayed as G outside of the allocated
schedule. When a user typically accesses the system and attempts to take an iFob or item, the following screen will be

presented:

[OR'4 traka
29/03/2023 10:25:56 ASSAABLOY

@ Traka Admin
o Held:

GGG OGGGOGOGCO

If the user clicks on a position, they will see the following message:

A,

29/03/2023 10:35:44
Access is denied until 18:00 on Wednesday.

¢oG006GGOGOO0

Lookup ‘

Help

Help |

Lookup |

Any users who are included in a schedule will only be allowed access to iFobs/items when the schedule is active. Outside
of this time, they will have access to no iFobs/items at all, and if they are not an admin user or do not have reports
access, they will not be allowed to log in and will instead the following message:

@ ¢

29/03/2023 10:41:04

Welcome Traka User 02, you are registered on the

system but have not been granted access to any items. 1 2 3
4 5 6
7 8 9
00
QO % @
>< 0
Search Help New PIN Enrol

NOTE: During an active schedule, anyone with access may take an item. Outside of the active schedule, only

users with the Item Access Schedule Override permission will be able to take items.
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5.17.4 DELETE AN ACCESS SCHEDULE
1. In the Navigation Menu, select Software Settings and then Access Schedules.

2. Select the Access Schedule you wish to delete and click on Delete.

Access Schedules & English (UK) - @ Help @ Info €Y

= =

Sync Name

L1
-

® Afternoon Shift
® Morning Shift
® Night Shift

T Create Filter

You will then be presented with the following screen asking you to confirm that you wish to delete the selected Access
Schedule. If there are any Users or Items associated with this Access Schedule, the window will display appropriate
information about it.

3. Click on Yes.

Delete Access Schedule pid

@ Warning: There are 1 user(s) and 1 itemy(s) associated with this
access schedule.

Are you sure you want to delete the access schedule?
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5.17.5 ACCESS SCHEDULES ‘UMBRELLA SYNC STATUS’

The Access Schedule Landing Page displays the sync status of a Schedule for all associated systems. If an Access
Schedule is changed, the change will have a direct impact on all systems associated with that schedule.

Depending on the number of systems associated with the access schedule, the status icon will reflect the overall current
status in relation to the sync process.

e Green icon - sync on all systems successful
e Red icon - sync on all systems unsuccessful
e Orange icon — Combination of both successful and unsuccessful sync

e  Spinning icon — Combination of successful, unsuccessful, and pending sync

Access Schedules @ English(UK) ~ @D Help @ mfo €

- I

Sync Name =T
Afternoon Shift
[ ] Morning Shift

Night Shift

T Create Filter

Clicking on the sync status icon will display a window showing all the systems affected by the schedule change and their
current sync status.

e Green icon - sync successful
e Red icon - sync failed

e Spinning icon - sync pending

Sync Name = T

Afternoon Shift Access Schedule Synchronisation Status

[ ] Morning Shift Sync
Night Shift 5 Reception
Page 1 of 1 (1 items) n Page size:| 10 =

Y Create Filter

T Create Filter
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5.18 USB CHARGE STATUS INDICATION

5.18.1 USB CHARGE STATUS INDICATION OVERVIEW

This feature can only be used with RFID Locker Systems and is supported from Traka Touch Application V1.5.4327.1.
Locker systems can be fitted with optional hardware to allow the charging of USB devices inside locker compartments.
This hardware also has the ability to detect whether or not the item in the compartment is currently on charge, if it is

fully charged, or if the item has a charge fault.

For more details on how this feature is implemented and used on the Traka Touch Locker System, please refer to the
Traka Touch Lockers User Guide — UD0090.

5.18.2 ACTIVITY AND REPORTS

The USB Charge Status Indication feature can generate the following activities. These will all be generated and displayed
in the Item Activity grids and on Reports.

e Item On Charge

Item Activity @ o
e Item Off Charge
Activity T Pos. When + Who Y FaultY SmartphonelDY
e Item Charged
e Item In With Charge Fault Door Closed q  CEEER Ul Usr ABA
17:11:10 01
e Item In But Not On Charge
Item Off Charge - 23/03/2022 Traka User e
e Unidentified Item On Charge 17:11:01 01
e  Unidentified Item Charged 33/03/2022 Traka User
Item Fully Charged 1 16:00:18 PO AAA
e Unidentified Item Charge Fault o -
e Unidentified Item Off Charge Item On Charge 1 f:{g;izgzz ket AAA
e USB Charger Undetectable
S— . 23/03/2022 Traka User ™
e USB Charger Redetectable 13:00:18 01
Realtime Activity & English (UK) ~ @ Help @ mnfo €Y

Cleared Alarms

Clear All Alarms E]
Exclude Cleared Alar = -

When £ System Y Pos. iFobDescription T Activity T Who T Alarm Cleared

28/03/2022 09:58:43 1 Item Fully Charged

28/03/2022 09:55:15 User Logged Out Traka User 02
28/03/2022 09:55:15 1 Door Closed Traka User 02
28/03/2022 09:55:11 1 Item On Charge Traka User 02
28/03/2022 09:55:06 1 Item Returned Traka User 02
28/03/2022 09:54:51 1 Door Opened Traka User 02
28/03/2022 09:54:49 User Logged In Traka User 02
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5.19 SAGEM FINGERPRINT READER

The Sagem Fingerprint reader is an optional system that Traka implements to identify a user before allowing access to
a system. With the correct operating system version and application version installed, to activate the Sagem
MorphoSmart Fingerprint Reader you simply need to plug the reader in. There are no specific reader configuration options
that need to set for the reader to work - it is simply plug & play.

Hardware Requirements
Sagem Reader Models
The following Sagem MorphoSmart Fingerprint Reader models are currently supported.

e MSO CBM 4MB IDENTLITE - 3000 user capacity (up to 2 fingers each) (Sagem Part n0:252711976)

. Other variants have not been tested.

Traka Touch Operating System

For the Sagem MorphoSmart Fingerprint Reader to work with Traka Touch, the Traka Touch System must have Windows
CE build version 1.9 or later installed.

NOTE: If a Traka Touch Base Board or Process Module has to be swapped for any reason, replacements
might not have Windows CE version 1.9 installed as default and so please specify Windows CE version 1.9
or later when raising an RMA request!

If you connect a Sagem MorphoSmart Fingerprint Reader to a version of Windows CE less than 1.9, when
you plug the reader in you get a Windows CE dialogue pop up requesting the Driver Name.

Traka Touch Application

For the Sagem MorphoSmart Fingerprint Reader to work with Traka Touch, the Traka Touch System must have Traka
Touch Application version 01.02.4256.41 (07-Sep-12) or later installed.

5.19.1 ENROLMENT ON TRAKA TOUCH

;5.19.1.1 SELF-ENROLMENT WITH ENROLMENT ID

1. If the User has been granted an Enrolment ID by the TrakaWEB Administrator, they can access the Traka Touch
system and select the Enrol option at the login screen.

@G ¢ traka
29/03/2023 10:49:34 ASSAABLOY |
To access the system, swipe your ID card

or press Search to find an item
1 2 3
4 5 6
' 7 8 9
oo
QO K6
) ‘ X|o| v
Search Help New PIN Enrol
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2. They will be redirected to a screen where they will need to provide their Enrolment ID.

@ ¢ traka
29/03/2023 10:55:29 ASSAABLOY |
Please enter your Enrolment ID using the Keypad

1 2 3

4 5 6
kokkk

7 8 9
‘ Back | X 0 \/

3. The system will recognize them and will enable them to scan their fingerprints. See the section below for the
next steps.

5.19.1.2 ENROLMENT BY ADMINISTRATOR

1. Once you have logged in as a Super Admin or User Admin to Traka Touch, open the User List and click New to
create a new user record. If you already have users in the database, highlight the desired user and click the
Edit button.

2. Enter the user credentials as needed and click Access, or if you are editing an existing user simply click Access.

3. Using the on-screen buttons, give the user appropriate access to positions in the system and/or admin and
report access. If you are editing an existing user, simply click Options.

4. Set the active and expiry dates for the user and their PIN (if applicable) along with the item allowance, item
authorisation and PIN changing options, then click Enrol. If you are editing an existing user simply, click Enrol.

@G '\P traka
29/03/2023 10:57:48 ASSA ABLOY

2 User administration

0 Fingers enrolled

Errol 1 fingers
A v el

‘ Details

‘ Save ‘
‘ Cancel ‘
The enrolment page will show how many fingers the user currently has enrolled and will allow you to select how many
fingers you wish to enrol for that user.

NOTE: You can enrol a maximum of two fingers per user.

5. When you wish to continue, click the Enrol button. See the section below for the next steps.
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5.19.1.3 SCANNING FINGERPRINTS

1. The user will then need to place their finger onto the reader.

®@C ¢

29/03/2023 11:00:48
2 User administration

Place finger 1 on the reader

Errol Finger 1 of 1

hre o3 IQT'jl
Progress [T | Detais

‘ Save

‘ Cancel ‘

‘ Cancel

2. The progress meter will quickly move to 100% and they will see a fingerprint with a green tick, indicating that
the capture was successful. They will need to do this three times for each finger they wish to enrol.

When enrolling, it is important to align fingers to the centre of the Enrolment Module and lay finger flat to receive
accurate results.

Correct Correct

m

Incorrect Incorrect

-

Do not move finger when enrolling.

Do not press too hard.

Place the finger on the enrolment module. Do not slide or roll finger on and off.
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NOTE: If the finger is not properly positioned, the reader may have trouble enrolling the user. If this
happens, Traka Touch will prompt the user to complete one of following actions to help:

s b U4
. Move Finger Up Press Harder
+ %
) ~(m
' Move Finger Down !JLJ%I Remove Finger
= Move Finger Left E:h.B Place Finger

—

Move Finger Right

S—

3. If the templates have been successfully captured, the message ‘Finger Position OK’ will be displayed.

S ¢ traka
29/03/2023 11:05:20 ssanetor

g User administration

Finger position OK

ErrolFinger 1 of 1

Capture 1 of 3 ﬁﬂ
' Details

Progress M|

Save

Cancel
Cancel

If the user chose to enrol two fingers, then they will be prompted to place the second finger on the reader and begin the
enrolment process again.

NOTE: If you choose to add a second finger to a user record after they have already enrolled with a first,
they will be taken through the enrolment process from the beginning, which means they will need to enrol
their first finger again.

4. Once the user has enrolled, click the Save button to be taken back to the user list. After 30 seconds, the system
will synchronise with TrakaWEB and the user details will be updated.

Re-Enrolling

If you wish to change the Fingerprint template that you have saved to the user, simply click the 'Enrol' button and go
through the enrolment process again.

Cancel Button

By clicking the Cancel button during enrolment, you will be taken back to the enrol screen where you can select how
many fingers to enrol. Doing this will erase any fingerprint templates and information from the specified user.

5.19.2 REMOVING A FINGERPRINT TEMPLATE
GDPR Statement: Under GDPR, the organisation must have procedures in place to enable users to withdraw
their previous consent for their biometric (finger) data to be used for this process, and users must have

been informed of how to initiate this process. Once consent has been withdrawn, the organisation must
remove the data from the system. The user will then need a Keypad ID to access the system.
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1. Log into the Traka Touch system and navigate to the User Administration page.

CUCR ¢
29/03/2023 11:08:29

g User administration e All Users b |
Search: ‘ o |
Forename Surname Admin Reports

‘ Edit |
Traka User 01 | O
Traka User 02 O O ‘ Delete |
Traka User 03 L] O ‘ . H = |
Traka User 04 O O
Traka User 05 O O ‘ Import |
Traka User 06 O O
Traka User 07 O O ‘ Export |

CoBit

2. Select the enrolled user you wish to edit and navigate to the User Administration Enrolment page.

The User Administration page will now display an additional Clear button for an enrolled user.

@S¢
29/03/2023 11:10:44
g User administration

1 Fingers enrolled
Clear

Errol 1 fingers
A v el |
| Details

| Save

| Cancel

3. Select the Clear button.

You will be presented with a message warning you that the user may no longer be able to access the system if their
template is removed.

4. Select the Yes button.

@G ¢

29/03/2023 11:13:54

Are you sure you wish to clear this user's template?
This may prevent them accessing this system until they have enrolled again.

Yes ‘ No ‘

The users’ template is now removed from the database. The User Administration page will remain visible should the user
require re-enrolling.
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5. Once completed, select the Save button.

@ ¢ traka
29/03/2023 11:16:12 ASSA ABLOY

g User administration

0 Fingers errolled
Errol 1 fingers g
‘AHVH Enrol |

‘7 Details |

Save

‘ Cancel |

5.19.3 IDENTIFICATION

‘Identification’ is simply the process of the Traka system recognising a user in normal daily use. The user must be
enrolled before they can do this. At the Traka System:

Fingerprint Only

1. Touch the screen to bring the system out of idle mode. The Sagem reader will illuminate red. This will continue
until the system moves back into idle mode.

2. Place your finger on the reader.

3. Once your ID has been verified, you will be able to continue to remove items or make a selection.

Fingerprint and Keypad ID/Credential ID

1. Touch the screen to bring the system out of idle mode. The Sagem reader will illuminate red. This will continue
until the system moves back into idle mode.

2. Place your finger on the reader or enter your Keypad ID/scan your Credential at the reader.

3. Once your Fingerprint ID and/or Keypad ID/Credential ID have been verified, you will be able to continue to
remove items or make a selection.

Fingerprint and PIN

1. Touch the screen to bring the system out of idle mode. The Sagem reader will illuminate red, this will continue
until the system moves back into idle mode.

2. Place your finger on the reader.
3. You will then be prompted to enter your PIN.

Once your Fingerprint ID and PIN have been verified, you will be able to continue to remove items or make a selection.
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6. FEATURE OPTIONS

6.1 FEATURE OPTIONS OVERVIEW

Features are a powerful set of configuration options that can be tailored to suit your needs. They can be enabled or
disabled through TrakaWEB Admin and can perform a highly configurable set of functions, depending on your
requirements. This guide has been prepared in order to assist you with all aspects of the Feature Options available for
TrakaWEB and how to use them in conjunction with your Traka Touch Key Cabinet or Locker system.

NOTE: Please refer to the Traka support site for the latest compatibility information of TrakaWEB and Traka
Touch products.

http://support.traka.com

6.2 FAULT LOGGING

Fault Logging is a very powerful feature available for both Key Cabinets and RFID Locker Systems. It allows a user to
record faults against items, such as vehicles or laptops. Subsequently, depending on the criticality of the fault, access
can be restricted to those items to prevent further damage, wasted time or injury. An example of its use could be for a
flat tyre on a vehicle.

Fault Logging can be used in 2 ways:
1. Generate and clear faults at both TrakaWEB and the Traka Touch system.
2. Generate and clear faults using TrakaWEB only.

The way in which Fault Logging is used is determined in the configuration process and will already have been set up at
Traka. Should you require a change to this configuration, please contact Traka or your Distributor.

6.2.1 ENABLING FAULT LOGGING

The Fault Logging feature will need to be enabled on your Traka Touch system by loading a configuration file. This is
normally done by Traka during production, but if you wish to add the feature to your existing system, please contact
Traka or your Distributor for further details.

Another configuration option is ‘Allow Fault Logging at System’, which controls whether faults are able to be added at
the Traka Touch by the user of the system. If this option is off, you will only be able to add faults using TrakaWEB. Traka
also sets up this sub-option configuration.

Once your Traka Touch system is configured for Fault Logging, you will need to set up additional options using the
TrakaWEB Administration application, as follows:

1. Launch the TrakaWEB Admin app, expand the System Management node in the tree on the left and choose the
system to be configured.

2. Select the Feature Options tab on the right and locate the Fault Logging section. Here you will find the option
to set the system default logging Off or On Return for all iFobs/items in the system.

NOTE: This default can still be overridden on an individual iFob/item basis in TrakaWEB.
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http://support.traka.com/

System Corfiguration  System Design  Featurs Options  Software Update
Fault Logging
System Default Off [

Default tem Type | Kay

System Corfiguration  System Design  Feature Options | Software Update
Fault Logaging
System Default Off [

PR, e M—

When Fault Logging is first switched on, all iFobs/items are set to: Fault Logging=System Default. This means that you
can set all iFobs/items to ON if you change the Fault Logging system default in the Admin App to ON, or alternatively,

Requirement Fault Logging iFobs/items
System Default
All items need Fault Logging ON All left at ‘System Default’
Most items need Fault Logging ON Change iFobs/items that do NOT participate

from Default to Fault Logging: OFF

Some items need Fault Logging OFF Change iFobs/items that DO participate
From Default to Fault Logging: ON

No items currently need Fault Logging OFF All left at ‘System Default’

set all iFobs/items to OFF if the Admin App is set to default: OFF. The table shows configurations for most scenarios:

6.2.2 ENABLING FAULT LOGGING ON A PER IFOB/ITEM BASIS

NOTE: This section only applies if your system is configured to allow faults to be logged and cleared at the
Traka Touch system.

It is possible to individually enable/disable the fault logging option on a per iFob/item basis.
1. From the System Viewer select the desired position and select Edit iFob in the upper right part of the screen.

2. Select the Features tab. The example here assumes that during setup the Fault Logging system default has
been set to 'On’. In which case, the following 3 options are available from the Fault Logging drop down.

e System Default (On) - the iFob/item will follow the system default setting
e  Forced Off - fault logging for this iFob/item will always be off even if the system default changes to ‘ON’
e  Forced On for Return - will switch the option on for this iFob/item

NOTE: Fault logging will not operate on an iFob (RFID Tag on lockers) until it has one or more items allocated
to it and the item type of those items has faults defined. Once an item is allocated, it then has an Item Type.
Refer to the section Adding an Item to an iFob for more details.
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Edit Item

Details Features

Item Authorisation

Reason Logging
Notes Logging

Fault Logging

Mode

Fuel Logging
Distance Logging
Location Logging

Curfew

Access Schedules

History

@ Info (o]

& English (UK) ~ (@ Help

save E]

l Cancel l Save and Return

| System Default (On for Ret{ies |

Forced Off

Forced On for Return

76.2.3 CREATING AND EDITING FAULT DEFINITIONS

When a Fault is logged against an item, the fault type must be selected from a predefined list of Fault Definitions. These
Fault Definitions may include faults such as ‘Brakes Faulty’, if referring to a vehicle, or ‘Cracked Screen’ if referring to a
Laptop, and any other fault that could occur to any type of item in your system.

NOTE: To create Fault Definitions the user must first have the correct Software Permissions. Refer to the
Fault Logging Software Permissions section for more details.

1.

2.

V2.0 18/03/25

<

System Viewer

Users

Items

Reports

¢ software Settings

iFobs

Systems

(5 Realtime Activity

uD0260

To create a Fault Definition, select Software Settings and then Fault Definitions from the Navigation Menu.

Access Schedules

Item Types

Activity Types

User Groups

User Fields

Regions

Software Permissions Groups
Motifications

Fault Definitions

Reasons

Click the Create button and the Fault Definition Details window will appear. From here, you can define a name
and any additional descriptions for the fault.

Page 250 of 527

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



Fault Definitions @ English(UK) ~ @D Help @ info @

(- @

Critical Fault % Y Fault Description T

No data to display
T Create Filter

You can also select whether or not the fault is a ‘Critical Fault’. A Critical Fault, once logged against an item, restricts
that item from being removed from the system unless the user has specific permissions. See the section Define Users
That Can Take Critically Faulted Items for further details.

The following two images show examples for the creation of Critical and Non-critical Fault Definitions.

New Fault Definition @ English(UK) ~ @ Help @ info €Y

[ Cancel

I Save and Return

Critical Fault

Fault Faulty Brakes

Brakes do not apply fully or do not apply at all

Fault Description

New Fault Definition @ English(UQ) ~ @ Help @ info €
I Cancel Save and Return Save

Critical Fault O

Fault scratched Paintwork

There are mild to moderate scratches on the bodywork

Fault Description

3. Once you have finished creating the Fault Definition click ‘Save’. You can repeat this process for all Fault
Definitions you wish to create.

To enable the Fault Definitions to be selectable when logging a fault against an item, they must be assigned to an Item
Type. Refer to the section Selecting Fault Definitions for Item Types for more details.

V2.0 18/03/25 uD0260 Page 251 of 527

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



All the Fault Definitions created will be stored in the Fault Definitions List.

From here, you can Edit, Delete, or Create new Fault Definitions.

Fault Definitions

Critical Fault T

Faulty Brakes

Faulty Seatbelt

Flat Tyre

Scratched Paintwork

T Create Filter

& English (UK) ~ @ Help @ Info 9

- |a

Fault Description T

Brakes do not apply fully or do not apply at all

Seatbelt does not extend enough to fasten or does not fasten

Tyre is completely or almost completely flat

There are mild to moderate scratches on the bodywork

NOTE: If a user has removed an item from the system that has a ‘Non-critical’ fault, and that fault definition
is then changed to ‘Critical’ in TrakaWEB, the Event Report will look like the user removed a critically faulted
item without the correct permissions (if that user does not have permission to remove critically faulted
items). It is best to edit the ‘Critical’ status of a Fault Definition when no items currently have that fault
logged against them. To check all current outstanding faults, refer to the Outstanding Faults List.

6.2.4 SELECTING FAULT DEFINITIONS FOR ITEM TYPES

In order for a Fault type to be selectable when returning an item to the system, it must first be assigned to an Item
Type. Up to 20 Fault Definitions can be assigned to a single Item Type.

1. Select Software Settings and then Item Types from the Navigation Menu.

o

% System Viewer

[

Users
2 Items

[E Reports

3

Software Settings * Access Schedules

fi  iFobs

[0 Systems

Item Types

Activity Types

User Groups

(% Realtime Activity

User Fields

Regions

Software Permissions Groups
Notifications

Fault Definitions

Reasons

2. Select the desired Item Type and click on Edit.
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Item Types @& English (UK ~ @ Help @ info €3

3] - o
w)

Item Type Name =
Key

Rack

Smartphones

Vehicles

T Create Filter

3. Select the Faults tab. A list of all created Fault Definitions will be displayed here. Select the Faults that are
applicable to this type of item by ticking the corresponding box in the On Return column.

Edit Item Type - Vehicles @® English(UK) ~ @ Help @ Info €

Type Faults Reasons Features History

seve 2nd Rewm B

Fault + T Critical On Return
Faulty Brakes =
Faulty Seatbelt ]
Flat Tyre =
Scratched Paintwork /]

T Create Filter

4. The Preselected Fault column can be added in from the custom columns. This option allows you to select a Fault

Definition that will automatically be selected upon the return of an item of that type. Only one preselected fault
can be selected for each item type.
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Edit Item Type - Vehicles @ English(UK) = @D Help @ nfo Y

Type Faults Reasons Features History
Cancel [ Save and Return Save E]

Fault + 1 | Preselected Fault | Critical On Return

Faulty Brakes O ]

Faulty Seatbelt ] ]

Flat Tyre O ]

Scratched Paintwork [} ]

T Create Filter

NOTE: See Show/Hide Grid Columns for details on how to show custom columns.

6.2.5 DEFINE USERS THAT CAN TAKE CRITICALLY FAULTED ITEMS

In order for a user to be able to take an item that has had a critical fault logged against it, the user must first be given
Fault Logging Admin permissions.

1. Select Users from the Navigation Menu.
2. Highlight the user you wish to give Fault Logging Admin permissions to and select Edit.
3. Select the System Access tab. In the system list grid at the bottom of the page find the system for which you

want the user to have Fault Logging Admin permissions. Click on the Ellipsis symbol to the right of that system’s
record.

Sync  Effective Y System = T Region Y ActiveY No.ofltems Super Admin Y  System Admin Y User Admin Y Items Admin Y System Reports Y

- production  [J (] (] (] O (|
[ Reception Reception ] O O B
T Create Filter

4. A new panel will open where you will find a Fault Logging Admin checkbox. Tick the box.

NOTE: The user must also have been granted access to the item in order to take out a critically faulted item
(this includes RFID tags in lockers).
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Reception Reception ] [l O

[ Fault Logging Admin: °l 8
Authoriser: O
Auth. Override: O
Curfew: None -

Item Access Schedule Override: B

Emergency Open:

NOTE: If a user, who has the Fault Logging Admin permissions, needs to access a faulty item and repair it,
and the system they are accessing is either a FIFO or Advanced FIFO system, that user also needs to have
FIFO Override permissions in order to get to the required item. For more information, refer to UD0232 -
FIFO and Advanced FIFO User Guide.

6.2.6 RETURNING AN ITEM WITH A FAULT

NOTE: This section only applies if your system is configured to allow faults to be logged and cleared at the
Traka Touch system.

When returning an item with a fault to a Locker System, the user will be required to enter any fault details before being
granted access to the locker compartment.

NOTE: The fault will not be logged if the item is not returned to the locker compartment when the door is
closed, even after the user has entered any fault details. The fault details will not be saved if the item is not
actually returned.

NOTE: Should a situation arise where the tag cannot be read, or the item is damaged to the extent that it
will not physically fit in the locker, the fault must be logged at TrakaWEB against an empty locker
compartment. Refer to section Creating Faults Using TrakaWEB’ for more information.

When returning an item that has Fault Logging enabled, if the item does not have any existing faults, you will be
presented with the following screen:

@ ¢ traka
29/03/2023 12:46:03 ASSAABLOY

{

=
il

i
7

Pos 1: Red Ford Focus

Does the item you are returning have any faults?

Yes No

Pressing *‘No’ will skip the fault selection screen and return to the item selection screen.

If the Auto Timeout expires on this screen, the cabinet door is closed (on key cabinets) or the user otherwise logs out,
this will skip the fault selection screen and return to the item selection screen.

If you choose ‘Yes’ to select faults, you are presented with the following screen:
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Pos 1: Red Ford Focus
Please select the fault(s) for this item:

Brakes —
Door Lock ‘ L ‘
Flat Tyre T
Rust ‘L‘

Scratched Paintwork

‘Continue‘ ‘Cancel‘ ‘ Help H

A list of the predefined Fault Definitions for the item type being returned is displayed here. Clicking the rows toggles
them between unselected and selected. The icon on the right will indicate with a plus sign which faults have been chosen.
Up to 20 faults may be shown in the list against an item.

If a preselected fault has been nominated and the item does not have any existing faults, then this preselected fault will
be automatically selected and displayed at the top of the list.

Critical faults will be shown with a light red background colour and red icon; non-critical faults will be displayed on a
white and grey background with a blue icon as shown below.

Vol
29/03/2023 14:05:45

Pos 1: Red Ford Focus
Please select the fault(s) for this item:

Door Lock [+ ‘ A ‘
Flat Tyre T
Rust ‘ M ‘
Scratched Paintwork

‘Continue‘ |Cance| | ‘ Help ‘

Once any faults have been chosen, clicking ‘Continue’ will accept the new fault(s) and the system will generate a ‘Fault
Entered’ event and create an Outstanding Fault record for each one chosen.

If the Auto Timeout expires on this screen or the cabinet door is closed (on key cabinets) or the user otherwise logs out,
a Fault Not Entered event will be generated.

76.2.7 REMOVING A FAULTY ITEM

Any user can remove items with non-critical faults providing they have been granted access to that item in the usual
way.

Items with one or more critical faults can only be taken by users who have Fault Logging Admin permissions selected in
their user record.

In either case, if an item with faults is requested (or just taken from a non-locking system), the user will have to
acknowledge any faults as follows:
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@G ¢
29/03/2023 14:28:13

L.4
Pos 1: Red Ford Focus has critical faults.
Please acknowledge these item faults by clicking 'Continue' below:

Brakes @
Door Lock & ‘ A ‘
M

‘Continue‘ ‘ Cancel ‘ ‘ Help H

Clicking ‘Continue’ will generate a ‘Fault Acknowledged’ event for each fault in the list.

On a non-locking Key Control system or a Locker system where the door is already open, if the user removes the item
and the user clicks the ‘Cancel’ button, the system will generate a ‘Fault Not Acknowledged’ event for each fault in the
list.

On a locking Key Control system or if the door is not open on a Locker system, clicking ‘Cancel’ or timing out will result
in the item not being released or the door not being opened on a locker system.

6.2.8 CLEARING AND ADDING ADDITIONAL FAULTS AT TRAKA TOUCH

NOTE: This section only applies if your system is configured to allow faults to be logged and cleared at the
Traka Touch system. Refer to the section Enabling Fault Logging for more details.

If a faulty item is taken out of the system by an authorised person and then returned (perhaps after some repairs have
been carried out), the system will show the fault list with any outstanding faults indicated at the top. The ‘Does the item
have any faults’ question will not be asked in this case.

@G ¢
29/03/2023 14:05:45

=
GLES

Pos 1: Red Ford Focus
Please select the fault(s) for this item:

Door Lock (] ‘ — ‘
Flat Tyre
Rust ‘ r ‘

Scratched Paintwork

‘Continue‘ ‘Cancel ‘ ‘ Help ‘ ‘

You then have three options as follows:

1. Clearing: Existing faults can then be cleared by just clicking them in the list. For each fault deselected, the
fault list icon will include a green tick to indicate its cleared status. When the ‘Continue’ button is pressed you
will be asked to enter optional notes for each of the cleared faults in turn. See below for details.

2. Adding: If, for example, more faults are found when physically repairing a reported fault, more faults can be

added by selecting additional rows. For each fault added, the system will generate additional ‘Fault Entered’
events and create new Outstanding Fault records.

V2.0 18/03/25 uD0260 Page 257 of 527

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



3. No change: Accept that the existing faults have not changed by doing nothing else except pressing the
‘Continue’ button.

Clicking the ‘Help’ button will present you with the following screen:

@G ¢

29/03/2023 16:00:57

Fault

Critical Fault

N\

/)
New Faults oe

v/

Cleared Faults

ok I

For option 1, the below screen is presented for each cleared fault allowing you to enter optional repair notes. Any existing
fault notes that may have been entered from TrakaWEB will also be displayed here.

@ ¢

29/03/2023 16:05:02

Fault 1 of 1 cleared: 'Brakes'
4 Pos 1: Red Ford Focus
Please enter optional repair notes below:
Faulty brake line replaced =

= E——)

12? =
| B ll

P g S e e e ) ) e e ‘COntmue I
|, .

Clicking ‘Apply All’ will assign the same entered notes to all of the cleared faults.

| |0 -
= =
® wl
] Iy
T =
=
- )
fo] @l

o &

Space [ o ST B | ‘ Cancel ‘

cee

N
x
0
<
3

Clicking ‘Continue’ will save the entered notes and either move on to the next cleared fault or continue to the next
feature questions (if applicable).

If *Cancel’ is pressed, the notes being edited will not be saved, the displayed fault and any remaining faults selected to
be cleared will not be cleared and will remain on the item. If ‘*Cancel’ has been pressed by mistake, remove and return
the item(s) to repeat the process.

Once finished, a ‘Fault Cleared’ event will be generated for each one, and the entered notes will be updated in the
appropriate fault records in TrakaWEB.
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76.2.9 ITEM SELECTION SCREEN WITH FAULTS

This is an example of how the Item Selection Screen might look on a system with Fault Logging enabled:

W& ¢
29/03/2023 16:15:45

@ Traka Admin
< Held: 3, 4

06000 GGOEC

| Help |

‘ Lookup ‘

Position 1: e - Item in with one or more critical faults
Position 2: @ - Item in with one or more non-critical faults
Position 3: y - Item held with one or more critical faults
Position 4: - Item held with no faults
¢

Position 5: - Item in with no faults
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6.2.10 SYSTEM VIEWER FAULT DISPLAY

This is an example of the system viewer within TrakaWEB showing the different fault statuses. When you select a position
that has faults entered against it, the item status panel will show up to five fault names. Clicking any fault hyperlink will
take you to the corresponding fault record page.

System Viewer @ English(UK -~ @ Help @ mfo O

Region System

l Edit iFob H Edit Iterns

(-]

Reception -~ Reception -

Reception

06006006060

Status: @ 29/03/2022 16:00:08

System communicating OK

00 %0006%6000

Pos 1

Status: @
Previous user: Traka User 01

Outstanding Faults: 3 - Scratched Paintwork;

The Icons and their meanings are shown below:
0 - White spanner on blue background: Item is in and has one or more faults. No critical faults are present.
Q - White spanner on red background: Item is in and has one or more faults and at least one is a critical fault.
& - White spanner on purple background: Item is in, and has all faults marked as ‘repaired’ but not ‘cleared’.

- White spanner on grey background: Item is out and has one or more faults. No critical faults are present.

- White spanner on grey background: Item is out and has one or more faults and at least one is a critical fault.

- White spanner on grey background: Item is out, and has all faults marked as ‘repaired’ but not ‘cleared’.

NOTE: ‘Out’ fault statuses are only shown on Fixed Return systems.
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76.2.11 OUTSTANDING FAULTS LIST

The Outstanding Faults List can be found by selecting Items and then Outstanding Faults from the Navigation Menu.

@ System Viewer

0 users

Item Booking

[E Reports » Outstanding Faults

Item Access Groups

@ software Settings ~ *

Items
f iFobs
Systems
Realtime Activity
Outstanding Faults @ English(UK) = @ Help @ Info €
=
FaultID  Fault Y Date Logged + System Y Pos. Description v Critical Repaired LoggedBy v
7 Faulty Brakes 29/03/2022 15:58:45  Reception 9 Traka User 01
6 Scratched Paintwork  29/03/2022 15:55:01  Reception 6 Traka User 01
5 Flat Tyre 29/03/2022 15:54:38  Reception 3 Traka User 01
3 scratched Paintwork  29/03/2022 15:54:01  Reception 1 Traka User 01
Y Create Filter

The example above shows the default columns that are presented in the Outstanding Faults List. These include details
such as who logged the fault and when, the system and position number, the fault name and whether or not it is a
critical fault, and if the fault has been repaired.

Optional columns can be added using the Show/Hide Grid Columns feature. These include:

e  Fault Definition Long Description
e Item Detail 1-11

e User Detail 1-11

e Repaired By

e Repaired Date

NOTE: There is no option to delete a fault. Faults will no longer show when they are cleared.
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[6.2.12 FAULT REPORT

To access the Fault Report, select Reports and then View Reports from the Navigation Menu; then select Faults and

you will find the Fault Report.

Reports

General

Status

Exceptions

Permissions

Regions

Faults

Reasons

Fault Report

@& English (UK) -

——
A report showing a list of item faults, current and cleared.

@ Help @ Info

2]

The Fault Report shows ‘cleared’ faults as well as outstanding faults. Various default columns are displayed containing
information about each fault, including any repair notes that may have been entered when the fault was cleared. Optional
columns can also be added. These include:

e  Fault Definition Long Description

e Item Detail 1-11

. User Detail 1-11

e Repaired By

e Repaired Date

Fault Report

Start Date

28/02/2022 09:57

End Date

31/03/2022 09:57

& English (UK) =

@ Help

Refresh Report E]

o

@ Info

Date Logged + FaultlD System Y Pos.Y Description v Critical Fault Y Cleared Repaired LoggedBy Y
[ 29/03/2022 15:58:45 7 Reception 9 Faulty Brakes Traka User 01
[+ 29/03/2022 15:55:01 6 Reception 6 Scratched Paintwork Traka User 01
[ 29/03/2022 15:54:38 5 Reception 3 Flat Tyre Traka User 01
[# 29/03/2022 15:54:21 4 Reception 2 Faulty Seatbelt Traka User 01
[#] 28/03/2022 15:54:01 3 Reception 1 Scratched Paintwork Traka User 01
¥ 23/03/202215:03:54 2 Employee Locker 4 Scratched Screen Traka User 01
[#] 23/03/2022 15:02:07 1 Employee Locker 2 Device Not Responding Traka User 01

T Create Filter
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6.2.13 CREATING FAULTS USING TRAKAWEB

NOTE: TrakaWEB users must have the correct permissions in order to create faults using TrakaWEB. Refer
to the section Fault Logging Software Permissions for further details.

NOTE: When returning an item to a locker, the fault must be registered at Traka Touch before the door will
open, allowing access to the compartment. If the item is not returned to the compartment, Traka Touch will
not record the fault. So, in the situation where the RFID tag cannot be read, or the item is damaged to the
extent that it will not fit in the compartment, the fault must be registered at TrakaWEB.

1. To create a Fault within TrakaWEB, select Items and then Outstanding Faults from the Navigation Menu.

2. Click the Create button in the upper right corner of the screen.

3. You will see 4 expandable panels: Item, Item Details, Outstanding Fault, and Progress. Using the dropdown
boxes in the Item panel, select the Region, System, and Item you wish the fault to apply to. Once the item

has been selected, a list of possible faults will be available to choose from in the Outstanding Fault panel. Select
the fault you wish to add from the list.

New Outstanding Fault @ English(UK) =~ @ Help @ Info €3
l Cancel H Save and Return l Save

Item -

Region Reception =

System Reception -

Item 11: -

Item Details v

Outstanding Fault -

Logged By A\dmin
Date Logged 30/03/2022 10:52
Fault Flat Tyre e

Critical Fault

Tyre is completely or almost completely flat

Fault Description

Progress h

4. Enter any fault/repair notes in the Notes field in the Progress panel.

5. Once complete, click Save at top of the screen.
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V 6.2.14 EDITING AND CLEARING AN OUTSTANDING FAULT
Outstanding faults may be edited and optionally marked as repaired and/or cleared in TrakaWEB.
Once cleared, the fault will no longer appear in the Outstanding Faults List, but can be seen in the Fault Report.
1. To edit an outstanding fault, select Items and then Outstanding Faults from the Navigation Menu.

2. Highlight the desired fault and click on Edit.

Outstanding Faults & English (UK) ~ @ Help @ info €Y

= - E

FaultiD  Fault T Date Logged + System Y Pos. Description Y Critical Repaired Logged By T
8 Flat Tyre 30/03/2022 10:52:20  Reception 1 ] Super Admin
7 Faulty Brakes 29/03/2022 15:58:45 Reception 9 Traka User 01
6 Scratched Paintwork 259/03/2022 15:55:01 Reception 6 Traka User 01
5 Flat Tyre 29/03/2022 15:54:38 Reception 3 Traka User 01
3 Scratched Paintwork — 29/03/2022 15:54:01 Reception 1 Traka User 01

T Create Filter

3. A window will appear displaying various details for the selected Fault in three panels: Item, Outstanding Fault,
and Progress.

Edit Outstanding Fault - Flat Tyre & English (UK) ~ @ Help @ Info (o]

Outstanding Fault History

I Cancel

l Save and Return

Item -
Outstanding Fault -
Fault ID ]

Logged By Super Admin

Date Logged 30/03/2022 10:52

Fault Record Created 30/03/2022 11:08

Fault Flat Tyre

Critical Fault =

Tyre is completely or almost completely flat

Fault Description

Progress -
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4. Expanding the Progress panel will reveal options to update the status of the fault as ‘Repaired’ or ‘Cleared’
and also enter a date and time using the drop-down calendar. You can also enter notes for the progress of the
Fault.

If you select ‘Repaired’, the Fault will remain in the Outstanding Faults List but the icon in the System Viewer will change
to highlight the fault has been repaired.

If you select ‘Cleared’, the fault will be removed from the Outstanding Faults List and the icon in the System Viewer will
show no faults. The fault record will still be visible in the Fault Report.

Progress B
Repaired =

Date Repaired 30/03/2022 11:00

Cleared =

Date Cleared 30/03/2022 11:01

Tyre was repressurized and checked for tears and punctures.

Notes

Users must have the correct software permissions to be able to select the Fault Cleared or Fault Repaired tick boxes.
Without these permissions, the tick boxes will be read only. Please refer to the section Fault Logging Software
Permissions for further details.

NOTE: The Fault Repair functionality using the ‘Repair’ tick box is currently only available using TrakaWEB.
The ‘Repaired’ status cannot be viewed or modified on the Traka Touch.

‘6.2.15 FAULT LOGGING EMAIL NOTIFICATIONS

In addition to creating and viewing faults in TrakaWEB, it is also possible to create a notification using the email
Notification Feature Option. For more information on email notifications, refer to the Email Notifications section in this
document.

‘6.2.16 FAULT LOGGING SOFTWARE PERMISSIONS

To enable a user to create, edit and delete Fault Definitions, or to create/edit and repair/clear faults, they must be given
the correct software permissions.
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1. Select Software Settings and then Software Permissions Groups from the Navigation Menu.

L Users

& ltems v

[E Reports »

& Software Settings  » Access Schedules
8 iFobs Item Types

O systems Activity Types

User Groups
(© Realtime Activity
User Fields
Regions
Software Permissions Groups
Notifications

Fault Definitions

Reasons

2. Either edit an existing group you wish to give permissions to by selecting the group and clicking ‘Edit’, or
alternatively create a new group by clicking the Create button.

Software Permissions Groups @ English (UK) ~ @ Help @ mio €
E
Group Name O

Restricted Admins

Super Admin

Y Create Filter

NOTE: An option for allocating Fault Logging software permissions might be to create 2 groups; one called
‘Fault Admin’ for users who can create/edit/delete Fault Definitions, and another called ‘Fault Repairer’ for
users who can create/edit and repair/clear faults.

3. The permissions for the ability to create/edit/delete Fault Definitions can be found by expanding
Web/Pages/Software Settings/Fault Definitions.

| ] i e

] view Reports

B = Software Settings

|
B[] Access Schedules

|:| Create

] pelete

] Edic
] Activity Types
&8 Fault Definitions
— B Creste
-7' Delete
i edic
H*D Item Types

[ create
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4. The permissions for the ability to create/edit, and repair/clear faults can be found by expanding
Web/Pages/Items/Outstanding Faults.

LD Unrestricted Software [tem Access
B (5] Pages

|
B = items

[] create
[] pelete
[ Edit
B ¥| Outstanding Faults
[] create
B B edic
B Cear Fauls
. Repair Faults
=[] iFobs
‘ [] pelete

5. To assign users to the Software Permissions Groups select Users from the Navigation Menu.

6. Select the desired user and click Edit. Select the Web Access tab and select the required group from the
Software Permissions Group dropdown box. Click Save when you are finished editing.

Details System Access Credentials Item Access Groups lterm Access Region Access Web Access History

[ Cancel ][ Save and Return ]

User active on TrakaWEB ]

Account Locked Status

Unlocked

Windows Authentication

Username

Basic Authentication

Username TrakaUser01 Force user to change password [_]

Password

----------

Confirm Password

Fault Admin

L. Restricted Admins
Permissions

Super Admin
Software Permissions Group [ - ]
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6.3 REASON LOGGING

Reason logging is a cost option that allows a user to log a 'reason' against the removal or return of an item. Reasons
are created within TrakaWEB and are then selectable from a list at the Traka Touch system when either removing or
returning an item.

The example below shows how a Reason List in TrakaWEB might look for a Traka System containing keys for a fleet of
vehicles.

Reasons @ English(UK) ~ @ Help (D Info €
-]

Reason $ T Reason Description T

Air Conditioning Gas Recharge Air Conditioninng Gas Recharge

Air Conditioning Maintenance Air Conditioning Maintenance

General Use General Use

Lock Broken Lock Broken

Major Service Major Service

Minor Service Minor Service

MOT MOT

Refuel Refuel

Tyre Change Tyre Change

Winter Check Winter Check

Y Create Filter

Once set up, the user will be prompted to select a Reason for removing and/or returning the item depending on how the
Reason options have been configured.

@ ¢ traka
05/04/2023 12:22:32 ASSAABLOY

@ Traka User 01
‘} b

Pos 10:
Please select the reason for requesting this item:

]
|

il

‘ MOT

Air Conditioning Maintenance
Tyre Change
Minor Service

General Use
Rafial

Help
Continue Cancel

Lookup

The reason selected by the user is shown in the activity grid and can also be viewed in the Reason Reports.

Please read the following section for more detailed information and the process for setting up and configuring the Reason
Logging options to best suit your requirements.
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6.3.1 ENABLING THE OPTION

Reason Logging will need to be enabled in the system configuration and the Admin Application before it is usable in
TrakaWEB. To have it enabled within the configuration, you will need to contact Traka or your Distributor for further
details.

1. Enabling the option at its base level within the Admin Application will apply to all positions within the system.
An administrator who has the appropriate access to the Admin Application will need to select the desired system
and navigate to the Feature Options tab.

2. The Reason Logging section has a drop-down box that consists of the following four options.

Reason Logging
System Default

On Release
{On Retum
\Oﬂ Release and Retum

e  Off - will deactivate the option completely

e On Release - will activate the option when removing an item

e  On Return - will activate the option when returning an item

e On Release and Return - will activate the option when returning and removing an item

3. Select the desired option and click the Save button at the bottom of the application. This will update the Traka
Touch system as well as TrakaWEB.

It is possible to change the effect of the option on a per iFob/item basis. Please see the appropriate section below for
further instructions.

6.3.2 CREATING REASONS

To create a Reason, select the Software Settings button from the Navigation Menu and click the Reasons button as
shown below.

@ Software Settings ’ Item Types
8 iFobs Activity Types
User Groups
Systems
User Fields
Realtime Activity
Regions

Software Permissions Groups

Notifications

Reasons

The current reasons list will then be displayed. If this is your first-time using reason logging, then the grid will be empty
and have no information populating it.
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1. Click the Create button.

2. A new form will appear allowing you to enter both a Reason and Reason Description. The Reason has a
maximum of 50 characters and acts as a summary on the Traka Touch screen when removing/returning the
item and in TrakaWEB system viewer. The Reason Description has a maximum character length of 500 and
allows for a more detailed description, which is used for reports.

New Reason @ English(UK) ~ @ Help @ mfo €

I Cancel

Reason Lock Broken

Need to remove the key from the

Razson) Bascrigtion system to repair the lock|

3. Once you have finished, click the Save and Return button.

4. The list will now have the new Reason you just added.

Lock Broken Need to remove the key from the system to repair the lock.

6.3.3 ADDING THE REASON TO YOUR ITEM TYPE

Before you can begin to use this option, you must ensure that each position you wish to use with Reason Logging has
an item defined. To assign an item to a position, please refer to the Adding an Item to an iFob topic.

Once an item has been defined, you will need to assign a Reason to the Item Type.

1. From the Toolbar select software settings, then click Item Types.

@ Software Settings » Item Types
8 iFobs Activity Types
User Groups
(B Systems
User Fields
Realtime Activity
Regions

Software Permissions Groups
Notifications

Reasons
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2. TrakaWEB will then display all the current item types that exist within the database. Highlight the desired item
type.

Item Types @ English(UK) ~ @ Help @D mfo €Y

(=) =) )

Item Type Name A
Accounts

Board Room

Cleaning

Company Safe

Customer Profiles

Directors Suite

First Aid Cupboard

Fleet Vehicles

HR Office

International Office

Key

3. Select the Edit button.
4. The item details form will open allowing you to change its information. Select the Reasons tab.
The reasons that you have created will be listed here. There are two columns - On Release and On Return. Ticking

the appropriate boxes will determine which Reasons are available to be selected on either the removal or return of the
selected item type. The reasons that you have created will be listed here.

Type Reasons Features History
B

Reason 2 v OnRelease On Return

Air Conditioning Gas Recharge O 0O

Air Conditioning Maintenance O 0O

General Use O 0O

Lock Broken ] [ ]

Major Service O O

Minor Service O ]

MOT O O

Refuel O 0O

Tyre Change O O

Winter Check O O

Y Create Filter
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6.3.4 CHANGING THE OPTION ON A PER IFOB BASIS

NOTE: If your system is an RFID Locker System, it will not contain iFobs. However, this section will still be
relevant and the term ‘iFob’ will be referring to the ‘RFID Tag’ in a Locker System.

To alter the option on a per iFob basis is simple and easy to do.

1. From the System Viewer, highlight the desired iFob and click the Edit iFob button from the Toolbar.

2. Select the Features tab, followed by Reason Logging.

From the Reason Logging drop-down, make the appropriate selection, e.g., Forced On for Release, Forced On
for Return etc.

Reason Logging

Mode ‘ Forced On for Relefied |

System Default (Off)
Forced Off
Forced On for Release

Forced On for Return

NOTE: This will override the settings that have been applied in the Admin Application and will only apply to
this iFob.

NOTE: Selecting the system default will revert to the settings applied in the Admin Application. The settings
are displayed in brackets.

4. Once you have selected the desired option click the Save and Return button.

6.3.5 REASON LOGGING ON TRAKA TOUCH

Users with access to the required item will need to identify themselves to the system and navigate to the item selection
screen.

1. Select the item you wish to remove.

2. A dialogue box will appear requesting that you select a reason for requesting the item. Select the reason and

click Continue.

NOTE: Clicking cancel will take the user back to the item selection screen.

o ¢
30/03/2023 10:57:10
@ Traka User 01

Chosing in 7|

Pos 1: Red Ford Focus
Please select the reason for requesting this item:

‘ Tyre Change
Lock Broken
General Use
Minor Service
Refuel

Maiar S

Help
Cancel

kup

3. The item will now release from the system.
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6.3.6 ACTIVITIES

The System Viewer displays a grid that holds the last 30 days of activities for the selected iFob/item in the system. When
a user selects a reason at the Traka Touch system when releasing/returning an item and clicks the Continue button, a
'Return Reason Entered' and/or 'Release Reason Entered' activity will be generated in the Item Activity tab.

Item Activity [E] B
Activity Y Pos. When +# Whov ReasonY Areav Locationt

Item 10 30/03/2022 Traka
Returned 14:45:59 User1

Item 10 30/03/2022 Traka
Removed 14:45:33 User1

Release

Reason 1o  30/03/2022 Traka Lock
14:45:29 User1l Broken
Entered

If a user returns an item and they do not select a reason and close the door, a Return Reason Not Entered activity
will be generated.

Item Activity [E] -
Activity Y Pos. When ¢ Whov ReasonY Areav Locationy
Return

Reason 10 30/03/2022 Traka
Not 15:05:10 Userl

Entered

Item 10 30/03/2022 Traka

Returned 15:05:00 User1

Item 30/03/2022 Traka

Removed 1 15:04:37 User1

You can also see the Release/Return Reason in the detail panel on the system viewer. The reason is selectable and
clicking it will take you to the Edit Reason page where you can edit the long and short description.

Pos 10 - Ford Transit
status: @

Previous user: Traka User]
Release Reason: Lock Broken

Return Reason: Reason Not Entered
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[6.3.7 REASON LOGGING REPORTS

You can run various reports to see which items have been removed/returned with what 'reason' logged against them.

1. From the Navigation Menu, select the Reasons tab from the Reports menu.

traka
ASSA ABLOY
® System Viewer
D Users
$ Items v
& Software Settings  »
£ iFaobs
" Systems

5 Realtime Activity

Reports

General

Status

Exceptions

Permissions

Regions

Reasons

Reasons Report

@ English(UK) ~ @ Help @ Info )

A report showing all reasons given when an item was released or returned.

Reasons On Release Chart

A chart and report showing the number of times reasons were given when an item was released over a
spedfic timeframe. This can be filtered by System, Iltem Type and Item.

Reasons On Return Chart

A chart and report showing the number of times reasons were given when an item was returned over a
specific timeframe. This can be filtered by system, item type and specific item.

The Reasons report list provides 3 report options.

Reasons Report

A report showing all reasons given when an item was released or returned.

Reasons Report

Start Date

28/02/2022 11:12

When

L1

31/03/2022 10:04:32

30/03/2022 16:04:16

30/03/2022 16:03:49

30/03/2022 15:04:34

30/03/2022 15:00:10

30/03/2022 14:45:29

Y Create Filter

End Date

01/04/202211:12

System

Reception

Reception

Reception

Reception

Reception

Reception

Pos.

Description

Ford Transit

Ford Transit

Ford Transit

Ford Transit

Ford Transit

Ford Transit

@ English (UK) =

Activity

Release Reason Entered

Return Reason Entered

Release Reason Entered

Release Reason Entered

Release Reason Entered

Release Reason Entered

@ Help @ Info (o]

Refresh Report B

Reason T Who T
Major Service Traka User1
Lock Broken Traka User1
Tyre Change Traka User1
Lock Broken Traka User1
Minor Service Traka User1
Lock Broken Traka User1

You can export the report as a PDF or into an Excel Spreadsheet by selecting the Ellipsis button from the Toolbar.
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Reasons On Release Chart

A chart showing the number of times reasons were given when an item was released over a specific timeframe. This can

be filtered by System, Item Type and Item.

Reasons On Release Chart
Start Date End Date

28/02/202211:12 (3

System Type
(All Systems) ~  (All Types)

Major Service - 1.00

Lock Broken

01/04/202211:12 [

@ English (UK) ~ @ Help @ Info (o]

Region
(All Regions) -
=
Item
~ (Al tems) -
|Lock Broken 2.00]

Tyre Change - 1.00

Y Number Of Times Selected 2

You can export the report as a PDF or into an Excel Spreadsheet by selecting the Ellipsis button from the toolbar.

Reasons On Return Chart

A chart and report showing the number of times reasons were given when an item was returned over a specific
timeframe. This can be filtered by system, Item Type and Specific Item.

Reasons On Return Chart

start Date End Date

28/02/2022 11:23

System Type
(All Systems) ~ (Al Types)

General Use

01/04/2022 11:23

@ English(UK) ~ @ Help @ Infe €@
Region
(All Regions) -
(o]

Item

~  (All ltems)

Major Service - 1.00

Reason T  Number Of Times selected

General Use - 2.00

Lock Broken - 1.00)

You can export the report as a PDF or into an Excel Spreadsheet by selecting the Ellipsis button from the Toolbar.

V2.0 18/03/25

uD0260

Page 275 of 527

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



6.3.8 SOFTWARE PERMISSIONS

From the TrakaWEB Software Permissions Groups, permissions maybe granted to users to Create, Edit or Delete
Reasons as required. The permissions can be located by expanding Web/Pages/Software Settings/Reasons.

“ caic
—

=] Reasons
Create
Delete
Edit

=] Regions
[
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6.4 NOTES LOGGING

Notes Logging is a cost option that allows a user to enter a note into an on-screen dialogue box at the Traka Touch
system when removing or returning an item. A maximum of 255 characters can be entered at any one time.

With Notes Logging enabled, when a user removes and/or returns an item, a window with a keyboard will pop up allowing
them to enter a note. An example is shown below.

@Q ‘P traka
30/03/2023 12:56:14 ASSA ABLOY

Pos 1: Red Ford Focus
Please enter any notes below:

Job ref. X¥Z234: Shock absorber faulty; Removal and replacement|

- M NN - b
.Lw@dewquLwﬁ Skip
Bl e

Cancel

n.j.m s

The activity grid will display whether or not a note has been entered, and the entered note can be viewed from the Notes
Report in TrakaWEB.

Please read the following section for more detailed information and the process for setting up and configuring Notes
Logging.

6.4.1 ENABLING THE OPTION

Notes Logging will need to be enabled in the system configuration and the Admin Application before it is usable in
TrakaWEB. To have it enabled within the configuration you will need to contact Traka or your Distributor for further
details.

1. To enable the option at its base level within the Admin Application will apply to all positions within the system.
An administrator who has the appropriate access to the Admin Application will need to select the desired system
and navigate to the Feature Options tab.

2. The Notes Logging section has a drop-down box that consists of the following four options:

Motes Logging

System Default On Release and Retum &
Off
On Release
On Retum

On Release and Retum

e  Off - will deactivate the option completely.
e On Release - will activate the option when removing an item.
e  On Return - will activate the option when returning an item.

e On Return and Release - will activate the option when returning and removing an item.

3. Select the desired option and click the Save button at the bottom of the application. This will update the Traka
Touch system as well as TrakaWEB.

It is possible to change the effect of the option on a per iFob/item basis. Please see the appropriate section below for
further instructions.
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6.4.2 CHANGING THE OPTION ON A PER IFOB BASIS

NOTE: If your system is an RFID Locker System, it will not contain iFobs. However, this section will still be

relevant and the term ‘iFob’ will be referring to the ‘RFID Tag’ in a Locker System.

To alter the option on a per iFob basis is simple and easy to do.

1. From the system viewer, highlight the desired iFob and click the Edit iFob button from the Toolbar.

2. Select the Features tab.

3. From the Notes Logging drop-down box, make the appropriate selection, e.g. Forced On for Release, Forced On
for Return etc.

NOTE: This will override the settings that have been applied in the Admin Application and will only apply to

this iFob.

NOTE: Selecting the system default will revert back to the settings applied in the Admin Application. The

settings are displayed in brackets.

Edit iFob

Details Features

Item Authorisation
Reason Logging
Custom Message

Notes Logging

Mode

Fault Logging
Fuel Logging
Distance Logging
Location Logging

Curfew

Items

iFob Access

& English (UK) =

System Default (On for Ret gl

Access Schedules

History

@ Help

@ Info

I Cancel

[ Save and Return

Forced Off

Forced On for Release

Forced On for Return

Forced On for Release & Return

4. Once you have selected the desired option, click the Save and Return button.

2

6.4.3

NOTES LOGGING ON TRAKA TOUCH

1. Users with access to the required item will need to identify themselves to the system and navigate to the item
selection screen.

2. Select the item they wish to remove.

3. A dialogue box will appear allowing the user to enter a note relating to the item.

NOTE: If the user selects Skip button, the item will be released but no notes will be entered against the

item.
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@53 ¢ traka
SR o

E Pos 1: Red Ford Focus
! Please enter any notes below:

Job ref. X¥Z234: Shock absorber faulty; Removal and replacement|

Bl LU .
IDUDUDUUU_LIU!
B Ll |

4. Click OK. The item will now be released from the system.

6.4.4 NOTES LOGGING ACTIVITIES

The System Viewer displays a grid that holds the last 30 days of activities for the selected iFob/item in the system. When
a user enters a note at the Traka Touch system when releasing/returning an item, and clicks the OK button, a 'Return
Notes Entered' and/or 'Release Notes Entered' activity will be generated in the Item Activity tab.

Item Activity @ -

Activity Y Pos. When

L1

Who Y LicencePlate No.T MakeY ModelY Coloury

Return Notes : 31/03/2022 Traka D Trak B Red

Entered 10:17:28 User 02 raka ar €

Item Returned 1 31/03/2022 Traka ABC999 Traka Car Red
10:15:09 User 02

Item Removed 1 31/0312022 fraka ABC999 Traka Car Red
10:14:59 User 02

If a user returns an item, they do not enter a note, and they select OK/Skip or close the door, a 'Return Notes Not
Entered' activity will be generated.

NOTE: No activity will be generated when a user removes and item and does not enter a note.

Item Activity E =

Activity Y Pos. When

£l

Who Y LicencePlate No.T MakeTY ModelT ColourT

Return Notes 5 31/03/2022 Traka BCD111 Traka van Orange
Not Entered 10:14:36 User 02 g
Item Returned 5 31/03/2022 Traka BCD111 Traka Van Orange
10:14:01 User 02 g
Item Removed 5 31/03/2022 Traka BCD111 Traka Van Orange
10:13:49 User 02 g
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You can also see the Release/Return Note in the detail panel on the System Viewer.

System Viewer & English(UK) ~ @ Help @ info €
Region System
Edit iFob Edi I
Reception - Reception - E]
Reception

Status : @ 31/03/2022 14:08:09

ﬂOOOGOOOOO

System communicating OK

00000000090

Pos 1

Status: @

Previous user: Trzaka User 02

Return Job ref. XYZ234: Shock absorber faulty;
Note:  Removal and Replacement

6.4.5 NOTES REPORT

You can run various reports to see which notes were entered against an item and when it was released or returned. The
Notes Report is accessible by selecting Reports in the Navigation Menu, then clicking on General and Notes Report.

Reports & English (UK) = @ Help @ Info (o)

Activity Report

G | ) . ) .

enera This report shows all system, iFob and item activity.

HEE Notes Report
A report showing notes entered when an item was released or returned.

Exceptions
Itern Handover Report

Permissions A report showing items that were taken and handed to another user through the Item Handover
feature.

Regions
Central History Report
A report showing changes that have been made to records and settings within Traka Web, such

Faults as user record, item records etc.
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6.5 CUSTOM MESSAGES

6.5.1 CUSTOM MESSAGES

Custom Messages is a cost option that allows the Traka Touch to display a definable message to the user when they
remove or return an item. This message can be defined for each individual position in the system. This ensures that the
user is aware of any special condition that must be met in relation to the item.

Once setup, the message will be displayed when a user removes and/or returns an item depending on how the Custom
Messages have been configured. An example is shown below.

®@C ¢ traka

30/03/2023 15:12:33 ASSAABLOY

@ Traka User 01

° ®
Pos 1: Red Ford Focus
Please ensure that you refuel the the vehicle.
Help
0OK

okup

The user can acknowledge the message by clicking OK. The activity grid will display whether or not this message has
been acknowledged.

Please read the following section for more detailed information and the process for setting up and configuring Custom
Messages.

6.5.2 ENABLING THE OPTION

Custom Messaging will need to be enabled in the system configuration and the Admin Application before it is usable in
TrakaWEB. To have it enabled within the configuration you will need to contact Traka or your Distributor for further
details.

1. To enable the option at its base level within the Admin Application will apply to all positions within the system.
An administrator who has the appropriate access to the Admin Application will need to select the desired system

and navigate to the Feature Options tab.

2. The Notes Logging section has a drop-down box that consists of the following four options:

Custom Messages

System Default

On Release
On Retum
On Release and Retum

e  Off - will deactivate the option completely
e On Release - will activate the option when removing an item
e  On Return - will activate the option when returning an item

e On Return and Release - will activate the option when returning and removing an item

3. Select the desired option and click the Save button at the bottom of the application. This will update the Traka
Touch system as well as TrakaWEB.
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6.5.3 CHANGING THE OPTION ON A PER IFOB BASIS & CREATING A CUSTOM MESSAGE

NOTE: If your system is an RFID Locker System, it will not contain iFobs. However, this section will still be
relevant and the term ‘iFob’ will be referring to the ‘RFID Tag’ in a Locker System.

1. From the System Viewer highlight the desired iFob.
2. Click the Edit iFob button.

3. Navigate to the Features tab on the Toolbar.

From the Custom Messages drop down box make the appropriate selection, e.g., Forced On for Release, Forced
On for Return etc.

NOTE: This will override the settings that have been applied in the Admin Application and will only apply to
this iFob.

NOTE: Selecting the system default will revert back to the settings applied in the Admin Application. The
settings are displayed in brackets.

Edit iFob @ English(UK) ~ @ Help @ Info €3

Details Features Items iFob Access History

Item Authorisation

Custom Message

Mode Forced On for Release & R4
Custom Release Message System Defaule (Oﬁ)

Forced Off
Forced On for Release

Forced On for Return

Custom Return Message

Curfew

5. In the example below, 'Forced On for Release & Return' has been selected. This will display a message to the

user when they remove and return the item. You will now be able to enter the desired message into both fields.

NOTE: The message fields have a maximum character length of 200.
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Edit iFob @ English(UK) - @ Help @ Info €Y

Details Features Items iFob Access History

Save

[ Cancel I Save and Return

Item Authorisation -

Custom Message -

Mode Forced On for Release & Re -~

Custom Release Message This vehicle can only be refuelled with diesel.

Custom Return Message Please ensure that the vehicle is refueHed.I

Curfew -

6. Once you have finished, click the Save or Save and Return button.

76.5.4 CUSTOM MESSAGES ON TRAKA TOUCH

1. Users with access to the required item will need to identify themselves to the system and navigate to the item
selection screen.

2. Select the item they wish to remove.

3. A dialogue box will appear displaying the message that was previously entered in TrakaWEB.

03/2023 15:20:19

@ Traka User 01
o

@

Pos 1: Red Ford Focus
This vehicle can only be refuelled with diesel.

[=]

=

=
o

4. Click OK to continue.

NOTE: The item will not be released unless the user selects the OK Button. If the user does nothing, the
message will disappear, allowing the user to make another item selection.

The item will now release from the system.
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5. If you have the system setup to show a custom message when the item is returned, the user will access the
system in the usual way, return the item to the correct position and receive the message on screen.

oy
30/03/2023 15:23:10

@ Traka User 01
Lo

®

Pos 1: Red Ford Focus
Please ensure that the vehicle is refuelled.

Help ‘

Lookup |

7 6.5.5 ACTIVITIES

The System Viewer displays a grid that holds a list of activities for the selected iFob/item in the system. When a user
selects the OK button after removing/returning an item with a custom message, a 'Return Message Confirmed' and/or
'Release Message Confirmed' activity will be generated in the iFob Activity tab.

Item Activity [E] =
Activity ¥ Pos. When ¢ Whor Areav
Item 30 04/04/2022  Traka :
Returned 10:32:35 User1
Item 10 04/04/2022  Traka 2
Removed 10:32:31 User1
Release
S 5 04/04/2022  Traka :
-37- Jse

L 10:32:26 User1
::;’Sr;ge o O0M042022 Traka
Confirmed 10:16:34 User1
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If a user returns an item that has a custom message and they do not select the OK button when the message appears,
a 'Return Message Not Confirmed' activity will be generated.

Item Activity @ =

Activity Y Pos. When 2 Who Tt Arear

Return

Message 10 04/04/2022  Traka 9

Not 10:33:08 User1

Confirmed

Item 10 04/04/2022  Traka 5

Returned 10:32:35 User1

Item 10 04/04/2022  Traka 9

Removed 10:32:31 User1

Release

s o 04/04/2022  Traka =
25 103226 Userl

Confirmed

(6.5.6 REPORTS

An exception report will be generated for any messages that have not been confirmed. This can be viewed by accessing
the Data Entry Exception Reports from the Reports tab on the Navigation Menu.

Data Entry Exception Report @ English (UK) ~ @ Help @ Info €

Start Date End Date

=
04/03/2022 11:27 05/04/202211:27

Who = v  Activity = Y Number Of Occurrences

Traka User1 Return Message Not Confirmed 1

You can export the report as a PDF or into an Excel Spreadsheet by selecting the Ellipsis button from the Toolbar.

An Event Report can also be viewed at the Traka Touch system for activities relating to Custom Messages.

R ¢
30/03/2023 15:25:45

1/58

Event Report: 30/03/2023 - 30/03/2023
When Event Who No. ‘ Filter ‘
30/03/2023 15:25:24 User Logged In Traka Admin ‘ 4 ‘
30/03/2023 15:23:28 User Logged Out Traka User 01 —
30/03/2023 15:23:27 Door Closed Traka User 01 1 ‘ A ‘
30/03/2023 15:23:26 Message Acknowledged on Item Return Traka User 01 1 ——
30/03/2023 15:23:06 Item Returned Traka User 01 1 ‘L‘
30/03/2023 15:23:02 Item Removed Traka User 01 1 ‘T‘
30/03/2023 15:23:00 Message Acknowledged on Item Removal Traka User 01 1 Sl
30/03/2023 15:22:55 Door Opened Traka User 01 1 ‘ S ‘
30/03/2023 15:22:51 User Logged In Traka User 01
30/03/2023 15:20:50 User Logged Out Traka User 01 ‘ Bach ‘
20 IAD AT 45N, A0 T Fal| el Toeal 11 Ne 4
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6.6 EMAIL NOTIFICATIONS

6.6.1 EMAIL NOTIFICATION OVERVIEW

The Email Notification System allows an email to be sent to one or more users when certain system conditions are met.
For example, this feature is useful to notify administrators if items are not returned on time, or to send a receipt to a
user who has taken an item.

The Email notification will need to be configured in the Business Engine before it is usable in TrakaWEB. For detailed
information on how to configure this, please review the ‘Email Configuration’ section in the latest version of TD0013 -
TrakaWEB Installation & Configuration Guide & TD0216 TrakaWEB Version 4 Installation & Configuration
Guide.

6.6.2 NOTIFICATION DETAILS

This section explains how to configure the email that will be sent upon a notification being triggered. This includes a
range of details such as types of triggers, recipient(s), subject, and the content of the email.

1. From the Navigation Menu, select the Software Settings and then Notifications.

@ System Viewer

0 users
1 Items 4
[E Reports 4
Software Settings Access Schedules
g iFobs ltem Types
O systems Activity Types

User Groups
(& Realtime Activity

User Fields

Regions

Software Permissions Groups

Notifications

Fault Definitions

Reasons

2. You will then be taken to the Notifications page. Here is where all the notifications that you create will be listed.

6.6.3 CREATING A NEW EMAIL NOTIFICATION

1. To create a new notification, click on the Create button.

Notifications @ English(UK) =+ @ Help @ Info €W
=
Enabled Name =7

No data to display

T Create Filter
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56.6.3.1 NEW NOTIFICATION DETAILS

1. The process of creating a New Notification comprises 7 steps. In Step 1: Notification Details, you will be allowed
to enter specific details.

New Notification @ English(UK) = @ Help @ nfo €W

o 2 3 4 5 6 7

Notification Details Activity Triggers Region Access System Filter tem Filter User Filter Email Template
Enabled =
Name
Category -- Select Category - -

Enabled: Tick this box to enable the notification.
Name: Enter the name you wish to give the notification.
Category: The drop-down box will present you with 6 options.

Each option within the ‘Notification Category’ contains different notification ‘sets’. The Category allows you to customise
the different triggers and filters depending on what type of notification you wish to receive. These are as follows:

Item: Creates notifications triggered by Item activity.

Item or User: Creates notifications triggered by Item or User activity.

System: Creates notifications triggered by System activity.

User: Creates notifications triggered by User activity.

Software: This option will allow notifications to be created by any Software activity.

Advanced: This option is used to create notifications for every type of trigger available.

New Notification @ English (UK) - @ Help @ Info (o]

o 2z 3 4 5 6 7

Notification Details Activity Triggers Region Access System Filter rem Filter User Filter Email Template
Enabled =
Name My New Notification
Category | - Select Category iR |

e

Item or User
System

User
Software

Advanced
2. Once you have selected an option from the *Notification Category’, click Next to continue.
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6.6.3.2 ACTIVITY TRIGGERS
This section explains how to define which activity types can trigger a notification.
Activity Triggers allow the selection of one or more activity types that may trigger a notification. The activity trigger is
used in conjunction with filters to allow selection of activity and target object(s) where the target object is a system OR
item OR a user.
From the *Notification Details’ page, you will be directed to the ‘Activity Triggers’ page. Here you can select one or more

activities that will trigger the email notification. Clicking on the Check Box next to ‘All Triggers’ will automatically select
all the Activity Triggers.

New Notification @ English(UK) ~ @ Help @ Info €

°—° 3 4 5 B 7

Notification Details  Activity Triggers Region Access System Filter itemn Filter User Filter Email Template

(]

All Triggers [
Selected Name +  Alarm

| Item not taken at the start of the booking
(] Itemn Off Charge
(] Item On Charge
[ Itemn Overdue
| Itern Redetectable
O Item Removed
[l Item Removed From Wrong Slot
] Item Removed lllegally

In the example above, ‘Item Removed Illegally’ has been selected. This means that when any item is removed illegally
from any system by any user, the email notification will be triggered.

If you wish to limit this notification to activities on a particular system, item, or user, you can use the respective filters.
Clicking on the Check Box next to ‘All Triggers’ will automatically select all the Triggers listed.
1. When you have completed selecting ‘Activity Triggers’, click Next to continue.

NOTE: If no activity type is selected, then no notification will be triggered for any activity.

16.6.3.3 REGION ACCESS

‘Region Access’ controls the visibility of the notification role allowing separate roles to be defined per region if required.
Region access also adjusts the filters in the filtering section to only show filters relevant to the selected region.
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If the logged in user is an ‘All Regions’ user, the ‘All Regions’ checkbox will be ticked by default. If the user is not an ‘All
Regions’ user, the checkbox will be unchecked and greyed out. The user will then have to select the individual regions
they are interested in. Clicking on the check box next to ‘All Regions’ will automatically select all the Regions listed.

New Notification

Notification Details ~ Activity Triggers Region Access

All Regions g

Selected

T Create Filter

& English (UK) - @ Help @ Info €W

4 5 6 7

System Filer tem Filter User Filter Email Template

(]

Name =T
Production
Reception

Warehouse

Cancel Back

56.6.3.4 SYSTEM FILTER

The ‘System Filter’ allows for the selection of specific cabinet or locker systems. The window will only display systems
which belong to the Regions which you have selected in the previous step.

You can specify that only activities generated on a particular system will trigger a notification. Simply tick the box of the
system(s) you wish to include. Notifications will only be triggered on the selected systems. Clicking on the Check Box
next to ‘All Systems’ will automatically select all the Systems listed. Once you have finished your selection, click Next

to continue.

New Notification

@ English(UK) - @ Help @ info Y

Notification Details  Activity Triggers Region Access

All systems [

Selected
0

O

T Create Filter

V2.0 18/03/25
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System Filter Itern Filter User Filter Emiail Template

(-]

Name =T
Employee Locker

Reception

Cancel Back
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16.6.3.5 ITEM FILTER

The ‘Item Filter’ allows for selection of specific items. Selecting no item will cause a notification to be triggered when an
activity event occurs that references any item, otherwise only the selected item(s). Items will show in this tab depending
on what systems have been checked in the previous tab.

You can specify that only activities generated by a particular item will trigger a notification. Tick the box of the item(s)
you wish to include. Clicking on the Check Box next to ‘All Items’ will automatically select all the Items listed. Click ‘Next’
to continue.

New Notification @ English (UK) ~ @ Help @ nfa €

o o @ © o ‘ 7

Notification Details ~ Activity Triggers Region Access System Filter Item Filter User Filter Email Template

(-]

Allltems [
Selected System $ Y Pos $ Y1 Detail1 T Detail 2 T Detail3 Y Detaila T
- Reception 2 1 ABC999 Traka car Red
[ Rece 12 2 DEF777 Traka Lorry Green
(] Re 3 CBA321 Traka Lorry Yellow
(] Reception 2 4 ZYX000 Traka Lorry Blue
] Rece 12 5 BCD111 Traka Van QOrange

16.6.3.6 USER FILTER

The User Filter allows for selection of specific users. Selecting no user will cause a notification to be triggered when an
activity event occurs that references any user otherwise only the selected user(s).

You can specify that only activities generated by a particular user will trigger a notification. Tick the box of the user(s)

you wish to include. If no users are selected, then a notification will be triggered for an activity that occurs which
references any user. Clicking on the check box next to ‘All Users’ will automatically select all the Users listed.
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New Notification

& English (UK) ~

@ Help

@ Info (o]

All users [

Selected

O

Y Create Filter

Name

Super Admin

Traka Admin

Traka User 01

Traka User 02

Region Access System Filter

+ T Staff Number T

Cancel

Once you have finished selecting Users, click Next to continue.

® o ’

tern Filter User Filter Email Template
Job Role T Tel T Fax T

Facility Manager

Sales Manager

Security Specialist

16.6.3.7

EMAIL TEMPLATE

You will now be taken to the ‘Email Template’ page where you will be required to enter specific details.

To: Enter the email address of the person(s) who will receive this email. When sending to multiple users,
separate each address with either a comma or a semi-colon followed by a space. A ‘Token’ for the users email
address may also be used here. By default, the email address is {User.Detail06} but can be customised if

required. This is done within ‘User Fields’ under ‘Settings’.

CC: Enter the email address of the person(s) who will be carbon copied with this email.

BCC: Enter the email address of the person(s) who will be blind carbon copied with this email.

Subject: Enter the subject of the notification.

Body: Here you can enter the body of the Email Template. You can also select ‘tokens’ from the drop-down
boxes that define certain content of the notification i.e. forename, event, description, timestamp etc. Once
selected, they will then populate the body of the email. This indicates what you will see in the email once the
notification is sent.

NOTE: The CC and BCC fields are optional.
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Below is a list of tokens that are selectable from the drop-down boxes on the Email Template page.
e {User.Forename}
e {User.Surname}
e  {User.CardNumber}
e {User.DisplayName}
e  {User.CardNumber}
e {User.Detail01}
e {User.Detail02}
e {User.Detail03}
e {User.Detail04}
e {User.Detail05}
e {User.Detail06}
e {User.Detail07}
e {User.Detail08}
e  {User.Detail09}
e {User.Detail10}
e {User.Detail11}
e {Event.Timestamp}
e {Event.EventCode}
e  {Event.Description}
e {System.Title}
e {iFob.Serial}
e {iFob.Position}
e {iFob.Description}
e {iFob.LastTimeTaken}
e {iFob.LastTimeReturned}
e {Item.Detail01}
e {Item.Detail02}
e {Item.Detail03}
e {Item.Detail04}
e {Item.Detail05}
o {Item.Detail06}

e {Item.Detail07}
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o {Item.Detail08}
o {Item.Detail09}
e {Item.Detaill0}
e {Item.Detailll}
e {Engine.Name}
e {Engine.Hostname}
e {Engine.IPAddress}

e {Engine.Port}

NOTE: The User Detail tokens refer to the eleven definable fields that you edit in the User Fields.

NOTE: The Item Detail tokens refer to the eleven definable information fields that are saved against a
particular Item Type.

NOTE: Item tokens only relate to the first item defined for a position.

NOTE: If you wish to manually place these tokens in the body of the email, please ensure that you start and
end each token with the following brackets {}. For example, {User.Forename}.

New Notification @& English (UK) ~ @ Help @ info €Y

Motification Details  Activity Triggers Region Access System Filter tern Filter User Filter Email Template

To Administrator@admincompany.com
Cc
Bee
Subject item illegally removed

- = i= = = = Normal - || Tahoma -

12pt - B I U S A v surname -

Timestamp - Title v Position v

Detail 2 - (Item Booking Token) - (Fault Logging Token) -

(Engine Token) v
Dear Administrator,
This email is to inform you that an Item has now been ilegally removed from the system {System.Title} at {Event.Timestamp}.

The user {User.Forename} {User.Surname} removed the Item in position {iFob.Position} and which is the key to {Item.Detail01}
{Item.Detaill02}.

Kind regards

TrakaWEB Automated Email Notification System v

Cance Back

NOTE: It is important to enter information into the Subject field, otherwise the email will not be sent.

Once you have finished creating the Email Template, click on the Finish button.
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6.6.4 EDITING NOTIFICATIONS

Should you wish to edit any *Notifications’ in the list, you can either double click on a Notification or select the Notification
and click Edit as shown below. Depending on which ‘Notification Category’ was chosen at the start of the process, you
will be directed to a new page showing all the specific options as tabs.

Notifications @ English(UK) ~ @ Help @ Info €Y
@
Enabled Name CE |

My New Notification

Y Create Filter

Selecting an individual tab will take you to its specific page for editing. When you have finished making your changes,
click ‘Save and Return’.

Edit Notification @& English (UK) ~ @ Help @ nfo €Y

Details Activity Trigger Region Access System Filter Item Filter User Filter Email Template

Save and Return Save

Enabled =
Name My New Notification
Category

@ The Notification Category cannot be changed.

NOTE: It is not possible to change the ‘Notification Category’ whilst editing. Should you wish to do this, you
will have to delete the Notification and create a new one.

Please now refer to the Using Email Notifications section.

6.6.5 DELETING AN EMAIL NOTIFICATION

To delete an existing email notification, select the notification and then click on delete.
Notifications ® english(UK) ~ @ Help @ info €

=@l -8

Enabled Name =T

My MNew Notification

T Create Filter

V2.0 18/03/25 uD0260 Page 294 of 527

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



You will then be asked to confirm your choice.

Are you sure you want to delete the notification?

Click on Yes if you wish to delete the Notification. A confirmation window will now appear. Click on OK to continue.

"My New Notification' has been deleted successfully.

6.6.6 USING EMAIL NOTIFICATIONS

Once you have set up your Email Notification and it is enabled, you will begin to see notifications come through to the
specified email addresses. For this example, the following details have been saved as an email notification.

To

Subject

-«

12pt
(Event Token)
(Item Token)

(Engine Token)

FaultAdministrator@admincompany.com

Fault Cleared

E = = Normal

~ B I U5 A~
- (Systemn Token)
- (Item Booking Token)

{FaultLogging.Name}: {FaultLogging.Description}
Critical? {FaultLogging.Critical}

Repaired? {FaultLogging.Repaired} by {FautlLogging.RepairedBy} on {FaultLogging.RepairedDate}
Cleared? {FaultLogging.Cleared} by {FaultLogging.ClearedBy} on {FaultLogging.ClearedDate}

Fault Cleared

~ | Tahoma -

(User Token) . Fault.Administrator@admincompany.com
To Fault.Administrator@admincompany.com

- (iFob Token) -

- Date Cleared - Fault 20, logged by Traka User 01 on 01/04/2022 10:28

Critical? Yes
Fault {FautLogging.FauftNumber} logged by {FaultLogging.LoggedBy} on {FaultLogging.FaultDate} ° Repaired? Yes, by Super Admin on 02/04/2022 14:03

Cleared? Yes, by Super Admin on 02/04/2022 14:04

Kindest Regards
TrakaWEB Automated Email Notification System

EETTIEE [ B

Sat 02/04/2022 14:05

Faulty Seatbelt: The seatbelt cannot be extended or cannot be fastened.

NOTE: This is just an example of how the email notification system works. You can set up many different
notifications with very different activity triggers.

1. The user who has been identified with this particular notification accesses the corresponding system.

2. They then interact with the appropriate item from the system in the way selected as one of the Activity Triggers
for the Email Notification.

3. Once the trigger has been activated, the notification will be sent to the email address entered against the

notification.
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6.7 ITEM BOOKING

Item Booking is a cost option feature, which allows items to be reserved for a specific set of users over a specified time
period.

Typical examples of this functionality may include reserving a meeting room, a company pool vehicle, or access to
restricted areas and items. Item Booking can also be enhanced with the utilisation of Exception Alerts incorporating
Email Notifications. Booking Confirmation Emails are created within TrakaWEB Admin. Furthermore, sub-configuration
options are available which can:

e Automatically cancel a booking if associated items have not been taken within a set time from the start of the
booking

e Automatically end a booking once all associated items have been returned as opposed to waiting for the end of
a booking period

e Configure a limit as to how far in the future a booking can be made for all users

Item Bookings can only be created and edited through TrakaWEB and are not editable at Traka Touch.

6.7.1 ITEM BOOKING - FIXED RETURN OVERVIEW

Item Booking is currently only available on Fixed Return Key Control and Locker Systems, which are not configured to
operate as ‘First in First Out’ or ‘Temporary Deposit Locker’ modes.

Item Booking allows an item to either: be allocated to an end-user by an Administrator or, for users to login to TrakaWEB
and create bookings for themselves when they have been given a special software permission. This permission can be
given to users in isolation, therefore allowing them to be able to login and create a booking for themselves but not
access any other areas of TrakaWEB.

The Booking Wizard ensures that the Booking process is simple and straightforward. It prompts the user for information
such as where the item is being taken from, when the booking will be active and what is being booked. It guides the
user step by step through all the stages of the booking process. The Wizard also ensures that duplicate bookings cannot
be made and that region visibility rules are fully considered.

A summary page displays all bookings made by a particular user with a Gantt chart. The chart offers zoom functionality
to allow bookings to be viewed over a time period between 1 hour and 1 year.

An individual Traka Touch system will store up to 1,000 current/future bookings at any one time. TrakaWEB can store
an unlimited number of bookings across all systems.

6.7.2 THE ITEM BOOKING LANDING PAGE

The option to navigate to the Item Booking Landing page in TrakaWEB is located in the Navigation Menu.
1. Click on the Items button and then select Item Booking.

@ System Viewer

0 users
& Items & Item Booking
[E Reports b Outstanding Faults

Item Access Groups

T Software Settings ~ *
Items

ED

iFobs

=

Systems

O

Realtime Activity
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You will now be taken to the Item Booking Landing Page as shown below.

Item Booking

Start Date End Date

04/04/2022 09:10 11/04/2022 10:10

¢ 3 O04April-132022 -
5 Tue 6 Wed
<
<
Sync Booking ID +  Start + End

Y Create Filter

& English (UK) ~ @ Help @ Info 9
- |8
7 Thu 8 Fri 9 sat 10 Sun 11 Mon
>
Display Name T System Y Pos. T Description T

No data to display

Many of the icons on the Toolbar will appear familiar. You will however notice the addition of 2 magnifying glasses.

NOTE: The zoom features can be used to view details on the Gantt chart once a booking has been created.
Because the timescale used within Item Booking can vary between 1 hour and 1 year, you can zoom in to
view Bookings set to smaller increments of time or zoom out to view bookings set to larger increments of

time.

oo [

. |

6.7.3 THE BOOKING WIZARD

1. From the main Landing page, click on the Create button.

Only a user with Administrator access will be able to set up a Booking. This is a 5-step process, divided up over 3 pages.
The first page displays the first 2 steps, and the second page displays steps 3 and 4.
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56.7.3.1 WHERE AND WHO

Step 1/5 - Select where the user would like to collect the items from

1. From the drop-down menus, select the specific Region and System.

Create Booking @& English (UK) ~ @ Help

® : s

Select where the user would like to collect the items from

Region Reception -
system | |

-—-Select System-—

Select who the booki_

@ Info

Where And Whe When And What Confirm Booking

o

Step 2/5 - Select who the booking is for

2. Select the user you wish to create the booking for. You can either double click next to the name or click on Add

to Selected. The selected name will be added to the ‘Selected Users’ field.

NOTE: If you click on the actual username, you will be redirected to the Edit User page and will have to

navigate back to the Item Booking page and start over.

Select who the booking is for

Available Users

Who

-
-

Tel Fax Mobile
Traka Admin
Traka User 01

Traka User 02

Y Create Filter

Add 1o selected Remove from selected

Selected Users

‘Who Staff Numbe: T JobRole v Tel T Fax T Mobile

1
-

No data to display

T

T
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A maximum of 5 users may be added. Should you attempt to exceed this amount; a message will appear. Clicking ‘OK’
will close the message.

A maximum of 5 users can be added to a booking.

Click on Next when you have selected the Region, System, and the User(s) the booking is being made for.

16.7.3.2  WHEN AND WHAT

NOTE: If at any time, you wish to make a change, click on the ‘Back’ button to return to the previous page.

Step 3/5 - Select when you would like to book the items
The next page will continue with the next 2 steps of the process.

NOTE: The date and time chosen for the booking is in the local zone of that system. The time zone of the
system is displayed within the booking wizard, as seen in the screenshot below.

Select when you would like to book the items

Start 04/04/2022 11:39 (@ The date and time you are selecting is in the local time zone of the system, which is:
(UTC+00:00) Dublin, Edinburgh, Lisbon, Landon

End 05/04/2022 11:39

1. Click on the Start drop-down and either manually type in the date and time when your booking will start or
click on the calendar icon at the right end of the field to open the date selection tool.

Start ' 04/04/2022 12:39 | ® The date and time you are selecting is in the local tirm:
L : = ] FITE 2w Noklin Edinbuirah Hichan |andan
End « < April 2022 > »

Mon Tue Wed Thu Fri 5at Sun

Select the items you'

10 2
Available Items A n 5 6 7 a8 9 10 . o

System 12 13 14 15 16 17 . n

W

Ay
4
Ln

6 18 19 20 21 22 23 24 5
Reception 7 8 g
7 25 26 27 28 29 30

13

12:39 -
Reception 8 s
Reception ? Today OK Cancel
2. Select when the booking will start. Then click OK.
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3. Click on the drop-down menu for End and either manually type in the date and time when your booking will
end or click on the calendar icon at the right end of the field to open the date selection tool.

End | 04/04/2022 16:30
« < April 2022 > »

Select the items you. Mon Tue Wed Thu Fri 5at Sun

Available Items . 11 1

S = b= —n56?8'€- 10 , .
5 11 12 13 14 15 16 17 . \ .

Reception 7 -9
18 19 20 21 22 23 24 7 5

Reception 8 7 25 26 27 28 29 30 A
16:30 :

Reception 9 ‘A

Reception 11 Today OK Cancel

4. Select when the booking will end then click OK.

Once you have made a selection, you can progress with setting a start and end duration for the booking.

Step 4/5 - Select the items you would like to book

At the top of the page, there is a drop-down filter option which may be set as All Items or Authorised Items.

Create Booking @ English (UK) ~ @ Help @ info Y

o o .

Where And Who When And What Confirm Booking

Item Access

(All Iterns) - E]

Authorised Ttems ould like to book the items

NOTE: The filter options are dependent on whether the ‘Unrestricted Software Item Access’ option is ticked
in Software Permissions Groups.

With the All Items filter enabled, any Item may be booked for a user regardless of whether or not they have access to
it.
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Item Access

- -]

Select when you would like to book the items

Start 04/04/2022 11:39 (@ The date and time you are selecting is in the local time zone of the system, which is:
(UTC+00:00) Dublin, Edinburgh, Lisbon, London

End 05/04/2022 11:39

Select the items you would like to book

Available Items

System + Pos. + Description + Detail1 Detail 2 Detail 3 Detail 4
Reception 1 Main Office Key Main Office Building A
Reception 2 Main Office Key Spare Main Office Spare Building A
Reception 3 Back Gate Key Back Gate Building A

NOTE: This option will only be available if the ‘Unrestricted Software Item Access’ option is ticked in the
Software Permissions Groups.

From the dropdown menu, the filter may be changed to Authorised Items. With this enabled, a user may only book
items that they have been assigned access to.

Item Access

: =

Select when you would like to book the items

Start 04/04/2022 11:39 (@ The date and time you are selecting is in the local time zone of the system, which is:
(UTC+00:00) Dublin, Edinburgh, Lisbon, London

End 05/04/2022 11:39

Select the items you would like to book

Available Items

System + Pos. %+ Description + Detail 1 Detail 2 Detail 3 Detail 4
Reception 2 Main Office Key Spare Main Office Spare Building A
Reception 7 Conference Room Conference Room Building A
Reception 8 Meeting Room 1 Meeting Room 1 Building A

NOTE: With the ‘Unrestricted Software Item Access’ option unticked in the Software Permissions Groups,
this will be the only available option.

1. Select which items you would like to book. Either double click next to the item or click on ‘Add to Selection’ to
add them to the Selected Items field.

A maximum of 5 items may be added. Should you attempt to exceed this amount; a message will appear. Clicking ‘OK’
will close the message.
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A maximum of 5 iFobs each with at least 1 item can be added to a booking.

2. Once you have finished selecting items. Click on Next to continue.

16.7.3.3 CONFIRM BOOKING

Step 5/5 - Confirm the booking

Step 5 will summarise the information entered from the previous 4 steps. If required, you can add notes in the space
provided at the bottom.

Create Booking @ English(UK) ~ @ Help @ info €

Where And Who When And What Confirm Booking
Where
Region Reception
System Reception
Who
Who + T Staff Number T JobRole T Tel Y Fax T Mobile T Email T
Traka User 04 Warehouse Manager
When

04/04/2022 14:04 To 05/04/2022 14:04

What

System %+ Pos. = Description Detail 1 Detail 2 Detail 3 Detail 4 Detail 5
Reception 5 Accounts Office  Accounts Office  Building A

Notes

Goncel | | Back

1. If you are satisfied that the details are correct, click Confirm to continue.
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2. A message will appear to inform you that the booking has successfully been created. Click ‘OK’ to close the
message.

Create Booking

The booking has been created
successfully.

The Item Booking Landing page will display a Gantt chart showing a timeline for the booked items.

Item Booking @ English(UK)~ @ Help @ Info €

Start Date End Date S —
ESala(E=iEn - [z

04/04/2022 13:26 11/04/2022 14:26

¢ » 04April-132022 ~

Details 5 Tue 6 Wed 7 Thu 8 Fri 9 sat 10 Sun 11 Mon
B 1
System: Reception i 04042022
(UTC+01:00) 14:04 -
Position: 5 05/04/2022
Description: Accounts 14:04
Office & Traka User
o4
2
[
System: Reception - ?;;g:
(UTC+01:00) Dm
::::“rlrl:l:n Server =2
RmP ) L Trake
User
06
< >
Sync BookingID = Start + End Display Name vy System v Pos. ¥ Description T
® 1 04/04/2022 14:04 05/04/2022 14:04 Traka User 04 Reception 5 Accounts Office
i3 2 04/04/2022 19:24 05/04/2022 09:24 Traka User 06 Reception 4 Server Room
Y Create Filter
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76.7.4 ADD EXTRA USERS TO AN EXISTING BOOKING

If required, additional users may be included to an existing booking. This will however still apply to a maximum of 5

users per booking

1. Select the Item Booking from the Navigation Menu.

The existing Item Booking chart will be displayed.

2. Select the booking that you wish to include additional users and then select the Edit button. This will then take
you through the 5-step process.

Item Booking

Start Date

04/04/2022 1326 (=

End Date

11/04/2022 14:26 [

< » 04Apri-132022 «

, Details 5 Tue 6 Wed 7 Thu
=
» System: Reception B o4/0ar2022
(UTC+01:00) 14:04 -
Position: 5 05/0472022
Description: Accounts 14:04
Office 8 Traka User
04
04 April 19:24 - 05 April 09:24 |
Traka U 06 B e
raka User £ panl
Server Rogm 19:2
05/04
Fosition: &
Description: Server
Room
<
Sync BookingID 2 Start = End
[ ] 2 04/04/2022 19:24 05/04/2022 09:24

[0 Y [Booking D] Equals 2"

& English (UK) ~

8 Fri 9 Sat
Display Name v System v
Traka User 06 Reception

@ Help

Edit

@ Info

10 Sun

Pos.

4

T

2

Create E]

11 Mon

Description T

Server Room

Clear

3. From the available list of users, select the new user to be added to the selected booking.

V2.0 18/03/25

Select who the booking is for

Available Users

who + 1 Tel T Fax
Traka Admin

Traka User 02

Traka User 03

Traka User 04

Traka User 05

T Create Filter

Add to selected Remave from selected

T

Mobile 1 Email
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NOTE: When adding extra users, any items that the editing user has not been granted access to, will be
removed from the booking.

Once completed, click on Next and make any further changes as required.

6.7.5 ADD EXTRA ITEM BOOKINGS
If required, you may add extra bookings to the one already created.
1. Find and click on the Item Booking in the Navigation Menu.

The existing Item Booking chart will be displayed.

2. Click on the Create icon. This will take you back through the 5-step process to create another booking. Refer
to one of the previous sections on how to create a new booking.

3. Alternatively, you can add more Items to an already existing booking. If that is the case, select an existing

booking and click on the Edit button.

Item Booking @ Englsh (UK~ @ Help @ info €Y

Start Date End Date
=

04/04/2022 13:26 11/04/2022 14:26
. ¢ >» 04April-132022 ~
, Details 5 Tue 6 Wed 7 Thu 8 Fri 9 Sat 10 Sun 11 Mon
=
» System: Reception % o4/0472022
(UTC+01:00) 14:04 -
Position: 5 05/04/2022
Description: Accounts 14:04
Office £ Traka User
! 04
04 April 19:24 - 05 April 09:24
B 2
Traka User 06 B gasol

Server Room

Position: 3 1
Description: Server
Room
£ >
Sync BookingID 2 Start + End DisplayName vy System v Pos. Y Description ¥
[ ] 2 04/04/2022 19:24 05/04/2022 09:24 Traka User 06 Reception 4 Server Roomn

[0 Y [Booking D] Equals 2" Clear

4. This will then take you through the 5-step process. Click on Next on the first page to get to the When and What
page.
5. Select the Item that you want to add to the existing booking and click on the Add to selected button.
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Printer Room Printer Room

Reception 9

Cancel Back

Building A

Reception 2 Main Office Key Spare Main Office Spare Building A
Add to selected Remnove from selected
Selected Items
System = Pos. = Description = Detail 1 Detail 2 Detail 3 Detail 4
Reception 4 Server Room Server Room Building A

6. Click on Next to confirm the changes in your booking and save it.

76.7.6 USE THE ZOOM FEATURE

The Zoom feature will allow the user to zoom in and out of the Gantt chart. This allows for easier viewing between

bookings made for an hour and bookings made for up to a year.

The example below demonstrates 2 bookings made for 2 different periods of time. The zoom-in button has been used in

this case to better view the booking details for an item over a period of 1 day.

Item Booking @ English(UK) > @ Help @ info €Y
Start Date End Date
04/04/2022 14:.08 11/04/2022 15:08 - ! E]
¢ » 04April-132022 ~
Details 5 Tue 6 Wed 7 Thu 8 Fri 9 Sat 10 Sun 11 Mon
System: Reception =
(UTC+01:00) [ 04/04/2022 14:04 - 14/04/2022 14:04
Position: 5 8
Description: Accounts [TEE LEEr 1
Office
=
System: Reception i paspaszoz2
(UTC+01:00) 19:24 -
Pasition: 4 05/04/2022
Description: Server 19:24
Room £ Traka User
< >
Sync Booking ID + Start + End DisplayName T System Y Pos. T Description T
[ ] 1 04/04/2022 14:04 14/04/2022 14:04 Traka User 04 Reception 5 Accounts Office
[ ] 2 04/04/2022 19:24 05/04/2022 19:24 Traka User 06 Reception 4 Server Room
Y Create Filter
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The example below shows the same booking, but the zoom-out feature has been used to view a booking made over a
significantly longer period of time.

Start Date

T Create Filter

04/04/2022 14:08 11/04/2022 15:08

Item Booking @ English (UK}~ @ Help

End Date

¢ > 04April-12June 2022 ~

Details 11 Apr - 17 Apr 18 Apr - 24 Apr 25 Apr-01 May 02May-08May 09May-15May 1
System: Reception =R
MR, T 04/04/2022 14:04 - 14/04/2022
Position: 5 1204
Description: Accounts 8
Office Traka User 04
=
4
System: Reception
(UTC+01:00)
Position: 4
Description: Server
Room ‘g
<
Sync BookingID + Start + End DisplayName T System T Pos. T
[ ] 1 04/04/2022 14:04 14/04/2022 14:04 Traka User 04 Reception 5
[ ] 2 04/04/2022 19:24 05/04/2022 19:24 Traka User 06 Reception 4

@ Info (o]

E]

Description T
Accounts Office

Server Room

6.7.7 COLLECT BOOKED ITEMS

Once a user has booked an item, it will be accessible to them at the system.

1. Click on the screen to access the keypad.

2. Access the system by using your ID. This may include Keypad ID, Credential or fingerprint.

V2.0 18/03/25

06/04/2023 11:00:30
To access the system, swipe your ID card “
or press Search to find an item —
1 2 3
4 5 6
oo ¥ 8 9
QP H® M
X |0 | v
Search Help New PIN Enrol :
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3. If the user logging into the system has the Admin role assigned to them, they will access booked items by
selecting I Know What I Want as shown here.

@ ¢ traka
06/04/2023 11:04:04 ASSAABLOY
Welcome Traka Admin, please select an option below:
[ X X N NN J
[ X E%. ®
I Know What I Want
Reports Admin LR

If the user has the Standard User role assigned to them, the door will automatically open after logging in.

After the door has opened and the item is available to you, it will now be accessible. A message will appear on the screen
providing you with the Booking information.

@ ¢ traka
06/04/2023 11:18:45 ASSAABLOY
@ Traka User 04
o
Pl
Pos 5: Accounts Office
‘ This item is booked to you until
07/04/2023 at 11:14.
Please return the item before this time so that
it is available for other users.
Hel
| oK ‘ | Cancel ‘ =l ‘
ookup ‘

6.7.8 ITEMS NOT TAKEN

A sub-configuration option is available which can be used to cancel a booking if the items have not been taken within a
configurable timeframe from the start of the booking. For example, an Item Booking has been set to begin at 09:00 and
the cancellation timeframe is set to 30 minutes. If the user attempts to remove the item at 09:35, it will already have
been cancelled. The timeframe can be set as follows:

. 5-60 minutes
. 1-24 hours
. 1-365 days

If there are multiple items associated with a booking and some but not all of the items have been taken, then the booking
in this case will not be cancelled.

If a user only has access to items through Item Booking and the booking has been cancelled, they will no longer be able
to gain access to the item unless they have been given Item Access to do so.
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An exception report will be created in TrakaWEB showing a list of ‘Items not taken at the start of a booking” as shown
below.

Item Booking Exception Report @& English (UK) = @ Help @ mmfo €Y

Start Date End Date

@
04/03/2022 15:33 04/04/2022 16:10

Exception Date + BookingID v Exception T System Y Pos. v Description T Who v
04/04/2022 16:09:27 7 Item not taken at the start of the booking Reception 3 Back Gate Key

04/04/2022 16:08:27 6 Item not taken at the start of the booking Reception 10 Meeting Room 2

04/04/2022 16:07:27 5 Item not taken at the start of the booking Reception 8 Meeting Room 1

04/04/2022 16:01:29 4 Item not taken at the start of the booking 7 Conference Room
04/04/2022 16:01:28 3 Item not taken at the start of the booking Re 10 Meeting Room 2

04/04/2022 16:01:28 1 Item not taken at the start of the booking 5 Accounts Office

T Create Filter

6.7.9 END BOOKING UPON ITEM RETURN

A simple sub-configuration option is available when Item Booking is enabled that will end a booking once one or all of
the associated items have been returned to the system. This sub-configuration can also be used with the ‘Items not
Taken’ option.

It is not a requirement that all the associated items have to be taken and returned before this mode of operation is
terminated. For example, if 3 items have been booked and only one has been taken, upon its return to the system, the
booking will end. If users want to book multiple items, they should consider removing all the items at once or create an
individual booking for each item.

Traka Touch will monitor the return of items to the system, checking against active bookings and generate a ‘Booking
Ended’ system event. This event will be shown in the System reports along with the booking reference number and the
end date and time that the items were returned.

6.7.10 RESTRICT FUTURE BOOKINGS

An option is available to configure how far in the future an Item Booking can be made for all users through TrakaWEB.
This option is configured within the Admin App and will affect TrakaWEB only.
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1. Within the TrakaWEB Admin App, select the Business Engine.

e
Service setup Detals | Emai Configurstion | 1 PIN | 71 Envolmert 1D + | hem Booking Opiors |
Database setup
Default settings
£ Users setup
== System managemert Engine Mame
[ e Business Engins on UKOLND-AT1557
< Business Engine on UKOLND-A11557 - Orline - UKOLND-A11557 (10.2 Host name
=D 5 : . : UKOLND-A11557 Logging Level
A Lo : IP Address © None
..... New System - Online ‘ e e i
@ High

Engine State

]

Save

2. Next, select the Item Booking Options tab.

The option for the future booking restrictions is located at the bottom of the window as shown below.

| Details | Email Configuration | =1 FIN Notfication | T Enollment ID Notficatio

Enable ttem Booking Confimation Emails

User Detail Email Address Field

ltem Booking Options

[Detail 6: Email -
Subject
Traka tem Booking Corfirmation - #{0} {5} Email Template Fields
Body {0} = Booking 1D
Dear {6} {7} . {1} =Start Date

{2} = End Date
The following tem Booking has been successfully {5}. {3} = Booking Region
Booking ID: o {4} = Booking System
Booked from: {1} {5} = Booking Action
Booked until: 2 ({Created/Edited/Deleted)
Collection point: 4} {E} = First Name
ftems Booked: {7} = Last Name
{0} {8} = Booking Notes

{5} = Booking User List (HTML Table)

Who the ttems are booleed to:
{9}

[7] Restrict how far in the future a booking can start

] [Hous |

{10} = Booking ttem List (HTML Table)

Once the checkbox has been enabled, the text box will default to 24 and the units will be in hours. The drop-down box
will enable you to switch between Hours and Days and the number in the text box can be changed manually.
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Restrict how far in the future a booking can start

24
Hours

Days |
Once enabled, the Booking Wizard will enforce the booking restriction on creating or editing bookings for both Booking

Users and Booking Administrators.

The start date restriction will be calculated against the current time of the selected system based upon its time zone.
For example. If a 2-hour restriction time has been set in place and a user attempts to make a booking that falls outside
of the 2 hour restriction, a warning will be displayed as shown.

Create Booking

Items cannot be booked more than 2 Hours in advance. Please
correct the start date and try again.

6.7.11 ITEM BOOKING OVERRIDE

The Item Booking Override feature allows a user with special permissions to book an item that already has a booking
allocated against it.

1. In the Users menu, select the user you wish to allocate the Booking Override permission to and then click the
Edit button.

Users & English (UK) - @ Help @ Info o

Region System Active

(All Regions) ~  (All Systems) -~ (All Users) - E]

T... Display Name Y Sync Staff Number v Job Role Y Tel v Fax Y Mobile Y
[ super Admin ®
] Traka User 01 [ ] Sales Manager

2. At the next page, click on the ‘System Access’ tab.

Edit User - Traka User 01

Details System Access Credentials
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3. At the bottom of the ‘System Access’ page,find the system on which the user will be given the Item Booking
Override permissions. Click on the Ellipsis symbol to the right of the system record to expand it.

Sync  Effective T System $ T Region Y ActiveT No.oflitems
o o Production [
Locker
& Reception Reception ]
& Reception2 Reception [
T Create Filter

Super Admin Y

System Admin T

User Admin Y

O

4. A new panel will open. Find the check box under ‘Item Booking Override’ as shown below and check it.

L

Items Admin:
System Reports:
Fault Logging Admin:
Authoriser:

Auth. Override:

Item Handover:

Curfew:

Reception

O oo

Reception

None

[Item Booking Override:

8)

Emergency Open:

ltermn Access Schedule Override:

0

With the ‘Item Booking Override’ permission given to the user, they now have the ability to override an already booked

item.

@0 ¢

05/04/2023 15:48:08

N7

Traka User 01

You are overriding a booking for this item.

wEa

Pos 1: Main Office Key

Are you sure you want to continue?

Yes

L% |

Help ‘

Lookup ‘
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6.7.12 ITEMS BOOKED TO OTHER USERS

When a user has made a booking, the Traka Touch screen will display which items are already held by other users.

(Ve

05/04/2023 15:56:14

@ Traka User 02
° Held: 1

6600060 OGOGOGC

Help

Lookup

It is possible to access an item that is already booked to another user up to 12 hours before its next booking, so long it
is still within the system. In this situation, the user will be advised of the booking details and when the item should be

returned.

@S ¢

05/04/2023 16:00:48

@ Traka User 02
[

i

i3
Pos 2: Main Office Key Spare

' This item is booked to another user on
05/04/2023 at 17:54.

Please return the item before this time so that
it is available for the booking.

Help
OK Cancel

okup

NOTE: If a user takes an item before the next booking begins and fails to return it before that time, the
system will record an ‘Item not returned prior to booking’ event.

A user may also remove an item that is already booked to them up to 12 hours prior to when the booking period is due
to commence. In this instance, the system will remind the user to return the item by the end of the booking.

@G ¢
05/04/2023 16:02:27

@ Traka User 03
o

(SRS
Pos 2: Main Office Key Spare
' This item is booked to you within the next few hours.
If you do not return the item before the booking starts, please

remember the item must be returned by the end of your booking on
06/04/2023 at 15:54.

Help
OK Cancel

okup

NOTE: If a user takes an item before or during a booking and fails to return it before the booking ends, the
system will record an ‘Item not returned at the end of the booking’ event.

NOTE: Exception Alerts can be created in the form of Email Notifications to inform users when items need
to be returned or when items have not been returned to the system. This is particularly useful for back-to-
back bookings.
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[6.7.13 ACCESS RESTRICTIONS

A situation may arise whereby an administrator would only want certain users to only have access to items via an Item
Booking. Therefore, when the user has no active bookings, they are unable to access the system. This can be done
whereby the user is given login credentials and is set as active on the system but not granted access to any items. A
typical example of this may be where the user requires access to cleaning materials during a specific work shift, but not
at any other time.

When the user enters their ID at the Traka Touch Screen and they have no active bookings, they will see the following
screen.

@ ¢

05/04/2023 16:10:24

Welcome Traka User 06, you are registered on the

system but have not been granted access to any items. 1 2 3
4 5 6
7 8 9
[eXe]
QP8 w
>< 0
Search Help New PIN Enrol

However, when a single item is granted to the user via a booking, the Traka Touch screen will display a message stating
which item they have access to, and the time restrictions applied.

@0 ‘I’ traka
05/04/2023 16:13:30 ASSA ABLOY

8 Traka User 06
o

@il
Pos 7: Conference Room

‘ This item is booked to you until
06/04/2023 at 16:12.

Please return the item before this time so that
itis available for other users.

Hel,
oK Cancel B ‘

Lookup ‘
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The user can then remove and return the item at the system in the usual way.

i
4/2023 16:15:56

@ Traka User 06
o Held:

‘ Help ‘

‘ Lookup ‘

76.7.14 ITEM BOOKING CRITICALLY FAULTED ITEMS

When using Item Booking with the Fault Logging feature enabled, items that are listed with a critical fault may not be
added to a booking. Critically faulted items will be displayed in grey, and a message will indicate that those items have
been disabled either due to a critical fault or the user does not have access. However, this does not apply to non-

critically faulted items.

ltem Access

(All Items) =
Select when you would like to book the items
(UTC+00:00) Dublin, Edinburgh, Lisbon, London

End 16/09/2023 1337 B

Select the items you would like to book

Available Items
@ ltems thar have a grey background are disabled either because they have a critical fault assigned or the user does not have access.

Start 15/09/2023 1337 | @ The date and time you are selecting is in the local time zone of the system, which is:

System s Pos. % Description % Detail 1 Detail 2 Detail 3 Detail 4 Detail 5
TKC 45303 1 IFOB1 IFOB1
TKC 45303 2 IFOB2 IFOB2
TKC 45303 H IFOBS IFOBS
TKC 45303 6
TKC 45303 7
TKC 45303 8
TKC 45303 9
TKC 45303 10
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6.7.15 ITEM BOOKING CONFIRMATION

The ability to enable the Item Booking feature to send confirmation Emails is set up within TrakaWEB Admin App.
1. Within TrakaWEB Admin App, click on the ‘Item Booking Options’ tab.

2. Select the ‘Enable Item Booking Confirmation Emails’ checkbox.

| Details | Email Configumtion | 1 PIN Netfication | T Enrollment ID Notficatiorf| tem Bocking Options I

l [¥] Enable tem Booking Corfimnation Emails I

User Detail Email Address Field

[Detail 6: Email -
Subject
Traka tem B.c;oking Corfimation - #{0} {5} Email Template Fields
Body {0} = Booking 1D
Dear {6} {7} o {1} = Start Date

8 {2} = End Date
The following tem Booking has been successfully {5} {3} = Booking Region
Booking 1D: {0} - {4} = Booking System
Booked from: i} 7 {5} = Booking Action
Booked until: 2} ({Created/Edited/Deleted)
Collection point: {4} {6} = First Name
ltems Booked: ?} = Last Name
{10} {8} = Booking Notes

{9} = Booking User List (HTML Table)

o s palekally: {10} = Booking tem List (HTML Table)
§e

[] Restrict how far in the future a booking can start

Hours

Save

You will be able to use placeholders to populate each individual field with information relating to the Email confirmation
you wish TrakaWEB to send to users, including email address, subject and the main body of text for the notification.

3. Once you have created the notification, click on the Save button.
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6.7.16 SOFTWARE PERMISSIONS GROUPS

Special software permissions can be given to users to allow them to create or amend their own bookings. Likewise,
permissions can also be given to create bookings for other users which could be granted to a booking administrator.

The software permissions can be restricted down so that only the booking summary page and Booking Wizard are
accessible to the end-user, making an effective self-booking portal environment. Alternatively, users can be granted
access to the other areas of TrakaWEB as well.

1. From the Navigation Menu, click on the Software Settings and then select Software Permissions Groups.

0 Users
2 Items v
[E Reports 3

@ Software Settings  » Access Schedules

£ iFobs Item Types

Activity Types
[0 Systems v Tye

User Groups
(& Realtime Activity
User Fields

Regions

Software Permissions Groups
Notifications
Fault Definitions

Reasons

2. You will now be taken to the ‘Software Permissions Groups’ page. Click on the Create button to continue.

3. At the next page, you can insert the name of your Software Permissions Group.

New Software Permissions Group & english (k) ~

o

@ Help @ Info

[ Cancel

[ Save and Return

save E]

Details

Name

Item Booking Group|

4. Expand the Permissions tree and select the check boxes for the specific Permissions as shown in the examples
below.

Book for Others

|| Edit Everyone Group | || Edit Everyone Group
B = Item Booking

B "] Book For Others

B = Item Booking
B ¥| Book For Others

V2.0 18/03/25

Allow only authorised items to be booked

B Allow all items to be booked

B[] Book For Yourself
*D Allow only authorised items to be booked
L] Allow all items to be booked

] Realtime Activity

uD0260

n Allow only authorised items to be booked l

\:‘ Allow all items to be booked
B[] Book For Yourself
\:l Allow only authorised items to be booked
] Allow all items to be booked
fU Realtime Activity

Page 317 of 527

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



The check box for Allow all items to be booked will allow users to take booked items even if they have not been
granted access to them.

The check box for Allow only authorised items to be booked will allow users who have been granted access to those
items to be able to take them during a booking.

If both check boxes are selected, then the option ‘Allow all items to be booked’ will apply. If both boxes are left
unchecked, then you will be unable to book items for others.

Book For Yourself

‘ “|_| Edit Everyone Group ‘ || Edit Everyone Group
B = Item Booking B % Item Booking
}D Book For Others l[D Book For Others
D Allow only authorised items to be booked |:| Allow only authorised items to be booked
\:’ Allow all items to be booked I:I Allow all items to be booked
B ¥/ Book For Yourself B ¥| Book For Yourself
D Allow only authorised items to be booked ﬁ Allow only authorised items to be baoked]
ﬂ Allow all items to be booked l L|:| Allow all items to be booked
] Realtime Activity 7D Realtime Activity

The check box for Allow all items to be booked will allow users to take booked items even if they have not been
granted access to them.

The check box for Allow only authorised items to be booked will allow users who have been granted access to those
items to be able to take them during a booking.

If both check boxes are selected, then the option ‘Allow all items to be booked’ will apply. If both boxes are left
unchecked, then you will be unable to book items for yourself.

Restricted & Unrestricted Item Access

If unrestricted Item Access is unticked, the user will only be able to grant to other users’ items that the booking user
also has access to.

This may be overridden by ticking the Unrestricted Software Item Access box in Software Permissions Groups.

‘ || To Authorised Users
&% Options
—D Event Times
B[] Notifications
H*D Extended Categories
*l:l Advanced
—D Software
L° Unrestricted Software ltem M:ess]
=—|‘j Pages

5. Once you have finished making your selection, click Save and Return.
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The newly created Permissions group will be shown.

Software Permissions Groups & english(uk) - @ Help @ info €Y

=

Group Name C

[Item Booking Group

Super Admin

T Create Filter

You will now be able to allocate the Permissions Group to specific users.

6. Navigate to the Users page, choose a User whom you are going to assign to the newly created Software
Permissions Group, click on Edit, and once you have accessed their personal record click on the Web Access
tab.

Edit User - Traka User 01 @ English(UK)~ @ Help @ Info €

Details System Access Credentials Item Access Groups Item Access Region Access History

7. At the next page, create the Web Login details for the user and select the Software Permissions Group from the
drop-down menu.

Web Login

Web Windows User Name

Web User Name TrakaUserQ1
Web Password ssssssses
Details

Software Permissions Group | itern Booking GroujiRe |

Please Select...

Super Admin

When the user logs into TrakaWEB, they will then be able to create and amend their own Item Booking but will not have
access or the ability to edit any other features.

NOTE: If you wish to delete a Software Permissions Group, then you will need to deallocate it from any users
first.
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76.7.17 ITEM BOOKING REPORTS

Whilst the Booking Summary page will show all active and future bookings, a separate audit trail will be made available
in the reports section of TrakaWEB. There are two types of Booking report available: Item Booking Activity Report and
Item Booking Exception Report.

56.7.17.1 ITEM BOOKING ACTIVITY REPORT

1. Click on Reports in the Navigation Menu and choose the View Reports option. Then locate the Item Booking
Activity Report under the Utilisation sub-menu.

Reports @ English (UK) = @ Help ® Info €

General Activity Chart

A report & chart showing how many times an item was taken out of the system.

Status
llte”ﬂ Booking Activity Repart ]
) A report showing the item boaoking history for bookings that have expired.
Exceptions
Permissions
Regions
Utilisation

2. Click on the report’s name to view it. You will now be taken to the ‘Item Booking Activity Report’.

Item Booking Activity Report & English(UQ =~ @ Help @ info @

Start Date End Date

(]
05/03/2022 12:46 05/04/2022 12:46

Booking ID + Start End Display Name Y System Y Pos. T Description T
13 05/04/2022 10:10 05/04/2022 10:16 Traka User 06 Reception 7 Conference Room
11 05/04/2022 09:53 05/04/2022 10:02 Traka User 06 Reception 7 Conference Room
9 05/04/2022 09:18 05/04/2022 09:24 Traka User 03 Reception 1 Main Office Key
o AEINAIIATY NREA AE INA 19007 NO-RE Trala [ lear A7 Darantinm 4 WA min PR o 1
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56.7.17.2 ITEM BOOKING EXCEPTION REPORT

1. Click on Reports in the Navigation Menu and choose the View Reports option. Locate the Item Booking
Exception Report under the Exceptions sub-menu.

Reports

General
Status
Exceptions
Permissions
Regions
Utilisation

Diagnostics

& English (UK) ~

Alarms Report

A report showing alarms.

Item Returned by a Different User Report

A report showing items that were taken and returned by different users.

Mot Seen In A While Report

A report showing iFobs and items that have not been back to the system for a long time (e.g. lost items).

Overdue Report

A Report Showing iFobs and items which have an overdue curfew.

{1tem Booking Exception report |

Areport showing the exceptions encountered with item booking such as items not returned prior to

booking and items not returned at the end of the booking.

@ Help @ Info 9

2. Click on the report’s name and you will be taken to the ‘Item Booking Exception Report’.

Start Date

04/03/2022 15:33

Exception Date =

04/04/2022 16:09:27

04/04/2022 16:08:27

04/04/2022 16:07:27

04/04/2022 16:01:29

04/04/2022 16:01:28

04/04/2022 16:01:28

Y Create Filter

Item Booking Exception Report @& English (UK) ~

End Date

04/04/2022 16:10

v  Excepti Y System T Pos.
Item not taken at the start of the booking Reception 3
Item not taken at the start of the booking Reception 10
Item not taken at the start of the booking Reception 8
Item not taken at the start of the booking Reception 7
Item not taken at the start of the booking Reception 10
Item not taken at the start of the booking Reception 5

@ Help @ Info 9

Refresh Repart E]

Description T Who v
Back Gate Key

Meeting Room 2

Meeting Room 1

Conference Room

Meeting Room 2

Accounts Office
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76.7.18 DELETE ITEM BOOKING

1. Select Item Booking from the Items section in the Navigation Menu.

2. At the Item Booking landing page, select the booking you wish to delete, and then click the Delete button.

Item Booking

Start Date End Date

04/04/2022 1326 H 11/04/2022 14:26 =

@& English (UK) ~ @ Help @ Info €Y

Refresh l Delete ' Edit E]

Details

b System: Reception
(UTC+01:00)
Position: 5

Office
04 April 19:24 - 05 April 09:24
Traka User 06

Server Room
' Position: 3

Description: Server
Room

Description: Accounts

sync BookingID & Start

[ ] 2

[0 Y [Booking |D] Equals "2

. ¢ > 04April-132022 ~

5Tue 6 Wed 7Thu 8 Fri 9 sat

B o1
% oa/oarz022
14:04 -
05/04/2022

1404

&, Traka User

04
B 2
s garof
[ 19:2
05004
09:2:

8 Traig

User|
06

End Display Name ¥y System

“»

04/04/2022 19:24 05/04/2022 09:24 Traka User 06 Receptl

10 Sun 11 Mon

T Pos. T Description T

lon 4 Server Room

Clear

3. A window will show where you will be asked if you are sure to delete the booking. Select Yes.

Delete Booking >4

Are you sure you want to delete the booking?

4. TrakaWEB will then display a confirmation message. Click on OK to come back to the Item Booking menu.

V2.0 18/03/25

Delete Booking )¢

The bocking has been deleted successfully.

Ok
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6.8 FUEL, DISTANCE & LOCATION LOGGING

Fuel, Distance & Location Logging are individual cost options which can be used to assist fleet managers with day-to-
day management of their vehicles. Each feature can be used independently or in combination. They can be purchased
individually and also be turned on or off as required.

Users with access to the system will be granted a key to a vehicle, then after returning the key to the system, they will
be requested to enter information regarding the fuel usage, the distance travelled, or time duration of journey, and the
vehicle’s current location. The next user to remove that key will be shown information as to the current location of the
vehicle.

6.8.1 FUEL, DISTANCE & LOCATION LOGGING OVERVIEW

Fuel Level logging allows the end user to record a fuel level against an item when it is returned. This could be the fuel
level of a vehicle or the battery charge level of a device.

Distance logging allows the end user to record a cumulative distance value against an item when it is returned. The
distance units will be configurable by item type and will include miles, kilometres, and hours.

Location logging allows the end user to record the current location of a vehicle.

When a user returns an item, Traka Touch will prompt the user to enter current information via the on-screen
alphanumeric keyboard.

The current fuel, distance and location will be shown in the System Viewer of TrakaWEB and the search screen of Traka
Touch.

A current report will be available in TrakaWEB listing for all the items with the feature enabled.

An exception report will be available to list users who have returned items but not provided the requested information
at the Traka Touch System.

NOTE: Location Logging is also available for Random Return to Multiple Systems (RRMS). For more
information, please refer to the Random Return to Multiple Systems section of this document.

56.8.1.1 ENABLING THE OPTION

The Fuel, Distance & Location Logging features require a system configuration before they can be enabled. Contact Traka
or your Distributor for further details.

The features can be enabled through two different methods before they are usable in TrakaWEB.
1. To enable the options within the Admin Application, a user will need to set them to On Return. An administrator

who has the appropriate access to the Admin Application will need to select the desired system and navigate to
the Feature Options tab. Once selection has been completed, Click Save.

Fuel Logging
System Default On Retum L

Distance Logging
System Default On Retum -

Location Logging
System Default On Retum W

NOTE: Enabling the features in TrakaWEB Admin will set all items in the system to have the feature active.
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Alternatively, each feature can be activated within TrakaWEB through the Features tab.

2. From the System Viewer, select an item to apply the feature to and then select Edit iFob from the Toolbar.

System Viewer

Region System

Default -~  Reception

& English (UK) ~ @ Help

@ Info (o]

000000000

000000600090

Reception

status : @ 05/04/2022 10:19:28

System communicating OK

Pos 10

status: @

Previous user: Traka User]

Edit iFob

Edit ltems E]

3. At the next window, select the Features tab.

Edit iFob
Details Features Items
— —

iFob Access

& English (UK) ~ @

History

Help @ Info 9

[ Cancel ][ Save and Return ]

Within the Features tab you will see a list of all the Feature Options that are available.
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4. Selecting the Fuel Logging, Distance Logging and Location Logging tabs will enable you to change the 3
features to Forced On for Return. Once the required features have been selected, click Save and Return.

Edit iFob & English (UK) ~ @ Help & Info g
Details Features Items iFob Access History
[ Cancel J[ Save and Return l Sawe

Item Authorisation -

Fuel Logging -

Mode lForced On for Return - l

Fuel Level
0%
Distance Logging ‘

Mode l Forced On for Return 'I

Total Distance i) Miles
Location Logging a

Meode l Forced On for Return - l

Current Location

Curfew -

NOTE: If you choose to enable the features through TrakaWEB, they will only be available on the current
selected item. Depending on how many items you wish to have the particular features enabled upon, it
may be more time efficient to enable them in TrakaWEB Admin and then disable them on any items you
don’t want them enabled upon in TrakaWEB. If, however you have many items and only wish the features
to be enabled on a few, it will be more time efficient to enable them on those items in TrakaWEB.

NOTE: If you are using Location Logging with RRMS, the option will automatically be enabled for all
systems. Please refer to the Random Return to Multiple Systems section for more information.
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56.8.1.2 CONFIGURING DISTANCE LOGGING

Fuel Logging and Location Logging ido not require any further configuration once they are made active. A user with
administration access can however select different options, which will affect the Distance Logging functionality.

1. Within Software Settings on the Navigation Menu, click on Item Types.

Item Types

Activity Types
User Groups
User Fields

Regions

Software Permissions Groups

Notifications

2. The user will now be taken to the Item Types page. After the required item has been selected, click on Edit.

Item Types

Item Type Name
Key

Rack

Y Create Filter

@ Englishuk)~ €@

S - 8

3. At the Edit Item Type page, click on the Features tab as shown.

Type Features

V2.0 18/03/25

Edit Item Type - Key

History

@ English (UK) ~ €

l Cancel

l Save and Retrn
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4. Clicking on the Logging Mode drop-down menu will provide two options: Total Distance and Trip Distance.

Edit ltem Type - Key

Type Features History

Distance Logging

Logging Mode

| Total Distance - ‘

Trip Distance

l Cancel l Save and Rewrn

5. Clicking on the ‘Units’ drop-down menu will provide three options: ‘Miles’, ‘Kilometres’ and ‘Hours’.

Edit item Type - Key

Type Features History

Distance Logging
Logging Mode
Total Distance -

Units

‘ Miles| - ‘

Kilometres

Hours

l Cancel ]l Save and Rewrn ]

6. Once a selection has been made, click on Save and Return.

NOTE: If a user changes the units at any time, the previous numeric value in the system will remain the
same but will display the current set unit. For example, 8 hours will become 8 miles if the unit was changed

from hours to miles.
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56.8.1.3 REMOVING AN ITEM

1. Access the system using a keypad ID, Credential, or Fingerprint.

@G ¢

06/04/2023 11:04:04

g

I Know What I Want

B O

Reports Admin

Welcome Traka Admin, please select an option below:

Logout

NOTE: When an admin user accesses the system, they will see the I Know What I Want button. When a non-

admin user accesses the system, the door will automatically open.

Once the door has opened, a user will be able to select an item. A screen will then be shown displaying the details of

the item’s last known location.

2. Click on OK and the item will be released.

@ ¢

06/04/2023 14:40:33

©

Pos 10: Silver Ford Focus

Main Car Park

ok

This item has been left in the following location

Closing in 4
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56.8.1.4 RETURNING AN ITEM

When users return items to the system, they will be prompted to enter specific details including its location, fuel or
charge status and distance or time duration of travel.

NOTE: Closing the door will prevent a user from entering the requested information. This will generate an
‘Exceptions’ report in TrakaWEB.

1. If the Location feature has been enabled, after logging into the system and returning the item, the user will be
presented with the following screen requesting the items’ current location. Once the location has been entered,

click OK.
s traka
06/04/2023 14:49:44 ASSAABLOY

@ Pos 10: Silver Ford Focus
Please enter location below:

Rear Car Pard

(@]
1%
=
o
s

2. If the Fuel feature has been enabled, then at the next screen the user will be required to enter the current
fuel/charge level. This is shown as a dial on the screen which can be simply rotated clockwise or anticlockwise
using a finger or by using the up and down arrows.

®C ¢

06/04/2023 14:48:57

Tra
Eﬁ' Hel Sﬁ Pos 10: Silver Ford Focus

Please select the current fuel level for this item.

12 -
¢ e a b

=

Empty—‘ / '— Full

90 % Hep

‘ OK ‘ ‘ Cancel ‘ ‘ Lkt ‘

NOTE: For locker-based systems, this screen will be used to log the current charge remaining in an item
such as a laptop or an iPad.

3. Once the fuel/charge level has been set, click OK to continue.

If the Distance feature has been enabled, the next screen will request a user to enter either the ‘Trip Distance’ or the
‘Total Distance’.

If the logging mode selected was for ‘Trip Distance’, the user will be required to enter the distance travelled on that trip.

V2.0 18/03/25 uD0260 Page 329 of 527

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



If the logging mode selected was for ‘Total Distance’, the user will enter the total current distance travelled against the
previous distance.

@ ¢ traka
06/04/2023 14:58:18 ASSAABLOY

@’ " Pos 10: Silver Ford Focus

The previous distance recorded for this item was
1 2 3 35 Miles.
Please enter the current total distance the item has
4 5 6 travelled.
A
7181 9 Mies —
=]
X1l o]V — — o
‘ OK ‘ ‘ Cancel ‘ G

NOTE: If the user enters a current total distance that is less than or equal to the previous distance, the
system will display a warning. The distance will automatically be set to the same value as the previous
logged distance unless a correct value is entered.

DS ¢

06/04/2023 15:12:43

@ '. Pos 10: Silver Ford Focus

The previous distance recorded for this item was

i 2 3 45 Miles.

Please enter the current total distance the item has

4 5 6 travelled.

O
7 8 9 Mies —
WARNING: The distance entered must be greater ‘ - ‘
than the previous recorded distance. _—
X|1o]|V — — b
‘ oK ‘ ‘ Cancel ‘ k—‘
_— —_— up
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If the units were set to hours, and the logging mode was set to ‘Trip Distance’ the user will enter the distance travelled
in hours.

@G ¢

11/04/2023 10:59:21

@5‘ ," Pos 10: Silver Ford Focus
1 2 3

Please enter the distance travelled on this trip.

71819 Hours -
v

| oK | ‘Cancel‘ e

If the units were set to hours and the logging mode was set to ‘Total Distance’, the user will enter the total distance
travelled in hours against the previous time duration.

@ ¢
11/04/2023 11:15:32
E‘f‘; " Pos 10: Silver Ford Focus
The previous distance recorded for this item was
1 2 3 88 Hours.
Please enter the current total distance the item has
4 5 6 travelled.
A
7 8 9 Hours —
4
X1o|/ — N 'P_|
| oK | ‘ Cancel ‘ o
L kup ‘

NOTE: If the user enters a current total time duration that is less than the previous time duration, the system
will display a warning. The hours will automatically be set to the same value as the previous hours unless
the correct value is entered.

@Q ‘I" traka
11/04/2023 11:28:18 ASSAABLOY
@' '. Pos 10: Silver Ford Focus
The previous distance recorded for this item was
1 2 3 92 Hours.
Please enter the current total distance the item has
4 5 6 travelled.

1lsls &l

WARNING: The distance entered must be greater ‘ v ‘
than the previous recorded distance.

‘ oK ‘ ‘Cancel‘
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56.8.1.5 VIEWING CURRENT FUEL, DISTANCE & LOCATION LOGGING
The System Viewer screen will display the basic details of the current selected item in the system.
Depending on what features have been enabled, a user can see the current fuel level, the total distance and last trip

distance, depending on which features were enabled. The user can also see both the current and previous location of
the item as well as the previous user who took the item.

Reception

status : @ 06/04/2022 09:17:46

099909099

Systern communicating OK

0000006060060

Pos 10 - Silver Ford Focus

status: @
Previous user: Trake User]

Fuel Level:

70%

100
Total Distance: 88 Miles
Last Trip Distance: 8 Miles
Current Location: Main Car Park

Previous Location: Rear car park

Users can also view the current Fuel, Distance and Location through the search screen on Traka Touch.

NOTE: Depending on how the Traka Touch system has been configured, the Search option maybe located
under ‘Reports’. See UD0011 - Traka Touch User Guide for further details.

1. Click the ‘Search’ button on the Traka Touch screen.

oy
11/04/2023 11:49:38

To access the system, swipe your ID card “
or press Search to find an item p—
1 2 3
4 5 6
oo 7 8 9
[oX Neo]
X lo|V
Search Help New PIN Enrol
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At the Search screen a user can use the alphanumeric keypad to input the name of a specific item followed by the ‘ﬁ
Enter key, or simply click on Show All.

@S ¢

i_1/04/2023 11:59:35
p® Search

To search for an item, type any parameter below followed
by ENT or to show a list of all items press Show All:

1 3 3 4 5 (] 7 B 9 0
127 .
[« | " L | i ¥ u ali| )
| @ + = H % & = [ ] [
.. P ) | s i k Y
‘

Depending on what features have been enabled, the next screen will display the search results. Scroll to the right to see
the current Fuel, Distance and Location for the particular item/s as shown in the example below.

‘ Show Al ‘

i i el T Space b n

I Exit ‘

@ ¢

11/04/2023 12:01:13

0 Search

Search results for: Show All

Slot Tag Status Description Current User Last User Last Time Taken La

2 0 1In Black Mercedes 06 -

3 0 In White Mercedes 0¢ g ‘

4 0 In White BMW 04 A ‘

5 0 In Black BMW Traka Admin 1

6 0 1In Red Volkswagen Traka Admin 1 o ‘

7 0 In Blue Ford Transit og'

8 0 1In Black Ford Focus 0¢

9 0 In Red Ford Focus 0¢

10 0 In Silver Ford Focus Traka Admin 1 ‘ Exit ‘
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76.8.2 FUEL, DISTANCE & LOCATION REPORTS

For any Fuel, Distance and Location logging activities, an audit trail will be made available in the reports section of
TrakaWEB. Separate reports can be viewed for Fuel, Distance and Location. There also exists an ‘Exceptions’ report.

Each report can be exported as a PDF or Microsoft Excel file.

1. Click on the Reports tab on the Navigation Menu and select View Reports.

0 Users
g ltems 4
[E Reports 4 Scheduled Reports

& Software Settings  * Filtered Reports

View Reports

f iFobs

0 Systems

(5 Realtime Activity

The Reports screen will now be displayed as shown below. Within the list, you can choose to view a report for Fuel,
Distance and Location.

General

Status

Exceptions

Permissions

Regions

Fuel

Distance

Location

Utilisation

Diagnostics

NOTE: Only the features that have been enabled will be displayed in the reports screen.
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56.8.2.1 FUEL REPORT

1. To view the Fuel report, click on the Fuel tab and then click on the Current Fuel Level Report link.

General lCurrent Fuel Level Report l

A report showing the current fuel level of associated items.

Status

Exceptions

Permissions

Regions

Fuel

Distance

Location

The Current Fuel Level Report will now be displayed as shown below.

Current Fuel Level Report @ English(UK)~ @ Help ® Info €Y

(-]

System Y Pos. v Description T Status T Who Y Fuel Level 3 T Difference 4
Reception 8 Red Transit Van In System Traka Admin1 m
Reception 9 White Transit Van In System Traka Admin1
Reception 10 Silver Ford Focus In System Traka Admin1 @ -60%
Reception 7 Black Mercedes In System Traka Admin’ @
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56.8.2.2 DISTANCE REPORTS
1. To view the Distance reports, click on the Distance tab.

You will notice that there are two reports to choose from: Current Distance Report and Activity Distance Report.

General Current Distance Report
A report showing the current distance of associated items.
Status
Activity Distance Report
: Total Distance and Last Trip Activity Report
Exceptions
Permissions
Regions
Fuel
Distance
Location

Current Distance Report
1. To view the Current Distance Report, click on the Current Distance Report link.

The Current Distance Report will now be displayed as shown below.

Current Distance Report @ English (UK) ~ @ Help @ Info €

=]

System Y Pos. v Description Y Status T Who Y Total Distance % T LastTrip Distance T
Reception 9 White Transit Van In System Traka Admin1 80 Miles 0 Miles
Reception 8 Red Transit Van In System Traka Admin1 160 Miles 0 Miles
Reception % Black Mercedes In System Traka Admin1 120 Miles 0 Miles
Reception 10 Silver Ford Focus In System Traka Admin1 120 Miles 25 Miles
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Activity Distance Report

1. To view the Activity Distance Report, click on the Activity Distance Report Link.

General Current Distance Report
A report showing the current distance of associated items.
Status
Activity Distance Report
: Total Distance and Last Trip Activity Report
Exceptions
Permissions
Regions
Fuel
Distance
Location

The current Activity Distance Report will now be displayed as shown below.

Activity Distance Report @ English(UK) ~ @ Help @ Info @

Start Date End Date

=
06/03/2022 10:21 07/04/2022 10:21

When %+ System Y Pos. Y Description ¥ Who Y Total Distance v Last Trip Distance T
06/04/2022 10:20:18 Reception 7 Black Mercedes 120 Miles
06/04/2022 10:03:47 Reception 8 Red Transit Vian 160 Miles
06/04/2022 10:02:47 Reception 9 White Transit Van 80 Miles
06/04/2022 09:59:24 Reception 10 Silver Ford Focus Traka Admin1 120 Miles 25 Miles
06/04/2022 09:58:26 Reception 10 Silver Ford Focus Traka User2 95 Miles 6 Miles
06/04/2022 09:47:29 Reception 10 Silver Ford Focus Traka Admin2 89 Miles 1 Miles
06/04/2022 08:54:35 Reception 10 Silver Ford Focus Traka User1 88 Miles 8 Miles
05/04/2022 15:48:58 Reception 10 Silver Ford Focus Traka User1 80 Miles 10 Miles
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6.8.2.3 LOCATION REPORT

1. To view the Location report, click on the Location tab and then click on the Current Location Report link.

General l Current Location Report ]

A report showing the current location of associated items.

Status

Exceptions

Permissions

Regions

Fuel

Distance

Location

The Current Location Report will be displayed as shown below.

Current Location Report @ English (UK) ~ @ Help @ info €Y

(-]

System Y Pos. v Description Y Status T Who Y Current Location % Y Previous Location T
Reception 10 Silver Ford Focus In System Traka Admin1 Rear Car Park Main Car Park
Reception 7 Black Mercedes In System Traka Admin1 Rear Car Park
Reception 8 Red Transit Van In System Traka Admin1 Rear Car Park
Reception 9 White Transit Van In System Traka Admin1 Main Car Park
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6.8.2.4 EXCEPTIONS REPORT

If a user closes the door upon returning an item and fails to log any details into the system, an ‘Exceptions’ report will
be created. This, like the other reports, can be viewed in TrakaWEB.

1. To view the Exceptions Report, click on the Exceptions tab.

General

Status

Exceptions ]

Permissions

Regions

Fuel

Distance

Location

Utilisation

Diagnostics

2. Now click on the Data Entry Exception Report link.

Reports @ English(UK) ~ D Help @ info €@

General Alarms Report
Areport showing alarms.

Status
Attempted System Access Exception Report

% 2 Areport showing attempts to access a system with an unknown Card ID, Keypad ID, Biometric or

XCEpLions Enrolment ID or PIN. Where an unknown Card ID has been used, the Card ID will be displayed in this

report.

Permissions
Item Returned by a Different User Report

Regions Areport showing items that were taken and returned by different users.
Not Seen In A While Report

Fuel
Areport showing iFobs and items that have not been back to the system for a long time (e.g. lost
items).

Distance
Overdue Report

Location AReport Showing iFobs and items which have an overdue curfew.

Utilisation lData Entry Exception Report l
Areport showing data entry exceptions that occur when users of the system do not enter data

i ‘ correctly when prompted during the release and return of items for features such as Fault Logging,
Diaghosis Notes Logging, Reason Logging etc.
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The Exceptions report will now be displayed as shown below.

Data Entry Exception Report

Start Date End Date

06/03/2022 09:35 07/04/2022 09:35

Who

T Activity
Traka User1 Distance Not Entered
Fuel Level Not Entered

Traka User1

Traka Userl Location Mot Entered

& English (UK) =

s T

10

(@ Help

Number Of Occurrences

i) Info g

Refresh Report B

56.8.2.5 TRAKA TOUCH EVENT REPORT

An event report may be generated through Traka Touch

1. Log into the Traka Touch system as an Admin user and select the Reports button.

@ ¢

11/04/2023 12:10:05

s

[E]e

Reports Admin

I Know What I Want

Welcome Traka Admin, please select an option below:

Logout

2. From the Reports screen, select Event Report.

@G ¢

11/04/2023 12:12:55

Reports

Please select an option below:

IEvent Report

Item Returned by a Different User Report

Active Alerts

| Exit ‘
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3. At the next screen, choose a date range for the report and then select Run.

@S ¢
11/04/2023 12:15:20

Event Report
Select a date range below to filter upon and press Run
Start date 11/04/2023 00:00:00 ‘7|
End date 11/04/2023 12:12:49 ‘7|
| Today H Last 7 HLast30 || All ‘ Run ‘ o |
ac|

An event report will then be generated for the selected date range as shown in the example below. The report can also
be exported.

@S ¢
11/04/2023 12:57:26

Event Report: 11/04/2023 - 11/04/2023
When Event Who No. Item ‘ Filter ‘
11/04/2023 12:17:37 User Logged Out Traka Admin ‘ 4 ‘
11/04/2023 12:12:49 Reports Access Traka Admin —
11/04/2023 12:12:48 User Logged In Traka Admin ‘ L ‘
11/04/2023 12:12:32 User Logged Out Traka Admin —
11/04/2023 12:10:00 User Logged In Traka Admin ‘ % ‘
11/04/2023 11:56:50 User Logged Out Traka Admin ‘T‘
11/04/2023 11:56:49 Door Closed Traka Admin 1 B
11/04/2023 11:56:44 Door Opened Traka Admin 1 ‘ Expert ‘
11/04/2023 11:56:37 User Logged In Traka Admin
11/04/2023 11:29:18 User Logged Out Traka Admin ‘ Back ‘
14 I0A AT 44,990,147 D rl el T, 1 Al H L |
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6.8.3 OVERRIDE LOGGING IN TRAKAWEB

Occasionally, it may be necessary for an administrator to override an incorrect logging or change the current values of
a logging if, for example, a vehicle has been replaced.

NOTE: It is possible to combine the keys of a new vehicle with the same iFob as the vehicle that is being
replaced. The logging history will however remain with the iFob, but the current details can be reset to suit
the Fuel, Distance and Location of the new vehicle.

1. In the System Viewer, select the item that requires editing then click on Edit iFob.

System Viewer @ English(UK)~ @ Help  © Info €Y

Region System

Default - Reception - - B

Reception

9000606000 09

‘ status: @ 06/04/2022 11:10:48

Systemn communicating OK

00000000080

Pos 10 - Silver Ford Focus

status: @
Previous user: Traka Admin1

Fuel Level:

_.‘20% rh

Total Distance: 120 Miles
Last Trip Distance: 25 Miles
Current Location: Rear Car Park

Previous Location: Main Car Park

2. At the ‘Edit iFob’ screen, click on the Features tab.

Edit iFob @ English (UK) ~ @ Help @ Info 9

Details Features Items iFob Access History

Cancel Save and Return Save

System
Home System Reception
Home Position 10
Current System Reception
Current Position 10
Status In System
serial Number D34C3F080000
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3. Depending on which features have been enabled, at the ‘Features’ screen, a user can edit the values for the
Fuel, Distance and Location to suit the new vehicle.

NOTE: The Fuel Level can only be adjusted using the Plus and Minus buttons.

Details Features Items iFob Access History

l Cancel

I Save and Return l

Item Authorisation -

Fuel Logging -

Mode Forced On for Return -

Fuel Level

'ﬂUfD
1
40% @

Distance Logging =
Mode Forced On for Return -
Total Distance I 6 Miles]
Location Logging -
Mode Forced On for Return -
Current Location Main |Car Park

4. Once completed, click Save and Return.
NOTE: When an override change is made in this way through TrakaWEB, the name of the user who made
the change will not be visible in the System Viewer report. This is because it is not currently possible for

TrakaWEB to know which user made the edit. Whereas Traka Touch can determine users by their login
details.
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76.8.4 OVERRIDE LOGGING AT TRAKA TOUCH

It is possible to override the fuel, distance, and location values within the Item Administration screen in Traka Touch.

1. Log in to the Traka Touch system as an Admin user and then click on Admin.

@G ¢

12/04/2023 08:35:52
Welcome Traka Admin, please select an option below:

ch

I Know What I Want

\

Reports Admin Legout

2. Now click on the Items button.

12/04/2023 08:58:31
e = Serial No.: TKC45315 Battery backup capacity
@ Ad min IStratlo n MaC Address: 04-CB-10-83-02-4E
E E.\. App wersion: 02,02.0000.0000
) 05 Build wersion: 5.3 Flash disk used space
= n Database version: 80 l:l 4%
Scan for documentation CB FW version: 4.5.3 (23/05/2022)
vy traka.corn,gr DV P wersion: 1.0.7 (28/09,/2010)
Users Items General Network Reader Config

Alarms Clock Data Power Help Diag I

3. At the next screen, select the item for editing and then click on the Edit button.

V2.0 18/03/25

@ ¢

12/04/2023 09:06:35

7 Item administration _— All TEefis ‘ > ‘

Home Tag Serial Number Description Status Slot _

1 0 D6F04F050000  White Ford Transit In 1

2 0 B58C63050000 Black Mercedes In 2 Edit

3 0 E94862050000 White Mercedes In 3

4 0 1BED61050000 White BMW In 4 ‘ Remove

5 0 C64962050000 Black BMW In 5

6 0 682C62050000 Red Volkswagen In 6 ‘ A H hd ‘

7 0 EA6E51080000 Blue Ford Transit In 7

8 0 724C62050000 Black Ford Focus In 8

9 0- 7C5264050000 Red Ford Focus 9- ‘ By ‘
_—_

F ‘ Exit ‘
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4. At the ‘Item Administration’ screen, click on Options.

WP traka
12/04/2023 09:11:19 ASSA ABLOY
N Item administration

Position: 10 Serial No.: BO36E8070000
Description: Silver Ford Focus

Options

o °

Save

‘ | Cancel ‘

5. At the next screen, click on the Next button.

[ORS traka
12/04/2023 09:31:59 ASSA ABLOY
7 Item administration

This item does not require authorisation to be released ‘ » |

This itern does not require authorisation to be returned ‘ » |

Curfew Type: e
Specific time of day
Days / hours / minutes (
| Next
| Save ‘
| Cancel ‘

6. Depending on which features have been enabled, the next screen will allow a user with administration access

to change the fuel, distance, and location values by rotating the fuel level dial and manually entering values
using the alphanumeric keypad.

@ ¢ traka
12/04/2023 09:35:18 ASSAABLOY
3 Item administration
12 G
O
Fuel Level & s 30% [
Empty— \ — Full | N |
Total Distance : €] Halrs o
Current Location Rear Car Park.
1 2 3 4 5 6 7 8 9 0 - aBc
' T T T T B ) [ = ‘ Details ‘
. : ; . : i & | @
‘ Save ‘
- il = < >
= ! ; : : £ | l ‘ Cancel ‘

7. Once you have made the required changes, click on Save.

NOTE: There is no override option for Location Logging in Traka Touch if you are using RRMS with
Location Logging.
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6.9 ITEM HANDOVER

Item Handover is a cost option that allows a user who has access to the system to 'hand over' an item to a user who is
in the database but does not have access to the system. This feature is beneficial for customers who may want certain
higher-ranking members of staff to issue keys or assets to other staff members throughout the business, but do not
want the secondary staff member to have access to the system.

‘6.9.1 ENABLE THE OPTION

Item Handover will need to be enabled in the system configuration file before it is usable in TrakaWEB and at the Traka
Touch. To have it enabled within the configuration you will need to contact Traka or your distributor for further details.

‘6.9.2 TYPES OF USERS
To be an Authoriser, Recipient or both, an option will need to be enabled in the users’ details.

Handover Authoriser - A user with authorisation to hand an item over to another user is known as a 'Handover
Authoriser'. This is a user that has access to the system and the item they wish to 'hand over'.

Handover Recipient - A user who does not have access to the system but exists in the TrakaWEB database. When
these users are created, they do not need Keypad IDs, Credential IDs, PINs etc.

Handover Authoriser & Recipient - A user with authorisation to hand an item over to another user and receive an
item handed to them. This is a user that has access to the system and the item they wish to 'hand over'.

6.9.3 SETTING UP USERS
If you need to add new users to your database, please refer to the Adding Users section.
1. From the Navigation Menu on the left-hand side of the screen, select the Users button.
2. Highlight the desired User. If you need to add a new user, click the Create button.
3. Select the Edit button or double click the user.
4. Navigate to the System Access tab.

5. On the list of systems, choose the system you wish to grant the user rights to hand over items and select the
Ellipsis symbol on the right-hand side of that system’s field.

Sync  Effective T System £ T Regiont Activet No.ofltems Super Admin Y System Admin Y User Admin v
Y Office Default B = = = wJ
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A new panel will open. The panel will have a field called Item Handover. The drop-down selection box consists of the
following options:

Sync Effective v System 2 v Regiont Activey No.ofltems Super Adminy System Reportsy Authoriser v

® Reception  Default H ] L] [

Auth. Override: [
Item Handover: | m - |

Allow Handover

Receive Handover
Y Create Filter

Allow and Receive Handover

e Allow Handover - User may legitimately hand items over to a user who is allowed to receive a handover
(handover recipient). At the point of item removal, the user will be prompted to define who the item is to be
handed over to, if anyone (handover authoriser).

e Receive Handover - User is allowed to receive items which were removed from a system by a user who was
authorised to handover those items (handover recipient).

e Allow and Receive Handover - Allows a user to both hand over items to a recipient and receive items from
an authoriser.

NOTE: Only when Item Handover is enabled in the configuration file will the column be visible in the user
grid.

6. For handover recipients, you will need to tick the active tick box at the top of the system access page and in
the system line as well.

System Access
Active Permit Expiry Date 15/10/2054
Start Date 14/10/2024 11:21 Authoriser Group None -
Expiry Date 14/10/2074 11:21
Sync  Effective T System 2 T Regiont Activet No.ofltems Super Admin Y System Admin Y User Admin v
® Office Default = = =

7. After making your selection, click the Save and Return button.

8. You will need to repeat this process for any users that need to be handover authorisers/recipients.
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76.9.4 ITEM HANDOVER ON TRAKA TOUCH

NOTE: It is not possible to assign user authoriser/recipient roles at the Traka Touch system. This must be
done in the user details in TrakaWEB.

1. A user with handover authorisation identifies themselves to the system and accesses the item selection screen.

2. The user will need to select an item to hand over.

3. The system will ask the user if they are handing the item over to another user.
a) Yes - If selected, the process will continue, please see step 4.
b) No - If selected, the message will disappear allowing the item to be removed (providing the user has access).
@G ¢
12/04/2023 11:02:48
Eiﬁ Traka Admin
&
Pos 1: Main Office Key
‘ Are you handing this item over to another person?
Help
‘ Yes ‘ ‘ No ‘ S
‘ Lookup ‘
4.

Once they have selected Yes, the system will display a list of users that are eligible to have the item handed
over to them.

NOTE: This list will be populated by users that have the 'Allow Handover' option enabled in their system
access details.

@G ¢

1_4/04/2023 15:02:15

@ Traka Admin
G

£5)
W
Pos 1: Main Office Key

Please select the name of the person you are handing the item

‘ over to:

‘Continue‘ ‘ Cancel ‘

)
=]
=
;=
o

5. Select the desired user and click Continue.

NOTE: Clicking Cancel will take the user back to the item selection screen.

6. The item will then be released from the system.
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7. The symbol for the removed item shows that it is out to another user, indicating that the handover was
successful.

B ¢

19/04/2023 10:17:49

@ Traka User 01
o Held: 1

000G OGOGOOCT

Help

Lookup

76.9.5 ITEM HANDOVER ACTIVITIES

The System Viewer displays a grid that holds the last 30 days of activities for the selected iFob/item in the system. When
a user hands an item to another user an 'Item Handover' activity will be generated in the iFob Activity panel. When the
user returns the item, another Item Handover activity will be generated with the recipients.

iFob Activity ® -
Activity Y Pos. When + Who T
Item Returned 1 11/04/2022 13:00:57  Traka User 01
Item Handover 1 11/04/2022 13:00:57  Traka User 02
Item Handover 1 11/04/2022 12:49:36  Traka User 01
Item Removed 1 11/04/2022 12:49:35  Traka User 01
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76.9.6 ITEM HANDOVER REPORT

You can run a report that shows items that were taken from the system and handed to another user through the Item
Handover feature.

To read more on how to access and generate reports, please refer to the Reports Overview section in this document.

To generate a specific Item Handover Report, from the Navigation Menu select Reports, and then View Reports. In
the General section, you will see the Item Handover Report. Click on its name.

Reports @ English (UK) ~ @ Help @ Info €@

Activity Report

General This report shows all system, iFob and item activity.

ST lltem Handover Repor‘tl
A report showing items that were taken and handed to another user through the Item Handover

Exceptions feature.

Permissions Central History Report
A report showing changes that have been made to records and settings within Traka Web, such
as user record, item records etc.

Regions

Utilisation

Diagnostics

Once you have chosen the Report, the screen will display the default report for the last 30 days. Using the Toolbar, you
can change the timeframes for the report or refresh it to include the most recent events.

Item Handover Report @ English (UK) ~ @ Help @ Info (o)

Start Date End Date

@
11/03/2022 14:39 12/04/2022 14:39

System T Pos. T Description v Taken By Y When Taken $ Handed To T
Reception 1 Main Office Key Traka User 02 11/04/2022 14:10:06 Traka User 01
Reception 1 Main Office Key Traka User 01 11/04/2022 14:07:05 Traka User 02
Reception 2 Main Office Key Spare Traka User 02 11/04/2022 13:02:24 Traka User 01
— B N PR — N 110459077 12:01:91 O REPRRPN
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6.10 RANDOM RETURN TO MULTIPLE SYSTEMS (RRMS)

6.10.1 RRMS OVERVIEW

Random Return to Multiple Systems (RRMS) is a cost option feature that allows Items to be taken from one key control
system to another that are connected to the same TrakaWEB instance.

RRMS is available for Traka Touch key cabinets being managed with TrakaWEB Professional Plus. If enabled for a cabinet,
RRMS applies to the entire cabinet. Access rights will be based on categories of fobs (“Access Groups”) rather than
individual fobs. With the exception of Location Logging, RRMS cannot be used with any other optional Traka Touch or
TrakaWEB functionality, or with the User Import Spreadsheet feature. Searches, Status enquiries and some Reports
work very differently on systems with RRMS.

NOTE: It is not possible to grant a user direct access to a RRMS Item, this must be done via a Common Item
Access Group.

Identifying Items in a RRMS deployment is slightly harder than in a Fixed Return to a Single System (FRSS) system due
to the Item not having a fixed home, which in turn makes it harder to work out which key is which. In FRSS systems,
plastic or metal tags would traditionally be used to identify the fixed system and position the Item should be returned
to. However, with RRMS an Item does not have a specific home and therefore a different approach is required.

System

Home System

Home Position

Current System Main Depot
Current Position 3
Status In System

Serial Number 9AAF72060000

NOTE: In RRMS, the Item will not have a Home System and Home Position and thus you will not be able to
edit them.

The Tag Number feature of TrakaWEB allows a unique numeric Tag Number to be recorded against each Item in
TrakaWEB which would correspond to a plastic or metal Key Tag attached to the physical keys. This can be any number
that makes sense to the end user and does not need to correlate to a system or position.

Reporting in TrakaWEB accounts for the fact that Items can travel from system to system and so extra columns may
appear in reports where additional information needs to be presented to provide a complete picture of activity.

Due to the nature of RRMS, some functionality may be limited or not available compared to FRSS or RRSS deployment.

6.10.1.1 RRMS CONSIDERATIONS

" Once the RRMS configuration has first been set up, only an admin user will be able to remove and return Items. A non-
admin User will only be able to remove and return Items once the User and Items have been assigned to a Common
Item Access Group.
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16.10.1.2 LIMITATIONS

"The following limitations currently apply to RRMS:

e  RRMS will only function with TrakaWEB and is not available on standalone Traka Touch systems

e  RRMS cannot be used on standard or non-RFID lockers of any kind

RRMS will not function with any of the following software options:

e User Import/Export Spreadsheet
. 16bit Systems

e  16bit Lockers

e Touch Lockers

. Rack Manager

e DockSafe

e  Transfer Ownership

e Curfews

e Abloy Keyholder

e Item Booking

e Item Allowance

e Authorisers

e Item Handover

e  Duress Item Position

e Vault Pairing

e Illegal handover alarm event

e  Touch Import Spreadsheets

The following Feature Options are not currently compatible with RRMS:

e  Access Schedules

e Fault Logging

. Reason Logging

. Notes Logging

. Distance Logging

e Fuel/Charge Level Logging

e  Custom Messages
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6.10.2 RRMS & COMMON ITEM ACCESS GROUPS

The regions of ANY type of group affect who can 'see' and be added to that group (or will be automatically added in the
case of an Everyone Group).

A normal Item Access Group can only contain items from the systems to which the group applies. So, a ‘Region A’ Item
Access Group can only contain items from ‘Region A’ systems.

For Common Item Access Groups, although the region still controls the visibility of the group in exactly the same
way, the items it contains can only ever be RRMS items. RRMS items have no home system and no home position (they
are essentially unallocated iFobs). As these items would never be limited to coming from a particular system, you can
always add ANY unallocated item to a single Common Item Access Group.

NOTE: Once an item has been added to a Common Item Access Group, it cannot be added to any subsequent
groups.

Users may expect that items that are physically bound to a department or building would be filtered to the region that
the systems are in but that is not the case. The allocation of RRMS items into Common Item Access Groups is essentially
inferring the systems which that item can be placed into - hence the 'Common Item Access Group' term. If an item is
placed into a system outside those regions, it will be unrecognised and only removable by an Administrator.

To summarise:

e An Item Access Group collects together similar iFobs/Items from one or more systems that can be
granted to a number of users of those systems. Each item retains its individual access level

¢ A Common Item Access Group collects iFobs/Items together and gives them all the same access level
across all the visible systems/regions in the group. This can then be applied to multiple users of those
systems

‘6.10.3 TRAKA TOUCH

Much of the Traka Touch functionality will be reduced for Systems with RRMS Enabled. For more information, please
refer to UDOO11 - Traka Touch User Guide.

‘6.10.4 ENABLING THE OPTION

A configuration file will be required to enable RRMS, which can be obtained from Traka. To load the configuration file,
please refer to UD0011 - Traka Touch User Guide.

IMPORTANT: Ensure that the Traka Touch system is not connected to TrakaWEB before enabling
the RRMS configuration.

IMPORTANT: It is of critical importance that the installation of RRMS is done on a clean Traka Touch
system. The configuration must be loaded when first prompted after the database has been reset.
The system will then be converted from FRSS to RRMS. If this is not done, RRMS will not function
correctly.

‘ 6.10.5 TRAKAWEB SYSTEM VIEWER
With RRMS enabled, the System Viewer will only show information about iFobs/Items that are currently in the systems.
NOTE: For positions that do not have an iFob present, no history will be displayed.

The Item Activity and iFob Activity grids both have a System and Position column added. This is so that a full history
can be viewed for an iFob/Item as it travels from System to System over time.
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System Viewer

Region System

London ~  Main Depot -

@& English (UK) ~

Main Depot

009000009

00000006000

status: @

status: @ 12/04/2022 10:55:24

System communicating OK

Pos 1-Truck 010, Tag No 10

Previous user: Traka User 01

Help

v ) (e )

@ Info

o

Item Activity @ -
Activity Y System Y Pos. When Who T

Item Main 12/04/2022

Returned  Depot 10:49:25

Item Main 12/04/2022 Traka
Removed Depot 10:40:47 User 01

NOTE: The Transfer Ownership option in the Ellipsis menu is currently not available for RRMS systems.

76.10.6 ASSIGNING TAG NUMBERS

Each key or key bunch will be assigned a physical tag which should correspond with the same tag number within
TrakaWEB. Tag numbers in TrakaWEB can only be created or edited by a user with the Edit iFob Software Permission.
The Tag Number will be synchronised with the iFob, and the Tag Number will be stored in the iFob’s memory. The Search
function in Traka Touch can be used to locate an iFob by entering the Tag Number into the search.

1. Click on iFobs in the Navigation Menu.

< =]

&

System Viewer
Users

Items

Reports

Software Settings

3

(3]

@

Systems

Realtime Activity

At the iFobs screen, you will see a list of all the current iFobs in the selected systems.
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iFobs

Region

(All Regions)

0 ... system =

] Main Depot

O Main Depot

O Main Depot

M IR —

T

& English (UK) =

System

(All Systems) -

Pos. ¢ T TagNo Sync Description ¥ Status T

1 [ ] In System
2 [ ] In System
3 [ ] In System
A - In Qvetem

Who

Traka User 01

Traka User 01

Traka User 01

Trala llear N1

@ Help @ Info 9

T

Set Tag Numbers E]

When
12/04/2022 10:49:25
12/04/2022 10:49:32

12/04/2022 10:49:23

12NAN27? 10-A0-13

Click the checkbox of the corresponding position for the iFob you wish to assign a Tag Number to and then click on the
Set Tag Numbers button on the Toolbar. Alternatively, multiple checkboxes can be selected to assign Tag Numbers
automatically in sequential order by using the Multi-Select/Multi-Edit functionality to select all iFobs on page.

iFobs

Region

(All Regions)

20 ... System =

= Main Depot

= Main Depot

= Main Depot

m Main Dannt

T

@ English (UK) ~

System

(All Systems) -

Pos. 2 v TagNo Sync Description v Status T
1 [ ] In System
2 [ ] In System
3 [ ] In System
A - In Sustem

Who

@ Help () Info g

Traka User 01

Traka User 01

Traka User 01

Tralea llear N1

Set Tag Numbers E]

When
12/04/2022 10:49:25
12/04/2022 10:49:32

12/04/2022 10:49:23

12047072 10-A0-13

After clicking on Set Tag Numbers, a window will appear allowing you to manually insert a Tag Number. There are also
2 optional check boxes that will enable you to overwrite existing tag numbers or allow duplicate humbers.

First Tag Number ‘ 1|

Overwrite Existing Tag
Numbers

O

Allow Duplicate Tag Numbers [
20 iFob(s) selected

Continue Cancel

2. After you have inserted the correct Tag Number and selected any of the optional checkboxes, click on OK.
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A window will appear showing the results of the process.

Tag Number allocation has completed with the following
results:

Number of iFobs successfully allocated tags: 20

Number of iFobs which failed to get tag
allocation:

3. Click on OK to continue.

The iFobs screen will now display the newly created Tag Numbers. This process can be repeated to add Tag Numbers to
iFobs as required.

iFobs @ English(UK)~ @ Help @ Info O

Region System

Set Tag Numbers
(All Regions) -~ (All Systems) - B

20 ... System 2 v Pos. ¢ Y TagNo Sync Description ¥ Status T Who T When

= Main Depot 1 1 o In System  Traka User 01 12/04/2022 10:49:25
] Main Depot 2 2 ¥ In System  Traka User 01 12/04/2022 10:49:32
] Main Depot 3 3 3 In System  Traka User 01 12/04/2022 10:49:23
m Main Nonnt A A In Swctom Tralea llear N1 12/NAIINDID AN-AD12

The Tag Number will be synchronised with the iFob, and the Tag Number will be stored in the iFob’s memory.

NOTE: If the administrator chose to overwrite existing tag numbers, any iFobs that already have a Tag
Number will be overwritten.

NOTE: If the administrator chose to allow duplicates, no checks will be made during the application of the
tag numbers.

NOTE: If the administrator chose not to allow duplicates, any tag numbers that are already in use will be
skipped.
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26.10.6.1 EDITING TAG NUMBERS

: Should you wish to edit a Tag Number for an iFob, this can be achieved by accessing the iFobs page from the Navigation
Menu.

1. Click on the checkbox for the iFob or iFobs with the Tag Number you wish to edit and then click on the Edit
button.

iFobs @ English(UK)~ @ Help @ nfo €Y

Region System

(All Regions) = (All Systems) - @

1.. System < v Pos. 2 T TagNo Sync Description v Status T Who T When

] Main Depot 1 1 [ ] In System  Traka User 01 12/04/2022 10:49:25
J Main Depot 2 2 [ ] In System Traka User 01 12/04/2022 10:49:32
O Main Depot 3 3 [ ] In System Traka User 01 12/04/2022 10:49:23

At the Edit iFob page, you can now change the Tag number as shown below:

Edit iFob @ English(UK) ~ @ Help @ Info O

Details Features Items History

[ Cancel [ Save and Return

System
Home System

Home Position

Current System Main Depot
Current Position 1

Status In System
serial Number 342A73060000
Details

Manual Description ]

Description

et :

2. Once completed, click on Save and Return.

NOTE: To clear a Tag Number, enter ‘0’ as the Tag Number value and then click Save.
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6.10.7 COMMON ITEM ACCESS GROUPS

Item Access Groups with the *Common Group’ option ticked in TrakaWEB will be known as a ‘Common Item Access
Group’. This will be used to apply a common access right to all Items that are a member of the group that can be shared
across multiple systems to which the item can be returned. For more information on Item Access Groups, refer to the
Item Access Groups section in this document.

NOTE: The *Common Group’ option will only appear if one or more systems are configured with RRMS in the
TrakaWEB database.

1. From the Navigation Menu, select Items, and then Item Access Groups.

2. At the Item Access Groups page, click on the Create button.

3. At the next screen enter a name for the New Item Access Group.

@ System Viewer
0 Users
1 Items

[E Reports

4 Item Access Groups

» Items

@ Software Settings »

EL

iFobs

B Systems

(& Realtime Activity

Item Access Groups

Region

(All Regions) -

Name s Everyone Group

@ English (UK) ~

Common Group

No data to display

Y Create Filter

@ Info 9

E]

Common Group Type

@ Help

4. To create a common Item Access Group, place a tick in the Common Group checkbox. If all the systems

defined in TrakaWEB have RRMS enabled, the Common Group option will be ticked by default.
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New Item Access Group @ English(UK) ~ @ Help @ Info €Y
Cancel ] [ Save and Return Save
Name 1Item Access Group 1
Everyone Group O
@ A Common item Access Group allows similar items to be grouped together
Common Group with a common access right. ftems can only be a member of a single Common
Item Access Group.
Common Group Type Random Retu - ® Wwarning: Group Type cannot be changed once assigned. items can only be a
member of a single RRMS Group.

5. Make sure that the selected Common Group Type is Random Return to Multiple Systems.

Common Group Type " ® Warning: Gre

| J momhar of ¢

6. Click on the Save button.

7. Next, click on the Region tab.

Regions control the visibility of the Common Item Access Group in the same way as a standard Item Access Group.

Help (i) Info

Revoke All ][ Cancel ]E]

Edit Item Access Group - Common & Enlch (UK
Item Access Group 1 nglish (UK) @
Details Region Item Access Users History
[ Grant All ] [

Access Y Region

= Amsterdam

= Default

OJ London

Y Create Filter

o

The Region will also determine which systems the associated Items of the common Item Access Group can be returned

to. For more information on Regions, refer to the Regions section in this document.
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NOTE: If an Item is returned to a RRMS system that is outside the scope of the Common Item Access Group'’s
region, the Item can be returned but will no longer be accessible to standard users. In this case, only an
Admin User can remove it.

8. Choose the regions where your Common Item Access Group will be active and click on Save.

56.10.7.1 ASSIGN ITEMS TO COMMON ITEM ACCESS GROUPS
1. Click on the Item Access tab.
You will now be taken to the page where you can add iFobs to the selected Common Item Access Group.
2. Click on the checkboxes for the iFobs you wish to add to your Common Item Access Group. If you wish to select

all available Items, you can use the Multi-Select/Multi-Edit functionality of Select All on Page.

Edit Item Access Group - Common Item Access Group ,
@ English (UK) ~ @ Help  ® Info €Y

1
Details Region Item Access Users History
[ Cancel I Save and Return E]
5 ... Access T System 2 Y Pos. ¢+ Y TagNo  Detail1y Detail2 v Detail3 v Detail4 Y Detail5 T Type T
= Remote Depot 1 21 LMN987 Vehicle Key
= Remote Depot 2 22 ABC765 Vehicle Key
= Remote Depot 3 23 WXY432 Vehicle Key

NOTE: An iFob/Item can only belong to a single Common Item Access Group.
NOTE: Items that are assigned to a FRSS or RRSS are not able to form part of a Common Item Access Group.

3. Using the Multi-Select/Multi-Edit menu, select the option to Add Selected Item(s) to group.

Select All on Page
Deselect All On Page

Deselect All

[ Add Selected Item(s) to group ]

Remove Selected Item(s) from group
Grant All

Revoke All
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When the Items have been added to the group, you will see green ticks in the Access column next to each of the added
Items.

0 ... Access T System 2 Y Pos. 2 Y TagNo Detailly Detail2y Detail3 v Detail4 v Detail5 1 Type T
O v Remote Depot 1 21 LMN987 Vehicle Key
O 4 Remote Depot 2 22 ABC765 Vehicle Key
O v Remate Depot 3 23 WXY432 Vehicle Key
— ’ Ramnto Panatd 24 T IWV/223 Vahicla Koy

4. Once completed, click on Save.

56.10.7.2 ASSIGN USERS TO COMMON GROUPS

With the iFobs assigned to a Common Item Access Group, you can now select which users will have access to that Group.
This will determine which iFobs they will be allowed access to.

1. While still in the Edit Item Access Group menu, click on the Users tab.
2. You will see a list of all Users who can join the group.
NOTE: The list will only contain the Users who are active in ALL Regions where the Common Item Access

Group is enabled.

Edit Item Access Group - Common Item Access Group
1 @ English (UK) ~ @ Help @ Info (o)

Details Region Item Access Users History

[ Cancel ][ Save and Return ] E]

0... sSync Member 1 Display Name v Staff Number T JobRole YT Tel Y Fax T Mobile T
[l [ ] Super Admin

O [ ] Traka User 01 Truck Driver

| [ ] Traka User 02 Truck Driver

T Create Filter
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3. Select the Users whom you wish to be members of this Common Item Access Group and, using the Multi-
Select/Multi-Edit functionality, add your selected User(s) to the group.

Edit Item Access Group - Common ltem Access Group
1 @ English (UK) ~ @ Help @ Info O

Details Region Item Access Users History

(s ) (oo | (=)

1 e Sync Member Y Display Name T  Staff Number T JobRole Y Tel v Fax Y Mobile T
] [ ] Super Admin
(] [ ] Traka Admin
] [ ] Traka Llsar 01 Truck Driver
Select All on Page
O ® Deselect All On Page Ack Driver
Deselect All

Y Create Filter

[ Add Selected Users to ltem Access Group

Remove Selected Users from Item Access Group

4. When the User(s) have been added to the group, you will see a green tick next to their name(s) in the
Member column.

pr—
0 ... Sync Member Display Name T  Staff Number T JobRole Y Tel v Fax ¥ Mobile T
O o Super Admin
J [ ] Traka Admin
O . v Traka User 01 Truck Driver
O [ ] Traka User 02 Truck Driver
—
Y Create Filter

5. Once you have made your selection, click on Save and Return.

76.10.8 TRAKAWEB - SEARCHING FOR IFOBS

A system with RRMS enabled will only retain information about the iFobs/Items that are currently in the system. If an

iFob/Item is removed, then the System will only retain the event history and will not store any details of the actual
iFobs/Items.

This means that the function of a Traka Touch System can only search for the iFobs/Items that are in the System.

Where a wider scale search is required across multiple systems, it is more practical to search for Items in TrakaWEB.
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1. From the Navigation Menu, select Items and then Items again.

@ System Viewer

0 Users

Item Access Groups

&% Software Settings  »

2 iFobs
[ Systems

(& Realtime Activity

The Items page will show a list of details for all iFobs/Items in each available System.
2. From the Ellipsis menu on the Toolbar, select the Search For option.

A new line of search fields will appear on top of the table. You can now enter search details for each column in the grid,
and e.g., search for an Item by its Tag Number.

Items @ English (UK) ~ @ Help @ Info (o)

Region System Type

Crea
(All Regions) ~  (All Systems) ~  (All Types) - E]

Drag a column header here to group by that column

0... system <+ v Pos.2 Y TagNo Detail1 v Detail2 v Detail3 v Detail4 v Detail5 v Status v Who ¥ When

[ T T T T T T T T T 'T]

Traka 12/04/2022

O MainDepot 1 1 CDE444 INSystem . cero1  10:49:25
. Traka  12/04/2022
0 MainDepot 2 2 PQR333 INSystem |\ o o1 10:49:32
Trak 12/04/2022
O ManDepot 3 3 JKLBSS InSystem | oo

User 01  10:49:23

If you also drag and drop column headers into the field above the table, all the available Items will be divided into groups
depending on your selection criterion. To read more on that functionality, please refer to the Grids section in this
document.
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76.10.9 TRAKA TOUCH - SEARCHING FOR IFOBS

Locating Items in Traka Touch can be done using the Search function.

1. Tap Search on the Touch screen.

@S ¢
19/04/2023 11:22:52 i
To access the system, swipe your ID card ‘|
or press Search to find an item —
1 2 3
4 5 6
7 8 9
( ) : : oo rﬁg
080
X0
Search Help New PIN Enrol J

2. At the Search screen, enter the details for the Item you wish, and press Enter to locate, or tap on Show All
to see all iFobs currently stored in the system.

3. Depending on your choice of search option, the next screen will display a list of results.

V2.0 18/03/25

@G

19/04/2023 12:36:24
/O Search

To search for an item, type any parameter below followed
by ENT or to show a list of all items press Show All:

(EE J
el (e fe[o ] [0 [ IES
L mgﬂ ‘ShowAll‘
—- Ty

[

D ¢

19/04/2023 12:46:24
/O Search

Search results for: 14

Slot Tag Status Description Current User Last User Last Time Taken Last Time Re
1/1
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76.10.10 DELETE COMMON ITEM ACCESS GROUPS

Other than creating and editing Common Item Access Groups, it may also be necessary to delete them if they are not
required.

1. Navigate to the Item Access Groups from the Navigation Menu.

2. Select the Common Item Access Group you wish to delete and click on the Delete button.

Item Access Groups @ English (UK) ~ @ Help @ Info €

Region

- e
(All Regions) -

Name ¢ Everyone Group Common Group Common Group Type

Common Item Access Group 1 Random Return Multiple Systems

Y Create Filter

A new window will open where you will be asked to confirm that you want to delete the selected Item Access Group.

3. Click on Yes to continue.

Delete Item Access Group >

Are you sure you want to delete the Item Access Group?

4. As soon as the Common Item Access Group has been deleted, a window with a confirmation will open. Click on

OK to continue.
Delete Item Access Group x

‘Common Item Access Group 1" has been deleted successfully.
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(6.10.11 ITEM SETUP

With RRMS enabled, there is no requirement for Item Setup within Traka Touch. The Item Administration screen will
provide a record of all the iFobs currently in the system.

@ traka
19/04/2023 12:54:26 ASSAABLOY
3 Ttem administration S
Slot Tag Serial Number Description Status
2 2 64962050000 Truck 007 In
3 3 B58C63050000 Truck 008 In
4 4 1BED61050000 Truck 009 In
5 5 0631D8070000 Truck 010 In
6 6 1EFB50080000 Truck 011 In AV
7 7 FC2F43080000 Truck 012 In
8 8 724C62050000 Truck 013 In
9 9 BO36E8070000 Truck 014 In
10 10 D34C3F0B0000 Truck 015 In
Exit

6.10.12 RRMS & LOCATION LOGGING

The option is now available to utilise the Location Logging cost-option feature to capture the location of a vehicle using
RRMS. The feature works the same way as Fixed Return Location Logging where a user can search for the key at the
cabinet and also display the location upon key removal.

For more information on setting up and using Location Logging, please refer to the Fuel, Distance & Location Logging
section of this document.

Once the config has been loaded on to multiple systems, the option will be shown as On Return and viewed as read-
only within the Feature Options tab in TrakaWEB Admin. It cannot be changed in the Admin App or in TrakaWEB.

System Configuration  System Design  Feature Options  Sftware Update
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56.10.12.1 USING RRMS & LOCATION LOGGING

1.

G
28/02/2023 10:21:15

@ Traka User 01
o

¢00000C00C00

Help

Lookup

RRMS System #1

The system will display the vehicle location for the selected iFob.

V2.0 18/03/25

¢
06/04/2023 14:40:33

©

Pos 7: Silver Ford Focus

This item has been left in the following location

Main Car Park

oK

Ciosing n d|

RRMS System #1

Select OK, and the iFob will be released.

®c

28/02/2023 10:21:15

E?( Traka User 01
°

C00CTe00600

Help |

Lookup |

RRMS System #1

Close the door and you will be logged out.

uD0260

Once setup has been completed, log into a system as a non-admin user and select the required available item.
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4.

As a non-admin user, log into a different RRMS system.

28/02/2023 10:21:15

Help

Lookup

RRMS System#2

5. Insert the iFob in your possession into an available slot.
The system will prompt you to enter a location for the vehicle.

@ ¢
06/04/2023 14:49:44
@ Pos 5: Silver Ford Focus
Please enter location below:
A1l

G
i

Bl Ll
- AN RN
B

RRMS System#2

6. Once you have entered the new location, select OK.

023 10:21:15

@ Traka User 01
o

Help |

Lookup |

RRMS System#2

7. Close the door and you will be logged out of the system.
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56.10.12.2 OVERRIDE LOCATION LOGGING IN TAKAWEB

It may become necessary for an administrator to override an incorrect Location Logging if for example, the location of
the vehicle is different to what has been entered at the system.

1. In the system viewer, select the item that requires editing and then click on Edit iFob.

System Viewer @ English(UK)~ @ Help @ Info €

Region System
[ ] 5
Default - -

New S_y:stem

New System

status : @ 20/12/2022 10:47:52

..O..m0.00

System communicating OK

Pos 6,TagNo 6

status: @
Previous user: Unknown

Current Location: Bay 4

2. At the Edit iFob screen, click the Features tab.

Edit iFob @ English(UK) ~ D Help (@ Info €@
Details Items History
{ Cancel ] [ Save and Return Save
System
Home System | ‘
Home Position | ‘
Current System | New System ‘
Current Position | 6 ‘
Status | In System ‘
Serial Number | 682C62050000 ‘
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At the next page, you can manually edit the items’ current location.

Edit iFob @ English(UK) ~ @ Help ® Info €Y

Details Features Items History

[ Cancel ][ Save and Return ]

Location Logging % l

Mode

Current Location Bay 4

3. Once complete, click on Save and Return.

NOTE: It is not possible to override the Current Location with Traka Touch.
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6.11 TEMPORARY KEY STORE (TKS)

Temporary Key Store is a cost option feature that will allow a user to temporarily deposit their keys into a different
system to that which the keys were removed from.

The Temporary Key Store system may be used in a situation where taking keys is against compliance such as outside
of work premises or areas considered to be of high risk. In conditions such as these, the keys may be placed in the
Temporary Key Store system to keep track of their location and retrieved later as required.

An override option can be assigned to a user in TrakaWEB, which will enable them to remove iFobs from the Temporary
Key Store regardless of them being granted access. This will generate a ‘Temporary Key Store Override’ event which
will appear in the activity report. However, Realtime Activity will not show any ‘Temporary Key Store Override’ events
unless activated from Activity Types in the Software Settings menu. An ‘Activity Trigger’ can also be set within TrakaWEB
to generate an Email Notification.

Due to the nature of the Temporary Key Store functionality, there is no Search option available on Traka Touch.

6.11.1 LIMITATIONS
The Temporary Key Store feature is compatible with the following:
. Key Management Systems

. Random Return to Multiple Systems

. Remote Commands (Remote Release and Remote User Login)

e  Email Notifications (Temporary Key Store Override event)

. Extension Cabinets

The Temporary Key Store is not compatible with the following (Excluding home system setup):
e Lockers
e Rack Manager

e Random Return Single System (RRSS)

e Fixed Return to Single System (FRSS)

. Item Booking

e  Access Schedules

e Allowance Across Systems

. Reason Logging
. Notes Logging
. Fault Logging

e  Fuel, Distance, and Location Logging

. Item Handover
. Custom Messages
. Curfews

e  Authorisers
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. iFob Authorisation
e User & Item Import Spreadsheet on Touch
e Individual Item Allowances

e Integration Engine

6.11.2 PREREQUISITES

A configuration file will be required to enable RRMS and TKS, which can be obtained from Traka. To load the configuration
file, please refer to UD0011 — Traka Touch User Guide.

Although the iFob home system may be a Fixed Return system, the Temporary Key Store is based on Random Return
to allow iFobs to be returned and retrieved from any position.

Please refer to the Random Return to Multiple Systems section of this document for more information on the setup and
configuration of RRMS.

6.11.3 USING TEMPORARY KEY STORE

A user will be able to deposit multiple items that they have been granted access into the Temporary Key Store. By using
the I Know What I Want functionality on Traka Touch, they will in return be able to remove those items as required.

Only the user who deposited the items to the Temporary Key Store may be able to remove them unless they have been
granted the override permission. In this situation, an override event will be generated.

Due to the nature of the Temporary Key Store/RRMS, there is no Search functionality available.
Items are taken from the home system as required, by a user who has been granted access to them.

If a User with the Admin role accesses the TKS system, they will be presented with the option to either enter the Admin
menu or deposit and remove items by selecting the I Know What I Want button.

@ ¢ traka
01/03/2023 15:55:29 ASSAABLOY
Welcome Traka Admin, please select an option below:
eeecee
e E’%. °
I Know What I Want
Logout

Admin

When a non-Admin User logs into the system, the door will automatically open to allow them to deposit or remove items.
1. After logging in as an Admin User, access the system by selecting the I Know What I Want button.
The door will now open, and you can then place the iFob in the system.
2. Place the iFob in any available slot and then close the door. The system will automatically log you out.
When a user returns to the system to remove items, they will only be allowed to take items that they originally deposited.

Items in red represent Items that have been deposited by other users. This rule will apply to all users unless they have
been given the override permission.
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@ Traka User 01
&

‘ Help ‘

‘ Lookup ‘

A record of removed items is viewable from the home system when an item that has been removed is selected in the
System Viewer. A message will be displayed as shown below.

Reception

status : @ 19/04/2022 14:16:23

System communicating OK

Pos 5

status: @
Current user: Traka Admin
Taken at: 19/04/2022 14:15:39

Previous user: Unknown User

iFob which befongs in this position is out in Temporary Key Store System and
was inserted on 19/04/2022 14:16:14.

A record of items placed in the Temporary Key Store system can be viewed by selecting a deposited item on the System
Viewer page.

Temporary Key Store System

status : @ 19/04/2022 14:26:53
O . .[J Systern communicating OK

Pos 3

O . status: @

Current user: Traka Admin

Taken at: 19/04/2022 14:15:39

Previous user: Unknown User

iFob is in this system but belongs in Reception and was inserted on
19/04/2022 14:16.14

Selecting the iFobs from the Navigation Menu will also provide information as to which iFobs are currently out of the
system and their location in the Temporary Key Store.
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System 2 v Pos.Y Sync Description v Status ¥ Who Y When
[ Temporary Key Store System 5 ® In Temporary Key Store
(] Temporary Key Store System 3 [ ) In Temporary Key Store  Traka Admin 19/04/2022 14:15:39
OJ Temporary Key Store System 2 [ ] In Temporary Key Store 19/04/2022 12:20:09
OJ Reception 15 [ ] In System Unknown User  19/04/2022 11:24:33
[ Reception 4 ® In System Unknown User  19/04/2022 11:24:32
(] Darantinn a - I Cwctam I Inkrnmamn |lear 19/N0A12N02D 11-24-27

76.11.4 TEMPORARY KEY STORE OVERRIDE

A User with the Temporary Key Store Override function will be able to remove items from the Temporary Key Store

system even if they have not been granted access to those items.

1. From the Navigation Menu, navigate to the Users page, select a User and then choose Edit.

Region System Active

(All Regions) ~  (All Systems) ~  (All Users)

1 .- Display Name T Sync Staff Number v
| Super Admin ®

O Traka Admin ®

] Traka User 01 ®

] Traka User 02 ®

Y Create Filter

Em -z

Job Role Y

Sales Manager

Tel T Mobile

T

2. At the Edit User page, select the System Access tab.

Details

Edit User - Traka User 02

System Access

Credentials

V2.0 18/03/25
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3. At the System Access page, find the Temporary Key Store system in which you want the user to have Key Store
Override permissions and click on the Ellipsis button to the right of that system.

Sync  Effective v System 2 T Regiony Activer No.ofltems SuperAdminy System Reportsy

® Reception Default @ ] ]
Temporary

@ Key Store Default (] O B
System

Y Create Filter

4. A new panel will open. Find and tick in the checkbox for Temporary Key Store Override.

Temporary
Key Store Default [ [l
System

Authoriser:

Auth. Override:

Item Handover:
Curfew:

Item Booking Override:

Item Access Schedule Override:

Temporary Key Store Override: @

NOTE: The override option is only available for systems configured for Temporary Key Store. It will not allow
users to remove items that they have not been granted access to from non-Temporary Key Store systems.

5. Once completed, click on Save and Return.
The selected User will now have permission to remove any items from the Temporary Key Store as required.

Although the Temporary Key Store Override permission cannot be set at the Traka Touch system, any override
permissions a user has been given can be viewed in Roles within User Administration at the Temporary Key Store system.

®C traka
28/02/2023 14:58:34 ASSAABLOY
2. User administration

User Roles

Authoriser =l

Authorisation Override e

Emergency Open e —

Temporary Key Store Override (/] Dptions

oK Save [
Cancel
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[6.11.5 REPORTS

56.11.5.1 TEMPORARY KEY STORE ACTIVITY REPORT

Any time that the Temporary Key Store Override permission is used, a recorded event is generated. The activity can be
selected when creating an Activity Report.

1. Within the View Reports menu, in the General tab, select an Activity Report.

Reports @ English(UK) ~ @ Help @ Info @

Activity Report

Seoes) This report shows all system, iFob and item activity.

SRS Notes Report

A report showing notes entered when an item was released or returned.

Exceptions

Item Handover Report

2. On the filter page, select iFob as the Activity Category and navigate through the Activity drop-down menu as
shown and place a tick in the checkbox for Temporary Key Store Override.

Activity Report @ English(UK) ~ @ Help @ Info Y

@ The Activity Report will only return a maximum of 60000 records. Please select the filter parameters below:

Step 1: Select Date Range

Date From 19/03/2022 00:01 Duration 32 days

Date To 19/04/2022 23:5'

Step 2: Select Activity

Activity Category iFob - Activity Temporary Key St~

| select All Q
O Spare Item Not ~

Step 3: Select Specific Record Removed

Tally iFob inserted but

Enable Section (] 0 Dock Door not cycled

Prefilter Specific system

Regions
Record Selection |

Tally iFob inserted but
Dock Door was open

User _

. Unauthorised ltem
iFob U Remaved

Item L thoeicad i+ hd

3. After completing the filter parameters for the report, click on the Submit button.
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The report for Temporary Key Store and any other filtered parameters will then be shown.

Activity Report

< Edit Filter Selection

Date From

19/03/2022 00:00

Date To
19/04/2022 23:59

When =
19/04/2022 15:36:20

Temporary Key Store System

19/04/2022 15:36:13 Temporary Key Store System

Y Create Filter

System Y

@ English (UK) ~

Activity Category
iFob

Activity

Pos. Description v  Activity T Who T
2 Temporary Key Store Override Traka User 02
3 Temporary Key Store Override Traka User 02

@ Help

Temporary Key Store Override

L Info

(e
-]

56.11.5.2 CURRENT ITEM STATUS REPORT

A Current Item Status Report may be accessed in the View Reports menu by selecting the Status tab.

Current Item Status Report

System s v Pos. v Description
Temporary Key Store System 2

Temporary Key Store System 4

Temporary Key Store System 3

Reception 18

Darantinm

10

V2.0 18/03/25

@ English (UK) ~
T Status Y Who
In Temporary Key Store
In Temporary Key Store Traka Admin

In Temporary Key Store Traka Admin

In System

In Cvctnm

uD0260

o

@ Help @ Info

(]

19/04/2022 13:00:54
19/04/2022 16:00:03
19/04/2022 15:36:13

19/04/2022 11:24:33

1Q/NAINDID? 11-24-22
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76.11.6 EMAIL NOTIFICATIONS

A Trigger Event can be used to send an email notification when the Temporary Key Store Override option is used. For
more information on email notification configuration, please refer to the Email Notifications section in this document.

New Notification @ English(UK) ~ @ Help @ Info €Y

Notification Details Activity Triggers Region Access System Filter Itemn Filter Email Template

=

All Triggers [
Selected Name + Alarm
] Temporary Key Store Override O
O Unauthorised ltem Removed
O Unauthorised Item Returned
(] Unidentified Item Charge Fault
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6.12 ITEM PAIRING & LOCKER PAIRING

Item Pairing and Locker Pairing are powerful security features which can prevent users from taking too many critical
keys or assets from Traka Touch systems simultaneously or prevent the removal of keys or assets when it is not safe to
use them.

6.12.1 ITEM PAIRING: FRSS OR ADVANCED FIFO

Item Pairing allows the TrakaWEB administrator to arrange Items in pairs or groups. Moreover, you can decide how the
paired items will behave. Item Pairing can be arranged in accordance with either of the two different rule types and you
will need to choose which rule type is more appropriate for your chosen items:

Exclusive User Pairing Lockout Pairing

e You can create pairs of items e You can create groups of items

Each pair will have one Primary item and one
Secondary item

When you remove one paired item from the system,
you will not be able to remove the second

When you have one item from the pair out of the
system, a different user can remove the other one

Each group will consist of one or more Primary items
and one Secondary item

When at least one Primary item is out of the system,
no user can remove the Secondary item

All the Primary items must be back in the system
before the Secondary item can be removed

e  When the Secondary item is out of the system, no
user can remove any of the Primary items

To demonstrate the power and potential application of the Item Pairing feature, consider the following examples:

¢ Exclusive User Pairing: A company has a security safe and two associated keys (the primary key and the
spare) stored in a Traka Touch system. The feature will prevent an authorised user from taking both keys at
once. One user can only take one key at a time, and they must return the first key to remove the other. Other
users can remove the spare in the meantime, as they might need access to the safe as well

e Lockout Pairing: A company has an engine room and a number of electrical boxes in the engine room. There
is one main engine key (the Secondary key) and a number of keys to different electrical boxes (Primary keys).
The feature will prevent different users from removing the main engine key until all the keys to the electrical

boxes have been returned. Conversely, when the main engine key is out of the system, no user will be able to
remove any keys to the electrical boxes to prevent any damage to the equipment or harm to the personnel.

NOTE: You can set up as many rules per system as you can have possible item pairings, and one system can
work with multiple rules of both types enabled on it.

NOTE: One item can only be assigned to one rule.

Item Pairing can be used on Touch systems working in 2 mutually exclusive modes:
1. It can be set up on systems working in the Fixed Return to Single System (FRSS) mode OR

2. It can be set up on systems working in the Advanced First In-First Out (AFIFO) mode.

Should you require a change to your chosen configuration, please contact Traka or your Distributor.
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6.12.1.1 LIMITATIONS
Due to the nature of the Item Pairing feature, it is incompatible with the following features on TrakaWEB/Traka Touch:

¢ Random Return to Single System (RRSS)

e Random Return to Multiple Systems (RRMS)

e Temporary Key Store (TKS)

. DockSafe

e Rack Manager

56.12.1.2 ENABLE ITEM PAIRING

To enable Item Pairing on TrakaWEB, at least one of the systems connected to TrakaWEB must be configured to work
with the Item Pairing function enabled. To enable Item Pairing for a specific system, you will need to upload an
appropriate Config file onto that system.

You will need to decide whether the Item Pairing will be enabled on a FRSS system or a system working in the Advanced
FIFO mode as your decision will affect which Config file will need to be uploaded on the affected system(s). To read more
about Advanced FIFO, refer to UD0232 - TrakaWEB FIFO and Advanced FIFO User Guide.

To obtain the relevant Config files with the Item Pairing enabled for your systems, contact Traka or your Distributor.

56.12.1.3 ITEM PAIRING SOFTWARE PERMISSIONS

As a TrakaWEB administrator, you may or may not have the necessary permissions to create, edit, or delete Item Pairing
rules. To check if your Software Permissions Group has got appropriate permissions, make sure that the following
checkboxes relating to the Item Pairing are ticked in the Edit options of your Software Permissions Group. The Item
Pairing permissions can be found in the software permissions tree under Web > Pages > Items > Pairing:

B (5] Pages
B (5] Items
[ ] Create
[ ] Delete
[] Edit
B [ | Outstanding Faults
[ ] Create
@ [ ] Edit
[ ] Clear Faults
[ ] Repair Faults
B & Pairing
B Create
B Delee
B cdie
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56.12.1.4 CREATE AN ITEM PAIRING RULE

1. To create an Item Pairing rule, select Items on the Navigation Menu. The menu will expand and reveal the

Pairing sub-menu:

8 Users
P ltems ; Pairing
[ Reports , Itern Access Groups

ltems
& Software Settings

£ iFobs
[® Systems

(U Realtime Activity

2. TrakaWEB will then display all the current Item Pairing rules that exist within the database. Click on the Create

button on the Toolbar.

Pairing Rules

Create

0 ... Name T Rule Y System

No data to display

Y Create Filter

@ English (UK) ~ @

.

(-]
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3. You will be taken to a new page, where you will need to provide a name for the new rule, and then subsequently
select the Region and the System which will be affected by the new rule, as well as select the Pairing Rule Type that
you need to create.

New Pairing Rule @ English(UK) = @ Help @ info €

Details

Name Safe Key Rule pRine
i Lockout Pairing: Access to items is restricted when the assaciated paired
D item is out of the system

Region Default ¥ Exclusive User Pairing: The same user cannot access both associated
paired items simultaneously

System Item Pairing Syster - Locker Pairing: When a user requests a locker the assodiated paired
locker position opens automatically

Pairing Rule -

Lockout Pairing

To decide which rule you should create, refer to the Item Pairing Overview section in this document.
4. Once you have made your selection, click on Save.

NOTE: Once you have created the rule, you will not be able to change its selected Region, System, or
Pairing Rule Type. If that is the case, you will need to delete the rule and create a new one instead.

The page will now update, and your selected Region, System, and Pairing Rule Type will be greyed out. You will also
gain access to two new tabs: Items and History.

5. Select the Items tab.

Edit Pairing - Safe Key Rule @ English(UK) ~ @ Help (@ Info €

p——
Details Items History

[ Cancel

e # @ Rule Types:
L Safe Key Rule Lockout Pairing: Access to items is restricted when the associated paired
< item is out of the system

Region Exclusive User Pairing: The same user cannot access both associated
paired items simultaneously

System Locker Pairing: When a user requests a locker the associated paired
locker position opens automatically

Pairing Rule
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6. Depending on the Item Pairing Rule you have chosen previously, select your Primary and Secondary Items by
checking the boxes in the relevant columns next to the respective Items’ positions.

Edit Pairing - Safe Key Rule @ English(UK) ~ (D Help @ Info @O
Details Items History
[ Cancel ][ Save and Rewrn } Save B

@ Only showing items for System 'Item Pairing System’
@ One item can be selected from the primary column. One item can be selected from the secondary column

Primary Secondary Position s Description T
2 O 1
[ ] ] 2
([ (I 3
O ] 4

NOTE: In the Exclusive User Pairing, you may select only one Primary and one Secondary. In the Lockout
Pairing, you may select multiple Primaries and one Secondary.

7. Once you have chosen your Items for the Item Pairing Rule, you can click on Save and Return.

56.12.1.5 EDIT AN ITEM PAIRING RULE

1. To edit an Item Pairing rule, select Items on the Navigation Menu. The menu will expand and display the
Pairing option.

System Viewer

Users
ltems k Pairing

[E Reports » Item Access Groups

) ltems

& Software Settings

@ iFobs
Systems

5 Realtime Activity
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2. TrakaWEB will then display all the current Item Pairing rules that exist within the database. Select one of the
existing Item Pairing rules and either click on Edit on the Toolbar or double-click on the selected rule to start

editing it.
Pairing Rules @ English(UK)~ @ Help @ Info @
. Delete E]
1 .. Name 2 T Rule Y System A {
= Safe Key Rule Exclusive User Pairing Item Pairing System

Y Create Filter

You will be redirected to the Edit Item Pairing rule Details page. You will notice that you cannot edit any of the Region,
System, or Item Pairing Rule Type details.

NOTE: Once a rule has been created, you will not be able to change its selected Region, System, or Pairing
Rule Type. If that is the case, you will need to delete the rule and create a new one instead.

3. Select the Items tab.

Edit Pairing - Safe Key Rule @ English (UK) ~ @ Help @ Info €Y
PE—

Details l Items l History
S——

[ Cancel Save and Return

e ® Rule Types:
- : Lockout Pairing: Access to items is restricted when
Safe Key Rule the associated paired item is out of the system

Exclusive User Pairing: The same user cannot access

Region both associated paired items simultaneously
Locker Pairing: When a user requests a locker the
associated paired locker position opens

System automatically

Pairing Rule
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4. In the Items tab, change your selection of Primary and/or Secondary items in the Pairing Rule as required.

Edit Pairing - Safe Key Rule

Details

Items

@ English (UK)

-

@ Help @ Info

[ Cancel

Save and Return

@© Only showing items for System 'ftem Pairing System’'
@ One item can be selected from the primary column. One item can be selected from the secondary column

Primary

]

Secondary

L]

Position %+ Description

o

E]

NOTE: In the Exclusive User Pairing Rule Type, you may select only one Primary and one Secondary. In the
Lockout Pairing Rule Type, you may select multiple Primaries and one Secondary.

5. Click on Save and Return.

56.12.1.6 DELETE AN ITEM PAIRING RULE

1. To delete an Item Pairing rule, navigate to the Pairing Rules page where all the current Item Pairing rules will

be displayed.

2. Select one of the existing Item Pairing rules that you wish to delete and then click on the delete button on the

Ribbon Menu.

Pairing Rules

T Create Filter

V2.0 18/03/25

Safe Key Rule

T

& English (UK) =

Rule

Exclusive User Pairing

uD0260

T

@ Help @ Info

System

Itemn Pairing System

o
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A window will appear asking you to confirm that you wish to delete the selected Item Pairing Rule. Select Yes to continue.

Delete Pairing Rules 5

Are you sure you want to delete 1 Pairing Rules?

-

The rule will now be deleted.

3. Click on close to exit from the window.

Delete Pairing Rules b4

Your request to delete a batch of Pairing Rules has been sent
to the Traka Web server and the status is shown below.

status Complete

Progress 1 of 1

Not processed 0

If you click Close before the status is complete, please be

aware that the changes requested may not show in Traka Web
until the batch processing has completed successfully.
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56.12.1.7 ITEM PAIRING ON FRSS SYSTEMS

When the Item Pairing feature is enabled on Fixed Return to Single System systems, the items associated with selected
Item Pairing Rules are accessible at any time, provided that the Item Pairing Rule’s conditions have been met and the
user who is trying to access the items has been authorized to remove them from the affected system(s).

56.12.1.8 EXCLUSIVE USER PAIRING RULE

Setup

Once an Exclusive User Pairing Rule has been set in place in TrakaWEB, the feature will work on the selected system as
soon as the synchronisation completes. In the example below, the following Exclusive User Pairing Rule has been created:

Details

Primary

O

Edit Pairing - Exclusive User Pairing @ English (UK) ~ @ Help

Items History

(=) e | B

@ Only showing items for System ‘Item Pairing System’
@ One item can be selected from the primary colurmn. One item can be selected from the secondary column

Secondary Position + Description
0 1
] 2
O 3
0 4

@ Info 9

The item in Position 1 has been set as the Primary item, and the item in Position 2 has been set as the Secondary item.

Two users are registered on the system: Traka User 01 who has access to all the items stored in the system, and Traka
User 02, who only has access to the item in Position 1.

Application

1. When Traka User 01 logs into the affected Traka Touch system, they can remove any item from it. In the
example below, the item in Position 1 has been chosen.

@ ¢
27/04/2023 14:52:30

N7

V2.0 18/03/25

Traka User 01
Held:

000G OGOOGUT

uD0260

traka
G S
ASSA ABLOY

Help

‘ Lookup |
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2.

The moment they have taken the item from Position 1, which is the Primary item in the existing Item Pairing
rule, the item in Position 2, which is the Secondary Item, will automatically become unavailable to that user.

3.

@G ¢
27/04/2023 14:55:17

N7

Traka User 01
Held: 1

660G OCOCGOEGOEGOUT

‘ Help ‘

‘ Lookup ‘

Traka User 01 logs in again to return the Primary Item to Position 1. Now, the Item in Position 2 becomes

available to the user again.

4.

unavailable.

V2.0 18/03/25

®s ¢
27/04/2023 14:52:30

@ Traka User 01
o Held:

000G OGOOCCT

‘ Help

‘ Lookup |

traka

ASSA ABLOY

@ ¢
27/04/2023 14:57:48
Traka User 01

@’ Held: 2
6000 OGOGOOCT

‘ Help ‘

‘ Lookup ‘

moment and the user will need to return one item to remove the other.

uD0260

If the Traka User 01 now removes the item from Position 2, the item in Position 1 will automatically become

NOTE: This feature will prevent one user from removing both paired items from the system at any given
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5. If the Traka User 02 logs in at that time, they will be able to remove the item from Position 1 (that is the only
Item they are authorized to remove).

@G ¢

27/04/2023 15:03:49

8 Traka User 02
o Held:

Help

‘ Lookup ‘

56.12.1.9 LOCKOUT PAIRING RULE

Setup

Once a Lockout Pairing Rule has been set in place in TrakaWEB, the feature will work on the selected system as soon as
the synchronization completes. In the example below, the following Lockout Pairing Rule has been created:

Edit Pairing - Lockout Pairing @ English(UK) ~ @ Help @ Info €W
Details Items History

[ Cancel ][ Save and Rewurn } E]

® Only showing items for System 'ltem Pairing System’
@ Multiple iterns can be selected in the primary column. One item can he selected from the secondary column

Primary ... Secondary Position # Description T
L O 3
] O 4
U a 5
O O 6

The items in Positions 3 and 4 have been set as the Primary items, and the item in Position 5 has been set as the
Secondary item.

Two users are registered on the system: Traka User 01 who has access to all the items stored in the system, and Traka
User 02 who has only got access to the items in Positions 4 and 5.
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Application

1.

to remove the item in Position 3.

2.

27/04/2023 14:52:30
Traka User 01

@ Held:

00000 0GCEGCC

‘ Help ‘

When Traka User 01 logs into the affected Traka Touch system, they can remove any item from it. They choose

‘ Lookup ‘

Once the item has been taken from Position 3, which is one of the Primary items in the Item Pairing rule, the
item in Position 5, which is the Secondary item, will automatically become unavailable, but the other Primary

item in Position 4 is still available.

@G ¢
27/04/2023 15:13:18

@ Traka User 01
o Held: 3

¢COO0OGOGOGOGOCT

‘ Help ‘

‘ Lookup ‘

uD0260

Page 390 of 527

V2.0 18/03/25
This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



3. If the Traka User 02 logs in at that time, they will be able to remove the item in Position 4, but they will not be
able to remove the item in Position 5.

®GS ¢

27/04/2023 15:18:45

E?, Traka User 02
o Held:

‘ Help ‘

‘ Lookup ‘

NOTE: As long as any Primary items are out of the system, the Secondary item will be unavailable, regardless
of who is trying to access it.

4. Traka User 02 removes the other Primary item from Position 4.

5. When Traka User 01 logs in again and they return the item to Position 3, they will see that the Secondary item
in Position 5 is still unavailable as the item in Position 4 is now out of the system. Traka User 01 logs out.

@G ¢

27/04/2023 15:21:26

@ Traka User 01
@ Held:

‘ Help ‘

‘ Lookup ‘
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6. Traka User 02 logs in afterwards and returns the last Primary item to the system. They are now able to remove
the Secondary item from Position 5. Traka User 02 removes that item.

®G ¢

27/04/2023 15:23:19

@ Traka User 02
@ Held: 4

006G OGOGOCO

‘ Help ‘

‘ Lookup ‘

NOTE: As long as the Secondary item is out of the system, no user can remove any of the Primary items.

7. When Traka User 01 logs into the system, they are not able to remove any of the Primary items as the Secondary
item is still out of the system.

27/04/2023 15:27:19

EE; Traka User 01
& Held:

00060 OGOOCT

‘ Help ‘

‘ Lookup ‘

56.12.1.10 ITEM PAIRING ON ADVANCED FIFO SYSTEMS

When the Item Pairing feature is enabled on Advanced FIFO systems, the items associated with selected Item Pairing
Rules will follow the same rules which are in place for the Fixed Return to Single System systems, but they will also be
accessible to the system users on a First In-First Out basis, provided that the Item Pairing Rule conditions have been
met and the user who is trying to access items has been authorized to remove them from the affected system(s). To
read more on the Advanced First In-First Out feature, please refer to UD0232 - TrakaWEB FIFO and Advanced FIFO
User Guide.
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56.12.1.11 EXCLUSIVE ITEM PAIRING RULE

6.12.1.11.1 EXAMPLE 1 - ITEM PAIR WITHIN ONE COMMON ITEM ACCESS GROUP

Setup

Once an Exclusive User Pairing Rule has been set in place in TrakaWEB, the feature will work on the selected system as
soon as the synchronisation completes. In the example below, the following Exclusive User Pairing Rule has been created:

Edit Pairing - Exclusive User Pairing @ English(UK) ~ @ Help @ Info €@

Details Items History

@ Only showing items for System ‘ltem Pairing System’
@ One item can be selected from the primary column. One item can be selected from the secondary column

Primary Secondary Position # Description T
=2 O 1
a = 2
| O 3
0 0 4

The item in Position 1 has been set as the Primary item, and the item in Position 2 has been set as the Secondary item.
Two users are registered on the system: Traka User 01 and Traka User 02.

One Common Item Access Group (CIAG) has been set up for the affected system and the Item Allowance within that
CIAG has been set to 3.

New Item Access Group English(UK) = @ Help @ Info @

Cancel Save and Return Save

Name Keys to Safe
Everyone Group [}
Commeon Group ® A Common item Access Group allows similar items to be grouped together with a common

access right. ftems can only be a member of a single Common Item Access Group.

Common Group Type ® Warning: Items can only be a member of a single FIFO Group.

Region Default ~
System Item Pairing Syster ~
Allowance |3‘ @ 0= Unlimited
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All 5 items from the affected system have been assigned to that Common Item Access Group.

Edit Item Access Group - Keys to Safe © English(UK) = @ Help @ Info @

Details Item Access Users History

(o] (e ) R

@ Only showing items for system ‘ltem Pairing System’.

Oicin Access T System 4 T Pos. & v Detail1 v Detail2 v Detail3 vy Detail4 v DetailS v Type v
O v Item Pairing System 1
(5] v Item Pairing System 2
O 7 Item Pairing System 3
O v Item Pairing System 4
O 04 Item Pairing System 5
[ i) Lo (3

Both Traka User 01 and Traka User 02 have been made members of that CIAG.

Edit Item Access Group - Keys to Safe @ English(UK) ~ @ Help @ info @

Details Item Access Users History

[t ] (e | R )

0 ... Sync Member v Display Name v  Staff Number v Job Role Y Tel v Fax v Mobile T
O ® Super Admin
(m} @ Traka Admin
0O o 7 Traka User 01
[ L ] v Traka User 02
Y Create Filter
V2.0 18/03/25 UD0260 Page 394 of 527

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



Application

1. When Traka User 01 logs into the affected Traka Touch system, the system will automatically release the Item

that has been in the system for the longest time. In this case, it is the item stored in Position 1.

WG ¢

28/04/2023 10:24:51

Please remove item from position 1.

2. After the user has removed the item, they will be asked to close the door to the system.
@O ¢
03/05/2023 10:11:08
Please close door
3. Since the Item Allowance within this group is 3, when the user logs back into the system, they will have the
option to take another item. They will also have the option to return any items in their possession.
@ ¢ traka
03/05/2023 10:16:26 ASSAABLOY
Please choose from the following options:
Take Items Return Items
‘ Exit ‘
4,

Traka User 01 selects the Take Items button. This automatically releases the next item within that CIAG
which has been in the system for the longest time, with the exception of the item in Position 2. The item in
Position 2 is the Secondary item in the User Exclusive Pairing and, since Traka User 01 has already taken the
Primary item from the pair, they will not be able to remove the item from Position 2, even if the item in
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Position 2 has been in the system for the longest amongst all the remaining items in that system. Traka User
01 will receive the next one in the queue instead.

@Q 4’ traka
29/03/2023 11:13:54 ASSA ABLOY

Please remove item from position 3.

After taking the item from Position 3, the system will once again ask the user to close the door.

When Traka User 02 logs in, the system will automatically release the item in Position 2 to them, as this is the

item that has been in the system for the longest and this user does not have the Primary item from the pair
that item in Position 2 belongs to.

®C ¢
29/03/2023 11:13:54

Please remove item from position 2.

All the other functionalities typical of the Advanced FIFO feature will apply as normal.
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6.12.1.11.2 EXAMPLE 2 - ITEM PAIR DIVIDED BETWEEN TWO COMMON ITEM ACCESS GROUPS

Setup

Once an Exclusive User Pairing Rule has been set in place in TrakaWEB, the feature will work on the selected system as
soon as the synchronisation completes. In the example below, the following Exclusive User Pairing Rule has been created:

Edit Pairing - Exclusive User Pairing @ English(UK) = @ Help @ Info @

Details Items History

® Only showing items for System ‘ltem Pairing System"
(D One item can be selected from the primary column. One item can be selected from the secondary column

Primary Secondary Position % Description T
L] D 1
a a 2
) O 3
] O 4
] O 5

The item in Position 1 has been set as the Primary item, and the item in Position 2 has been set as the Secondary item.
Two users are registered on the system: Traka User 01 and Traka User 02.

Two Common Item Access Groups (CIAGs) have been set up for the affected system and the Item Allowance within each
CIAG has been set to 2:

e Main Keys group which comprises items in Positions 1, 3, and 5

e Spare Keys group which comprises items in Positions 2 and 4.

Edit Item Access Group - Main Keys Edit Item Access Group - Spare Keys
Details Item Access Users History Details Item Access Users History
® Only showing items for system 'ltem Pairing System’, @© Only showing items for system ‘ltem Pairing System’.
0... Access Y System 3 Y Pos. £ Y Dete 0 ... Access T System 2 Y Pos. 2 Y Deta
Item Pairing Item Pairing
] g
U o System O v System 2
0 v Item Pairing 3 Item Pairing
System o 4 System 4
Item Pairing
O 7 o
System

Both Traka User 01 and Traka User 02 have been assigned to both CIAGs.
Application

1. When Traka User 01 logs into the affected Traka Touch system, the system will ask which CIAGs the user needs
to remove items from.
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@Q 4’ traka
28/04/2023 11:35:32 ASSAABLOY

Please select the group(s) of items you wish to be allocated:

Item Group Items Available Sel

Main Keys 2
Spare Keys 2

4 >

Select All

|De5e|ectAH‘ | Cancel ‘

2. Traka User 01 chooses to remove items from both groups, selects them on the screen and clicks on Continue.

traka

S
28/04/2023 11:37:25 ASSA ABLOY
Please select the group(s) of items you wish to be allocated:

Items Available Sel

| 2
Select All HDeseIect All| Continue Cancel

3. The system releases one item from the Main Keys group that has been in the system for the longest time and
one item from the Spare Keys group that has been in the system for the longest time. In the example below,
the system releases the items from Positions 1 and 4.

@ ¢ . | @G ¢

28/04/2023 11:39:33 59163/2023 11:13:54

Please remove item from position 1. Please remove item from position 4.

NOTE: As Traka User 01 has removed the item in Position 1 which is the Primary item in the Exclusive User
Pairing Rule, the system will automatically ignore the item in Position 2 when handing out items from the
second CIAG, as in accordance with the Item Pairing rule one user cannot hold both the Primary and
Secondary items simultaneously.

4. When Traka User 02 logs in and removes items from both CIAGs, the system will again release one item from
each group automatically. This time, the system will release the item in Position 2 as Traka User 02 does not
hold the item from Position 1 on them.
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@Q ‘P traka
29/03/2023 11:13:54 ASSAABLOY

@G ¢
29/03/2023 11:13:54

Please remove item from position 2. Please remove item from position 3.

All the other functionalities typical of the Advanced FIFO will apply as normal.

56.12.1.12 LOCKOUT PAIRING RULE

NOTE: With the Lockout Pairing Rule in place, we highly recommend assigning the Primary items into one
or more CIAGs, and the Secondary Item to a separate CIAG. Although it is entirely possible to assign both
the Primary items and the Secondary item into the same group, the system will be releasing them to
authorized users in accordance with the First In-First Out principles. In this case, users would not be able
to tell if the item they have received was one of the Primaries or the Secondary, and, if it were indeed the
Secondary item, they would unknowingly block all other users from removing any of the Primaries.

6.12.1.12.1 EXAMPLE - ITEM PAIRING DIVIDED BETWEEN MULTIPLE COMMON ITEM ACCESS
GROUPS

Setup

Once a Lockout Pairing Rule has been set in place in TrakaWEB, the feature will work on the selected system as soon as
the synchronisation completes. In the example below, the following Lockout Pairing Rule has been set up:

Edit Pairing - Engine & Electrical Keys @ English(UK) = @ Help @ Info O

Details Items History

@ Only showing items for System 'ftem Pairing System’
@ Muitiple items can be selected in the primary column. One item can be selected from the secondary column

Primary ... Secondary Position ¢ Description T
] O 1
] O 2
-] O 3
] O 4
a ] 5

The items in Positions 1 to 4 have been set as the Primary items, and the item in Position 5 has been set as the Secondary
Item.

Two Common Item Groups have been set up, one which will hold all the Primaries and the other which will hold the
Secondary. Both have an allowance of 2.
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NOTE: You can divide your Primary items between multiple Common Item Access Groups as required. In the
example below, all Primary items are shown as belonging to one CIAG only for simplicity. Similarly, more
than one item may belong to the group containing the Secondary item. We only recommend not assigning
both the Primaries and the Secondary items into the same group.

Edit Item Access Group - Electrical Boxes Keys

Edit Item Access Group - Engine Key

Details Item Access Users History

Details Item Access Users History

@ Only showing items for system 'Item Pairing System”.

0 ... Access Y System $ Y Pos. 3 1 Detaill v
Y @® Only showing items for system 'ltem Pairing System'.
O v Item Pairing System i)
0... Access T System =ty A Fpsiis

i) v Item Pairing System 2

O & Item Pairing System 3 0 4 ltem Pairing System 5

O v Item Pairing System 4

O Item Pairing System 5

Two users have been registered on the system: Traka User 01 and Traka User 02. Both have been assigned to both
CIAGs.

Application

1. When Traka User 01 logs into the affected Traka Touch system, the system will ask which CIAGs the user needs
to remove items from.

@ ¢ traka
28/04/2023 12:04:57 ASSAABLOY
Please select the group(s) of items you wish to be allocated:

Electrical Box Keys 2
Engine Key 1 —
ISe\ectAH HDeseIectAHl ‘ Cancel ‘

2. Traka User 01 selects the Electrical Boxes Keys (the CIAG with Primaries) and the system releases one key
from that group to them. The system releases items from that group following the First In-First Out principles.
In the example below, the item in Position 3 has been in the system the longest and this item will be released.
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NOTE: Since Traka User 01 removed one of the Primary items, the access to the Secondary item will be
automatically blocked to them and any other user.

@ ¢

28/04/2023 12:08:09

Please remove item from position 3.

3. After removing the item from position 3, the user will be asked to close the door.

®C ¢
03/05/2023 10:11:08

Please close door

4. Since the Item Allowance within this group is 2, when the user logs back into the system, they will have the
option to take another item. They will also have the option to return any items in their possession.

@ ¢
03/05/2023 10:16:26

Please choose from the following options:

[%3s Kels

Take Items Return Items

|" Exit \

5. If the user selects the Take Items button, provided that the item allowance for the CIAG permits it, another
primary item that has been in the system the longest, will be released to the user.

6. Traka User 01 closes the door and is logged out.
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7. When Traka User 02 logs into the system, they are taken to the CIAG selection screen and will also see the
Engine Key group unavailable. This is because one of the Primary items is still out of the system. Traka User
02 can only select to remove items from the Electrical Boxes Keys group. If they select that group, the system
will release one item from that group in accordance with the First In-First Out principle.

P traka
03/05/2023 11:30:43 ASSA ABLOY
Please select the group(s) of items you wish to be allocated:

Electrical Boxes Keys 2

Engine Key 0 N
A
v

Select All | |Deselect AH| | Cancel ‘

8. Traka User 02 does not remove any items and logs out.
9. Next, Traka User 01 logs in and returns one of the Primary items they have held.

10. Then Traka User 02 logs in again and they are taken to the CIAG selection screen.

W ¢
28/04/2023 12:04:57

Please select the group(s) of items you wish to be allocated:

Item Group Items Available Sel

Electrical Box Keys 2
Engine Key 1

.

Select All

DeaelectAH‘ ‘ Cancel ‘

11. Since all the Primary items from the Electrical Boxes Keys group are now back in the system, Traka User 02 is
allowed to remove an item from the Engine Key group.

@ ¢ traka
28/04/2023 14:03:16 ASSAABLOY
Please select the group(s) of items you wish to be allocated:
Electrical Box Keys 2
Engine Key L | —
.
v
|Se\ectAH HDese\ectAH‘ ‘Continue| | Cancel ‘
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12. Since the item in the Engine Key group is the Secondary item, its removal blocks all the Primary items in the
system. No user is now allowed to remove them until the Secondary item has been returned. Since the Electrical

Boxes Keys CIAG consists only of the Primary items, all of them become automatically unavailable. Traka User
02 is automatically logged out.

13. If Traka User 01 tries to log in then, a message will appear on screen informing them that they have been

recognized but there are no items available for them to take.

@53 \]’ traka
28/04/2023 14:09:52 ASSAABLOY

Sorry, there are currently no items
available for you to take

o |

14. Once the Secondary item from the Engine Key CIAG has been returned by Traka User 02, the users regain
access to the affected CIAGs.

@ ¢ traka
28/04/2023 12:04:57 ASSAABLOY
Please select the group(s) of items you wish to be allocated:

Electrical Box Keys 2

Engine Key 1 N
.
v

|Se\ectAH HDeseIectAH‘ ‘ Cancel ‘

NOTE: If a user chooses to remove items from more than one CIAG, and one of the selected CIAGs contains
Primary items and another one contains the Secondary item, then the system will release the item with the

smallest Position number first, regardless of which group that item belongs to, following the First In-First
Out principle.

@ ¢ traka
28/04/2023 14:14:42 ASSAABLOY
Please select the group(s) of items you wish to be allocated:
Items Available Sel
Electrical Box Keys 2 @
Engine Key |
r's
v
Select All | Deselect All Continue Cancel
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Once the first item has been removed, the system will check if the item has been associated with any Item Pairing Rules.
If it was a Primary item, the system will then be unable to release the Secondary item. If it is the Secondary item, the
system will be unable to release any of the Primary items. It will then show the following message.

WG ¢
28/04/2023 14:09:52

Sorry, there are currently no items
available for you to take

56.12.1.13 NO OVERRIDE FOR ITEM PAIRING

Since the Item Pairing is a security feature, for the safety of users and property there is no option available to grant
users permissions to override the Item Pairing.

56.12.1.14 ITEM PAIRING HISTORY

For the purposes of audit, all the changes in the Item Pairing Rules are recorded in the History tab for each Item Pairing
rule.

1. To access the History tab for your chosen Item Pairing Rule, select Items on the Navigation Menu. The menu
will expand and reveal the Pairing sub-menu:

System Viewer

L, Users
@ Items E Pairing
[E Reports v Item Access Groups
& Software Settings s
g iFobs
Systems
5 Realtime Activity
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2. TrakaWEB will then display all the current Item Pairing rules that exist within the database. Select one of the
existing Item Pairing rules and either click on Edit on the Toolbar or double-click on the selected rule to start

editing it.
Pairing Rules @ English(U~ @ Help @ Info €
0 ... Name Y Rule Y System T
O Engine & Electrical Keys Lockout Pairing Item Pairing System
Y Create Filter
You will be redirected to the Edit Pairing Details page.
3. Select the History tab.
Edit Pairing - Engine & Electrical Keys @ English(UK) ~ @ Help @ Info O
 oa——
Details Items l History
—
Cancel [ Save and Rewurn ]
: - @ Rule Types:
Name l anlne & Electrical Key Lockout Pairing: Access to items Is restricted when the
X associated paired item is out of the system
Region Exclusive User Pairing: The same user cannot access both
associated paired items simultaneously
system Locker Pairing: When a user requests a locker the assodated
paired locker position opens automatically
Pairing Rule
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You will then see the recorded history of all the changes to that Item Pairing Rule.

V2.0 18/03/25

Edit Pairing - Engine & Electrical Keys

Details Items

When

28/07/2022 11:47:26

28/07/2022 11:47:26

28/07/202211:47:26

28/07/2022 11:47:26

28/07/2022 11:47:26

28/07/2022 11:46:02

28/07/2022 11:46:02

28/07/2022 11:46:02

Y Create Filter

History

Action

Item Added

Item Added

Item Added

Item Added

Item Added

Created

Created

Created

Y

@ English (UK) ~

old

@ Help (O Info

o

=z

Item Pairing System | 5

Item Pairing System | 2

Item Pairing System | 4

[tem Pairing System | 1

Item Pairing System | 3

Item Pairing System

Lockout Pairing

Engine & Electrical Keys

Field Who

Secondary Super Admin
Primary Super Admin
Primary Super Admin
Primary Super Admin
Primary Super Admin
System Super Admin
Pairing Rule Super Admin
Name Super Admin
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56.12.1.15 ITEM PAIRING IN TRAKAWEB REPORTS
All the events related specifically to the Item Pairing Rules will be visible in the Central History Report. You can also

create a Central History Report and specifically choose Pairing as the Object for the report. To read more on how to
generate such a report, please refer to the General Reports section in this document.

Central History Report @ English(UK) = @ Help @ Info )

@ The Central History Report will only return @ maximum of 2500 records. Please select the filter parameters below:

Step 1: Select Date Range

Date From 20/06/2022 00:0 Duration 31 days

Date To 29/07/2022 23:5'

Step 2: Select Action and Object

Action Access Added; Ac ~ Object Pairing -

Central History Report @ English(UK) ~ @ Help @ Info @

(]

< Edit Filter Selection

Date From Date To Action Object
29/06/2022 00:00 29/07/2022 23:59 Access Added, Access Removed, Pairing
Added, Added To, Created, Deleted,
Item Added, Item Modified, Item
Removed, Modified, Removed From

When Object Record Action Field Who old New
??/‘277/226022 :Jl:irrri]:g E:iisne & Electrical fer A Secondary i:‘;::; :em Pairing System |
??/277/22:22 :i:ir::g E:gisne & Electrical s e Primary i\;;ra:; Iztem Pairing System |
??/277/22222 :i:i:]:g E:gisne & Electrical A Primary ix;i:‘rn I:em Pairing System |
??/277/226022 :i:irrri]:g E:ﬁisne & Electrical AR By i:;:ne‘rﬂ !Item Pairing System |
??/‘(1)77/22222 IP[:i:‘:g i:gisne & Electrical iRl Primary it;;:ne‘r” I;em Pairing System |
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6.12.2 LOCKER PAIRING: FRSS

Locker Pairing can be used on Touch systems working in the Fixed Return to Single System (FRSS) mode. It can be
setup to function with locker systems as RFID and or non-RFID. This will allow a user to take one or more primary items
from separate compartments and automatically be given an item from a secondary compartment. The reverse of this
process however is not the case.

An example of its application could be a supermarket that may have one or more barcode scanners held in multiple
compartments and the batteries for the scanners held in another.

NOTE: At Traka We recommend that the standard use case for the secondary compartment be non-RFID and
the primaries be RFID, although TrakaWEB does allow combinations of either.

NOTE: If the “Allow any user to return items” configuration option has been enabled with Locker Pairing, it
is critical that during handover between users that both paired items are handed over and that the user
returning the items has access to both paired locker compartments.

Should you require a change to your chosen configuration, please contact Traka or your Distributor.

16.12.2.1 LIMITATIONS
Due to the nature of the Locker Pairing feature, it is incompatible with the following features on TrakaWEB/Traka Touch:

e Random Return to Single System (RRSS)

e Random Return to Multiple Systems (RRMS)

e Temporary Key Store (TKS)

e AFIFO

56.12.2.2 ENABLE LOCKER PAIRING

To enable Locker Pairing on TrakaWEB, at least one of the systems connected to TrakaWEB must be configured to work
with the Pairing function enabled. To enable Locker Pairing for a specific system, you will need to upload an appropriate
Config file onto that system.

To obtain the relevant Config files with the Pairing option enabled for your systems, contact Traka or your Distributor.

56.12.2.3 LOCKER PAIRING SOFTWARE PERMISSIONS
As a TrakaWEB administrator, you may or may not have the necessary permissions to create, edit, or delete Locker
Pairing rules. To check if your Software Permissions Group has got appropriate permissions, make sure that the following

checkboxes relating to the Locker Pairing are ticked in the Edit options of your Software Permissions Group. The Locker
Pairing permissions can be found in the software permissions tree under Web > Pages > Items > Pairing:
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B (5] Pages
B (E Items

D Create
D Delete
[ Edit

B D Outstanding Faults

D Create
B [ Edit
D Clear Faults

Repair Faults

B & Pairing
n Create
B Delee
B edic

56.12.2.4 CREATE A LOCKER PAIRING RULE

1. To create a Locker Pairing rule, select Items on the Navigation Menu. The menu will expand and reveal the
Pairing sub-menu:

9 Users

ki K Pairing

&' Reports ' Itern Access Groups
& Software Settings » Items

§ iFobs

0 Systems

(& Realtime Activity

2. TrakaWEB will then display all the current Locker Pairing rules that exist within the database. Click on the
Create button on the Toolbar.

.. @ English(uk) ~ €@
Pairing Rules

E]

0 ... Name T Rule Y System Y

No data to display

Y Create Filter
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3. You will be taken to a new page, where you will need to provide a name for the new rule, and then subsequently
select the Region and the System which will be affected by the new rule, as well as select the Pairing Rule that you

need to create.

New Pairing Rule

Details
Name Barcode Scanner Rule
Region Default -
System Locker Pairing Syst ~
Pairing Rule Locker Pairing -

@ English (UK) ~ ® Help @ info @

@ Rule Types:
Lockout Pairing: Access to items is restricted when the associated
paired item Is out of the system
Exclusive User Pairing: The same user cannot access both
associated paired items simultaneously
Locker Pairing: When a user requests a locker the associated
paired locker position opens automatically

The only pairing rule available is Locker Pairing which will automatically be selected when you click on the Pairing Rule.

4. Once you have made your selection, click on Save.

NOTE: Once you have created the rule, you will not be able to change its selected Region, System, or
Pairing Rule Type. If that is the case, you will need to delete the rule and create a new one instead.

The page will now update, and your selected Region, System, and Pairing Rule Type will be greyed out. You will also

gain access to two new tabs: Items and History.

5. Select the Items tab.

Edit Pairing - Barcode Scanner Rule

Details History

Name Barcode Scanner Rule
Region
System

Pairing Rule

V2.0 18/03/25

@ English (UK) ~ D Help @ Info €Y

@ Rule Types:
Lockout Pairing: Access to items is restricted when the associated
paired item is out of the system
Exclusive User Pairing: The same user cannot access both
associated paired items simultaneously
Locker Pairing: When a user requests a locker the associated
paired locker position opens automatically
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6. Select your Primary and Secondary Items by checking the boxes in the relevant columns next to the respective
Items’ positions.

Edit Pairing - Barcode Scanner Rule @ English (UK) ~ @ Help @ Info o

Details Items History

@ oOnly showing items for System 'Locker Pairing System*
@ Multipie items can be selected in the primary column. One item can be selected from the secondary column

Primary -+ Secondary Position ¢ Description T
] (] 1
m a 2
| O 3
O O 4
O ] 5
Y Create Filter

NOTE: With Locker Pairing, you may select only one Secondary item, but you may select multiple Primary
items as required.

7. Once you have chosen your Items for the Locker Pairing Rule, click on Save and Return.
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56.12.2.5 EDIT A LOCKER PAIRING RULE

1. To edit a Locker Pairing rule, select Items on the Navigation Menu. The menu will expand and display the

Pairing option.

L Users
@ ltems 2 Pairing
[E Reports » Item Access Groups

Items
i Software Settings

g iFobs
O Systems

(Y Realtime Activity

2. TrakaWEB will then display all the current Locker Pairing rules that exist within the database. Select one of the
existing Locker Pairing rules and either click on Edit on the Ribbon Toolbar or double-click on the selected rule
to start editing it.

Pairing Rules @ English(U~ @ Help @ Info O

... [ e

1 e Name T Rule Y System Y

= Barcode Scanner Rule Locker Pairing Locker Pairing System

Y Create Filter

You will be redirected to the Edit Pairing rule Details page. You will notice that you cannot edit any of the Region,
System, or Locker Pairing Rule Type details.

NOTE: Once a rule has been created, you will not be able to change its selected Region, System, or Pairing
Rule Type. If that is the case, you will need to delete the rule and create a new one instead.
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3. Select the Items tab.

Edit Pairing - Barcode
Scanner Rule

—
Details Items History
—
[ Cancel [ Save and Return Save
A @© Rule Types:
Lockout Pairing: Access to items is restricted when
Barcode Scanner Rule the associated paired item is out of the system
Exclusive User Pairing: The same user cannot
Region access both associated paired items
simultaneously
Locker Pairing: When a user requests a locker the
system associated paired locker position opens

automatically

Pairing Rule

@ English (UK) ~ @ Help (I Info 9

4. 1In the Items tab, change your selection of Primary and/or Secondary items in the Pairing Rule as required.

Edit Pairing - Barcode

e @ English(UQ) ~ @ Help @ Info €

Details Items History

{ Cancel ]{ Save and Rewrn ] Save E]

@ Only showing items for System 'Locker Pairing System’
@ Muiltiple items can be selected in the primary column. One item can be selected from the secondary column

Primary ... Secondary Position ¢ Description  {
O ] 1
a O 2
O O 3
] (I 4
O O 5

5. Click on Save and Return.
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56.12.2.6 DELETE A LOCKER PAIRING RULE

1. To delete a Locker Pairing rule, navigate to the Pairing Rules page where all the current Locker Pairing rules
will be displayed.
2. Select one of the existing Locker Pairing rules that you wish to delete and then click on the delete button on

the Toolbar.
Pairing Rules @ English(UK)~ @ Help @ info @
=
1 e Name £ T Rule T System A {
= Barcode Scanner Rule Locker Pairing Locker Pairing System
Y Create Filter

A window will appear asking you to confirm that you wish to delete the selected Item Pairing Rule. Select Yes to continue.

Delete Pairing Rules 5

Are you sure you want to delete 1 Pairing Rules?

The rule will now be deleted.
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3. Click on Close to exit from the window.

Delete Pairing Rules b

Your request to delete a batch of Pairing Rules has been sent
to the Traka Web server and the status is shown below.

status Complete

Progress 1 of 1

Not processed 0

If you click Close before the status is complete, please be

aware that the changes requested may not show in Traka Web
until the batch processing has completed successfully.

56.12.2.7 LOCKER PAIRING ON FRSS SYSTEMS

When the Locker Pairing feature is enabled on Fixed Return to Single System systems, the items associated with selected
Locker Pairing Rules are accessible at any time, provided that the Locker Pairing Rule’s conditions have been met and
the user who is trying to access the items has been authorized to remove them from the affected system(s).

56.12.2.8 LOCKER PAIRING RULE

Setup

Once a Locker Pairing Rule has been set in place in TrakaWEB, the feature will work on the selected system as soon as
the synchronisation completes. In the example below, the following Pairing Rule has been created:

Edit Pairing - Barcode

Scanner Rule @ English (UK) ~ @ Help @ Info 9

Details Items History

(o) (e ) R )

@ Only showing items for System Locker Pairing System"
@ Multiple items can be selected in the primary column. One item can be selected from the secondary column

Primary ... Secondary  Position = Description v
L] ] 1
] ] 2
] 0 3
O ] 4
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The item in Position 1 has been set as the primary item, and the item in Position 2 has been set as the secondary item.

Two users are registered on the system: Traka User 01 and Traka User 02. Both users have been granted access to all

locker compartments in the system.

NOTE: The primary compartment is RFID, and the secondary compartment is non-RFID.

Application

1. When Traka User 01 logs into the affected Traka Touch system, they can remove any item from it. In the

example below, the primary item in Position 1 has been chosen.

@G ¢

28/04/2023 15:54:02

@ Traka User 01
o Held:

2. The moment position 1 is selected, the doors to both position 1 and position 2 will open.

NOTE: If a user has only been granted access to a primary item, then the secondary door will not open.

NOTE: The status of the system icons will not change until the items have been removed.

@ ¢
28/04/2023 16:00:11

@ Traka User 01
° Held: 1,2

06000¢

traka

ASSA ABLOY
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3. When Traka User 02 logs into the system, they will see that the primary item is no longer available, but the
secondary items compartment can still be accessed.

2023 16:11:11

@ Traka User 02
P Held:

‘ Logout ‘
‘ Help ‘

‘ Lookup ‘

4. Traka User 01 logs into the system again and returns the primary item to position 1, It then becomes
available once again to both users.

Should any users require another item from the secondary position, they may log in and select position 2. In this
instance, only the door to position 2 will open. A primary item will still be available if required.

4/2023 16:17:50

@ Traka User 01
@ Held: 2

‘ Logout ‘

‘ Help ‘

‘ Lookup ‘
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56.12.2.9 LOCKER PAIRING WITH MULTIPLE PRIMARY ITEMS

Setup

Locker Pairing with multiple primary items will allow more than one user to take a primary and secondary item from
the locker system. In the example below, the following Pairing Rule has been created:

Edit Pairing - Barcode Scanner Rule @ english(U)~ @ Help D Info O

Details Items History

Cancel

[ Save and Return ] Save E]

@ Only showing items for System 'Locker Pairing System'
@ Multiple items can be selected in the primary column. One jitem can be selected from the secondary column

Primary ... Secondary Position 2+ Description X
] O 1
O ] 2
] O 3
O O 4

Positions 1 and 3 have been set to hold the primary items and position 2 has been set to hold the secondary items.
Application

1. When Traka User 01 logs into the affected Traka Touch system, they can remove any item from it. In the
example below, the primary item in Position 1 has been chosen.

®C ¢

28/04/2023 15:54:02

@ Traka User 01
o Held:

2. The moment position 1 is selected, the doors to both position 1 and position 2 will open.

NOTE: If a user has only been granted access to a primary item, then the secondary door will not open.
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NOTE: The status of the system icons will not change until the items have been removed.

3.

@G ¢
02/05/2023 10:24:08

@ Traka User 01
o Held: 1, 2

T

@S ¢
02/05/2023 10:50:50

@ Traka User 02
o Held:

When Traka User 02 logs into the system, they will see that the primary item in position 1 is no longer
available, but the primary item in position 3 is available and so too are the secondary items in position 2.

4. When User 2 selects position 3, the doors to both position 3 and position 2 will immediately open allowing the
user access to the items. Once the items have been removed, the display icons will be displayed as shown.

@& ¢
02/05/2023 11:54:28

@ Traka User 02
i Held: 2, 3

600600 0C

Once both primary items have been taken, then only the secondary items in position 2 will be available.

Once all the items have been returned by both users, all primary and secondary items will once again be made

available.
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Should any users require another item from the secondary position, they may log in and select position 2. In this
instance, only the door to position 2 open. A primary item will still be available if required.

@ ¢

02/05/2023 12:14:36

@ Traka User 01
o Held: 2

56.12.2.10 NO OVERRIDE FOR LOCKER PAIRING

Since the Locker Pairing is a security feature, for the safety of users and property there is no option available to grant
users permissions to override the Locker Pairing.

56.12.2.11 LOCKER PAIRING HISTORY

For the purposes of audit, all the changes in the Locker Pairing Rules are recorded in the History tab for each Item
Pairing rule.

1. To access the History tab for your chosen Item Pairing Rule, select Items on the Navigation Menu. The menu
will expand and reveal the Pairing sub-menu:

System Viewer

Users

Items E Pairing

@ Reports , Item Access Groups

ltems
& Software Settings

& iFobs
Systems

Realtime Activity
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2. TrakaWEB will then display all the current Item Pairing rules that exist within the database. Select one of the
existing Item Pairing rules and either click on Edit on the Ribbon menu or double-click on the selected rule to
start editing it.

Pairing Rules @ English (UK) ~ ® Help ® mio O

=
1... Name 2 T Rule Y System T
= Barcode Scanner Rule Locker Pairing Locker Pairing System

Y Create Filter

You will be redirected to the Edit Pairing Details page.

3. Select the History tab.

Edit Pairing - Barcode Scanner Rule @ English (UK) ~ @ Help ® Info €Y

Details Items History
C—

[ Cancel ][ Save and Rewrn ]

— ( 1 ® Rule Types:
| Barcode Scanner Rule J Lockout Pairing: Access to items is restricted when the
. associated paired item is out of the system
Region

Exclusive User Pairing: The same user cannot access both

associated paired items simultaneously

System Locker Pairing: When a user requests a locker the
associated paired locker position opens automatically

Pairing Rule
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You will then see the recorded history of all the changes to that Locker Pairing Rule.

Details Items History

Edit Pairing - Barcode Scanner Rule

& English (UK) ~ @ Help @ Info 9

Enm

V2.0 18/03/25

When Action T Field Who old New

16/08/2022 13:12:07  Item Added Secondary  Super Admin Locker Pairing System | 2
16/08/2022 11:42:45  Item Added Primary Super Admin Locker Pairing System | 3
16/08/2022 11:36:44  Item Removed Primary Super Admin  Locker Pairing System | 3

16/08/2022 11:35:16  Item Added Primary Super Admin Locker Pairing System | 3
16/08/2022 10:55:29 Item Removed Primary Super Admin  Locker Pairing System | 3

16/08/2022 10:48:20  Itemn Added Primary Super Admin Locker Pairing System | 3
16/08/2022 10:01:35 Item Removed Secondary  Super Admin  Locker Pairing System | 3
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56.12.2.12 LOCKER PAIRING IN TRAKAWEB REPORTS

All the events related specifically to the Locker Pairing Rules will be visible in the Central History Report. You can also
create a Central History Report and specifically choose Pairing as the Object for the report. To read more on how to
generate such a report, please refer to the General Reports section in this document.

Central History Report @ English (UK) ~ @ Help @ Info €Y

@ The Central History Report will only return a maximum of 2500 records, Please select the filter parameters below:

Step 1: Select Date Range

Date From 17/07/2022 00:01 Duration 32 days

Date To 17/08/2022 23:5!

Step 2: Select Action and Object

Action Access Added; Ac ~ Object Pairing -

Central History Report @ English(UK) + @ Help @ Info €Y

(-

< Edit Filter Selection

Date From Date To Action Object
17/07/2022 00:00 17/08/2022 23:59 Access Added, Access Removed, Pairing.
Added, Added To, Created, Deleted,
Item Added, Item Modified, ltem
Removed, Modified, Removed From

When Object Record Action Field Who old New
16/08/2022 Pairing Barcode Scanner Super Locker Pairing System
13:12:07 ltems Rule NEqTAGdeR  SSekoROERY  oniei |2
16/08/2022 Pairing Barcode Scanner Super Locker Pairing System
11:42:45 Items Rule Memadded  Primany o |3
16/08/2022 Pairing Barcode Scanner Item Prima Super Locker Pairing System
11:36:44 ltems Rule Removed Y Admin 13
16/08/2022 Pairing Barcode Scanner : Super Locker Pairing System
Item Added P
11:35:16 Items Rule s M3 admin 13
16/08/2022 Pairing Barcode Scanner Item Prima Super Locker Pairing System
10:55:29 Items. Rule Removed i Admin |3
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6.13 REAL-TIME UPDATE SERVICE (RTUS)

The Real-Time Update Service is a cost option feature that will provide Real-Time State Change information from Traka
Touch to the Integration Engine v2 using a Message Broker on a system-by-system basis.

X

&

.
|

This in turn will provide events in real-time to a third-party application based upon the current status of the items held
by the user which in turn can grant or revoke access rights to or from a user within a third-party application when Item
State Changes are detected via RTUS. An example could be, preventing a user from leaving site if they have not returned
keys or assets.

The Comms status is monitored continually, and email notifications can be sent if one or more components that make
up RTUS should fail. For example:

e The Traka Touch System goes offline
e The Message Broker goes offline
e The Integrated Engine v2 goes offline
RTUS will work with the following products:
e Traka Touch Key Cabinets (locking & non-locking strips)
e Traka Touch Lockers with RFID
e Traka Touch Lockers with RFID & FIFO

e  Other optional features such as Fault Logging, Fuel, Distance & Location Logging, Item Booking

RTUS is not compatible with 16bit Systems or Traka Touch Lockers without RFID.

For more information regarding the setup and configuration of RTUS, please refer to TDO165 — Real Time Update
Service Setup & Configuration Guide.
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6.14 SCHEDULED REPORTS

6.14.1 SCHEDULED REPORTS OVERVIEW

The Filtered Reports/Scheduled Reports is a non-cost option feature that may be setup by the user as required. A Filtered
Report can be configured by the end-user and then combined with the Scheduled Reports feature.

A maximum of 500 reports maybe created, and once configured, the Scheduled Report can be submitted as an email
notification in either PDF or Excel format.

The Email notification will need to be configured in the Business Engine before it is usable in TrakaWEB. For detailed
information on how to configure this, please review the ‘Email Configuration’ section in the latest version of the
TrakaWEB Installation & Configuration Guide — TD0013 and TD0216 - TrakaWEB Version 4 Installation &
Configuration Guide.

For more information on the setup and configuration of Scheduled Reports, please refer to TD0013 - TrakaWEB
Installation & Configuration Guide and TD0216 - TrakaWEB Version 4 Installation & Configuration Guide.

Whilst both Filtered and Scheduled Reports may be configured separately, both will be required to be effective. They
also both have their own individual permissions in the Software Permissions Groups.

The option for selecting both Filtered Reports and Scheduled Reports is located on the Navigation Menu within the
Reports tab.

L, Users

g Items »

B Reports ' | Scheduled Reports |
@ Software Settings [ Filtered Reports

8 iFobs View Reports

[0 Systems

(5 Realtime Activity

The Scheduled Reports feature may be configured to periodically submit Filtered Reports by email. Examples include:
e  Current Item Status Reports
e  Activity Reports
e  Overdue Reports
e  Curfew Item Status Reports

Whilst Scheduled Reports requires many of the same installation requirements as RTUS, the Integration Engine is not
used, but an additional Reporting Engine is provided with the installation files.
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76.14.2 FILTERED REPORTS

Filtered Reports are configured separately from Scheduled Reports, they will however require a Scheduled Report to be

created for submission. Configuration of Filtered Reports is divided into 7 steps.

1. To create a Filtered Report. Select Filtered Reports from the Reports tab in the Navigation Menu.

0 Users

2 ltems

[E Reports

@ Software Settings
§ iFobs

(D@ Systems

(& Realtime Activity

You will now be taken to the Filtered Reports Landing Page.

Filtered Reports

Y Create Filter

3

3

13

Scheduled Reports

Filtered Reports

View Reports

@ English (UK) ~

Filtered Report Name 4 Y Filtered Report Description

No data to display

2. To create a new Filtered Report click Create on the Toolbar.

Step 1 -Details

@ Help

(1 Info 9

B

T Parent Report

3. At the Details page, complete the details as shown in the example below. Once completed, click on Next.

Create New Filtered Report

o 2 3

Filtered Report Name MNew Filtered Report

Activity Repor‘d
Filtered Report Description

V2.0 18/03/25 uD0260

4

Details Report Region Access System Filter

@ English (UK) =

5

Item Filter

i m

@ Help

6

User Filter

@ Info 9

7

Report Sort Order
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Step 2 - Report

The next step will require you to select the Parent Report and the Report Timespan as well as the Maximum Row
Count.

Create New Filtered Report @ English(UK) + @ Help @ Info €Y

o0—o© - ; - g ;

Detalls Report Region Access System Filter tem Filter User Filter REpOILS0it Giver
Parent Report —-Select Report-- -
Report Timespan
Maximum Row Count 250 Row(s)

Cancel Back m

4. From the drop-down menu, select the required report.

Parent Report -Select Report- - |

Current Item 5tatus Report

Report Timespan

Activity Report

Maximum Row Count

Overdue Report

Curfew Item Status Report

e -

5. Next, insert a value for the Report Timespan. The default is set to 30 days. The timespan may also be changed
from days to hours as required. You also have the option to set a maximum row count. The default is set to

250 rows.
Parent Report Activity Report -
Report Timespan 30 Days -
Maximum Row Count 250 Row(s)
Canicel Back m

6. Once you have made your selection, click on Next to continue.
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Step 3 - Regions

The next step will require you to select from your list of available regions. These may be selected individually or all at
once by clicking on the All Regions checkbox as shown below.

7.

Ste

Create New Filtered Report

o—0 90

Details Report

All Regions B
Select Name
Default
Region 1
Region 2
Region 3
Y Create Filter

Region Access

& English (UK) ~ @ Help
4 5 6
Systemn Filter Item Filter User Filter

o

@ Info

7

Report Sort Order

-

p 4 — System Filter

Once you have completed your region selection, click on Next to continue.

At the next page, you will be required to select from the list of available systems. These may be selected individually or
all at once by clicking the All Systems checkbox as shown.

Create New Filtered Report

@& English (UK) = @ Help

Report

Details

All systems [

Select Name
M-Touch Main Office
Reception

S-Touch First Floor

T Create Filter

Region Access

System Filter

Cancel

o =

Item Filter

User Filter

o

@ Info

7

Report Sort Order

(]

8.

V2.0 18/03/25
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Step 5 - Item Filter

The next page will require you to choose which items you wish to add to the filter. All the items for the selected system/s
will be displayed. These may be selected individually or all at once by clicking the All Items checkbox as shown.

Create New Filtered Report @ English (UK) = @ Help @ Info €Y

o—0—90—0—90 E 7

Detalls Repart Region Access System Filter Item Filter User Filter Report Sort Crder

-]

Select  System * T Pos & v Detall1 T Detail2 v Detail2 v Detail4 v Details T

] Reception 1
Reception 2
] Reception 3
Reception 4
-] Reception 5
B  Reception 6
B Reception 7
Reception 8
B Reception 9
Reception 10
T Create Filter

e o (D

9. Once you have selected the required items, click on Next to continue.

V2.0 18/03/25 uD0260 Page 429 of 527

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



Step 6 - User Filter

At the User Filter page, you will be required to select from the list of available users. All users for the selected system/s
will be displayed. These may be selected individually or all at once by clicking the All Users checkbox as shown.

Create New Filtered Report @ English (UK) = @ Help @ Info )

& o © & & o ’

Details Report Region ACcess Systemn Filter Itermn Filter User Filter Report Sort Order

(-]

Allusers B
S—

Select Name % v UserDetaill ¥ UserDetail2 v UserDetail3 v UserDetail4 1 UserDetails T

2 Super Admin

& Traka Admin 1

2 Traka Admin 2

B Traka User 1

] Traka User 2

] Traka User 3

Traka User 4

B

T Create Filter

Cancel Back m

10. Once you have completed the User selection, click on Finish to complete the process.
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Step 7 - Report Sort Order

The Report Sort Order page will enable you to arrange the filtered report according to your requirements. It comprises
of 2 customisable sections based on the selections made in the previous steps.

Create New Filtered Report @ English(UQ) ~ @ Help @ Info Y

Details Report Region Access System Filter Item Filter User Filter Report Sort
Order

Field Sort Direction Sort Order

Activity Records - =
Description - -
Position - -
System - -
When - -
Who - -

T Create Filter

Cancel Back

Field

The Field comprises of a list of 6 report options. These are based on the Filtered Report chosen in step 2.
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Sort Direction

The Sort Direction will enable you to choose between ascending and descending from the drop-down menus.

Create New Filtered Report @ English(UK) + D Help @ Info @

Detalls Report Region Access System Fllter Item Filter User Filter Report Sort
Order
Field Sort Direction Sort Order
Py |
Activity Records | | -j =
Description -
P Ascending
Descendin
Position e -
Systemn - -
When - -
Who - -

Y Create Filter

Concel | Back n

Sort Order

The Sort Order will enable you to set the order that you would like the report to be presented. From the drop-down
menus, you can change the number value from between 1 - 6.

Create New Filtered Report @ English (UK) ~ @ Help @ Info O

Details Report Region Access System Filter Item Filter User Filter Report Sort
Order

Field Sort Direction Sort Order

Activity Records - \ -~

Description - 1
Pasition ~ 2
3
System - 4
5
When -
6
Who ~ -

Y Create Filter

Concel | | Bock
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The following examples typically show the Field options based on the available selected Filtered Report options.

Current Item Status Report

Create New Filtered Report

@& English (UK) ~

@ Help

@® Info 9

Details

Description
Position
Status
System
When

Who

Y Create Filter

V2.0 18/03/25

Report

Region Access System Filter

Sort Direction

Ascending

Ascending

Ascending

Ascending

Ascending

Ascending

Item Filter

Sort Order

Cancel Back .

uD0260

User Filter

Report Sort
Order

Page 433 of 527

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



Activity Report

Create New Filtered Report

& English (UK) ~ @ Help

@ Info 0

Details Report Region Access System Filter Item Filter User Filter Report Sort
Order
Field Sort Direction Sort Order
Activity Records Ascending - 6 -~
Description Ascending - 1 -~
Position Ascending - 2 -
System Ascending -| 4 -
When Ascending - 5 -
Who Ascending | 6 -~
T Create Filter
‘ Cancel . Back |
Overdue Report
Create New Filtered Report @ English (UK) = @ Help @ info €
Details Report Region Access System Filter Itern Filter User Filter Report Sort
Order
Field Sort Direction Sort Order
Description | Ascending - 1 -
Due Back Ascending - 4 -
Position Ascending - 2 -
System Ascending - 3 -
Taken By Ascending - 5 -
When Taken Ascending - 6 -
Y Create Filter
| Cancel Back Finish
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Curfew Item Status Report

Create New Filtered Report @ English(UK) ~ @ Help @ Info O

Details Report Region Access System Filter item Filter User Filter Report Sort
Order

Field Sort Direction Sort Order

Description Ascending - 1 -
Due Back Ascending - 4 -
Position Ascending - 2 -
Status Ascending ~ 7 -
System Ascending - 3 -
Taken By Ascending - 5 -
When Taken Ascending - 6 -

Y Create Filter

Cancel Back

11. Once you have finished editing the Sort Order, click on the Finish button.

6.14.3 GENERATING A FILTERED REPORT

Once created, it is possible to generate a Filtered Report, which may be downloaded as a PDF or an Excel spreadsheet.
The default number of rows is set to 250. Users can however choose between 1 and 5000 as required.

1. From the Navigation Menu, select View Reports from the Reports menu.

8, Users
@ ltems v
B Reports ' Scheduled Reports
@ Software Settings ~ » Filtered Reports
A iFobs View Reports
[0 Systems
@ Realtime Activity
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2. At the Reports page, select the Filtered Reports tab.

General New Filtered Report
Activity Report

Download the PDF Report Download the XLSX Report
Status

Exceptions
Permissions
Regions
Utilisation
Diagnostics

Filtered Reports

3. Next, choose the required Filtered Report and select the required download option.

6.14.4 EDITING A FILTERED REPORT
NOTE: If the Filtered Report is associated to a Scheduled Report, it cannot be deleted.

1. Navigate to the Filtered Reports page and select the Filtered Report you wish to edit.

Filtered Reports @ English(UK) ~ @ Help @ Info )

Filtered Report Name 2 T Filtered Report Description T Parent Report T

New Filtered Report Activity Report Activity Report

T Create Filter

2. Either double click on the chosen Filtered Report or click on the Edit button on the Toolbar.

This will enable you to navigate through the previous steps and edit any required information.
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Details

Report Options

Filtered Report Name

Filtered Report Description

Edit Filtered Report

Region Access

New Filtered Report

Activity Report

System Filter

@ English (UK) - @ Help () Info 9

Item Filter User Filter Sort Order History P

l Cancel ][ Save and Return ]-

NOTE: A History tab is also available to show an audit of any changes.

Edit Filtered Report @ English(UK) ~ @ Help @ info )
Details Report Options Region Access System Filter Item Filter User Filter Sort Order History
(ot | [ | [ )
When Action v Field Who old  New
2070472022 G Super
15:36:94 Modified  All Systems P True False
2000472022 Added Siem Super Fieatiisn
15:38:24 To 2 Admin P
200472022 Maximum Row Super
09:36:28 Cmaed ot Adrmin o
20/04/2022 Super [Description] ASC,[Position) ASC,[System] ASC,[When]
09:36:28 Rrskd © Sor Qi Admin ASC JActivityRecords] ASC,[Who] ASC,
200472022 Super
09:36:28 Created  All Users s True
2060472022 Super
05:36:28 Created  All ltems A True
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76.14.5 DELETING A FILTERED REPORT

1. Select the Filtered Report you wish to delete and then click on the Delete button located on the Toolbar.

Filtered Reports @ English (UK) - @Help @info O

Co = Em

Filtered Report Name 2 v Filtered Report Description T Parent Report T
New Filtered Report Activity Report Activity Report
T Create Filter

A message will then appear requesting confirmation that you wish to delete the Filtered Report.

Delete Filtered Report 5

Are you sure you want to delete the filtered report?

2. Click on Yes to remove the Filtered Report.
The Filtered report will then be removed.
NOTE: If the Filtered Report is associated with a Scheduled Report, it cannot be deleted.

In this instance, you will be required to delete the associated Scheduled Report first, before the filtered report can be

deleted.
Delete Filtered Report b4
You cannot delete this Fiftered Report as it has one or more scheduled reports
associated.
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7 6.14.6 SCHEDULED REPORTS

Scheduled Reports can be configured separately from Filtered Reports, whilst they can be created and submitted, they
will not display any information without the Filtered Report content. The configuration of Scheduled Reports is divided

into 5 steps.

1. To create a Scheduled Report. Select Scheduled Reports from the Reports tab on the Navigation Menu.

O Users

© Items [

[E Reports 4 Scheduled Reports

& Software Settings  » Filtered Reports

8 iFobs View Reports
(B Systemns

(& Realtime Activity

You will now be taken to the Scheduled Reports Landing Page.

Scheduled Reports @ English (UK) ~ @ Help

Scheduled Report Name 4 Tt Filtered Report Y Frequency

No data to display

T Create Filter

2. To create a new Scheduled Report, click on the Create button located on the Toolbar.

Step 1 - Scheduled Report Details

@ Info

e

Enabled

o

3. At the Scheduled Report Details page, insert a name for the new scheduled report. By default, the Enabled
check box will be ticked. This will determine if the current Scheduled Report will be active. Once completed,

click on Next.

New Scheduled Report @& English (UK) ~ @ Help @ Info

o 2 3 4 5

Details Regions Options Ernail Template Frequency

Enabled [

scheduled Report Name _. New Scheduled Repor

i u
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Step 2 - Scheduled Report Regions

4. At the next page, you will be required to select the regions for the Scheduled Report. By default, all available
regions will be selected.

All Regions B

Selected

]

/]

8

T Create Filter

New Scheduled Report @ English(UK) @ Help @ info

o _o 3 4 5

Details

Regions Optipns Email Template Frequency

Name =T
Default

Region 1

Reglon 2

Reglon 3

Cancel Back m

NOTE: Unchecking the ‘All Regions’ checkbox will enable you to select the regions individually.

5. Once you have made your selection, click on Next to continue.

Step 3 - Scheduled Report Options

The next step will require you to select the Scheduled Report Options.

New Scheduled Report @ English(UK) - @ Help @ Info

Details

Filtered Report
Report Format
Report Locale

Send Empty Reports

L2 2 s s

Regions Options Email Template Frequency
- Select Filtered F ~
PDF -
English (UK) -

a

Cancel Back m
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Filtered Report:

Select from a list of existing Filtered Reports

Report Format:

Choose from either PDF or Excel as the submitted report

Report Locale:

Select a language for the report

Send Empty Reports:

Enabling this check box will allow reports containing no information to be sent

6. Once you have made the required selections, click on Next to continue.

Step 4 - Email Template

At the next page, you will be required to fill out the details for the email template. This will include the recipients email
address, the subject name and the main body text as required. If needed, a test email may be sent by clicking on the
Send Test Email button.

New Scheduled Report @ English(UK) = @ Help @ mfo €Y

gl © © o 5

Detail Regions Option Email Template Frequency
To admin@traka.com
Cc
Bee
Subject | scheduled Report
= = E = E E 3 Mormal * | Tahoma kg
12pt -l B I U s | B

Cancel Back “ Send Test Email

7. Once you have completed the email template, click on Next to continue.
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Step 5 - Frequency

At the next page, you will be required to select the frequency for when the Scheduled Report will be sent. Below is an

overview of the options for each tab.

Hourly

New Scheduled Report @ English(UK) ~ @ Help @ Info €Y

Detalls Reglons Options Email Template Frequency
Hourly Draily Weekly Monthly Yearly
O Every 1 - | Hour{s)
startat 12 - | : 0 =
T n

e Select the Every option to determine the hourly frequency between 1 and 24 hours

e Set the start time.
Daily

New Scheduled Report @ English(UK) » @D Help @ Info €Y
Details Regions Options Email Template Frequency
Hourly Daily Weekly Monthly Yearly
O Every 1 - Dayis)
© Every Week Day
startat | 12 ~|: 0 ~
Cancel Bak m

e Select the Every option for the frequency of days between 1 and 31 or select Every Week Day

. Select a start time
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Weekly

New Scheduled Report @ English (UK) ~ Help @ info €

Details Riegions Options Email Termplate Frequency

Hourly Craily Weekly Monthly Yearly

] monday
O Tuesday
[l wednesday
O Thursday
|| Friday

O saturday
] sunday

Startat |12 -|:|0 =~

Cancel Badk

e Select which days of the week the Scheduled Report will be sent

e Select a start time

Monthly
New Scheduled Report @ English(UK) ~ @ Help @ Info €Y
Details Regions Options Email Template Frequency
Hourly Daily Weekly Monthly Yearly
o Day 1~ ofevery 1 «  Monthis)
o | First - Sunday ~ ofevery 1+~ Monthis)
startat (12 « : 0 ~

Cancel Back H

e Select Day 1-31 of every 1-12 month(s) or select First-Fourth, Sunday-Saturday of every 1-12 Month(s)

e Select a start time

V2.0 18/03/25 uD0260 Page 443 of 527

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



Yearly

New Scheduled Report @ English(UK) = @ Help @ Info @

Details Regions Options Email Template Frequency
Hourly Daily Weekly Monthly Yearly
o Every January =||1 =
o | First - | Sunday ~ ofevery January -
Startat |12 ~|: 0 ~

Canecel Back m

e Select Every January-December 1-31 or select First-Fourth Sunday-Saturday of every January-December
e  Select a start time
8. Once you have completed setting the Scheduled Report Frequency, click on the Finish button.

The next page will provide a summary of the Scheduled Report as shown in the example below.

Scheduled Reports @ English(UK) ~ @ Help @ Info €@

Scheduled Report Name ¢ v Filtered Report T Frequency Enabled

NS e New Filtered At 12:00 AM, on day 1 of the month, only in January,
Report
Y Create Filter
V2.0 18/03/25 uUD0260 Page 444 of 527

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



76.14.7 EDITING A SCHEDULED REPORT

1. Select the Scheduled Report that you wish to edit.

Scheduled Reports @ English(UK) ~ @ Help @ Info €

e =

Scheduled Report Name $ 1 Filtered Report T Frequency Enabled

New Filtered At 12:00 AM, on day 1 of the month, only in January,

New Scheduled Report
Report

Y Create Filter

2. Either double-click on the chosen report or click the Edit button on the Toolbar.

This will enable you to navigate through the previous steps and edit any required information.

Edit Scheduled Report @ English(UK) = @ Help @ info €Y

Details Regions Options Email Template Frequency History

Cance! Save and Rewrn I m

Enabled B

Scheduled Report Name MNew Scheduled Repor

NOTE: A History tab is also available to show an audit of any changes.
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6.14.8 DELETING A SCHEDULED REPORT
NOTE: There are no restrictions for deleting a Scheduled Report.

1. Select the Scheduled Report that you wish to delete.

Scheduled Reports @ English(UK) - @ Help @ Info €@

(oo | (= | R )

Scheduled Report Name & ¥ Filtered Report Y Frequency Enabled

New Filtered At 12:00 AM, on day 1 of the month, only in January,

New Scheduled Report
Report

Y Create Filter

2. Next, click on the Delete button on the Toolbar.
A message will then appear requesting confirmation that you wish to delete the Filtered Report.

3. Click on Yes to confirm.

Delete Scheduled Report X

Are you sure you want to delete the scheduled report?

The Scheduled Report will then be removed.
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6.14.9 SOFTWARE PERMISSIONS

Both Filtered Reports and Scheduled Reports have individual Software Permissions. These can be applied in the Software
Permissions Groups. The permissions can be applied to adding, editing, or deleting either Filtered Reports or Scheduled
Reports or both.

1. From the Software Permissions Groups, select the permissions for a selected User to have access to as shown.

‘ Reports

ﬁ B Filtered Reports
— B Create

— [ Delete

— g Edit

B B Scheduled Reports
— B Create

— [l Delete

— B Edic

- @@ View Reports

B [ ] Software Settings
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6.15 TRAKAWEB FIFO & ADVANCED FIFO

6.15.1 INTRODUCTION

The First In/First Out (FIFO) feature was created to further assist organisations in managing their assets more effectively.
FIFO was designed to even out asset usage, allowing devices with charging the maximum opportunity to recharge,
therefore minimising downtime as much as possible.

NOTE: FIFO and AFIFO cannot be used on the same system. However, they can be used within the same
instance of TrakaWEB.

NOTE: FIFO and AFIFO do not monitor charging of assets or battery levels, only which asset has been in the
system the longest, therefore having the most charge available.

6.15.2 STANDARD FIFO ON TRAKAWEB OVERVIEW

FIFO is a feature that allows the ability to automatically release the item that has been in the system the longest, based
on the idea that this would have the most charge available as it had been in the locker charging for the longest time and
to ensure that items are wear-levelled.

For more in-depth information on Standard FIFO on TrakaWEB, please refer to UD0232 - TrakaWEB FIFO and
Advanced FIFO User Guide.

6.15.3 ADVANCED FIFO FOR LOCKERS ON TRAKAWEB OVERVIEW

Advanced First In/ First Out (AFIFO) builds upon FIFO and allows the management of more than one type of asset in the
same locker, in the same logged-in session. For example, a user could take the Smartphone and Tablet that have been
in the locker the longest.

NOTE: Advanced FIFO for Lockers requires TrakaWEB, therefore cannot be used on a standalone Traka
Touch.

For more in-depth information on Advanced FIFO on TrakaWEB, please refer to UD0232 - TrakaWEB FIFO and
Advanced FIFO User Guide.

6.15.4 ADVANCED FIFO FOR KEY CABINETS ON TRAKAWEB OVERVIEW

Advanced FIFO is an optional facility within TrakaWEB that allows authorised users to select one or more types of item
from a key cabinet system. For each type of item, the system will automatically issue the item that has been in the key
cabinet for the longest, therefore spreading the workload over the group of items and, in the case of keys to equipment
or vehicles which recharge while at their stations, maximising the time spent on charge.

NOTE: Advanced FIFO for Key Cabinets requires TrakaWEB, therefore cannot be used on a standalone Traka
Touch.

For more in-depth information on Advanced FIFO on TrakaWEB, please refer to UD0232 - TrakaWEB FIFO and
Advanced FIFO User Guide.
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6.16 ALLOWANCE ACROSS SYSTEMS (AAS)

6.16.1 INTRODUCTION

Allowance Across Systems (AAS) is a cost option feature which will enable users to take specific items of the same type
assigned to a Common Item Access Group (CIAG) from across multiple Advanced FIFO and Fixed Return systems. The
Allowance Across Systems functionality will be dependent on the Real Time Update Service (RTUS) which will provide an
up to date and accurate access rights calculation which will be performed across all systems.

A configuration will be required to enable the Allowance Across Systems feature which can be obtained from Traka.

For more information on the setup and configuration of RTUS, refer to TD0165 — TrakaWEB Real Time Update
Service Setup & Configuration Guide. For more information on the setup and configuration of Advanced First in/First
out, please refer to UD0232 - TrakaWEB FIFO and Advanced FIFO User Guide.

6.16.2 SETTING UP ALLOWANCE ACROSS SYSTEMS - (ADVANCED FIFO)

A Common Item Access Group will need to be created to enable the functionality of AAS which will enable items of the
same type to be grouped together in a single group.

1. Select the Item Access Groups tab from the Navigation Menu.

0 Users
D ltems ’ Item Access Groups
B Reports v Items

i Software Settings 3
f iFobs
Systems

(& Realtime Activity

2. At the Item Access Groups page, select the Create button on the Toolbar.

3. Next, enter a name for the group and then place a tick in the Common Group check box.

New Item Access Group @ English (UK) ~ @ Help  ®Info €Y

[ Save and Return l

l Cancel

Name  AASFIFO Group 1] |

Everyone Group O

Common Group @
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Selecting this check box will enable you to access the AAS functionality as shown below.

[ Cancel l Save and Retwurn IE

Name AAS FIFO Group 1
Everyone Group 0O

@ A Common ltem Access Group allows similar items to be grouped
Common Group =

together with a common access right. ltems can only be a
member of a single Common Item Access Group.

Allowance Across Systems [

Comman Group Type @ Warning: items can only be a member of a single FIFO Group.

Region Default -
System Main Office -
Allowance

@ 0=Unlimited

4. Place a tick in the check box for Allowance Across Systems.

S S B E

Name AAS FIFO Group 1

Everyone Group ]

@ A Common It Access Group allows similar items to be grouped

Common Group = together v
togeth

Allowance Across Systems

LOEman Sroup. Syse @ Warning: items can only be 8 member of a single FIFO Group.

Region Default -

Allowance 1 © 0= Unlimited

You will notice that the System dropdown menu is no longer visible. This is due to the option only being applicable to
one system and, by definition, Allowance Across Systems is applicable across multiple systems.

NOTE: If all the systems are set as First In First Out, the dropdown menu for Common Group Type will be
unavailable.

5. Select a specific region from the Region dropdown menu that you wish to assign the group to.

6. Assign an allowance value in the Allowance box. The default value is set to 1. If the value is set to 0, then
that would allow the user to take as many items from the group as they would like. In this example, the item
allowance has been set to 2.

7. Once complete, click on Save.

NOTE: Once saved, you will only be able to edit the Name, Everyone Group and Allowance options.
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You will notice that after saving, four new tabs will be made available.

Details [ Systems Item Access Users History ]

[ Cancel I Save and Rewurn

Name | BASFIFO Group 1|

Everyone Group O

@ A Common item Access Group allows similar items to be grouped
together with a common access right. ltems can only be a
member of a single Common Item Access Group.

Common Group

Allowance Across Systems

Comman Graup Type ® Warning: items can only be a member of a single FIFO Group.

Region

Allowance 2 @ 0= Unlimited

8. Click on the Systems tab.
The Systems tab will list of all the available systems within the selected region.
9. Select the systems that you wish to add to the group. You can choose to select and deselect them individually

or use the Grant All and Revoke All buttons.

Details Systems Item Access Users Histary

B

[ Cancel Save and Return

:Grant All | | Revoke All

Access T Sync System $ Y
] & Main Office
[ ] [ ] Reception

Y Create Filter

10. Next, select the Item Access tab.

The Item Access tab will list all the items from the previously selected systems. You may choose to select items
individually or by using the Multi-Select/Multi-Edit function, you can select all the items at once.
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In the example below, 2 items from each system have been selected.

Edit Item Access Group - FIFO AAS Group 1 & English (UK) - ® Help @ Info €Y

Details Systems Item Access Users History
[ ) e |
@

4 e Access T System Y Pos. $ v Detailly Detail2v Detail3v Detail4vy DetailSy Typer
-] Ground Floor 1

Select All on Page
] Reception 1 Deselect All On Page

Deselect All
] Ground Floor 2

Add Selected Item(s) to group
= Reception 2 Remove Selected Item(s) from group

Grant All
O Reception 3

Revoke All
] Ground Floor 3

11. Next, right click within the grid and choose the Add Selected Item(s) to Group.

Select All on Page
Deselect All On Page

Deselect All

Add Selected Item(s) to group

Remove Selected Item(s) from group

Grant All

Revoke All

After confirmation, you will now see a green tick against the selected items indicating that they have now been added
to the group.

Details Systems Item Access Users History
5
@
0 . Access T System Y Pos. 2 v Detail1 v Detail2 v Detail3 v Detail4 v Detail5 v Type v
[ v Ground Floor 1
O 7 Reception 1
& o Ground Floor 2
Od s Reception 2
O Reception 3
(] Ground Floor 3
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12. Now select the Users tab.
The Users tab will display a list of all the available users who have been granted access to the selected systems.

13. Select which users you wish to assign to the group.

Details Systems Item Access Users History
[ Cancel } I Save and Return Save E]

T vse Sync Member Y Display Name v  Staff Number Y JobRole Y Tel v Fax Y Mobile ¥
= g Super Admin

/] [ ] Traka Admin 1

= - Traka Admin 2

/] [ ] Traka User 1

= g Traka User 2

/] [ ] Traka User 3

2 [ ] Traka User 4

T Create Filter

14. Right-click within the grid and select Add Selected Users to Item Access Group.

Select All on Page
Deselect All On Page

Deselect All

Add Selected Users to Item Access Group

Remove Selected Users from Item Access Group
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After confirmation, you will now see a green tick against the selected users indicating that they have now been added
to the group.

Details Systems Item Access Users History
[ Cancel [ Save and Return l E]
0 ... Sync Member Y Display Name v Staff Number Y JobRole r Tel v Fax Y Mobile v
O 3 v Super Admin
O ® J Traka Admin 1
O & v Traka Admin 2
O @ o Traka User 1
O [ v Traka User 2
O [ J Traka User 3
O & ¥ Traka User 4
Y Create Filter

15. Once completed, click on the Save and Return button.
You may now return to the Item Access Groups page to create additional Common Item Access Groups as required.
Should you wish to make any changes to the Common Item Access Group, return to the Item Access Groups page
and select the group you wish to edit and then click on the edit button. You will then be taken back though steps as

shown above.

NOTE: If you have more items to which you wish to allow access to across multiple systems, they must each
be assigned to a different Common Item Access Group as items can only be a member of a single group.

Item Access Groups @ English (UK) ~ @ Help © Info €@

Region

Create eee
(All Regions) - - D

Sync Name $ Everyone Group Common Group Common Group Type
& FIFO AAS Group 1 First In First Out
= FIFO AAS Group 2 First In First Out

Y Create Filter
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76.16.3 USING ALLOWANCE ACROSS SYSTEMS - (ADVANCED FIFO)

The following section describes the process of using Allowance Across Systems. In this example, 2 systems have been
configured to utilise the feature. 2 Common Item Access groups have been created with 4 items in each and divided
across both systems. To demonstrate the functionality, users have been granted an allowance of 2 items from each

group.

A User is able to take up to the allowance for a group from just one of the systems or across both systems. For example,
if group A consists of 2 items on System 1 and 2 items on System 2 then a user with access to the group could take one
item from both systems or both items from just one of the systems. Once the allowance of 2 for that group has been
met, they cannot remove any more items that belong to that group from either system.

‘6.16.4 TAKING & RETURNING ITEMS - NON-ADMIN USER - (ADVANCED FIFO)

1. Log into system 1 using either keypad, credential or fingerprint.

@ ; @RS
04/05/2023 09:47:48 ABLOY 04/05/2023 09:45:30
To access the system, swipe your ID card
or press Search to find an item =
1 2 ‘ 3
4 5 ‘ 6
. 7 8 ‘ 9
q @ 518 (@a ' Touch the screen to start
X 0 ‘ v
Search Help New PIN Enrol
System #1 System #2

Once logged in, a list of groups that the user has been allocated access to will be displayed.

®c traka @
04/05/2023 10:04:57 ASSAABLOY 04/05/2023 09:45:30
Please select the group(s) of items you wish to be allocated:
Ttems Available Sel
AAS FIFO Group 1 2
AAS FIFO Group 2 2
| a
} v
Touch the screen to start
Select All | Deselect All Cancel
System #1 System #2

You will have the option to select individual groups or select all the available groups by pressing the Select All button.
This may be cancelled by selecting Deselect All. The Items Available column will display your item allowance for the

groups that you have been granted access to.
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2. Select the required groups and then click on Continue.

@

04/05/2023 10:14:55

@
04/05/2023 09:45:30

Please select the group(s) of items you wish to be allocated:
Ttems Available Sel
AAS FIFO Group 2 2
A
\ v
Touch the screen to start
Select All - Deselect All I Continue {| Cancel

System #1 System #2

The door will open, and the first available item will be accessible.

04/05/2023 10:18:27

@
04/05/2023 09:45:30

Please remove item from position 1.

Touch the screen to start

System #1 System #2

After the Item has been taken, a message will instruct you to close the door.

@

04/05/2023 11:48:39 04/05/2023 09:45:30

Please close door

Touch the screen to start

System #1 System #2
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You may choose to log in again to either take another item or return an item.

®>
04/05/2023 11:57:20

@
04/05/2023 09:45:30

Please choose from the following options:

[Nz Kei

Take Items Return Items

Touch the screen to start

Exit

System #1 System #2
Once your allowance for that item type has been reached, no more items may be removed from that group.

NOTE: You will still have the option to select items from other available groups that you have been granted
access to.

®C traka Ve
04/05/2023 12:03:50 04/05/2023 09:45:30

Please remove item from position 3.

Touch the screen to start

System #1 System #2

Once your item allowance across all Item Access Groups has been reached, you will only have the option to return the
items in your possession.

® @
04/05/2023 12:10:59 04/05/2023 09:45:30
Please select item(s) to return:
1
2
3
4
Touch the screen to start
Select All | |Deselect All Cancel
System #1 System #2
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As the item allowance is applicable across systems, you may log into another system which will grant you with the same
permissions.

04/05/2023 09:45:30

Please choose from the following options:

[ Kels

Take Items Return Items

Touch the screen to start

Exit
System #1 System #2

Providing there are still available items, if another user logs into the system, they will be able to take items that they
have been granted access to.

04/05/2023 09:45:30

@S traka
09/05/2023 15:17:46

ASSA ABLOY

Please select the group(s) of items you wish to be allocated:

Items Available Sel
AAS FIFO Group 1 0
AAS FIFO Group 2

Touch the screen to start

Select All | Deselect All Cancel

System #1 System #2

V2.0 18/03/25 uD0260 Page 458 of 527

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



NOTE: A non-admin user cannot log into more than 1 system at a time when Allowance Across Systems has
been activated on that system. This does not apply to an admin user.

@
09/05/2023 15:22:45

To access the system, swipe your ID card
or press Search to find an item

out of any other systems and try again.

kokk
o0
WO NE: )
Search Help New PIN Enrol

You are already logged into another system. Please log

® |
1 2 3
4 5 6
7 8 9
<o Il

If you already have items in your possession, you may still return to a system to take more items that you have access
to. In this instance, when you login, the system will give you the option to either take an item or return an item that

you already hold.

@G

09/05/2023 15:12:45

Please choose from the following options:

I3 Kels,

Take Items Return [tems

| Exit

3. Once you have taken or returned an item, you will be asked to close the door.

Ve
09/05/2023 15:30:53

Please close door
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Once you have reached your item allowance limit, when you next log into the system, you will only have the option to
return items.

@ traka
09/05/2023 15:39:04 ASSAABLOY
Please select item(s) to return:

Pos Item Sel

1

2

3

: .
M

‘Se\ectml HDese\ectAH| ‘ Cancel |

Once all available items from all assigned groups have been taken, you will be presented with the following message
informing you that there are no more available items to take.

@&
09/05/2023 15:42:17

Sorry, there are currently no items
available for you to take

6.16.5 TAKING & RETURNING ITEMS - ADMIN USER - (ADVANCED FIFO)

As an admin user, the same Allowance Across Systems rules will apply as a non-admin user. An admin user will however
be able to perform admin activities in Traka Touch.

1. After logging into the system as an admin user, select the Advanced First In First Out button as shown here.

Ve

09/05/2023 16:03:54

Welcome Traka Admin, please select an option below:

Advanced First In First
QOut
Reports Admin gt
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You will then immediately be shown a list of the groups that are available to you.

@Q traka
09/05/2023 15:55:34 ASSAABLOY
Please select the group(s) of items you wish to be allocated:

AAS FIFO Group 1 2

AAS FIFO Group 2 2 S—
A
&=

Select All ‘Deae\e:tml| ‘ Cancel |

You will now be able to perform the same Allowance Across Systems activities as outlined in the previous section.

6.16.6 OVERRIDE OPTIONS - (ADVANCED FIFO)

The Allowance Across Systems Override option will allow a user with the permission granted to remove all authorised
items from all groups across all systems, overriding the allowance limit. The option to enable the permission is performed
in TrakaWEB.

There are 3 separate override options available for Allowance Across Systems in TrakaWEB which can be set individually.
Allowance Across Systems Override:

This option will override the other options and will allow access to all items in their groups on any of the relevant systems.

1. From the Users Page, select a User to whom you wish to grant the override permission and then navigate to
the Edit User page.

2. Place a tick in the check box for Allowance Across Systems Override.

Edit User - Traka Admin @ English(UK)~ @ Help @ Info €Y
Details System Access Credentials Item Access Groups Item Access Region Access Web Access History

[ Cancel

=l 1B

System Access

Active = Permit Expiry Date 15/10/2054
Start Date 14/10/2024 11:21 Authoriser Group None -
Expiry Date 14/10/2074 11:21 Allowance Across Systems

Override =

Sync  Effective v System £ v Regiont Activer No.ofltems Super Adminy System Adminy User Adminy Items AdminT

® Office Default = ] ] a

Y Create Filter

V2.0 18/03/25 uD0260 Page 461 of 527

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



With the override permission enabled. The user will then be able to remove all the available items from across all
systems.

FIFO Override:

This will give a user with one or more CIAG's assigned, access to those groups via I Know What I Want or I Need To
Search as well as the Advanced FIFO button up to the limit of the Common Item Access Group.

CIAG Allowance Override:

This option removes the allowance limit for non-AAS Common Item Access Groups, so the user can now remove all items
from their assigned groups.

From the System Access Grid, you can additionally choose to allocate a user with the FIFO Override and/or CIAG
Allowance Override. With these enabled the user can choose from either the First In First Out option or I Know
What I Want.

Sync  Effective Y System 2+ v Regiony Activer No.ofltems Super Admin ¥ System Admin v User Admin ¥
[ Ground Floor Default ] ] /] /]
x
Items Admin: =
System Reports: ]
FIFO Override: B

CIAG Allowance Override:

Allowance: System Default -
Authoriser: Ol

Auth. Override: O

Curfew: None =

3. With all override options assigned, log into an AAS enabled system.

You may now choose from either the I know What I Want option or Advanced First In First Out when logging in.

Ve
09/05/2023 16:08:39
Welcome Traka Admin, please select an option below:

[(Th
O

I Know What I Want Advanced First In First

L

Reports Admin

Logout
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4. Select the I Know What I Want button.

@Q traka
09/05/2023 16:10:48 ASSA ABLOY

@ Traka Admin
o Held:

‘ Help ‘

‘ Lookup ‘

The Common Item Access Groups will no longer appear on the screen. You will now be able to remove any items assigned
to you from any AAS enabled system, regardless of the Common Item Access Group they belong to.

Selecting the Advanced First In First Out button will still permit you to remove all items from all groups across all
systems as described at the start of this section.

76.16.7 SETTING UP ALLOWANCE ACROSS SYSTEMS - (FIXED RETURN)

A Common Item Access Group will need to be created to enable the functionality of AAS which will enable items of the
same type to be grouped together in a single group.

1. Select the Item Access Groups icon from the Navigation Menu.

@ System Viewer

L Users
@ Items ; Item Access Groups
B Reports ¥ Items

& Software Settings  »
f iFobs
O Systems

(5 Realtime Activity

2. At the Item Access Groups page, select the Create button.

3. Next, enter a name for the group and then place a tick in the Common Group check box.

l Cancel [ Save and Return

Name [ AAS FR Group]| I

Everyone Group O

Common Group @
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Selecting this check box will enable you to access the AAS functionality as shown below.

Name

Everyone Group

Common Group

Allowance Across Systems

Common Group Type

Region

System

Allowance

AAS FR Group1

O

Default

Ground Floor

i

[ Cancel ][ Save and Return

® A Common item Access Group allows similar items to be grouped
together with a common access right. items can only be a member
of a single Common Item Access Group.

@ Warning: Group Type cannot be changed once assigned.

@ 0= Unlimited

4. Place a tick in the check box for Allowance Across Systems.

Name

Everyone Group

Common Group

Common Group Type

Region

Allowance

New Item Access Group

AAS FR Group1

O

Allowance Across Systems

Default

@ English(UK) ~ @ Help @ Info @

[ Cancel

[ Save and Return ] Save

@ A Common ltem Access Group allows similar items to be grouped
together with @ commaon access right. items can only be a member
of a single Common Item Access Group.

@ Warning: Group Type cannot be changed once assigned.

@ 0=uUnlimited

You will notice that the System dropdown menu is no longer visible. This is due to the option only being applicable to

one system and by definition, Allowance Across Systems is applicable across multiple systems.

NOTE: If all the systems are set as Fixed Return, the dropdown menu for Common Group Type will be

unavailable.
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5. Select a specific region from the Region dropdown menu that you wish to assign the group to.

6. Assign an allowance value in the Allowance box. The default value is set to 0. This value will allow the user to
take as many items from the group as they would like. In this example, the item allowance has been set to 2.

7. Once complete, click on Save.

NOTE: Once saved, you will only be able to edit the Name, Everyone Group and Allowance options.

You will notice that after saving, four new tabs will be made available.

[ Cancel I Save and Rewrn

@ A Common item Access Group allows similar items fo be grouped
together with a common access right. Items can only be a member
of a single Common item Access Group.

@ Warning: Group Type cannot be changed once assigned.

Details [ Systems Item Access Users History ]
Name [ ras FR Group1
Everyone Group =
Common Group
Allowance Across Systems
Common Group Type
Region
Allowance i

8. Click on the Systems tab.

@© 0= Uniimited

The Systems tab will list of all the available systems configured for both Fixed Return and Allowance Across Systems

within the selected region.

9. Select the systems that you wish to add to the group. You can choose to select and deselect them individually
or use the Grant All and Revoke All buttons.

Details Systems Itermn Access
r Vo )
| Grant All | ‘ Revoke All |
Access Y Sync System

Ground Floor

Reception

Y Create Filter

10. Next, select the Item Access tab.

V2.0 18/03/25

Users History

E]

I Cancel [ Save and Return
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The Item Access tab will list all the items from the previously selected systems which are not already part of an Item
Access Group. You may choose to select items individually or by using the Multi-Select/Multi-Edit function, you can
select all the items at once. In this example, 2 items from each system have been selected.

Details Systems Item Access Users History
&
@

4 .. Access Y System $ v Pos. # v Detail1 vy Detail2y Detail3 v Detail4y Detail5v Typer
] Ground Floor 1
a Ground Floor 2 Select All on Page

Deselect All On Page
O Ground Floor 3

Deselect All
O Ground Floor 4 Add Selected Item(s) to group

Remove Selected Item(s) from group
O Ground Floor 5

Grant All
= Reception 1 Revoke Al
= Reception 2
O Reception 3

12. Next, right click within the grid and choose the Add Selected Item(s) to Group.

Select All on Page
Deselect All On Page

Deselect All

[ Add Selected Item(s) to group ]

Remove Selected Item(s) from group
Grant All

Revoke All

After confirmation, you will now see a green tick against the selected items indicating that they have now been added
to the group.

Details Systems ltem Access Users History
@
@
0 ... Access T System & v Pos. ¢ Y Detail1v Detail2 v Detail3y Detail4t Detail57 Typer
] v Ground Fioor 1
a < 2
O Ground Floor 3
O Ground Floor 4
O Ground Floor 5
O v Reception 1
(] v Reception 2
O Reception 3
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13. Now select the Users tab.
The Users tab will display a list of all the available users who have been granted access to the selected systems.

14. Select which users you wish to assign to the group.

Details Systems Item Access Users History
=

7 e Sync Member Y Display Name Y Staff Number Y JobRole v Tel Y Fax Y Mobile v
] & Super Admin

] [ ] Traka Admin 1

] & Traka Admin 2

] [ ] Traka User 1

= @ Traka User 2

= [ ] Traka User 3

] [ ] Traka User 4

Y Create Filter

15. Right click within the grid and select Add Selected Users to Item Access Group.

Select All on Page
Deselect All On Page

Deselect All

[ Add Selected Users to ltem Access Group ]

Remave Selected Users from ltem Access Group

After confirmation, you will now see a green tick against the selected users indicating that they have now been added
to the group.

Detalls  Systems  ItemAccess  Users  History
| Canest ” Save and Return
0 e sync Member T Display Name v  staff Number T JobRole v Tel v Fax v Mobile v
O [ ] v Super Admin
O & v Traka Admin 1
O [ ] v Traka Admin 2
O ® v Traka User 1
O ® v Traka User 2
O & 4 Traka User 3
O ® 7 Traka User 4
¥ Create Filter

16. Once completed, click on the Save and Return button.
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Should you wish to make any changes to the Common Item Access Group, you may return to the Item Access Groups
page and select the group you wish to edit and then click on the edit button. You will then be taken back through steps
as shown above.

NOTE: If you have more items to which you wish to allow access to across multiple systems, they must each
be assigned to a different Common Item Access Group as items can only be a member of a single group.

Item Access Groups @ English (UK) ~ @ Help @ nfo €

Region
- [

(All Regions) -
Sync Name = Everyone Group Common Group Common Group Type
AAS FR Group 2 Fixed Return
AAS FR Group1 Fixed Return
T Create Filter

6.16.8 USING ALLOWANCE ACROSS SYSTEMS - (FIXED RETURN)

The following section describes the process of using Allowance Across Systems for Fixed Return systems. In this example,
2 systems have been configured to utilise the feature. 2 Common Item Access groups have been created with 4 items
in each and divided across both systems. To demonstrate the functionality, the allowance on both groups has been set
to 2.

A User is able to take up to the allowance for a group from just one of the systems or across both systems. For example,
if group A consists of 2 items on System 1 and 2 items on System 2 then a user with access to the group could take one
item from both systems or both items from just one of the systems. Once the allowance of 2 for that group has been
met, they cannot remove any more items that belong to that group from either system.

‘6.16.9 TAKING & RETURNING ITEMS - NON-ADMIN USER - (FIXED RETURN)

1. Log into system 1 using either keypad, credential or fingerprint.

@
04/05/2023 09:45:30

To access the system, swipe your ID card
or press Search to find an item —

1 2 3
4 5 6
- R B - i 8 - 7 8 9
O\ @ 518 @a Touch the screen to start
X |o |
Search Help New PIN Enrol
System #1 System #2
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The door will now open, and the user will be able to remove available items according to their allowance. In the example
below, 4 items are available based on the 2 Common Item Access Groups that the user has been assigned to.

@C
22/05/2023 09:42:06

@ Traka User 01
o Held:

@
04/05/2023 09:45:30

 Help Touch the screen to start

Lookup

System #1 System #2

Based on this example, if the user had only been granted access to 1 Common Item Access Group, then only 2 items
from both systems would be available as shown below.

@G

@G
04/05/2023 09:45:30

22/05/2023 09:54:10

@ Traka User 01
2 Held:

 Help Touch the screen to start

Lookup

System #1 System #2
NOTE: Once an item has been taken and the user closes the door, they will automatically be logged out.

Providing the user does not remove all their allocated items from System #1, they may log out and then log into
System #2 and take items up to the group’s allowance.

Once the user’s item allowance for the Common Item Access Group on System #1 has been reached, the option to
remove any more items from that group will not be available on either system. However, items from other Common
Item Access Groups could still be available.

@G
04/05/2023 09:45:30

@ Traka User 01
o Held:

Touch the screen to start Help

Lookup

System #1 System #2

If a user removes all the available items from both Common Item Access Groups from System #1, there will be no more
available items for other users to take from that system and the removed items will appear greyed out. However, they
will still be able to take items from System #2 as required, until all available items from both groups in both systems
have been taken.
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@G
04/05/2023 09:45:30

@G
22/05/2023 11:02:13

@ Traka User 02
- Held:

06060 OGGOC

Help Touch the screen to start

Lookup

System #1 System #2

NOTE: A non-admin user cannot log into more than 1 system at a time when Allowance Across Systems has
been activated on that system. This does not apply to an admin user.

(@C}’ traka ;
04/05/2023 09:47:48 Assa nLoy |
To access the system, swipe your ID card
or press Search to find an item —
12| 3
|
4 5 6
7 8 9
00 - L
SNIRORE- 3l 0! |
X o |V
Search Help New PIN Enrol ‘

6.16.10 TAKING & RETURNING ITEMS - ADMIN USER (FIXED RETURN)

As an admin user, the same Allowance Across Systems rules will apply as a non-admin user. An admin user will however
be able to perform admin activities in Traka Touch.

NOTE: The combinations for I Know What I Want or I Need To Search modes may be set in General Options
on each system to determine the default Item release screens. The following examples are based around

the I Know What I Want option.

1. Login to the system as an Admin User and select the required option for accessing items.

®G traka
22/05/2023 11:07:38 ASSAABLOY
Welcome Traka Admin, please select an option below:
eecece
% ca E%. °
I Need To Search I Know What I Want
Reports Admin [erant
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Once the door has opened, you will now be able to perform the same Allowance Across Systems activities as outlined in
the previous section.

@ traka
22/05/2023 11:51:18 ASSA ABLOY

@ Traka Admin
< Held:

‘ Menu |

6.16.11 ALLOWANCE PER FIXED RETURN COMMON ITEM ACCESS GROUP

If the Allowance Across Systems check box is not ticked, then the option will only be available for the selected Fixed
Return system.

[ Cancel

l Save and Return }

Name AAS FR Group1
Everyone Group O

® A Common item Access Group allows similar items to be grouped
Common Group ]

together with @ comman access right. items can only be a member
of a single Common Item Access Group.

Allowance Across Systems @

Commo Group:Type @ Warning: Group Type cannot be changed once assigned.

Region Default -
System Ground Floor -
Allowance 0

@ 0= Unlimited

In this instance, the functionality would behave the same as a system configured for Allowance per Fixed Return
Common Item Access Group.

6.16.12 OVERRIDE OPTIONS - (FIXED RETURN)

There are 2 separate override options available for Allowance Across Systems for Fixed Return in TrakaWEB which can
be set individually.

The override option granted to a user will give them permission to remove all items from the relevant Common Item
Access Groups. A Common Item Access Group created with Allowance Across Systems selected is subject to the

Allowance Across Systems Override. Any other Common Item Access Group or Item Access Group on the same system
will be unaffected by selecting this option. The option to enable the permission is performed in TrakaWEB.

Allowance Across Systems Override:

This option will allow access to all items in Allowance Across Systems Common Item Access groups on any of the relevant
systems. It will not override the allowance limits on any other groups on those systems.
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1. From the Users Page, select a User to whom you wish to grant the override permission and then navigate to
the Edit User page.

2. Place a tick in the check box for Allowance Across Systems Override.

Details System Access Credentials Item Access Groups Item Access Region Access Web Access History

[ ) [ | R )

System Access

Active = Permit Expiry Date 15/10/2054
Start Date 14/10/2024 11:21 Authoriser Group None -
Expiry Date 14/10/2074 11:21 Allowance Across Systems

Override =

Sync Effective ¥ System 2 Y Regiony Activer No.ofltems Super Adminy System Adminy User Admint Items Admin ¥

) Office Default  HE = ] ] =

Y Create Filter

With the override permission enabled. The user will then be able to remove all the available items from across all
systems.
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CIAG Allowance Override:

This option removes the allowance limit for non-AAS Common Item Access Groups, so the user can now remove all items

from their assigned groups.

Using the ellipsis button to expand the System Access Grid, you can additionally choose to allocate a user with the CIAG
Allowance Override. This will be applicable to non-AAS Common Item Access Groups on a specific system.

sync  Effective Y System < T Region Y Active Y No.ofltems Super Admin v System Admin v User Admin r
® Ground Floor  Default [ -] [l O
x
Items Admin: [}
System Reports: O
[C\AG Allowance Override: ]
Allowance: Unlimited 5
Authoriser: [
Auth. Override: [}
Curfew: None -
® Reception Default ] ] [ (]
Y Create Filter
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6.17 MULTIPLE CREDENTIALS

6.17.1 INTRODUCTION

Multiple Credentials is a non-cost feature, which was created to provide organisations with the ability to assign
multiple/different types of credentials against single users. Multiple Credentials was designed to work alongside an
Access Control System (PACS) where credentials in different forms can be accepted, i.e. Cardholder and Mobile
Credential, or multiple different cards where PACS controls access to different areas.

Multiple Credentials is not supported directly on 16bit systems. However, it is possible to mix a single
credential system with one or more multiple credentials enabled systems via TrakaWEB.

NOTE: A single user can have an unlimited nhumber of credentials assigned to a user record in Traka Web,
but there are limits on how many credentials can be effective at Traka Touch. Therefore, a default limit of 3
effective credentials has been set which can be increased to a maximum of 7 effective credentials using the
TrakaWEB Admin App.

Traka Web Admin - Administering localhost - O X

File View Tools Help English (UK} ~
Application Settings ~ Password Policy

Database setuo

.k Ppplication settings
2 Doers oD =0 A
=[] System management e i |
-4 Default v Database
&) Region A Database version 04.05.0000
4 Region B + iFob
Engine management iFob description item detail separator
#-+,5 Business Engine on DESKTOP-DMMHPJ5 - Online 4.5.0 iFob description item separator :
R Certficate management iFob Maximum tems 25

Show Deleted iFobs True
v [tem Aclivity Display

ltem Activity Display List Delimiter .

ltem Activity Display List Limit 10

v ltem Type
Distance Logging Mode TotalDistance
Distance Logging Units Miles

~ PDF Export
Selected Font (Chinese) Microsoft JhengHei Ul
Selected Font (Default) Tahoma
Selected Font (Japanese) Yu Gothic Ul
Selected Font (Korean) Malgun Gothic

v User

l Limit of Effective Credentials per User 7 l
ser expiry date

User pemit expiry date 30Y
User PIN expiry date 30
User Security Active By Default False

Allow access levels
‘Whether access levels are enabled in Traka Web

Save

6.17.2 PREREQUISITES

If Multiple Credentials was not requested during the production of your system, then a configuration file will be required
to enable Multiple Credentials. Please contact Traka to obtain the configuration file for your system(s). To load the
configuration file, please refer to UD0258 - Traka Touch Pro User Guide.

Upgrading a current single credential system to a multiple credentials system will involve an update to TrakaWEB. This
update will automatically migrate the Card ID registered within a user record to become the default Credential ID within
the multiple credentials enabled system. To change the default credential please see the Add/Delete Multiple Credentials
to a New or Existing User section.
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6.17.3 ADD/DELETE MULTIPLE CREDENTIALS TO A NEW OR EXISTING USER

When creating a new user or editing an existing user on TrakaWEB, it is possible to assign multiple Credential IDs if the
Multiple Credentials feature has been enabled.

NOTE: Adding multiple credentials to a single user is only possible on TrakaWEB.
1. Create a new User or select the required User to Edit.

2. In the Credentials Tab, you will still see the Add button above the Credentials Grid. Clicking this will create a
new Credential row in the Credentials grid.

NOTE: To edit a credential that has not yet been saved, the required credential row must be selected first
before the specific field.

Details System Access Credentials Item Access Groups ltem Access Region Access Web Access History

|..'|

‘ Cancel Save and Return

IDs & PINs

Keypad ID 0001 PIN
PIN Expiry Dat /205 =

Enrolment ID xpiry Date 07/10/2054

Random Enrolment ID PIN Force Change 0

Fingers Enrolled 0
Email PIN/Enrolment ID O

Credentials

Default s Credential ID s T Enabled T Active Date T Expiry Date T
O] 34257366 /] 07/10/2024 00:00:00 07/10/2054 00:00:00 {ii Delete

3. Input the Credential ID as described in Adding Users. You can select whether this new credential will be the
default credential by selecting the Default radio button on the left hand-side of the row. The default credential
is essential for logging into single credential systems. A single credential system networked amongst multiple
credential systems will only look for the default credential within TrakaWEB’s User Database. It is possible to
change the default credential by clicking the ‘Default’ radio button on the left-hand side of the relevant credential

row.
Credentials
Default ¢ Credential ID 2 v Enabled Y Active Date Y Expiry Date T
(o] | | | ] 07/10/2024 00:00:00 07/10/2054 00:00:00 fil Delete
Read Last ID
® 34257366 ] 07/10/2024 00:00:00 07/10/2054 00:00:00 fii Delete
Y Create Filter
Preview changes
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Multiple Credentials will allow an unlimited number of credentials to be assigned to a single user record in TrakaWEB,
but there are limits on how many credentials can be effective at Traka Touch. Therefore, a default limit of 3 effective
credentials has been set which can be increased to a maximum of 7 effective credentials using the TrakaWEB Admin
App. An effective credential is dependent on the enabled check box being ticked and an active date range within the
Credential Grid on TrakaWEB. TrakaWEB will prevent you from enabling more than the set Limit of Effective Credentials
per user with a pop-up message explaining “The limit of Effective credentials has been reached.”

Credentials —
| & Add |

Default ¢ Credential ID ¢ Y Enabled T Active Date Y Expiry Date T
o) 92740023 [ The limit of Effective credentials has 07/10/2054 00:00:00 & Delete ‘
been reached.
® 34257366 ] 07/10/2024 00:00:00 07/10/2054 00:00:00 ] Delete
o 46358952 ] 07/10/2024 00:00:00 07/10/2054 00:00:00 £ Delete
o 85129464 ] 07/10/2024 00:00:00 07/10/2054 00:00:00 £ Delete

NOTE: It is possible to set up a Job Scheduler to automatically disable expired credentials. Please refer to
the Disable Expired Credentials section for further information.

4. TrakaWEB will automatically check the database for duplicate Credential IDs. If a duplicate is found, you will be
asked if you wish to transfer the ID from one user to another. Clicking *No’ will prevent the Credential ID field
from being saved and require the ID to be changed. Clicking ‘Yes’ will input the Credential ID and the word
‘Transfer’ will appear on the right-hand side. The Credential ID will not be transferred until you click Save. Once
saved, the Credential ID will be removed from the previous user and migrated to the user you are creating.

Transfer Credential

The provided Credential ID 1684095285 is registered for another user. Do you
wish to transfer it to this user?

e

Credentials [@ s ‘
Default 2 Credential ID 2 1 Enabled Y Active Date Y Expiry Date T
@) 1684095285 O 07/10/2024 00:00:00 07/10/2054 00:00:00 fij Delete
@® 34257366 = 07/10/2024 00:00:00 07/10/2054 00:00:00 fij Delete
@] 46358952 ] 07/10/2024 00:00:00 07/10/2054 00:00:00 fij Delete
o 85129464 -] 07/10/2024 00:00:00 07/10/2054 00:00:00 fij Delete

NOTE: A Credential ID cannot be edited once saved. It must first be deleted, and a new Credential created
as explained in Adding Users. However, all other fields in the Credential Row can be edited.
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5. To delete a Credential, simply click on the required credential row and then click the Delete button. The
deleted Credential will be greyed out and marked as ‘Deleted’. An Undo button will now be listed, clicking this
will undo the deletion.

Credentials ‘ T s ‘
Default 2 Credential ID ¢ Y Enabled T Active Date T Expiry Date T
O 1684095285 1 07/10/2024 00:00:00 07/10/2054 00:00:00 Transfer
@ 34257366 = 07/10/2024 00:00:00 07/10/2054 00:00:00 iij Delete
o] 46358952 ] 07/10/2024 00:00:00 07/10/2054 00:00:00 i Delete
o] 85129464 ] 07/10/2024 00:00:00 07/10/2054 00:00:00 fii Delete

Credentials —
(©=]

Default 2 Credential ID 2 v Enabled Y Active Date Y Expiry Date T
O 1684095285 O 07/10/2024 00:00:00 07/10/2054 00:00:00 Deleted < Undo
® 34257366 = 07/10/2024 00:00:00 07/10/2054 00:00:00 fii Delete
0] 46358952 = 07/10/2024 00:00:00 07/10/2054 00:00:00 fii Delete
0] 85129464 ] 07/10/2024 00:00:00 07/10/2054 00:00:00 i Delete

NOTE: It is possible to delete the Default Credential. If doing so, a small warning will appear at the top of
the page (see below). If a user has more than one Credential assigned to them, then TrakaWEB will check
for the next eldest credential after the Save button has been clicked and automatically assign this as the
new default credential.

6. Any changes made within the Credentials Grid can be previewed using the = Previewchanges | putton in the
bottom right-hand corner of the page. This is a particularly useful feature if many credentials are being
added/edited as not all changes will be visible on the credential grid page you are on. Here, changes are
organised into 3 types: Inserted values, Updated values and Deleted values. Any changes made are
denoted by a colour change for the row or column. A pale orange denotes values that have been added and a
light grey denotes values that have been deleted. When you have finished previewing the changes being
made, click on Hide preview to return to the list of Credentials for the user.

Credentials -
)

Default 2 Credential ID Enabled Active Date Expiry Date
Inserted values
o] 1684095285 O 07/10/2024 00:00:00 07/10/2054 00:00:00 fiij Delete Transfer
Updated values
] 85129464 O 07/10/2024 00:00:00 07/10/2054 00:00:00 i Delete
Deleted values

o 46358952 = 07/10/2024 00:00:00 07/10/2054 00:00:00 Deleted 5 Undo o
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7. Any changes made to a User and/or their Credentials will be listed in the History tab at the top of the Add/Edit
User Page. The Credential ID’s last 2 digits will be listed within this record, but all other digits will be starred
out for security purposes.

Details System Access

When

07/10/2024 16:01:04

07/10/2024 16:01:04

07/10/2024 16:01:04

07/10/2024 16:01:04

07/10/2024 16:01:04

07/10/2024 16:01:04

07/10/2024 16:01:04

07/10/2024 16:01:04

07/10/2024 16:01:04

Edit User - Multiple Credentials User 1

Credentials Item Access Groups

Record

Multiple Credentials User 1 *¥#*¥#*%53

Multiple Credentials User 1 *¥#*¥#*%53

Multiple Credentials User 1 ******53

Multiple Credentials User 1 ******53

Multiple Credentials User 1 ¥****¥52

Multiple Credentials User 1 ¥*****g4

Multiple Credentials User 1 ********g5

Multiple Credentials User 1 ********g5

Multiple Credentials User 1 *##*¥###*gg

Item Access Region Access

Action

Credential Removed

Credential Removed

Credential Removed

Credential Removed

Credential Removed

Credential Modified

Credential Added

Credential Added

Credential Added

Web Access

T

Field

Enabled

Expiry Date

Active Date

Default

Credential ID

Enabled

Enabled

Expiry Date

Active Date

History

Super Admin

Super Admin

Super Admin

Super Admin

Super Admin

Super Admin

Super Admin

Super Admin

Super Admin

@ English(UK) - @ Help  ® o O

=

old New
True
07/10/2054 00:00
07/10/2024 00:00
False
kA
True False
False
07/10/2054 00:00

07/10/2024 00:00

8. When you are finished adding/editing Credentials, click the button to go back to the user list.
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6.18 T

RAKAWEB 16BIT SUPPORT

6.18.1

INTRODUCTION

For customers that already have a number of 8/16bit systems and want to purchase some additional Traka Touch

systems,

Traka is proposing to continue its development of TrakaWEB support for Traka Touch as well as support for

16bit systems.

‘6.18.2 FEATURES
26.18.2.1 CORE FEATURE SUPPORT

e TrakaWEB core functionality

e  Support for 16bit Key Cabinets & Lockers (both non-RFID and RFID)

e  Automatic event download (~30 seconds)

e Keypad ID, Card Reader support

e Access Levels as used on Traka32 will be converted to the equivalent Item Access in TrakaWEB

e Regions

e Notifications (although notification rules will not automatically be imported)

e Integration via IEv2 only (LTTPS & RTUS not supported)

e Key Cabinet & Locker Fixed Return only initially

e Locking, non-locking, LED support Key Cabinet Receptor Strips

e No door, Single door, and Multi-door Key Cabinets

e FIFO on Lockers

¢ Item allowance (although Item allowance per access level not supported)

e Item & User Curfews. Relative curfews are limited to 24 hours on 16bit
26.18.2.2 NEW 16BIT FEATURES

e Sagem Biometrics enrolment at 16bit Systems will be implemented at the system using the Enrolment PIN

method through TrakaWEB as available on Traka Touch

e iFob Setup for FRSS & RRSS will be implemented on 16bit via an Admin menu

26.18.2.3 UNSUPPORTED FEATURES

The following Communications features will not be supported:

8bit systems

Serial and RS485 communications/protocol
TCP/IP IPv6

TCP/IP AES256 Encryption

TACLS
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6.18.3 PREREQUISITES
The following requirements must be met to allow 16bit support for TrakaWEB:
e The latest version of Traka32
e Requires 16bit systems with firmware version 4.00.12 or above for compatibility with TrakaWEB

e If a system is operating on an earlier software or firmware version, it will need to be upgraded to the versions
above before migrating to TrakaWEB

e  8bit systems will need to be upgraded to 16bit first

e  TCP/IP only will be supported. Systems using RS232 or RS485 will have to be upgraded with a Lantronix Xport
or UDS2100

e The latest version of TrakaWEB

6.18.4 LIMITATIONS FOR 16BIT SYSTEMS
. 16bit Systems have a 70-character limit for descriptions
e Display names are limited to 17 characters
e Pin numbers have a 6-digit limit
e Simultaneous Keypad ID and Credential ID is not supported

. Secondary PIN Support will remain limited on 16bit compared to Traka Touch. E.g., multiple length PIN, PIN
expiry, force PIN change on next login will not be supported on 16bit but only on Touch

e New features available on Touch will not be supported on 16bit

6.18.5 16BIT FIRMWARE UPGRADE USING THE ADMIN APP

The process of upgrading the Firmware on a 16bit system using the Admin App is almost identical to the Traka Touch
Application upgrade.

1. Within the Admin App, select the system you wish to upgrade the firmware to and then click on the Software
Update tab.

2. Click on the button to the right of the grid as shown below. If the firmware version you require appears in the
list, skip ahead to step 5.

3. If the firmware version you require is not present in the field, you will need to locate it.
System Configuration  System Design  Feature Options = Software Update
This page allows you to update the application software on your Traka System. Either upload a new software update file, or

select an existing one to update to.

Step 1: Upload to Business Engine File Librany
Select a new software update file to upload. Uploaded files appear in the "Update” grid below.

L

Upload

V2.0 18/03/25 uD0260 Page 480 of 527

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



4. Navigate to the Firmware file to be uploaded. By default, the system will be looking for a file with the .mot
extension. Click on Open.

=l Open x
€« v A > ThisPC > Desktop > vA.00.15(09-Oct-2019) Build 0002 ~ @  Searchv4.00.15(09-Oct-2019)_... ©
Organise Mew folder =~ [ @
MName Date modified Type Size
s+ Cuick access
[] TACbv4.00.15(09-Oct-2019)_Build_0002.mot  09/10/201910:15  MOTFile 1,251 KB
[ Desktop - . -
(] TLbv4.00.15(09-Oct-2019)_Build 0002mat  09/10/201910:14  MOTFile 1,250 KB
¥ Downloads  # (] TKCbv4.00.15(09-0ct-2019)_Build_ 0002.mot  09/10/201910:14  MOTFile 1,251 KB
Documents -
[&] Pictures »
J’ﬁ Music
B videos
& Onelrive
[ This PC
File name: | TKChv4.00.15(09-Oct-2019)_Build_0002.mot v | MOTFiles (TKCbv*.mot, TiLbv*. |

l Open I | Cancel |

5. The selected file will appear in the grid. Click on Upload.

System Corfiguration  System Design  Feature Options ~ Software Update
This page allows you to update the application software on your Traka System. Either upload a new software update file, or
select an existing one to update to.
Step 1: Upload to Business Engine File Library
Select a new software update file to upload. Uploaded files appear in the ‘Update’ grid below.
|C:\Users\User\Desktnp\v-i.DD.15{1]50d—2ﬂ19}_8uild_0002\THC1w4.Dﬂ.15{&90d—2ﬂ19}_8uild_ﬂﬂﬂz.mat | | |

l Upload l

Clicking on upload will initiate the sending of the file to the database via the Business Engine.
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6. Once the file has been uploaded, it will appear on the list.

Step 2: Update from File Librany

Choose & file from the list below to be used to update the software on the Traka System

File Name Comments File Size Upload Date Upload User Expiry

Traka 16bit Firm... | 04,20 : Super Admin

Delete Selected File

Current Software \ersion v00.00.0000
Target Software Version v4.0.15

Update Traka System

7. Click on the row and then click on Update Traka System. A window will show asking you to confirm.

Confirm Update

Are you sure you want to update '16-bit System’ to
application version v04.00,0000.00157

| Yes I | Nao

TrakaWEB will decide whether the new firmware requires a Full Upload after the upgrade process has completed. If yes,
a new window will appear, and it will display the status of the operation.

=l Command Progress - a x

Instructions =
Drag windows to left column to show only summary, drag to right to column show details,
draq borders to resize and double-click title bar to maximise

16-bit System ]

Status: Processing

22/04/2022 12:03:37 Fimware Upgrade Command Initisted
22/04/2022 12:03:37 Fimware Upgrade Command Requested
22/04/2022 12:03:40 Read System Status

22/04/2022 12:03:40 Upload Fimware 10% Complete
22/04/2022 12:04:10 Upload Fimware 20% Complete
22/04/2022 12:04:41 Upload Fimware 30% Complete
22/04/2022 12:05:12 Upload Fimware 40% Complete
22/04/2022 12:05:43 Upload Fimware 507% Complete

Close
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8.

Once the upload has completed, click on Close.

] Command Progress

- d >

Instructions

Drag windows to left column to show only summary, drag to right to column show details,
drag borders to resize and double-click title bar to maximize

x

16-bit System
Status: Completed

22/04/2022 12:09:18 Read CPSN

22/04/2022 12:09:18 Read Firmware Version ~

22/04/2022 12:09:18 Read Serial Number

22/04/2022 12:09:18 Read System Fimware Configuration
22/04,2022 12:09:18 Set System Date and Time

22/04/2022 12:09:18 Upgrade Fimware Completed
22/04/2022 12:09:18 Download Events Initiated

22/04/2022 12:09:19 Download Events Completed
22/04,/2022 12:09:19 Firmware Upgrade Command Completed

Close

NOTE: The system will be unavailable during the upgrade process. The System View will show that the
‘System is temporarily busy’.

System Viewer

Region

Default

System

~  16-bit System -

@ English (UK) ~ @ Help @ Info 9

Remote User Login

16-bit System

status:  25/04/2022 10:28:50

System is temporarily busy (for maintenance)

Pos 1

status: @
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The Command List Report will also show progress of the upgrade.

9.

Open the Command List Report in the Diagnostics report section. Each command can be expanded by clicking

on the El sign to show the detailed Command Progress events that occurred during the Command processing

at the system.

Start Date

18/04/2022 10:45

Command List Report

System + v Commands

16-bit System

Command Progress

When

25/04/2022 09:29:08 +01:00

25/04/2022 09:29:08 +01:00

25/04/2022 09:29:09 +01:00

25/04/2022 09:29:10 +01:00

25/04/2022 09:29:41 +01:00

End Date

26/04/2022 10:45

T

Firmware Upgrade

Status T

Completed

Activity

Requested Date s

25/04/2022 09:29:08 +01:00

Firmware Upgrade Command Requested

Firmware Upgrade Command Initiated

Read System Status

Upload Firmware 10% Complete

Upload Firmware 20% Complete

@ English (UK) ~

Completed Date

25/04/2022 09:34:55 +01:00

T Pos. Who

o

@ Help () Info

Refresh Report B

Expiry Date

25/04/2022 10:04:55 +01:00

Y Errors

Super Admin

Traka Comms Engine

Traka Comms Engine

Traka Comms Engine

Traka Comms Engine

NOTE: The actual firmware upgrade process is the same as used by Traka32.

76.18.6 UPLOAD CONFIG FILE USING THE ADMIN APP

NOTE: Each 16bit system comes with its own unique Config Files. If you have not got an appropriate Config
File for the system you are accessing, contact Traka to obtain one.

1.

V2.0

on it and select the Load Configuration option.

18/03/25

*

m

ws

2 Users setup

1 4y Database setup
Default settings

[&] System management

#-4@ Default

9

i

<% Engine management

(=3 Business Engine on DESKTOP-USTAEHO - Online

=] j) Comms Engine on DESKTOP-USTAEHO - Online

=@

* Certificate management

Default

=] 16-bit System - Onli

(& Reception - Online

Delete System...
Update Software

Load Configuration...

Full Upload...

Resynchronise Users...

Download Logs ...
Install Certificate...

uD0260

From the TrakaWEB Admin App, select the 16bit system on which you need to upload a Config file, right-click
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A new window will open where you will need to navigate to the Config File for your system on the local PC. By
default, the system will look for config files with the extension .TKCcfg. When you have located and selected
the file, click on Open.

File name: | 0500 v*.TKCcfg V| Config files v

The system will then ask you to confirm the changes in the configuration. Select Yes.

Configuration

0 Do you wish to save the changed configuration?

The system will confirm the operation and will save the new configuration.

6.18.7 ADD ADMIN USER

In TrakaWEB, navigate to the Users menu.

@ System Viewer

L Users
@ Items 3
[E Reports v

&% Software Settings v
g iFobs
@ Systems

(' Realtime Activity
Find the user who will need to be the Super Admin user on the 16bit system you are accessing and edit this
user.

Navigate to the System Access tab, locate the 16bit system, and check the box in the Super Admin column
to confirm your user as the Super Admin on that unit.

4. Click on Save and Return. Wait for approximately 30 seconds for the changes to be synchronised with the

system. Refresh the screen in your TrakaWEB to see the status update.
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6.18.8 SET UP IFOBS
1. Access the 16bit system as the Super Admin user whom you nominated in the previous section.

2. Press the # key on the keypad to access Admin Menu.

Enter Hdmin Menu?

=Moo #=Yes

3. Press the 1 key to select the Item Setup.

1. Ttem Setur

4. The system will ask you to confirm. Press the # key to select Yes.

Setur all items?

#=po f=Yes

16.18.9 SET ITEM ACCESS
Before any items can be removed from the system, their access must be assigned to a user.
1. In TrakaWEB, select Users from the Navigation Menu.
2. At the Users’ page, select the user you wish to edit or, alternatively, double-click on the username.

3. At the Edit User page, click on the Item Access tab.

V2.0 18/03/25 uD0260 Page 486 of 527

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



4. The Item Access page will show all the items that can be allocated to that user. In the access column, select to
assign individual items to the user or click on Grant All to assign all the items.

Edit User - Traka User 02
Details System Access Credentials
Type
(All Types) -

Access System € Y Pos. s

O 16bit System 1
O 16bit System 2
O 16hit System 3

& English (UK) ~

@ Help (i) Info 9

Web Access History

Item Access Groups Item Access Region Access
Grant All
—
Detail 1 T Detail 2 T Detail 3 T Detail 4

Building 1

Building 1

Building 1

001

002

003

[ Revoke All ][ Cancel ]E]

Y Detail 5 T Type Y

Key

Key

Key

5. When the selection of items has been completed, click on Save to continue.

The user will now be able to remove items from the system using their Keypad ID, Access Card, or Fingerprint.

6.18.10 PERFORM A FULL UPLOAD FROM THE WEB CLIENT

56.18.10.1 ASSIGN SOFTWARE PERMISSIONS TO PERFORM A FULL UPLOAD

NOTE: To read more on how to create and edit Software Permissions Groups, refer to the Software
Permissions Groups section in this document.

NOTE: Only a user with appropriate permissions will be able to perform this task.

1. From The Navigation Menu, select Software Settings and then Software Permissions Groups.

® System Viewer

0 Users
& ltems ’
[E Reports ’
Software Settings Access Schedules
g iFobs Item Types
O systems Activity Types

User Groups

(Y Realtime Activity

User Fields
Regions
Notifications
Fault Definitions

Reasons
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2. If you wish to edit permissions for an existing Software Permissions Group, click on the Edit button. If you wish
to create a new group which will possess the required software permissions, click on Create.

3. From the chosen Permissions list, click the check box next to Full Upload.

Permissions

B (=] All Permissions
B[] Web
B (5] Features

— @ Full Upload
—| | Read Last ID

[D Remote Release
D To Anonymous User
D To Any User

4. Once you have assigned the permissions, click on Save and Return. If you have created a new Software
Permissions Group, you will now be able to assign TrakaWEB users to it. To read more on how to do that, refer
to the Software Permissions Groups section in this document.

56.18.10.2 PERFORM A FULL UPLOAD AS A TRAKAWEB USER
1. To perform a Full Upload on a 16bit system from TrakaWEB Client, navigate to Systems from the Navigation

Menu.

@ System Viewer
0 Users
Items ’
[E Reports 3
@& Software Settings ~ »
g iFobs

(& Realtime Activity
2. Select the 16bit system in the grid and click the Full Upload button.

Systems @ English(UK) ~ @ Help @ Info €Y

Full Upload E]

System Serial Number Host Name or Address 2 Y Application Version Region T
16-bit System  TKC35890 192.168.1.3 v4.00.15 (09-Oct-2019)  Default
Reception TKC24055 192.168.1.200 02.10.0006.0000 Default

Y Create Filter
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NOTE: This function will only be effective on a 16bit system.

3. At the next confirmation window, click on Full Upload to continue.

Full Upload b4

Are you sure you want to perform a Full Upload to 16-bit System?

4. The command progress window will be displayed. Once the Full Upload is complete, click on Close to continue.

Command Progress

Time

11:24:45
11:24:45
11:24:46
11:24:46
11:24:46
11:24:46
11:24:46
11:24:46
11:25:02
11:25:02
11:25:02
11:25:02
11:25:02
11:25:02

11:25:02

V2.0 18/03/25

Event

Full Upload Requested

Full Upload Command Initiated
Read System Status

Set System Offline

Read System Status
Download Events Initiated
Download Events Completed
System Reset Requested
System Reset Completed
Read System Status

Read Firmware Version

Read CPSN

Read Serial Number

Read System Firmware Configuration

Set System Date and Time

Position

uD0260

11:25:0£
11:25:04
11:25:04
11:25:05
11:25:05
11:25:06
11:25:06
11:25:06

11:25:07

More Detail
Name

Priority

Status
Requested Date
Completed Date

Expiry Date

Upload iFobs Initiated

Upload iFobs Completed
Upload iFob Store Initiated
Upload iFob Store Completed
Upload Users Initiated
Upload Users Completed
Download Events Initiated
Download Events Completed

Full Upload Command Completed

Full Upload
1
Completed

04/26/2022 11:24:44

04/26/2022 11:55:.07
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6.18.11 PERFORM A FULL UPLOAD FROM THE ADMINISTRATION APPLICATION

1. From within the Admin App, right-click on the 16bit system and select the Full Upload option.

| jy Database setup

----- .+ Default settings

-2, Users setup

=& System management

: & Default

-8 Engine management

E-+3 Business Engine on DESKTOP-USTAEHO - Online
= '_% Comms Engine on DESKTOP-USTAEHD - Online

------ [E) Reception - Online Delete System...
----- i Certfficate management Update Software

Lead Configuration...
Resynchronise Users...
Full Upload...

Download Logs ...

Install Certificate...

2. At the next window, click Yes to confirm the Full Upload.

Full Upload?

o Perform a Full Upload to system: "16-bit System’ 7

This will:

» Connect to the system

»  Wake the system

» Read Firmware version, CPSM, Config ete.
+  Set date/time

» Check system status (wait for last userto log out)
*  Prevent any users from logging in
» Read outstanding event data
» Reset system [clear the system memaory)

= Set date/time

= Write all iFob records

» Create and write iFob store recard for each iFob
= Write all system user records

» [Syncfingerprint templates)

NOTE: If the system is in use at the time the Full Upload command is given, the system will wait for the user
to log out before beginning the process.

NOTE: If the system is performing AutoComms when the Full Upload command is given, it will be cancelled
at the earliest point that is safe to do so.

NOTE: Once the Full Upload process starts, the system will prevent any users from logging in.
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A Command Progress window will now appear. The upload process can take several minutes to complete.

=l Command Progress - O *

Instructions *
Drag windows to left column to show only summary, drag to right to column show details,
draq borders to resize and double-click title bar to maximise

16-bit System o x
Status: Completed
26/04,/2022 10:37:21 Upload iFobs Initiated ~

26/04,/2022 10:37:23 Upload iFobs Completed
26/04,/2022 10:37:23 Upload iFob Store Initiated
26/04,/2022 10:37-24 Upload iFob Store Completed
26/04,/2022 10:37-24 Upload Users Initiated
26/04,/2022 10:37-24 Upload Users Completed
26/04/2022 10:37:24 Download Events Inttiated
26/04/2022 10:37-24 Download Events Completed
26/04/2022 10:37:25 Full Upload Command Completed

Close

3. Once the Full Upload has completed, click on the Close button.

76.18.12 ENROL A BIOMETRIC TEMPLATE ON A 16BIT SYSTEM

Users with User Edit Permissions can allocate an enrolment ID to other users. The Enrolment ID is a 6-digit nhumber,
which can be created manually or randomly. A user can then access the system with their enrolment ID to enrol their

fingerprint.

1. Select the user you wish to grant an enrolment ID to and select the Credentials tab within the Edit User page.

2. The Enrolment ID can be entered either manually into the blank field or by clicking on the Random Enrolment

ID button. Once completed, click on the Save button to continue.
Edit User - Traka User 02 @ English(UK) ~ @ Help @ Info

Details System Access Credentials Item Access Groups Item Access Region Access Web Access

[ Cancel ][ Save and Rewrn ] E]

IDs & PINs
Keypad ID 2222 PIN LTI
PIN Expiry Dat =
Enrolment ID Xpiry Date 15/10/2054
Random Enrclment ID PIN Force Change D
Fingers Enrolled 0
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3. At the 16bit System, press the 0 button on the keypad. The screen will display the following message:

Enter Enrolment ID:

4. Enter the 6-digit Enrolment ID followed by the # key.

Enter Enrolment I0:
sk

If the 6-digit enrolment number is valid, the following screen will be displayed:

Traka User @2
#iHbandon #:iConfirm

5. Press the # key on the keypad and then follow the on-screen instructions for enrolling a fingerprint using the
biometric reader.

Once completed, the following screen will be displayed:

Enrolment Successful

NOTE: To access the system, the user first presses the # key and then places their finger on the reader.
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6.18.13 SYNCHRONISE AND DOWNLOAD EVENTS WITH THE 16BIT SYSTEM

The Comms Engine will ensure that the 16bit system is kept updated by performing the following processes every 30
seconds:

e Making sure that the system is online and ready

e Making sure that the Firmware Version number is compatible
e Making sure that the Date & Time is set correctly

e Making sure that the CPSN has not changed

e Reading new events from the System

e Sending the changed User records to the system

e Sending the changed iFob records to the system

e Sending the changed User Biometric templates to the System

There will be certain constraints placed upon some of the data sent to the 16bit systems compared with Traka Touch.
These include:

e iFobs and Items allocated to a 16bit System will have their descriptions limited to a maximum of 70 characters
when edited in TrakaWEB. If an iFob/Item is moved from a Traka Touch system to a 16bit System, the
description will be truncated if it exceeds 70 characters.

e If you have one or more 16bit Systems in your database, the maximum allowable length of the User Display
Name field is 17 characters. If the Display Name Override tick box is not ticked and the automatically generated
name is longer than 17 characters, it will be recalculated before being sent.

e  PIN numbers will be limited to 6 digits.

e Due to the fact that 16bit systems store a unique key that will remain identical across all 16bit systems, there
can be no more than 65,535 users active across all 16bit systems at any one time. TrakaWEB will allocate a
unique key that will remain identical across all 16bit systems. Traka Touch is not affected by this limitation.

6.18.14 USE A TRAKAWEB KEYPAD ID/CREDENTIAL ID WITH OPTIONAL PIN ON 16BIT
SYSTEMS

16bit systems support identifying users with either a card reader or the numeric keypad. This is determined by the
Reader configuration supplied by the Traka Technical Support Department.

Similarly, TrakaWEB supports a Credential ID and a Keypad ID, which can be entered in the user Credentials tab on the
Edit User page. The main difference is that TrakaWEB will support having users with both simultaneously and can be
configured for both systems with readers and systems without readers.

The following rules will apply.

16bit Firmware with Card Reader Enabled without ‘Credential and/or PIN’ Option

Fields in TrakaWEB
e Keypad ID is not used

e If the 16bit System has a Card Reader configured, TrakaWEB maps the default Credential ID to the Primary
ID Field

e TrakaWEB maps the PIN field to the Secondary ID Field. (The system will only prompt for the Secondary PIN
if it is supplied)
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Behaviour at Cabinet
¢ Credential ID only: System will accept Credential without a Keypad ID
e Credential ID & PIN: System will accept Credential and prompt for PIN

16bit Firmware with Keypad Only Configuration

NOTE: The ‘Credential and/or PIN’ option is not designed to be used with keypad only systems.
Fields in TrakaWEB

e The Keypad ID is the Primary PIN

e The Credential Grid is not used

e The PIN field is used for Secondary PIN (This is optional — The system will only prompt for Secondary PIN if
supplied)

Behaviour at Cabinet
¢ Keypad ID only: System will accept Keypad ID
¢ Keypad ID and PIN: System will accept Keypad ID and prompt for PIN

16bit Firmware with Card Reader & ‘Credential and/or PIN’ options

WARNING: If switching the ‘Credential and/or PIN’ option on or off on an existing system, a full sync must
be carried out to ensure that the correct data is synchronised with the system.

NOTE: There is no option available on 16bit to enforce both Credential and PIN if the keypad ID is not
supplied.

Fields in TrakaWEB
e Keypad ID is optionally used for Primary PIN
e Credential Grid is used for Credentials, i.e. access cards or mobile credential.
e  PIN Field is optionally used for Secondary PIN
Behaviour at Cabinet
e Credential ID Only: System will accept Credential without a Keypad ID
¢ Keypad ID Only: System will accept Credential without a Keypad ID
e PIN Only: Not Supported
e Credential ID and Keypad ID supplied
o System will accept Credential and Keypad ID or
o System will just accept Keypad ID only
¢ Credential ID and PIN supplied
o  System will accept Credential and PIN
NOTE: The user will not be able to access the system with just their PIN.
NOTE: This underlying “User requires Credential and PIN to access Cabinet” flag would be set in this case.
e Credential ID and Keypad ID and PIN supplied

NOTE: This is not a valid combination for 16bit and so would behave just like a Credential ID and Keypad ID
being supplied, i.e., the PIN will be ignored.
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6.18.1516 BIT SYSTEM SUPPORT FOR ALL CREDENTIAL READERS AND INTERFACES UNDER
TRAKA32

As all of the Card Reader configuration and data is handled solely within the 16bit firmware, TrakaWEB will support all
of the current and foreseeable Card Reader and hardware interfaces.

Card Reader configuration settings which are contained within the 16bit configuration file are always sent unchanged to
the 16bit system.

6.18.16 10-WAY RECEPTOR STRIPS SUPPORTED BY THE CURRENT 16BIT FIRMWARE
The available options are as follows:

e 10-way only

e Locking

e Non-Locking

e Mixed Locking and Non-Locking

NOTE: The 16bit firmware will only support a single consecutive group of Non-Locking strips anywhere in
the cabinet.

6.18.1716BIT ABSOLUTE OR RELATIVE ITEM AND USER CURFEW FEATURE

This section explains the functionality of Absolute and Relative Curfews on a 16bit System. It also explains the differences
between Curfews on 16bit and Traka Touch systems.

This feature will use the existing 16bit firmware iFob and User Curfew feature.

NOTE: For a complete guide to Traka Touch Curfews, refer to the Curfews section in this document.

16.18.17.11FOB CURFEW

When editing an iFob from a 16bit system, the settings will only allow up to 24 hours for a Relative Curfew and 23 hours
and 45 minutes for an Absolute Curfew, both in 15-minute increments.

Edit iFob @ English(UK) = (3 Help @ Info Y
Details Features Items iFob Access History

Curfew -

[ Cancel

[ Save and Return

Curfew Type Relative -

Minute e)] @
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Edit iFob @ English(UK) ~ @ Help @ Info €

Details Features Items iFob Access History

[ Cancel I Save and Rewrn
Curfew -
Curfew Type Absolute -

Minute o @

When editing an iFob from a Traka Touch system, the settings will allow up to 365 days, 23 hours and 59 minutes for a
Relative Curfew and up to 23 hours and 59 minutes for an Absolute Curfew.

6.18.17.2 USER CURFEW

Like iFob Curfews, User Curfews are set on a ‘per-system’ basis and so for 16bit systems, the Absolute Curfew is limited
to 23 hours and 45 minutes and a Relative Curfew is limited to 24 hours in 15-minute increments as shown below.

Sync  Effective Y System 2 T Regiony Activey No.ofltems Super Adminy System Reports v

16-bit System  Default [] =
X
Authoriser:
Auth. Override:
Item Handover:
Absolute -

o 0@ Je
Minute &) @

Item Booking Override:

Item Access Schedule Override:

For a Traka Touch system, iFob Curfews, User Curfews are set on a ‘per-system’ basis. A Relative curfew can be set for
365 days, 23 hours and 59 minutes and up to 23 hours and 59 minutes for an Absolute Curfew.

NOTE: Traka Touch Curfews are not limited to 15-minute increments. If, for example an iFob with a Curfew
is set for 05:20 on a Traka Touch system and is returned to a 16bit system, the time will be rounded down
to 05:15.

NOTE: Relative Curfews on Traka Touch can be set for up to 365 days, 23 hours and 59 minutes. Relative

Curfews on a 16bit system have 23 hours and 45 minutes. Any days will be set to zero at a 16bit system if
a curfew was set on a Traka Touch system for over a day.
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6.18.18 REMOTE RELEASE AN ITEM TO AN AUTHORISED OR ANONYMOUS USER

This will use the existing Remote Release function on the TrakaWEB System Viewer. For more information, refer to the
Remote Release section in this document.

‘6.18.19 USE '‘REMOTE USER LOGIN’ TO LOGIN A USER TO A 16BIT SYSTEM

This will use the existing Remote User Login function on the TrakaWEB System Viewer. For more information, refer to
the Remote Login section in this document.

|6.18.20 READ THE LAST CREDENTIAL ID PRESENTED TO A 16BIT SYSTEM WITHIN A USER
‘ RECORD

This will use the existing Read Last ID function on the Edit User page. For more information, refer to the Edit User section
in this document.

6.18.21 TRANSFER THE OWNERSHIP OF AN ITEM FROM ONE USER TO ANOTHER

This will use the existing Transfer Ownership function from the TrakaWEB System Viewer. Refer to the Transfer
Ownership section in this document for more information.

‘ 6.18.22 USE 16BIT FIRMWARE-ONLY FEATURES
These Firmware-only features will affect cabinet operation but have no operational effect within TrakaWEB.
The Firmware-only Features are as follows:

e Fixed Return to a Single System (FRSS)

¢ Key Cabinet with Single Door

e Key Cabinet with Multiple Doors (Extension Cabinets)
e Key Cabinet Open all Doors on Login

e Key Cabinet without a Door

e  Receptor Tri-Colour LEDs

e Receptor Button Release

e 16bit Keypad Release

e 16bit Description Release

. 16bit Key Cabinet Auto Release Multiple Items
e Anti Passback

e CAN Gateway

. Non-RFID Rotation Auto Allocation
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6.18.23 ENABLE THE USE OF X-SYSTEM & X-IFOB AUTHORISATION ON 16BIT SYSTEMS

NOTE: This must first be enabled within the configuration setup before it can be used. A configuration can
be created for either X-iFob or X-System Authorisers, or both.

NOTE: Traka Touch will only support iFob Authorisation and not System/User Authorisation.

NOTE: iFobs on 16bit systems will only be able to have the ‘Authorisers’ set to a maximum of 2, whereas
Traka Touch will allow up to 3.

The Item Authorisation enables a user to become an Authoriser to other users and allows the user to override the Item
Authorisation feature. This will allow them to take items without requiring authorisation.

1. Select the user that will be set up as an Authoriser.

2. At the System Access page, locate the 16bit system on the system list and click on the Ellipsis button on the
right-hand side.

Sync  Effective v System < v Regiony Activer No.ofltems Super Admin Y System Reports v
® 16-bit System  Default = = E
® Reception Default = O O

3. A new panel will open. Check the box next to Authoriser and then click the Save button.

Sync  Effective Y System =2 T Regiont Activer No.ofltems Super Admin ¥  System Reports 1
® 16-bit System  Default = =
X
l Authoriser: ﬂ]
Auth. Override: O

Item Handover:

Curfew: None -

6.18.23.1 SYSTEM AUTHORISATION

1. In TrakaWEB, from the Users menu select the user who will be required to have authorisation to access the
16bit system and Edit that user.
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In the System Access tab, locate the 16bit system on the system list and click on the Ellipsis button on the
right-hand side.

Sync  Effective ¥ System $ v Regionv Activer No.ofltems Super Admin ¥ System Reports v

® 16-bit System  Default = = B

® Reception Default & O O

3. A new panel will open. Select the number of Authorisers that will be required from the drop-down menu and

then click the Save button.

Sync  Effective Y System 2 T Regiony Activey No.ofltems Super Admin Y System Reports Y
) 16-bit System  Default = =
X
Authoriser: M
Auth. Override:
No. of Authorisers: l Nonel - l
Curfew: 1
Item Booking Override: 2

Item Access Schedule Override:

When the user attempts to access the 16bit System using keypad, scan credential or fingerprint, an authorised user will
be prompted to identify themselves first, before the system can be accessed.

Traka User @2

Lerifa User & Swire [AL]

The Authoriser will then be able to scan their credential or fingerprint, or, if they press the # key, they will be able to
provide their PIN to authorise the other user.

Enter PIH He:

Lerifa User & Swire [Al1]
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6.18.23.2IFOB AUTHORISATION

1. Select iFobs from the Navigation Menu.

&

@

System Viewer

Users

Items

Reports

Software Settings ’

(]

Systems

(9 Realtime Activity

2. Double-click on the iFob that will require the Authorisation permission to be added to it.

iFobs

Region

(All Regions) -

1 System

= 16-bit System
O 16-bit System
O 16-bit System
[l 16-bit System

Sync

Description v

@ English (UK) =

Status

In System

In Systemn

In System

In System

T

@ Help

@ Info 9

[ Delete }[ Edit }[ Set Tag Numbers ]E]

Whe

Traka User 02

When

26/04/2022 09:14:30

26/04/2022 15:38:01

26/04/2022 09:14:30

26/04/2022 09:14:30

3. At the Edit iFob page, move to the Features tab. There you will find the Item Authorisation option. Clicking on

it will expand the panel.

4. Select the number of Authorisers required upon removal from the drop-down menu, then click the Save button.
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Edit iFob @ English(UK) ~ @ Help @ Info €3

Details Features Items iFob Access History

[ Cancel ] [ Save and Return ] Save
Item Authorisation -
Authorisation required upon removal I M - |

1 Authoriser

tocation Logging 2 Authorisers )

Curfew -

When a user who requires iFob Authorisation attempts to remove the iFob from the system using keypad, scan
scredential or fingerprint, an Authoriser will be prompted to identify themselves at the system first, before the iFob can
be removed.

Traka User @2

Lerifa User & Swire [AL]

The Authoriser will then be able to scan their credential or fingerprint, or, if they press the # key, they will be able to
provide their PIN to authorise the other user.

Enter FIM H°:

Lerifa lUser & Swire [H1]

6.18.24 LOCATION LOGGING (BAY LOGGING)

NOTE: This section covers Location Logging using TrakaWEB with a 16bit System. For information regarding
its functionality with Traka Touch, refer to the Fuel, Distance & Location Logging section in this document.

Location Logging or Bay Logging as it is also referred to, will allow users to record the current location of an asset.

Every time a user returns an iFob they will be prompted to enter a location. The user can use the keypad like a mobile
phone keypad to enter letters and numbers to make up a location description.

NOTE: The location description is limited to 5 characters.
The location can be looked up at any time using the Lookup Facility. For more information on this facility, refer to the

UDO0089 - Traka32 User Guide. Event reports will also be generated and can be accessed through the Reports page
in TrakaWEB.
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Location Logging will only be available if the firmware of the selected system has the 'Bay Logging'
configuration option enabled. If the Bay Logging option is enabled in the firmware, it is possible to
enable/disable the option on any iFob in TrakaWEB and change the default option value for all iFobs in the
TrakaWEB Admin Application.

56.18.24.1 ENABLING THE OPTION
1. The Admin Application is used to set the default option to on or off for all items in that system. An administrator

who has the appropriate access to the Admin Application will need to select the desired system and navigate to
the Feature Options tab. Once selection has been completed, Click Save.

System Corfiguration  System Design  Feature Options  Software Update

Distance Logging
System Default Off w

Location Logging
System Default

i

NOTE: Enabling the feature in TrakaWEB Admin will set all items in the system to have the feature active.
Alternatively, the feature can be activated within TrakaWEB for every iFob separately.
2. Navigate to the iFobs menu and select and iFob you wish to edit. Double-click on it or select it and click on the

Edit button.

iFobs @ English(UK) > @ Help @ Info €

Region System

(Al Regions) . (Al Systems) . Delete I Edit l Set Tag Numbers E]

1. System 2 ¥ Pos. 2 T Sync Description v Status T Who T When
] 16-bit System 1 [ ] In System 26/04/2022 09:14:30
[l 16-bit System 2 [ ] In System Traka User 02 26/04/2022 15:38:01
O 16-bit System 3 [ ] In System 26/04/2022 09:14:30
O 16-bit System 4 [ ] In System 26/04/2022 09:14:30
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3. At the next window, select the Features tab.

Edit iFob
Details Features Items iFob Access History
—

Within the Features tab, you will see a list of all the Feature Options that are available. Expand the Location Logging
panel and choose the preferred mode for the selected iFob.

Edit iFob @ English(UK) ~ @ Help @ Info @Y

Details Features Items iFob Access History

[ Cancel ][ Save and Rewrn ]

Item Authorisation -

Distance Logging -

Location Logging -

Mode | System Default (On for Ret RS |
Forced Off

Forced On for Return

Curfew -

NOTE: If you choose to enable the feature through TrakaWEB, it will only be available on the current selected
item. Depending on how many items you wish to have the feature enabled upon, it may be more time
efficient to enable it in TrakaWEB Admin and then disable it on any items you do not want it enabled upon
in TrakaWEB. If, however, you have many items and only wish the feature to be enabled on a few, it will be
more time efficient to enable it on those items in TrakaWEB.

With the feature enabled, TrakaWEB will display the Current Location if one has previously been entered at the system.

Location Logging =

Mode System Default (On for Ret ~

Current Location SecA3
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56.18.24.2 REMOVING AN ITEM

When a User removes an item from the 16bit system, the screen will display the last location of the vehicle for that
particular slot.

Lehicle Location

For Slot 1 & ABCAZ

56.18.24.3 RETURNING AN ITEM

When a User returns an item to the 16bit system, they will be required to enter details of the vehicles current location
followed by pressing the # key.

Enter Ushicle Location

For Slot 1 @ ABCA4

As well as using the Lookup facility through the 16bit system, the location information can be viewed through TrakaWEB
in a number of ways.

e The System Viewer
e The Current Location on the Features page

e Viewing the Current Location Report

NOTE: An Exception report will be generated if a user does not enter a location. This will also be reflected
in the Item Activity tab on the System Viewer page.

NOTE: For more information on Location Reports, refer to the Location Reports section within the Fuel,
Distance & Location section of this document.

6.18.25 NON-RFID AUTO ALLOCATION SUPPORT
16bit systems include a feature for lockers which will auto-allocate locker compartments. This feature is now supported
by TrakaWEB. This is similar to a Personnel Locker whereby a non-RFID equipped locker system can be used to store a

user’s items over a period of time as required.

When a user accesses the system, a vacant compartment is made available to the user. Should they choose to, they
can select another vacant compartment.

Two different statuses are created for each position in the locker depending on whether that particular compartment is
occupied or unoccupied.

For a deallocated compartment, the icon within TrakaWEB will be displayed by a grey icon.
For an allocated compartment, the icon within TrakaWEB will be displayed by a blue '. icon.
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A typical example of the TrakaWEB System Viewer with allocated and deallocated locker compartments is shown below.

System Viewer @ English(UK)~ @ Help @ Info €
Region System
Edit iFob Edit It
Default =~  16-bit Locker - E]
16-bit Locker
Pos. = v Description T Status T

status : @ 27/04/2022 10:57:03

. 1 In System System communicating OK
2 Out Of System Pos 1
Status: @
3 In System i
Previous user: Traka User 01
4 In System

Two new events are generated in the event of an allocation/deallocation:
Locker Allocated Event

The Locker compartment now contains a user’s items. This event is generated by receiving a ‘Locker Occupied’ event
from the 16bit system.

Locker Deallocated Event

The Locker compartment is now vacant and once again available. This event is generated by receiving a ‘Locker
Unoccupied’ event from the 16bit system.

6.18.26 16BIT FIRST IN/FIRST OUT (FIFO) ON TRAKAWEB - OVERVIEW

Although Traka 16bit systems were designed to run using Traka32 software, TrakaWEB does offer limited support for
them. On a 16bit locker, the asset manager works like a combination of FIFO & AFIFO. It will allow a user to hold multiple
items at once, however they will only be able to take or return the items one at a time. The CIAG allowance feature is
not supported by TrakaWEB when using a 16bit system. 16bit systems will need to have a firmware version of 4.0.12
or above for compatibility.

For more in-depth information on 16bit FIFO on TrakaWEB, please refer to UD0232 - TrakaWEB FIFO and Advanced
FIFO User Guide.
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7. TRAKAWEB ADMIN JOB SCHEDULER

NOTE: As of TrakaWEB version 3.3.0, the TrakaWEB Admin Job Scheduler replaces the requirement for the
TrakaWEB Database Purge Batch File - TD0103. Users of previous versions of TrakaWEB should still refer

to this.

Within the TrakaWEB Admin App, it is possible to configure a Job Scheduler. This will make it possible to clear data from
the system at specific times, which can be enabled by the System Administrator.

The tab for the job scheduler is located by selecting the Business Engine. By default, each job schedule will be disabled.

7.1 PURGE HISTORIC DATA
1. Select the Business Engine followed by the Job Scheduler tab. Click on Purge Historic Data.

L= Traka Web Admin - Administering localhost — [m] b

File View Tools Help English (LK)~

- i Detabase setup Details Email Corfiguration  PIN Notffication Enrolmert ID Notfication kem Booking Options  Passward Notificatiorll Job Scheduler
-~ ¢ Application settings

& Users setup Jobs

B[] System managemert Job Name Enabled Resut  Last Run
{4 Default - 0 0

Disable Expired Credentials

2. Clicking on the Edit button will allow you to change the parameters for the selected Jobs. Placing a tick in the
Enabled checkbox will enable the jobs in the list.

Details  Email Configuration  PIN Notfication ~Enrolment 1D Notification  tem Booking Options ~ Password Notification Job Scheduler

Jobs
Job Name Enabled Result Last Run
q D O
Digable Expired Credentials
Settings
Job Name |Purge Historic Data | Enabled
Properties
Deleted Users .
MNumber of days worth of logically deleted users to retain (based upon deleted d...| 365
Purge logically deleted users and assodated data? False
Events s
Mumber of days worth of events to retain 365
Purge event data? False

| Hourly | Daily |'-.'\.|'eelch-I I Monthly | Yearly |

@ Every 1 EI day(s)

() Ewery Week Day

Start at

Cancel Save
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3. Within the Properties box, change the setting to True to enable the parameter.

Settings
Job Name lPurge Historic Data I

Properties
Deleted Users
Number of days worth of logically deleted users to retain (based upon deleted d...
Purge logically deleted users and assodiated data? ‘
Events
Number of days worth of events to retain
Purge event data?

4. The lower box will allow you to change the interval for when you wish the Schedule to be run.

Interval

| Hourly l Dady Weekly :Monthly l Yearly

[] Monday [ Friday
[] Tuesday Saturday
[J] wednesday [] sunday

[] Thursday Start at

5. Once complete, click the Save button.

7.2 DISABLE EXPIRED CREDENTIALS

Enabled

365

False

True

False
a

1. Select the Business Engine followed by the Job Scheduler tab. Click on Disable Expired Credentials.

& Ppplication settings

- .a, Users setup Jobs

i=d Traka Web Admin - Administering localhost - m] X
File View Tools Help English (LK) ~
¢~ g Database setup Detals Email Corfiguration PIN Notfication Enrolment ID Notfication  ftem Booking Options ~ Password Notfication | Job Scheduler

@ Slystem management Job Name

Enabled Result Last Run

Defautt

Purge Historic Data

Business Engine on DESKTOP-DMMHPJ5 - Online 4.5.0) Disable Expired Credentials

O
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2. Clicking on the Edit button will allow you to change the parameters for the selected Jobs. Placing a tick in the
Enabled checkbox will enable the jobs in the list.

Details Email Corfiguration  PIN Matification  Enrolment |0 Motification  em Booking Options ~ Password Notification  Job Scheduler

Jobs

Job Mame Enabled Resutt Last Run
Purge Historic Data O
Disable Expired Credentials

Settings

Job Name | Disable Expired Credentials

Properties

| Hourly | Daily |\l\|'eel<h-I | Monthly | Yearly |

® Every day(s)

() Every Week Day

Startat

Cancel

| | Save

3. The Settings box will allow you to change the interval for when you wish the Schedule to be run.

| Hourly

Daily | Weekly | Manthly | Yearly |

(® Every day(s)

() Every Week Day

Startat  [00:00 %

NOTE: By default, the Schedule will be set to run at midnight every day.

4. Once complete, click the Save button.
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8. TWDI - TRAKAWEB DATA IMPORT

The TWDI process describes the procedure for migrating database information such as Items, Item Access Groups, and
Users from an existing Traka32 system or a manually created database into TrakaWEB as required.

The database is exported from Traka32 into an Excel spreadsheet which can then be imported to TrakaWEB via the
Admin App. Unfortunately, it is not possible to migrate all of the database information such as Access Schedules and
RRMS.

It is recommended that the Traka32 database is backed up before proceeding to export the database and the 16bit
system is only disconnected after the export process is completed.

For more information on TWDI, please refer to TD0O155 - TrakaWEB Data Import & Traka32 Data Export
Procedure.

For assistance with the Traka32 Data Export/TrakaWEB Data Import procedure, please refer to TV0O052 — Traka32
Data Export_TrakaWEB Data Import Online Help Tool.
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9. DISABLE & CLEAR AUTOFILL INFORMATION

9.1 OVERVIEW

If the autofill options have not been disabled in your web browser, the Username and Password information will be
displayed when you next access the login screen. This section will show you how to disable the autofill options in some
of the more popular web browsers to prevent this information from being unintentionally saved or used in your browser.
The web browsers covered in this section include:

e Google Chrome

e  Firefox

e  Microsoft Edge

e  Safari

9.2 GOOGLE CHROME

When using Google Chrome, it is recommended that you disable autofill data and also clear the browsing data.

9.2.1 DISABLING AUTOFILL

1. Click on the Chrome menu icon.

G Google

& https://www.google.co.uk/webhp

Gmail Images

2. From the menu, select Settings.

New tab Ctrl+T
New window Ctri+N
New incognito window  Ctrl+Shift-N
History >
Downloads Ctrl+)
Bookmarks »
Zoom - 100% - .o
Print... Ctrl+P
Cast...
Find... Ctrl+F
More tools »
Edit Cut Copy Paste
l Settings

Help >
Exit
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3. At the next screen locate the Autofill section and select the Passwords option.

Autofill
Or Passwords >
B Payment methods >
Q@  Addresses and more >

4. The next window will allow you to disable the Auto Sign-in option and also enable you to remove any existing
saved passwords.

%  Passwords @ 0, Search passwords

Offer to save passwords -
Auto Sign-in

Auternatically sign in to websites using stored credentials. If disabled, you will be asked for ‘

confirmation every time before signing in to a website.

View and manage saved passwords in your Goagle Account

ﬂa\ted Passwords

-

Website Username Password
@ localhost sesnsnann o :
2 localhost superadmin canasees foY :

G

Never Saved

£ localhost *
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79.2.2 CLEARING AUTOFILL DATA

1. Click on the Chrome menu icon.

G Google

& - C @& httpsy//www.google.co.uk/webhp

. L1l
Gmail Images ===

2. From the menu select the History option to expand the properties window and then select History from the
list.

% o | @
New tab Ctrl+T
New window Ctrl+N
New incognito window  Ctrl+Shift+N
| Hisoy ctish B History 5
Downloads Ctrl+)
[ Recently closed
i ) Bookmarks »
G robohelp respmodifies css - Google zoeken Ctrl+Shift=T
£ Settings Zoom - 100% <+ =
€D History Y
Print... Ctrl+P
No tabs from other devices Cast...
Find... Ctrl+F
More tools »
Edit Cut Copy Paste
Settings
Help 4
Exit

3. At the next window select the Clear Browsing Data option.

Chrome history
: Today - Thur
Tabs from other devices
53 P
Clear browsing data A E
M 353pPMm
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4. A new window will now appear. Select the Advanced tab, ensuring that the option for Autofill Form Data

checkbox is selected and then click on Clear Data. The browsing data will now be cleared.

Clear browsing data

Basic Advanced

From 5 sites

Cached images and files
Less than 26.5 MB

Passwords and other sign-in data
None

Autofill form data
None

Content settings
1 site

Hosted app data
5 apps (Cloud Print, Gmail, and 3 more)

Media licenses
You may lose access to protected content from some sites

Alternatively, you can press CTRL+SHIFT+DEL on your keyboard and bypass steps 1-4.

NOTE: Depending on how often your browsing history is cleared, this process may take some time.

V2.0 18/03/25

uD0260

Page 513 of 527

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



9.3 FIREFOX

When using Firefox, it is recommended that you disable autofill data and clear the browsing data.

9.3.1 DISABLING AUTOFILL DATA

2. Click on the Firefox Application Menu icon.

2. From the menu, select Settings.

V2.0 18/03/25

@ Mew Tab

C @

x | +

Q. Search with Google or enter address

@, Firefox

O X

® In =

Sync and save data Sign In
Mew tab Ctrl+T
Mew window Ctrl+N
Mew private window Ctrl+Shift+P
Bookmarks »
History >
Downloads Ctrl+)
Passwords

Add-ons and themes Ctrl+Shift+A
Print... Ctrl+P
Save page as.. Ctrl+5
Find in page... Ctrl+F
Zoom 0% +
Settings

More tools >
Help >
Exit Ctrl+Shift+Q

uD0260
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3. At the next screen, select Privacy & Security.

@3 General
@ Home
Q Search

& Privacy & Security

O Sync

m More from Mozilla

4. Scroll down to the Logins & Passwords section and uncheck the Ask to save logins and passwords for
web sites, Autofill logins and passwords, and Suggest and generate strong passwords check box.

Logins and Passwords

rl:l Ask to save logins and passwords for websites Exceptions...

Autofill logins and passwords .
Saved Logins...

SQQQEST and generate strong passwords

Show alerts about passwords for breached websites Learn more

[JUsea Primary Password Learn more Change Primary Password...

Formerly known as Master Password
[] Allow Windows single sign-on for Microsoft, work, and school accounts Learn more

Manage accounts in your device settings

79.3.2 CLEARING AUTOFILL DATA

1. Click on the Firefox Application Menu icon.

@ NewTab X + - | *

C Q. Search with Google or enter address g =

@ Firefox
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2. From the menu, select Settings.

55

- O x
® N =

Sync and save data Sign In
Mew tak Ctrl+T
Mew window Ctrl+N
Mew private window Ctrl+Shift+P
Bookmiarks >
History >
Downloads Ctrl+)
Passwords
Add-ons and themes Ctrl+Shift+ 4
Print... Ctrl+P
Save page as... Ctrl+5
Find in page... Ctrl+F
Zoom = 100% +
Settings
Meore tools >
Help >
Exit Ctrl+Shift+Q

3. At the next screen, select Privacy & Security.
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@ Home
O\ Search

E) Privacy & Security

Q Sync

m More from Mozilla
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4. Scroll down to the Logins & Passwords section and click on the Saved Logins button.

Logins and Passwords
[ ] Ask to save logins and passwords for websites

Autofill logins and passwords

l Saved Logins... ]

Suggest and generate strong passwords
Show alerts about passwords for breached websites Learn more

[ Use a Primary Password Learn more
Formerly known as Master Password
[] Allow Windows single sign-on for Microsoft, work, and school accounts Learn more

Manage accounts in your device settings

5. A new window will open displaying all the saved passwords. Select the Ellipsis menu in the upper right corner
of that window and a drop-down menu will open. Click on the Remove All Logins button.

ur other devices Sign in to Sync Coo
&) Import from Another Browser...
BY Export Logins...
| T Remove All Logins... ||

It Options

@ Help

6. A message will appear asking you to confirm the removal process. You will need to check the box in the middle
and click on Remove to continue.

@ Remove 1login?

This will remove the login you've saved to Firefox and any
breach alerts that appear here. You won't be able to undo
this action.

||| Yes, remove this login §

Cancel

All passwords will then be removed from your browser and you may then close the window.
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9.4 MICROSOFT EDGE

When using Microsoft Edge, it is recommended that you disable autofill password option and clear the saved passwords.

9.4.1 DISABLING AUTOFILL DATA

1. In the Microsoft Edge browser, click on the Settings and more menu icon.

— ] X

0 @ (e

2. From the drop-down menu, select Settings.

= ] >
o o
(% Mew tab Ctrl+T
a Mew window Ctrl+MN
E‘f__; New InPrivate window Ctrl+Shift+N
Zaom — w%E 4+ A
T Favorites Ctrl+Shift=0
Callections Ctrl+Shift=Y
D) History Ctrl+H
i Downloads Ctrl+]
B Apes >
\. {3 Extensions
=2 Print Crl+P
(GF Web capture Ctrl+Shift=S
=3
Cnﬁ Find on page Ctrl+F
Mare tools >
el
3 l€§3 Settings l
@ Help and feedback >
Close Microsoft Edge
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3. A new window will now appear, select the Profiles tab from the top row.

Q

Settings

Search settings

Profiles

WS o00CD0 D REEINHDTH D@

Privacy, search, and services
Appearance

Start, home, and new tabs
Share, copy and paste
Cookies and site permissions
Default browser
Downloads

Family safety

Languages

Printers

System and performance
Reset settings

Phone and other devices
Accessibility

About Microsoft Edge

4. Click on Passwords.

Manage account

(o

() Sync
¥ Microsoft Rewards

O  Personal info

J2  Passwords

&= Paymentinfo

FJ Import browser data

5. Turn off the option to Offer to Save Passwords.

< Profiles / Passwords

Offer to save passwords

Allow Microsoft Edge to save your passwords and help keep them secure

6. Once you have made the change, close the Settings tab.
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9.4.2 CLEARING AUTOFILL DATA

If the password to the TrakaWEB domain has already been saved in Microsoft Edge, you will be able to delete it.

1. In the Microsoft Edge browser, click on the Settings and more menu icon.

= ] X

Y= =

2. From the drop-down menu, select Settings.

= o x
X
@ Mew tab Ctrl+T
B Mew window Ctrl+MN
E‘f__; New InPrivate window Ctrl+Shift+N
Zaom — w%E 4+ A
TS Favorites Ctrl+Shift+0
Callections Ctrl+Shift=Y
D) History Ctrl+H
i Downloads Ctrl+]
B8 Apps >
\. {3 Extensions
[ Print Ctrl+P
(GF Web capture Ctrl+Shift=S
=q
(ﬁ Find on page Ctrl+F
More tools >
el
3 l€§3 Settings l
@ Help and feedback »

Close Microsoft Edge
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3. A new window will now appear, select the Profiles tab from the top row.

Settings

Q, Search settings

Profiles

Privacy, search, and services
Appearance

Start, home, and new tabs
Share, copy and paste
Cookies and site permissions
Default browser
Downloads

Family safety

Languages

Printers

System and performance
Reset settings

Phone and other devices

Accessibility

WS o00CD0 D REEINHTH D|@

About Microsoft Edge

4. Click on Passwords.

& Manage account “
() Sync >
¥ Microsoft Rewards >
& Personal info >
J2  Passwords >
£ Paymentinfo >
FQ Import browser data >

5. Scroll down to display a list of saved passwords. Select each one that you need to erase from Microsoft Edge
and click on the Ellipsis button to the right of the password. A drop-down menu will appear. Click on Delete.
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2 saved passwords

(0 reused, 2 weak) Q. search passwords
D Website % Username Password Health = (O
[] sessssanns I - (7 Change
D sessnsanns B - O copy password
2 Edit
Delets
0 never saved passwords l@ et

@ Ignere health

6. Close the Settings window.
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9.5 SAFARI

When using Safari, it is recommended that you disable autofill data and clear the browsing data.

9.5.1

1.

2.

3.

DISABLING AUTOFILL DATA

With the Safari browser open, select Safari from the top of the screen and select Preferences.

File Edit View History Bo

About Safari
Safari Extensions...

Preferences...
Settings for This Website...

Clear History...

Services

Hide Safari
Hide Others #H
Show All

Ouit Safari ®0

A new window will open. Select the Autofill tab and if checked, select the Using information from my

contacts and Other Forms check boxes to deselect them.

o AutoFill

=1t Qa0 B3 O

General Tabs Aut Passwords Search Security Privacy Websites Extensions Advanced

AutoFill web hrms:F Using information from my contactsl

User names and passwords

Credit cards

Edit...

Edit...

Edit...

Edit...

Once completed, close the window.

79.5.2 CLEARING AUTOFILL DATA

1.

With the Safari browser open, select Safari from the top of the screen and then select Preferences.

About Safari
Safari Extensions...

Preferences...
Settings for This Website...

Clear History...
Services

Hide Safari

Show All

V2.0 18/03/25 uD0260
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2. A new window will open. Select the Autofill tab and if checked, select the Using information from my

contacts and Other Forms check boxes to deselect them.

[} AutoFill

Q=00 B

Passwords Search Security Privacy Websites Extensions

General Tabs {Au

AutoFill web forms: Using information from my c
User names and passwords
Credit cards

Other forms

O

Advanced

ontacts

3. Within the Passwords window, select any specific passwords that require clearing and then click on the

Remove button. Once complete, close the window.

[ ] Passwords

= /(] 5 0 @ B &

A 'Y
] 1

General Tabs AutoFill

AutoFill user names and passwords
Website A User name

apple.com

% 192.168.8125

superadmin

Password® Search Security Privacy Websites Extensions Advanced

Password
password
password

Add

Remove

z

For more information about managing usernames and passwords with Safari, refer to the Apple website:

https://support.apple.com/quide/safari/use-autofill-ibrw1103/mac

V2.0 18/03/25 uD0260

Page 524 of 527

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"


https://support.apple.com/guide/safari/use-autofill-ibrw1103/mac

10. SUPPORT LOG FILES

Should you be required to access or provide your Support Log Files, they are stored as text documents and can be
located here:

Traka Business Engine Support Logs:

C:\Program Files\Traka\Traka Business Engine Service\Support\Logs

Traka Communication Engine Support Logs:

C:\Program Files\Traka\Traka Comms Engine Service\Support\Logs

TrakaWEB Admin Support Logs:

C:\Program Files\Traka\Traka Web Admin\Support\Logs

IIS (Web Front End) Support Logs:

C:\inetpub\wwwroot\TrakaWeb\App_Data\Support\Logs
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11. TECHNICAL SUPPORT

If you need to contact Traka/distributor for technical support, navigate to the Info section found at the top of the page.

@ English (UK) ~

A new window will show for the following details:

o

@ Help | @ Info

Version 4.5.0 (build 202)

© Traka 2024

distribution of this product is illegal.
Company: Traka

Telephone: 0333 355 3641
Website: www.traka.com

Email: support@traka.com

Traka Web

This program is protected by international copyright law. Unauthorised reproduction or

You have 81 days left to use Traka Web

traka
ASSA ABLOY

Technical Support Information

Please refer to the ‘Traka Contact Details’ page at the beginning of this guide.
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12. END USER LICENCE AGREEMENT - SOFTWARE

Please refer to the policies section of the Traka web site for the most up-to-date information concerning Traka’s
software EULA:

https://www.traka.com/global/en/about/policies
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