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GDPR COMPLIANCE INFORMATION

Traka supplies Key Cabinets and intelligent Locker systems. These products keep keys & assets safe from
unauthorised access, and allow only authorised users to remove and return the keys/assets they are entitled to. Traka
systems give full accountability of who has (or had) which keys/assets and at what time and date.

This is usually managed by software that runs on either the Traka product and/or the client’s computer network. To
achieve all this, the Traka products hold personal information in order to identify individual users as well as the
keys/assets. Examples of this are the storage in the Traka products of names, email address, PIN/card numbers and
other detailed personal information required by a Data Controller (any organisation using the Traka systems).

Please be aware that under General Data Protection Regulations (GDPR) any Data Controller “shall be responsible for,
and be able to demonstrate, compliance with the principles of GDPR”. With regards to the personal data held on Traka
products, the company or organisation that owns and operates the Traka system is the Data Controller as they are
responsible for obtaining that data and for determining the purpose and legal grounds for which it is to be used.

Traka are happy to confirm that its products have the functionality & protection in place for an organisation to meet
GDPR obligations including the fulfiiment of the following rights to individuals (please note that to fulfil these
requirements a process of using the software reporting process and/or exporting screen shots will be required):

to be informed how their personal data is being used

to access the personal data that is being held

to rectify if any of their personal data is inaccurate or incomplete
to erase and delete personal data

to restrict processing of their personal data

to obtain a copy of their personal data

to object to their personal data being processed

On this basis, operators of Traka systems are reminded that they must take into account their obligations and
responsibilities under GDPR when carrying out the following:

Determining what personal data is to be held within the system and the legal grounds for doing so

Obtaining the personal data from individuals and inputting it to the system

Determining the appropriate access controls for the system and the data held on it

Defining who is able to process the personal data and putting in place the appropriate Data Processor

Agreements

e Understanding the requirements for, and implications of, sharing the personal data with other systems that
are integrated to the Traka system

. Removing/deleting/erasing personal data from the system (including any backup copies) and dealing with

Subject Access Request or Data Breaches

For more information about GDPR in relation to Traka products and systems, please contact GDPR@traka.com

V2.6 06-Oct-17 uDO0089 Page 11
This Document is uncontrolled unless over stamped "CONTROLLED DOCUMENT"


mailto:GDPR@traka.com

1 TRAKA - INTELLIGENT ACCESS MANAGEMENT

1.1 WELCOME

Welcome to Traka

This user guide has been prepared in order to assist you with every aspect of Traka ranging from planning to advanced
features of all the Traka systems.

The content of this guide is based upon the following software and firmware versions...
Software Version: 02.46.0000
8bit Firmware Version: 06.08.42 and below

16bit Firmware Version: 04.00.19 and below

V4.2 28/01/2025 uD0089 Page 12
This Document is uncontrolled unless over stamped "CONTROLLED DOCUMENT"



1.2 TRAKA OVERVIEW

The Traka Item Management System has been designed to provide a quick and easy method of issuing and controlling
keys. In addition, Traka provides instant information as to the current user of an item, the previous user as well as a
complete history of the asset usage.

Traka can also restrict access to individual assets thus enabling cost effective and efficient management of keys,
reducing losses as well as time and energy trying to locate misplaced or "taken home" assets.

The Key Cabinet systems consist of single or multiple security cabinets, each containing up to 360 electronic key fobs
(iFobs). Each iFob contains a unique electronic security ID number. For most applications the keys are attached to the
iFobs using security seals or key rings. Access to the cabinet is granted by the control pod, which only allows access to
authorized users. The cabinet may have been specified with locking or non-locking iFobs (or a mixture of both).
Locking iFobs require the user to press an adjacent button before the key will release.
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1.3 COPYRIGHT

This manual and the programs to which it refers are copyrighted and all rights reserved. You are not permitted to:
e  Copy this manual by any means
e Allow other people to have copies of the programs

e Use the programs on more than one machine at a time

Any such actions may be regarded as intent to defraud and action may be taken.
1.4 CAUTION

Great care has been taken to ensure that the Traka hardware and software works correctly but it is impossible to
guarantee that there are no errors in a computer program or that hardware failures will not occur. Remember also that
if someone enters the wrong information errors may also occur and careless use of the hardware can cause damage
that no design can withstand.

Only you can check that the system works properly in your particular application both initially and on a regular basis.

We would ask you to consider how you would operate your business should you be unable to access the keys due to a
hardware or software failure. We would also recommend you implement some contingency plan to cover such an
occurrence.

For these reasons, Traka and their agents and distributors cannot assume liability or responsibility for any
consequences under any circumstances arising from the use of the Traka equipment and programs. The product is sold
only on the basis of this understanding. If this is not acceptable to you then please return the equipment and software
prior to its use for commercial purposes for a complete refund.

Copyright © 1997-2021 Traka
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1.5 CONTACT
Should you need assistance with your Traka products, please feel free to contact us by any of the means below. If

however you purchased you Traka products through a distributor and you require assistance then please contact your
distributor first.

Please ensure you have the following information to hand when you contact Traka...
e  System Serial Number(s) - e.g. TKC 12345 - Can be found in the System Details window.
e  Firmware Version(s) - e.g. V06.07.30 - Can be found in the System Details window.
e  Software Version - e.g. V2.10.0000 - Can be found in the System Details window.

e Database Type - e.g. Access/SQL etc

From our main website you can access our technical support website where you keep up to date with all the latest
downloads and information.

Traka Website: http://www.traka.com

If you have any questions regarding any aspect of Traka please feel free to email us.

Enquiries: info@traka.com

Support: support@traka.com

If you have any questions regarding any aspect of Traka please feel free to call between the hours of 09:00 and 17:30
GMT/BST.

Telephone: +44 (0)1234 712345
Facsimile: +44 (0)1234 713366

Technical Support Helpline

Telephone: 0333 355 3641

You can also write to us.
Address:

Traka

30 Stilebrook Road
Olney
Buckinghamshire
MK46 5EA

United Kingdom

An ASSA ABLOY Group Company
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1.6 WARRANTY TERMS AND CONDITIONS

Traka UK Warranty and Annual Maintenance and Support Agreement

Traka cabinets are provided with a 12-month warranty, starting on the day of installation. During this warranty period
Traka will provide parts and labour to repair any fault caused though manufacturing defect.

After the expiry of the warranty period, an annual maintenance and support agreement may be purchased, which
covers the cost of parts and labour to repair on a planned next working day response any fault caused through normal
use of the equipment. In addition the maintenance and support contract includes an annual system check and free

upgrades to the PC software. The annual charge for this will be 15% (subject to distance) of the list price of the
equipment covered.

Items covered by the Warranty and Annual Support Agreement
Hardware

All parts provided by Traka during the original installation. Where card or other readers are supplied by the Customer,
these parts are specifically excluded from the warranty and maintenance. Items purchased subsequent to the original
installation will be subject to an adjustment to the annual support agreement

Software

Traka will also provide free software upgrades as required during the period of the annual maintenance. Furthermore,
Traka will provide a login to our technical support web site where information on the latest upgrades is available and
where the latest software may be downloaded. Software upgrades are supplied on a self-install basis and requests for
Traka to install the software are not included within the warranty or annual support agreement.

Response Times
Traka offer a 9:00 to 5:30 support facility and guarantee a same or next working day response to any reported fault.

Where site visits are required, Traka will whenever possible attend on the next working day. Working days are Monday
to Friday excluding Bank holidays.

Exclusions
Traka will not be responsible for any fault or damage or configuration change that occurs as a result of:
1. Inadequate user training
2. Software reconfiguration
3. Use of the software on a non-supported version of the Windows operating system
4. Customer re-installation on a different version of the operating system
5. Accidental damage
6. Vandalism, sabotage or terrorism
7. Noncompliance with the Customers responsibilities as detailed below

If a warranty or support visit is required to repair systems damaged as a result of these exclusions, Traka reserve the
right to place a lower priority on the call and cannot guarantee the same response times to repair such failures.

If response to repair any fault or to reconfigure any settings is required due to these exclusions Traka will charge at

their usual site visit rates.
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If as a result of the site visit, the system failure was subsequently found to be caused by these or other exclusions,
Traka will charge for both parts and labour at the prevailing rates.

Use of the equipment and Backing up the data
The Customers responsibilities are to:-

1. Ensure that the Traka hardware and software is used in a proper manner by competent trained employees
only and in accordance with the Traka User Guides.

2. Provide the Traka support engineer full access to the Traka cabinet and Traka32 software. This may include
making available access keys and passwords.

3. Ensure that the Traka cabinets are regularly communicated to the support PC and that the Traka32 database
is regularly backed up.

4. Not alter or modify the hardware or software in any way whatever nor permit it to be combined with any
other system without the prior written consent of Traka.

5. Not request, permit or authorise anyone other than Traka to provide any maintenance services in respect of
the hardware or software while the maintenance agreement is in effect and not subject to notice of
termination.

6. Co-operate fully with Traka personnel in the diagnosis of any error or defect.

7. Ensure in the interests of health and safety that Traka personnel while on the Customers premises for the
purpose of this agreement are either at all times accompanied by a member of staff familiar with the
premises and safety procedures or trained in respect of the site health and safety procedures.

Limitation of Liability

Traka shall not be liable for any direct, indirect or consequential loss or damage howsoever caused, arising from this
agreement, the software, the hardware, its use, application support or otherwise, except to the extent which it is
unlawful to exclude such liability.

Database

Traka shall not be liable for any direct, indirect or consequential corruption or loss of data arising from modification to
the Traka database not conducted using the proper Traka32 tools provided. Any reparation to a Traka database
required to be carried out by a Traka Engineer, where the database structure has been tampered with using other
software programs (non-Traka software programs) such as Microsoft Access or Microsoft SQL Server will be charged
for accordingly. Minimum fixed cost of reparation is £150.00

Virus

Traka warrants that it will use all reasonable endeavours to ensure that the software is supplied free of computer
viruses and has undergone rigorous virus checking procedures prior to delivery in line within current best practices.
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2 INSTALLATION

2.1 PLANNING

2.1.1 POSITIONING

Planning the position of the Traka systems is a very important part of the installation process and is time well spent as
poor planning will result in problems later down the line.

The positioning of the Traka System is usually determined by who is going to use the system the most. From
experience, things to take into account are:-

e 24 hour access
Traka systems should be positioned conveniently for the required users.

e Busy periods
Places such as corridors or offices that have a high volume of traffic should be avoided.

e Height of the system
Please take into consideration any disabled people that may have to use the Traka system.

e Administration and serviceability
Ideally you should locate a PC Workstation that will be running a copy of Traka32 as close as possible to the
Traka System as this will make system administration much easier.

e  Security
Traka is not designed as a high security safe, it is designed to control and monitor the issue of keys. The
security of the location should be provided by the customer, so please don’t position the Traka systems in an
exposed or vulnerable location.

e Indoor use only
Traka systems are designed to be used in ambient, dry conditions, not in an exposed location.

e Type of wall
Traka systems can be quite heavy, typically weighing 40kg+ and therefore need a strong wall to fix to.
Fixings are not included and so when selecting the appropriate fixings it's essential they are strong enough to
retain the Traka System and to ensure that they do not pull out from the wall.

NOTE: The wall (and any wall covering) to which the Traka System is fixed must be made of low
flammability material (at least 94 UL-5V flammability class equivalent). Please ensure that any
flammable materials, for example wall paper, are completely removed before fixing the cabinet to
the wall.

e Biometrics Reader
If the system is fitted with a biometrics reader, position the system so that users can stand in a comfortable
and natural position when using the reader. Do NOT position in direct sunlight as this can affect the
performance of the reader when scanning a fingerprint.
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2.1.2 STANDALONE SYSTEMS

Standalone Traka systems are supported with easy to use Windows software called Traka32. The software does not
need to be running every time you use Traka but it is essential that it is used to configure and maintain Traka.
Therefore the computer ideally needs to be permanently connected using a serial RS232 or modem connection in close
proximity to the Traka system.

Please refer to the RS232 and Modem sections.

Other things to take into account when Networking Traka are as follows:-

Database location
You will need to consider where the Traka database is to be located - either on the local hard drives of a workstation
or preferably on a server.

Backing up the database

As Traka is building a long-term history of keys used, it is essential that the data is regularly backed up. By locating
the database on a server, this may make the backup procedures easier to manage. However, when the data is stored
locally, Traka includes regular reminders to back up the database. We suggest that you make backing up part of your
office procedures.

2.1.3 NETWORK SYSTEMS

Networked Traka systems are supported with easy to use Windows software. The software does not need to be
running every time you use Traka but it is essential that it is used to configure and maintain Traka. Therefore the
computer ideally needs to be permanently connected using an RS485 or Ethernet network connection. If connected to
your Ethernet, you will need a Traka Ethernet Device (TED). A static IP Address must be programmed into the TED so
that the Traka system will be accessible from anywhere over the network.

Please refer to the RS485 and Ethernet sections.

Other things to take into account when Networking Traka is as follows...

Multiple users

Each Traka cabinet is supplied with a single software license for installation on a single computer. If you wish for more
than one computer to access the database (assuming that you have a suitable network) you will need to purchase
additional user licenses. If you wish these can be purchased after the initial installation as the software provides a 90
day evaluation period during which you may legitimately use the software. However, after the 90-day period it will
cease to operate without a special release code that can only be provided by Traka.

Database location
You will need to consider where the Traka database is to be located - either on the local hard drive of a workstation or
preferably on a server.

Backing up the database

As Traka is building a long-term history of keys used, it is essential that the data is regularly backed up. By locating
the database on a server, this may make the backup procedures easier to manage. However, when the data is stored
locally, Traka includes regular reminders to back up the software. We suggest that you make backing up part of your
office procedures.

2.1.4 DATABASE OVERVIEW
Traka32 can work with two database formats, Microsoft Access and Microsoft SQL.
Microsoft Access

Access is ideal for standalone or small network users with small amounts of data. It is very simple to install and
maintain through the Traka32 software.

Microsoft SQL

SQL is ideal for large network users providing a robust database. SQL is more complex to install and maintain than
Access and will require an SQL Administrator.
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2.1.5 COMMUNICATIONS

2.1.5.1 COMMUNICATIONS OVERVIEW

Each Traka System is administered from one or more copies of the Traka32 software. There are several ways of
communicating between the Traka32 software and the Traka Systems...

Comms Tvpe Traka3? Software Traka32 Hardware

qule Copy Single System

segcor s 50 s
CEN <o e yms
e [— pe—

12.1.5.2 RS232

RS-232 (or serial as it is also known) is the simplest form of communications between the Traka32 software and a
Traka System. This is most commonly used where only a single Traka System is administered by a single copy of the

Traka32 software.

I Trakaiz

It is also possible to combine the RS232 communications with Ethernet to allow a single Traka32 client to administer
the Traka Systems and as many additional 'view only' Traka32 clients as is required.

RZ232 with Bthernet

I}i 4+— Traka32 with Comms

Traka32 without Camms

+—— Bthemet
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12.1.5.3 RS485
RS-485 is most commonly used where multiple Traka Systems are administrated from a single copy of the Traka32

software.

R=485

4+—Patch Lead
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It is also possible to combine the RS485 communications with Ethernet to allow a single Traka32 client to administer

the Traka Systems and as many additional 'view only' Traka32 clients as is required.

=485 with Ethernet
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12.1.5.4 MODEM

A modem can be used to communicate to a remote Traka Systems.
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Please refer to your modem user guide.
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2.2 ETHERNET

Ethernet is the most popular form of communication allowing multiple Traka Systems to be administered from multiple
copies of the Traka32 software using an existing Ethernet.

At present Traka uses a Traka Ethernet Device (TED) to connect to connect a Traka System to an Ethernet. There
are currently two types of TED available...

Moxa

Xport

Each device has to be configured to talk across the network you are installing Traka onto. Before configuring each
device you will need to obtain some information from the Network Administrator of the network you are installing
onto. Each device will require the following information from the Network Administrator...

e  Static IP Address

e  Subnet Mask

e Default Gateway
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2.3 HARDWARE INSTALLATION

‘2.3.1 ANTI STATIC PRECAUTIONS

B\

When installing or maintaining the Traka systems you must take appropriate precautions against static discharge. This
normally involves connecting yourself to an earth source via a wrist strap, so that any static generated is immediately
discharged to earth. Failure to take static precautions may damage the Traka equipment. This damage may not
manifest itself immediately but may cause the unit to fail in the future. If you have queries about static precautions
please do not hesitate to contact your supplier who can advise on anti-static procedures and equipment.
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2.3.2 WHAT YOU SHOULD HAVE

Every care is taken to ensure all parts necessary are shipped with your order. If you find any items missing from the
checklist below please contact Traka immediately.

e Traka System - Your Traka system will be supplied with the correct number of receptor strips or locker
compartments as per your order. Each receptor socket (if applicable) will have an iFob in place. For RFID

lockers, RFID tags will be included with your system.

e Master Lock Keys - Traka is supplied with a set of keys, which operate the lock to the control panel and
emergency door release.

e  Back up battery (UK deliveries only).

Depending on the way in which you have chosen to administer your Traka System you will be supplied with the
appropriate communication parts:

e A supplied length of cable with 9 pin ‘D’ plugs at either end.

e An 'RS232 to RS485 Converter’ with patch lead for the PC.
e A patch lead for each Traka system.
e RS485 network cable category 5. (Supplied on request.)

e RS485 network ports category 5 RJ45. (Supplied on request.)

e RS485 installation guide.

e Modem. (This may be pre-installed in the Traka system.)
e Modem power cable and communication cable.
e  Modem user guide.

e Modem installation guide.

If you are supplied with a Moxa Ethernet adaptor you should have the following...
e  Moxa Serial Port Server. (This may be pre - installed in the Traka system.)
e  Moxa Serial Port Server support CD.
e  Moxa Serial Port Server user guide.
e  Moxa Serial Port Server installation guide.

e A patch lead (supplied on request).

If you have an onboard XPort Ethernet adaptor you should have the following...
e  XPort Serial Port Server installation guide.

e A patch lead (supplied on request).
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2.3.3 WHAT YOU WILL NEED

Prior to you installing the Traka System, you should ensure that the items below are in place and functioning before
you continue.

e A mains power supply — The Traka system should be powered by an isolated Non Switched fused 13-amp
spur with a 3-amp fuse fitted. It is not recommended that you simply plug Traka into a local power socket.

e A computer - Please check the minimum PC requirements before making a selection. If you are using a
modem to communicate to your system then the PC will require a modem.

e  Suitable Fixings and Tools — Suitable fixings must be chosen to support the weight of the Traka cabinets.

e Networking - If you are networking your system using Ethernet you will need to have a convenient RJ45 wall
socket close to the Traka system that is patched into your network.
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2.3.4 SERIAL NUMBER / RATING PLATE
All Traka Systems are fitted with a Serial Number / Rating Plate. This can be found in the following location...

For the Traka M-Series the Rating Plate is located on the inside, you will need to remove the control panel in order to
view the Rating Plate. Additionally there will be another label on the outside of the S-Series on the right hand side
stating were you can find the Rating Plate.
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For the Traka S-Series the Rating Plate is located on the inside, you will need to remove the control panel in order to
view the Rating Plate. Additionally there will be another label on the outside of the S-Series on the right hand side
stating were you can find the Rating Plate.
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For Traka Products such as the L-Series, Lockers and Access control Pods, the Rating Plate is located inside the
Pod. You will need to remove the control panel in order to view the Rating Plate. Additionally there will be another
label on the outside of the Pod on the right hand side stating were you can find the Rating Plate.
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2.3.5 M-SERIES

2.3.5.1 M-SERIES PREPARATION

Before attaching an M-Series Traka system to the wall you will need to remove various parts in order to access the
various fixing holes. Please refer to the anti static precautions before preparing the system.

NOTE: Any plastic protective film should be removed after installation in order to protect the stainless
steel finish and polycarbonate door.

1. Carefully unpack your Traka unit and ensure all the necessary parts are there using the check list.

2. The Control Panel is hooked in at the bottom and locked at the top. Using the Master Key, unlock the Cam
Lock.

Cam Lock

Ciontrol Paned

3. Carefully begin to remove the Control Panel. You will see that there are several wires connected to the control
panel. Carefully disconnect the following wires noting where and how they connect.

o Keypad Cable

o LCD Cable

o Earth Cable

o Reader Cable (if applicable)

NOTE: For more details on the various PCB connections, please refer to the 8bit Control
PCB Diagrams or 16bit I/0 PCB layout section of the Traka32 Help Guide.

4. Completely remove the control panel and put in a safe place until needed.
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5. Reach inside and open the door manually by moving the door lock catch up.

6. Using a 4mm Allen Key, remove the Cover Panel screws one at a time and remove the cover panels.

@ ® » P ¥ ¥ 9 &4 & a

& & 0 * ® P Y Y SN

7. Using a large flat bladed screwdriver, carefully remove the blanking strip at the top and remove the two
receptor strips and carefully disconnect the receptor ribbon cable. Put the receptor strips in a safe place until
needed, noting where they came from as they must be returned to the same location.

NOTE: It is essential that the receptor strips are replaced in the same location from which they
were removed otherwise the system will not function correctly.
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8. Disconnect the following cables from the Control PCB taking note of how and where they connect.
o Door Lock Cable
o Power Cable
o Receptor Cable

NOTE: For more details on the various PCB connections, please refer to the 8bit Control
PCB Diagrams or 16bit I/0 PCB layout section of the Traka32 Help Guide.

9. Using an Allen Key remove the 4 screws to remove the 16bit Control PCB Plate or the 8bit Control PCB
(depending on your system type).
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10. The above preparation will have now revealed the 4 fixing holes that can be used to fix the system to a
suitable wall with suitable fixings.

11. Now refer to the M-Series Installation section.
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2.3.5.2 M-SERIES INSTALLATION

Before attaching an M-Series Traka system to the wall you will need to remove various parts in order to access the
various fixing holes, please refer to the M-Series Preparation section.

Traka systems can be quite heavy, typically weighing 40kg+ and therefore need a strong wall to fix
to. Fixings are not included and so when selecting the appropriate fixings it's essential they are strong
enough to retain the Traka System and to ensure that they do not pull out from the wall.

The wall (and any wall covering) to which the Traka System is fixed must be made of low
flammability material (at least 94 UL-5V flammability class equivalent). Please ensure that any flammable
materials, for example wall paper, are completely removed before fixing the cabinet to the wall.

1. Locate the system on the wall where you want it to go. As a guide the top of the system should be 1.65 -
1.70 meters from the floor and should no further than 1 meter from the mains spur.

| Fused 2400 Spur
(N0 sWitch).
Max 1m from system

Haight Guide
1,65 - 1,70m

2. Mark and drill the four fixing holes and attach the system to the wall using the appropriate fixings.

3. 20mm knockout holes are provided in the top and bottom of the cabinet. The power supply and
communication cables should be brought to the top or the bottom of the system via 20mm trunking.

Please refer to the mains power supply section for the power supply connection details and

the relevant communication installation section for the communications connection. Do not switch
on the system at this point.

4. Once securely fixed to the wall and the mains and communications cables have been run to the system, the
items removed for installation can be replaced.

5. Replace the 16bit Control PCB Plate or 8bit Control PCB (depending on your system type) and reconnect the
following cables.

o

o

Door Lock Cable

Power Cable

Receptor Cable

Comms cable (such as network or RS232 etc.)

For more details on the various PCB connections, please refer to the 8bit Control
PCB Diagrams or 16bit I/0 PCB layout section of the Traka32 Help Guide.

6. Replace all the receptor strips reconnecting the receptor ribbon cable. Using a large flat bladed screwdriver,
secure the receptor strips in place with the fixings and removed earlier.

It is essential that the receptor strips are replaced in the same location from which they

were removed otherwise the system will not function correctly.
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7. Using a 4mm Allen Key, replace the Cover Panels one at a time with the fixings removed earlier. Once the
cover panels have been replaced then close the door (if fitted).

8. Hook the Control Panel into the bottom of the Pod. Whilst holding the control panel, re-connect the following
wires to the Control PCB.

o Earth Cable

o Power Cable

o Receptor Ribbon Cable
o Reader Cable (Optional)

For more details on the various PCB connections, please refer to the 8bit Control
PCB Diagrams or 16bit I/0 PCB layout section of the Traka32 Help Guide.

9. Insert the Battery into the base of the Pod and connect to the Control PCB.

10. Switch the On/Off switch on the 8bit Control PCB or 16bit I/O PCB to On.

You should hear a double beep and the LCD should light up and start to display text. If this does not happen
then switch Off the On/Off switch and double check your connections.

11. Finally, close the Control Panel carefully and lock with the Master Key. The Control Panel should fit easily, if
not check that no wires have become caught or trapped between the Control Panel and the cabinet.

12. Now refer to the Commissioning section.
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2.3.6 S-SERIES

2.3.6.1 S-SERIES PREPARATION

Before attaching an S-Series Traka system to the wall you will need to remove various parts in order to access the
various fixing holes. Please refer to the anti static precautions before preparing the system.

NOTE: Any plastic protective film should be removed after installation in order to protect the stainless
steel finish and polycarbonate door.

1. Carefully unpack your Traka system and ensure your all the necessary parts are there using the checklist.

2. The Control Panel is hooked in at the bottom and locked at the top. Using the Master Key, unlock the Control
Panel Cam Lock.

Cam Lock

Control Panel

3. Tilt the Control Panel forward and reach inside and open the door manually by moving the door lock catch up.

4. Undo the plastic Wing Bolt then close and lock the Control Panel. You will now be able to swing open the
Control Panel Door.

5. Disconnect the Receptor Ribbon cable and Door Lock cable from the 8bit Control PCB or 16bit I/O PCB
respectively.
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6. Disconnect the Green & Yellow Earth cable connector linking the Receptor Frame to the main cabinet.
7. Using a 2.5mm Allen Key, remove the screws holding the Receptor Frame in place.
8. Carefully slide the Receptor Frame to the right to free from the main cabinet and remove.

NOTE: The receptor frame is heavy especially when fully loaded with keys.

9. The above preparation will have now revealed the 6 fixing holes that can be used to fix the system to a
suitable wall with suitable fixings.

10. Now refer to the S-Series Installation section.
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2.3.6.2 S-SERIES INSTALLATION

Before attaching an S-Series Traka system to the wall you will need to remove various parts in order to access the
various fixing holes, please refer to the S-Series Preparation section.

NOTE: Traka systems can be quite heavy, typically weighing 40kg+ and therefore need a strong wall to fix
to. Fixings are not included and so when selecting the appropriate fixings it's essential they are strong
enough to retain the Traka System and to ensure that they do not pull out from the wall.

NOTE: The wall (and any wall covering) to which the Traka System is fixed must be made of low
flammability material (at least 94 UL-5V flammability class equivalent). Please ensure that any flammable
materials, for example wall paper, are completely removed before fixing the cabinet to the wall.

1. Locate the system on the wall where you want it to go. As a guide the top of the unit should be 1.65 - 1.70
meters from the floor and should no further than 1 meter from the mains spur.

[ Fused 2404 Spur
= (n0 switch).
: Max Im from system

Height Guide
1.65 - 1.70m

2. Due to the weight of the system we suggest the top central hole is marked and drilled first. The system can
then be supported on this one whilst the others are marked and drilled.

3. 20mm knockout holes are provided in the top and bottom of the cabinet. The power supply and
communication cables should be brought to the top or the bottom of the system via 20mm trunking.

NOTE: Please refer to the mains power supply section for the power supply connection and the
relevant communication installation section for the communications connection. Do not switch on

the system at this point.

4. Once securely fixed to the wall and the mains and communications cables have been run to the system, the
items removed for installation can be replaced.

5. Carefully replace the Receptor Frame into the cabinet and slide to the left to connect to the main cabinet.
NOTE: The receptor frame is heavy especially when fully loaded with keys.
6. Using a 2.5mm Allen Key, replace the screws holding the receptor frame in place.

7. Re-connect the Receptor Ribbon cable and Door Lock cable to the 8bit Control PCB or 16bit I/O PCB
respectively.

NOTE: For more details on the various PCB connections, please refer to the 8bit Control PCB
Diagrams or 16bit I/0 PCB layout section of the Traka32 Help Guide.
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Re-connect the Green & Yellow Earth cable connector.

9. Insert the Battery into the base of the Pod and connect to the 8bit Control PCB or 16bit I/0 PCB.

10. Switch the On/Off switch on the 8bit Control PCB or 16bit I/O PCB to On.
You should hear a double beep and the LCD should light up and start to display text. The cabinet will continue
to beep whilst the door is open (if fitted). If this does not happen then switch Off the On/Off switch and
double check your connections.

11. Close the Control Panel Door.

12. The Control Panel is hooked in at the bottom and locked at the top. Using the Master Key, unlock the Control
Panel Lock.

13. Tilt the Control Panel forward and re-fit the plastic Wing Bolt.

14. Close and lock the Control Panel.

15. Close the door.

16. Now refer to the Commissioning section.
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52.3.6.3 S-SERIES EXTENSION CABINETS

Additional cabinets can be installed with or added later to the S-Series Traka system. For example...

The S-Series extension cabinets are installed in exactly the same way as the standard S-Series cabinets except for the
way in which they connect. Please refer to the preparation and installation sections on how to mount an S-Series
cabinet on the wall along with the details below on how to connect the cabinets together.

The cabinets are connected via a series of Interface PCBs. Using a 34 way ribbon cable you can connect the cabinets
as follows...

1. Connect the Control PCBs Receptor Connector to the first Interface PCBs Input Connector.

2. Connect the first Interface PCBs Output Connector to the second Interface PCBs Input Connector.

V4.2 28/01/2025 uDO0089 Page 36
This Document is uncontrolled unless over stamped "CONTROLLED DOCUMENT"



Cables running between systems must be passed through the cut-outs in the sides of the
cabinets. If no cut-out exists (older systems), a suitable size hole must be cut in the side of the
cabinet. Cables must not be passed behind the cabinet as they could be damaged when trapped
against the wall.

3. If you have more extension cabinets then continue to connect the Output to Input of the remaining
Interface PCBs.

The Cu:untr-:ul PCB iz showen for connection
purposes but iz located inside the cabinet.

When connecting the Interface PCBs it is important to check the following...

o Cabinet Selector settings. Please refer to the Interface Selector Settings section of the Traka32
Help Guide for details on the correct settings.

o Cabinet Jumper settings. Please check there is only a link across the J1 jumper on the last cabinet
in the series. All the other cabinets must not have the link across J1.

Please refer to the 8bit Control PCB Diagrams or 16bit I/O PCB layout and Interface PCB Diagram of the
Traka32 Help Guide to locate the various connections.
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12.3.6.4 S-SERIES SERVICING

To access the internal part of the S-Series Traka System follow the procedure below...

To open the Control Panel Door...

1. Ensure the system is disconnected from the mains power before continuing.

2. The Control Panel is hooked in at the bottom and locked at the top. Using the Master Key, unlock the Control
Panel Cam Lock.

Carmn Lock

Control Panel

3. Tilt the Control Panel forward and reach inside and open the door manually by moving the door lock catch up.
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4. Undo the plastic Wing Bolt then close and lock the Control Panel. You will now be able to swing open the
Control Panel Door.

To further open the Receptor Frame...

5. Fit the Receptor Frame Hinge into the locating slots at the top and bottom of the cabinet by inserting the top
first and then the bottom.

6. Using a 2.5mm Allen Key, remove the bolts holding the receptor frame in place.
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7. Carefully slide the frame to the right aligning the holes in the Receptor Frame Hinge with those in the frame
itself.

8. Fit two plastic Wing Bolts attaching the Receptor Frame Hinge to the Receptor Frame.

9. Slowly open the Receptor Frame.
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2.3.7 L-SERIES

52.3.7.1 L-SERIES CABINET PREPARATION

Before attaching an L-Series Traka system to the wall you will need to remove various parts in order to access the
various fixing holes. Please refer to the anti static precautions before preparing the system.

NOTE: Any plastic protective film should be removed after installation in order to protect the stainless
steel finish and polycarbonate door.

1. Carefully unpack your Traka system and ensure all the necessary parts are there using the check list.

2. The L-Series system comes in two parts, the Pod and the Cabinet. Start with the cabinet(s) and install the
Pod last.

3. Using the Master Key open the door (if fitted) using the Door Release CAM Lock.

Door Release
Cam Lock

Cover Panel
Screws

4. Using a 4mm Allen Key, remove the Cover Panel Screws one at a time and remove the cover panels.
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5. Using a 10mm Nut Spinner, carefully remove the top and bottom 1U blanking panels.

PeeeEE

6. The above preparation will have now revealed 5 fixing holes.
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7. You will find the following cables hanging in the back of the cabinet. Carefully thread these cables through the
pre-drilled hole in the right hand side of the cabinet.

o Receptor Ribbon Cable
o Door Switch/Solenoid Cable
o Earth Cable

8. Now refer to the L-Series Pod Preparation section.
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52.3.7.2 L-SERIES POD PREPARATION

Before attaching an L-Series Pod to the wall you will need to remove various parts in order to access the various fixing
holes. Please refer to the anti static precautions before preparing the pod.

Any plastic protective film should be removed after installation in order to protect the stainless

steel finish.

1. Carefully unpack your Traka Pod and ensure your all the necessary parts are there using the check list.

2. The Control Panel is hooked in at the bottom and locked at the top. Using the Master Key, unlock the Cam

Lock.

Cam Lock

Control Panel

3. Carefully begin to remove the Control Panel. You will see that there are several wires connected to the
Control PCB that are attached to the control panel. Carefully disconnect the following wires noting where and
how they connect.

o

o

o

o

LCD
Keypad
Card Reader (optional)

Earth Lead

For more details on the various PCB connections, please refer to the 8bit Control PCB Diagrams or
16bit I/0 PCB layout and 16bit Control PCB Layout sections of the Traka32 Help Guide.
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4. Completely remove the control panel and put in a safe place until needed.

5. The above preparation will have now revealed the 4 fixing holes that can be used to fix the pod to a suitable
wall with suitable fixings.

6. Now refer to the L-Series Installation section.
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2.3.7.3 L-SERIES INSTALLATION

Before attaching an L-Series Traka system to the wall you will need to remove various parts in order to access the
various fixing holes, please refer to the L-Series Preparation section first followed by the Pod Preparation section.

NOTE: Traka systems can be quite heavy, typically weighing 40kg+ and therefore need a strong wall to fix
to. Fixings are not included and so when selecting the appropriate fixings it's essential they are strong
enough to retain the Traka System and to ensure that they do not pull out from the wall.

NOTE: The wall (and any wall covering) to which the Traka System is fixed must be made of low
flammability material (at least 94 UL-5V flammability class equivalent). Please ensure that any flammable
materials, for example wall paper, are completely removed before fixing the cabinet to the wall.

1. Locate the cabinet on the floor and against the wall where you want it to go.

NOTE: Remember to leave at least 350mm clear space on the wall to the right hand side of the
cabinet to install the pod.

TIP: The cabinet is designed to sit on the floor against a wall. Most internal wall will have a
skirting board, if so then it is best to remove a 'cabinet's width section' of the skirting board so
the cabinet will sit flush to the wall.

Fused 240V Spur
+— [ switch),
Max 1m from Pod

2. Mark and drill one of the top two holes in the cabinet. This will safely hold the cabinet in place allowing for
fine adjustment whilst you install the pod.
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3. Carefully thread the protruding cables from the right hand side of the cabinet into the pre-drilled hole in the
left hand side of the pod. At the same time, position the pod on the wall flush to the right hand side of the
cabinet.

It is important to align these holes so that the receptor ribbon, door and earth cables can pass
between the two without being caught or damaged.

Mark and drill the top two fixing holes in the pod and attach to the wall.

4. Adjust the pod and the cabinet so they are aligned correctly. Mark and drill the remaining holes in both the
pod and the cabinet and secure to the wall.

5. Connect the earth cable linking the cabinet to the pod.

6. 20mm knockout holes are provided in the top and bottom of the pod. The power supply and communication
cables should be brought to the top or the bottom of the pod via 20mm trunking.

Please refer to the mains power supply section for the powers supply connection and the
communication installation section for the communications connection. Do not switch on the system at

this point.

7. Once securely fixed to the wall and the mains and communications cables have been run to the system, the
items removed for installation can be replaced.

8. Replace the blank receptor panels at the top and bottom of the cabinet.

9. Using a 4mm Allen Key, replace the Cover Panels one at a time with the fixings removed earlier. Once the
cover panels have been replaced then close the door (if fitted).

10. Hook the Control Panel into the bottom of the Pod. Whilst holding the control panel, re-connect the following
cables to the Pod and Control PCB.

o Earth Cable

o Power Cable

o Receptor Ribbon Cable

o Keypad Cable

o LCD Cable

o Reader Cable (if applicable)

For more details on the various PCB connections, please refer to the 8bit Control PCB Diagrams or
16bit I/0 PCB layout section of the Traka32 Help Guide.

11. Insert the Battery into the base of the Pod and connect to the 8bit Control PCB or 16bit I/O PCB respectively.
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12. Switch the On/Off switch on the 8bit Control PCB or 16bit I/O PCB to On.

You should hear a double beep and the LCD should light up and start to display text. If this does not happen then
switch Off the On/Off switch and double check your connections.

13. Finally, close the Control Panel carefully into the Pod and lock with the Master Key. The Control Panel should
fit easily, if not check that no wires have become caught or trapped between the Control Panel and the Pod.

14. Now refer to the Commissioning section.
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52.3.7.4 L-SERIES EXTENSION CABINETS

Additional cabinets can be installed with or added later to an L-Series Traka system.

The L-Series extension cabinets are installed in exactly the same way as the main L-Series cabinets except for the way
in which they connect. Please refer to the preparation and installation sections on how to fix an L-Series cabinet to the
wall along with the details below on how to connect the cabinets together.

The cabinets are connected via a series of Interface PCBs. Using a 34 way ribbon cable you can connect the cabinets
as follows...

1. Connect the Control PCBs Receptor Connector to the first Interface PCBs Input Connector.

2. Connect the first Interface PCBs Output Connector to the second Interface PCBs Input Connector.
NOTE: Cables running between systems must be passed through the cutouts in the sides of the cabinets. If
no cutout exists (older systems), a suitable size hole must be cut in the side of the cabinet. Cables must

not be passed behind the cabinet as they could be damaged when trapped against the wall.

3. If you have more extension cabinets then continue to connect the Output to Input of the remaining
Interface PCBs.
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When connecting the Interface PCBs it is important to check the following...

o Cabinet Selector settings. Please refer to the Interface Selector Settings section of the Traka32
Help Guide for details on the correct settings.

o Cabinet Jumper settings. Please check there is only a link across the J1 jumper on the last cabinet
in the series. All the other cabinets must not have the link across J1.

Please refer to the 8bit Control PCB Diagrams or 16bit I/O PCB layout and Interface PCB Diagram of the
Traka32 Help Guide to locate the various connections.
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2.3.8 LOCKERS

52.3.8.1 TRAKA MODULAR LOCKERS

2.3.8.1.1 MODULAR LOCKER PREPARATION

NOTE: Traka Modular Lockers are designed specifically to suit a customer's requirements. Therefore the
images displayed in this guide may differ to the system you are installing, however the same principles
apply.

Before attaching a Traka Locker system to the wall you will need to remove various parts in order to access the
various fixing holes. Please refer to the anti static precautions before preparing the system.

NOTE: Any plastic protective film should be removed after installation in order to protect the finishes.

Locker Preparation...
1. Carefully unpack your Traka Locker system and ensure all the necessary parts are there using the check list.

2. Using the Master Keys unlock the Cam Locks on each side of the locker and lift up the hinged Access Cover to
expose the Interface boards and cables.

Beneath the cover you will see the locker PCBs connecting all of the lock cables and RFID cables (if applicable). If you
have 10 compartments in each module there will be a locker PCB fixed to the top of every module. If you have less
than 10 compartments in each module the PCBs will be positioned in the most suitable locations for connecting the
cables.

3. To remove a module, disconnect the ribbon cable from the PCB (if applicable), and disconnect the earth cable
connecting the module to the locker frame.

ﬁ-rir“.'ll
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4. Depending on your system configuration it's possible that lock cables and RFID cables from adjacent modules
may also be connected to the PCB. If this is the case then these cables must also be disconnected to allow the
module to be freely removed.

All lock cables and RFID cables are labelled 0-9 according to the position humber they connect to on the PCB (C0-C9).
The diagram below shows the location of the lock and RFID cable connectors and the position nhumber on the PCB.

Padibicn Lodk RFID
Humber Connection Connedion

5. To remove a module that does not have a PCB fixed to the top, follow the lock and RFID cables (if applicable)
to the PCB they are connected to and disconnect. You will also need to disconnect the earth cable as
described in the previous step.

6. Carefully tilt the module forward and lift over the lip at the front of the frame to remove. Take care not to
damage any cables when removing the modules.

NOTE: If your system has been designed with USB charging, depending on the size of your system it may
have a USB Charging PCB fixed to the Locker Frame behind the modules. Each compartment will have a
USB cable connected to the PCB. These must be disconnected in order to remove the module.

7. Removing all of the modules will expose the wall fixing points in the back of the frame. If your system has the
option of charging in compartments the Power Bars or USB Charging PCBs will also be located in the back of
the frame.
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Wall Fixing Points Fod Fixing Foints

Pod Preparation...

1. The Control Panel is hooked in at the bottom of the Pod and locked at the top. Using the Master Key, unlock
the Cam Lock.

Cam Lock

Control Panel

2. Carefully tilt the Control Panel towards you leaving the bottom hooked in. You will see that there are several
cables connected to the PCB that are attached to the control panel. Carefully disconnect the following wires
noting where and how they connect.
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o LCD

o Keypad

o Card Reader (if applicable)
o Earth Cable

For more details on the various PCB connections, please refer to the 8bit Control PCB Diagrams or
16bit I/0 PCB layout section of the Traka32 Help Guide.

3. Completely remove the control panel and put in a safe place until needed.

V4.2 28/01/2025 uDO0089 Page 53
This Document is uncontrolled unless over stamped "CONTROLLED DOCUMENT"



4. The above preparation will have now revealed the 4 fixing holes that can be used to fix the pod to a suitable
wall with the appropriate fixings.

5. Please now refer to the Modular Locker Installation section.
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2.3.8.1.2 MODULAR LOCKER INSTALLATION

Before attaching a Traka Locker system to the wall you will need to remove various parts of the system in order to
access the various fixing holes, please refer to the Modular Locker Preparation section.

NOTE: Traka systems can be quite heavy, typically weighing 40kg+ and therefore need a strong wall to fix
to. Fixings are not included and so when selecting the appropriate fixings it’s essential they are strong
enough to retain the Traka System and to ensure that they do not pull out from the wall.

NOTE: The wall (and any wall covering) to which the Traka System is fixed must be made of low
flammability material (at least 94 UL-5V flammability class equivalent). Please ensure that any flammable
materials, for example wall paper, are completely removed before fixing the cabinet to the wall.

1. Attach the Pod to the Locker Frame using the supplied fixings and connect the earth cable linking the Pod to
the Locker Frame through the cut-out.

2. Locate on the wall where you want the locker system to go, the Pod should be no further than 1 meter from
the mains spur.

3. Mark and drill the fixing holes for both the locker frame and the pod and attach the system to the wall using
the appropriate fixings.

4. Once securely fixed to the wall the mains and communications cables need to be run to the unit. 20mm
knockout holes are provided in the top and bottom of the pod. The power supply and communication cables
should be brought to the top or the bottom of the Pod via 20mm trunking.

NOTE: Please refer to the mains power supply section for the power supply connection and the relevant
communication installation section for the communications connection. Do not switch on the system at
this point.

5. If your system has been designed with charging inside the compartments using mains chargers, it will have
been fitted with Power Bars in the back of the Locker Frame. Much like the Pod, the Locker Frame has
knockouts in the top for routing the Power Bar mains cables out to a suitable connection point.

Each Power Bar is pre-wired with a 3m length of mains cable. Route the cable through one of the knockouts using a
grommet and suitable conduit as described in the previous section.
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The specification of the Power Bars will have been determined based on a specific type of charger
and quantity intended to be used in the system. Details of this and the power requirements for the Power

Bars can be found on the system drawing.

6. If the system requires chargers to be installed, the compartment will have been designed specifically to
incorporate them. Depending on the design, you may be required to remove pre-fitted brackets inside the
compartment to place in the chargers before refitting the brackets. Alternatively you may have been supplied

with brackets not yet fitted. In either case the system drawing will show a detailed view of how the brackets

are fitted to incorporate the charger. An example is shown below:

{.L-I-i..n.-l-i..-].l..-..‘._-‘.-
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7. The modules that were removed in preparation can now be replaced and the all cables re-connected.
It is essential that the modules are replaced in the same location from which they were removed

otherwise the system will not function correctly.
Once all the modules have been replaced and the cables reconnected, you can close down the lid of the locker

8.
and lock it on both sides using the Master Keys.
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9. Hook the Control Panel into the bottom of the Pod. Whilst holding the control panel, re-connect the following
wires to the Control PCB.

o LCD

o Keypad

o Card Reader (optional)
o Earth Cable

o Receptor Cable

For more details on the various PCB connections, please refer to the 8bit Control PCB Diagrams or
16bit I/0 PCB layout section of the Traka32 Help Guide.

10. Insert the Battery into the base of the Pod and connect to the 8bit Control PCB or 16bit I/O PCB respectively.

11. Switch the On/Off switch on the 8bit Control PCB or 16bit I/O PCB to On.

12. You should hear a double beep and the LCD should light up and start to display text. If this does not happen
then switch Off the On/Off switch and double check your connections.

13. Finally, close the Control Panel carefully into the Pod and lock with the Master Key.

14. The Control Panel should fit easily, if not check that no wires have become caught or trapped between the
Control Panel and the Pod.

15. Please now refer to the Commissioning section.
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2.3.9 MAINS POWER SUPPLY & BATTERY INFORMATION

52.3.9.1 MAINS POWER SUPPLY ENCLOSURE

The Traka power supply is housed within a metal enclosure that ensures people cannot touch the live power terminals
if they gain access to the systems electronics.

Older versions of the power supply aren't completely enclosed but do have a plastic guard covering the terminals as
shown below.

Finger Guard—s |
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52.3.9.2 CONNECTING THE MAINS POWER SUPPLY

GB - Traka Key Control and Intelligent Locker products are supplied without a plug and will need to be wired into a
non-switched fused spur.

FR - Les armoires de gestion de clefs et les casiers intelligents sont fournis sans prise électrique, ils devront étre
raccordés a une boite de raccordement sans interrupteur et protégés par un fusible.

Before wiring the Traka power supply mains lead into the non-switched fused spur, please ensure
that the spur has been isolated at the main consumer unit or fuse box. If you have any doubt about
connecting Traka to the mains power obtain expert advice before continuing.

The mains cord from the power supply will need to be fed through one of the knock out holes at the top or bottom of
the control pod. It is important to use the rubber grommet provided to protect the cable from being cut by the metal
work. The mains cable should also be run inside 20mm trunking to the non-switched fused mains spur.

Incorrect Correct

Mains cable run through a knock out without a cable gland or trunking. Mains cable run through a knock out with a suitable cable gland and trunking.

THIS APPLIANCE MUST BE EARTHED!

The wires in this mains lead are coloured in accordance with the following code:

Green / Yellow: Earth
Blue: Neutral
Brown: Live

If the coloured wires of the mains lead of this appliance do not correspond with the coloured markings identifying the
terminals in your spur, proceed as follows:

e The wire which is coloured GREEN AND YELLOW must be connected to the terminal in the spur which is
marked by the letter E or by the Earth symbol < or coloured GREEN or GREEN AND YELLOW.

e The wire which is coloured BLUE must be connected to the terminal in the spur marked with the letter N or
coloured BLACK.

e  The wire which is coloured BROWN must be connected to the terminal in the spur which is marked with the
letter L or is coloured RED.

A readily accessible mains disconnection device must be incorporated in the building installation
wiring and this device must enable double pole disconnection and have a minimum of a 3mm contact gap.
If you are installing the system outside of the United Kingdom or have any doubts about the installation,
please contact Traka or a Qualified Electrician for mains wiring assistance.
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52.3.9.3 BATTERY CONNECTION DETAILS

WARNING: All Traka Systems have two power sources, mains and battery. Before installing or servicing a
Traka System, please ensure both mains and battery power sources are disconnected from the system.

This section will explain how to disconnect the battery from 8bit and 16bit systems.

Battery Disconnection
1. Open the control pod/panel of the system using the master key.
2. Locate the battery. Usually placed at the bottom of the control pod.

3. Disconnect the battery cable from the terminals as shown below.

7’
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2.4 COMMUNICATION INSTALLATION

2.4.1 RS232 INSTALLATION
8bit RS232 Installation

1. Check that the jumper settings are set to RS232 on the Control PCB. Please refer to the 8bit Control PCB
Communication Jumper Settings section for details.

2. Simply use the RS232 cable (also known as serial cable) provided connecting the male end to the RS232
connector on the Traka Control PCB and the female end to an available serial port on the chosen PC. Please
refer to the 8bit Control PCB Layout diagrams to locate the RS232 Connector.

R5132 Cable Conmections
Traka PC
9 P Male G Pin Famale
2: Tx [Green) 2 Bx {Green)
3: Rx (White) I: Tu (White)
5: Grd {Black) 5 Gnd (Black)

> |3 5 5 3 2
Front Wiew of
Connectors

3. In Traka32, right click on the Control Pod and select Configure System.
4. Select the Comms tab.

5. Select which serial port the RS232 cable is connected to on the PC and then specify the Baud Rate as

19200,N,8,1.
Systemn Settings E$1
qsdq.-ea:flmg q J '} 1;}"".;;\. B Eden Systern _.,1 )]: mﬂudi:{:umsﬂlmﬁ
Sywlem Datads | System Confg Comma | Sysiem Megraton |
Comm Type |5,:“d j Syrabesm 1D Husnbes |U]’] j
Senial Po Bumber . 5oy mz =] [ = Check Serial Poits
|
Irechads In udo Comer r

NOTE: The Baud Rate of 19200,N,8,1 is specified for Control PCBs fitted with a 7MHz Crystal. However,
early versions of the 8bit Control PCB were fitted with a 3MHz Crystal. If your system is fitted with a 3MHz
Crystal the Baud Rate must be set to 9600,N,8,1. To determine which Crystal is fitted to your PCB refer to
the 8bit Control PCB Layout section.

6. Click Save & Close.
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16bit RS232 Installation

1. Connect the supplied RS232 link cable to the UART A connector on the 16bit I/O PCB.

R5232Z Link Cable

. =—uEa

seecsoeel

2. Using the supplied RS232 cable, connect the male end to the RS232 link cable, and the female end to an
available serial port on the chosen PC.

3. In Traka32, right click on the Control Pod and select Configure System.
4. Select the Comms tab.

5. Select which serial port the RS232 cable is connected to on the PC and then specify the Baud Rate as
38400,N,8,1.

| System Seftings 1 ﬂé

Clsavessciose CELPAE @6 CB i symen (P B O Read System Settings
Sywlem Detaiy | Syatem Config Comms | Sysien egratnn |

Coormnm Type |5eual ;i Syabem 1D Numbes |I2l]‘1 ﬂ

Serial Por Bumber :  [iPog 2 v [N = Check Senal Fors

Irschahs In dudn Come r

6. Click Save & Close.
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2.4.2 RS485 INSTALLATION

The main Traka network cable simply needs to run from the PC that controls the Traka network to each Traka in a
daisy chain configuration...

R=433

4+—Patch Lead

;

+—— R5232 to RS5425 F54a5 Hewtark

Conwverter
3}3 + Traka3z

It is recommended that you install the RJ45 Wall ports behind the Traka Control Panels to prevent anyone from
tampering with the connections. The Cat 5 cable should not span more than 500 metres in length and should not run
alongside power cables.

45 Sochet

Running the RS485 Cable

1. Run the Cat 5 UTP cable from the PC to the first Traka system in the chain leaving approximately 1 metre
spare at each end.

2. Run additional lengths of Cat 5 UTP between the first Traka system and the next and do this for all additional
Traka systems.

3. Attach the Wall Port to the wall behind the Control Panel at any convenient height so that the RJ45 socket
faces upward, using the double-sided sticky pad or screws provided.

RJ45 Wall Port Connection
1. Strip 50mm of outer insulation at each end of the Cat 5 cable.
2. Untwist each pair and strip 5mm of each of the inner insulation.

3. Using a screwdriver, bend each copper end of the cables into a hook shape.
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4. Connect as follows...

1. White fCrange. —— .. | 4— & Brown/White
2. Orange fWhite — ——i= 4+— 7. White/ Brown
3. WhitafGroan —ie | #— & Grecn Yhite
4. Elue J \White —* 4+— O White/Elus

5. When all the connections are made, place the cover over the RJ45 Wall Port and connect the Traka and PC
Patch Cables. Refer to the Configuration and Connection section below.

Configuration and Connection

1. Please refer to the Anti Static Precautions before configuring the Traka systems.

2. Using the Master Key, unlock the Control Panel and tilt forward to access the Control PCB.

3. Ensure the On/Off Switch on the Control PCB is set to Off. Refer to the 8bit Control PCB Layout or 16bit I/O
PCB Layout diagrams to locate the On/Off Switch.

4. Connect the supplied patch cable between the RJ45 Wall Port and the RS485 Connector on the Control PCB.
The diagram below shows the location of the RS485 Connector for both 8bit and 16bit systems.

Bbit Control PCB 16bit 170 PCB

(ISR LR ALY

LE L L L LAY

RE4B5

5. If your system is 8bit the Comms Select jumper settings must be set to RS485. Refer to the 8bit Control PCB
Communication Jumper Settings.

6. Switch the On/Off Switch on the Control PCB to On.
7. Finally, close the Control Panel carefully and lock with the Master Key.
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Here are the default DIP Switch settings used on the KK Systems K2 RS-232 to RS-485 converter used on the cable
connecting the PC to the RS485 network:

e K2 Off
e RXEN On
e TXEN On
e - Off
e - Off
e -Off
e OPTOff
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2.4.3 MODEM INSTALLATION

When using a modem with Traka you will require a Modem in each Traka system and one connected to your PC.

Modem

¥

i

Trakaiz

To install a modem in Traka please follow the instructions below. To attach a modem to your PC, please refer to the
user guide supplied with your modem.

1. Please refer to the Anti Static Precautions before configuring the Traka systems.
2. Using the Master Key, unlock the Control Panel and tilt forward to gain access to the system electronics.

3. Ensure the On/Off Switch on the Control PCB is set to Off. Refer to the 8bit Control PCB Layout or 16bit I/O
PCB Layout diagrams to locate the On/Off Switch.

4. Please refer to the following diagrams on how to connect the modem...

Traka Modem Connections
Read VYiew

Saeri@l Pan.
Ling Phane ([ Mini Din'%F)
MR
Modern Ready
Transmit Data

RO
Receive Data

Ta Telephone Line

To Trak
Power Switch Ta Telephone o e

Power Cuotput
To Traka R5-232

or...

Traka MRi Modem Connections

QONAOFF PR [niu] ] MIC SPK LINE PHONE
o]

o 8 o 58 Y

ﬁ [IETD Telephone
T Povvver Supply Tao Telephone Line
To Traka RS-232

5. Fit the modem behind the Control Panel of the Traka system, feeding the Modem Telephone Lead out through

any of the cable knockout holes on the Pod/cabinet and connect to an Approved British Telecom Telephone
Socket.
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6. If your system is 8bit, ensure the jumper settings are set to RS232 on the Control PCB. Refer to the 8bit
Control PCB Communication Jumper Settings.

7. Connect the Serial Lead between the Modem Serial Port and the Traka RS232 Port.

8. Connect the Power Lead from the Modem Power Port to the Power Output connector on the Traka Control PCB
or to an external power source depending on the modem type. Refer to the 8bit Control PCB Layout and 16bit
1/0 PCB Layout diagrams for details on the available power output connections.

9. Make sure the Modem Power Switch is switched On (Depressed).
10. Switch the On/Off Switch on the Control PCB to On.

11. Hold down the 0 key on the keypad. At the same time press and release the Reset button on the Control
PCB. This will configure the modem with the correct communications settings and to auto answer.

Maodem Setur

12. When you release the Reset button you should hear two beeps followed by a double beep, this means the
modem is configured successfully.

Modem Setur
Ok

13. If you hear two beeps followed by an error beep then the modem did not configure correctly, re-check
your connections and try again.

Maodem Setur
Fail: A

'Fail A' means the modem returned some unexpected data and 'Fail B’ or ‘Fail C’' means the modem did not
return anything at all. Check that the modem is connected correctly and power is present and the modem is
switched on.

14. Finally, close the Control Panel carefully and lock with the Master Key.
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2.4.4

ETHERNET INSTALLATION

12.4.4.1 MOXA

2.4.4.1.1 MOXA INSTALLATION

In order

to set up and configure the Traka Moxa Ethernet Device (TMED) you must first connect them to the network

and Traka.

Traka Serial Port Server

OC Input

Ethernet

LED Indicators

T G| o '
R5-232 ’ ,
Fort /' |
DIFP Switch
Settings

1. Please refer to the Anti Static Precautions before configuring the Traka systems.

2. Using the Master Key, unlock the Control Panel and tilt forward to gain access to the system electronics.

3. Ensure the On/Off Switch on the Control PCB is set to Off. Refer to the 8bit Control PCB Layout or 16bit I/O
PCB Layout diagrams to locate the On/Off Switch.

4. If your system is 8bit, ensure the jumper settings are set to RS232 on the Control PCB. Refer to the 8bit
Control PCB Communication Jumper Settings.

5. Fit the TMED behind the Control Panel of the Traka system, feeding the Patch Lead out through any of the
cable knockout holes on the Pod/cabinet.

6. Connect the RS232 Port of the TMED to the RS232 Port of the Traka system using the cable provided.

7. Connect the 10/100M Ethernet Port of the TMED to your Ethernet using a straight-through Ethernet cable.
In some cases a cross-over cable may be required.

8. Connect the DC-IN of the TMED to the Power Output connector on the Traka Control PCB using the cable
provided. Refer to the 8bit Control PCB Layout and 16bit I/O PCB Layout diagrams for details on the available
power output connections.

9. Switch the On/Off Switch on the Control PCB to On.

10. Check that the PWR and Link lights are both On. If the PWR light is not on then re-check your connections.
If the Link light is not on then re-check your connections and ensure that the network port that you have
connected the TMED to is patched in correctly.

11. Close the Control Panel carefully and lock with the Master Key.

12. Now refer to the configuration section.
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2.4.4.1.2 MOXA CONFIGURATION

Before configuring a Traka Moxa Ethernet Device (TMED) you will need to obtain certain information from your
Network Administrator. Please refer to the planning section for details.

Traka Serial Port Server

OC Input

LED Indicators

DIF Switch
Settings

Once you have obtained the configuration details you can configure the TMED. The TMED cannot be set up through the
Traka32 software and has to be configured either by using Telnet or Moxa PComm Terminal Emulator. If you are not
experienced with networks we suggest you ask your Network Administrator or Local Traka Engineer to set up the

TMED.

Using Telnet
1. Check that the DIP Switch Settings on the TMED are all set to Off.

2. Check that the PWR and Link lights are both On. If the PWR light is not on then re-check your connections.
If the Link light is not on then re-check your connections and ensure that the network port that you have

connected the TMED to is patched in correctly.

3. From a workstation that is connected to the same network, click on Run from the Start button and the
following window will appear...

- Tvpe the name of a program, folder, document, or
3 Irkernct resource, and \Window s wil openit Far vou,

CoEn! !Lelret 192,168, 127, 254| v

[ lals | [ Cancel H Browes,. .

In order to establish an initial connection with the TMED you must first telnet to the device using its default IP
Address. The default IP Address can be found on the under side of the TMED. In the example this is
192.168.127.254.

Type telnet 192.168.127.254 followed by Enter.
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4. When the Telnet window opens, using the keyboard type 1 followed by Enter to select ansi/vt100.

A Telmet 10.0.0.215

Conzole terndnal tupe €1 ansi wtlB@. 2: wth2) =

Please note, if the following text "Console terminal type (1: ansi/vt100, 2: vt52) : 1" does not appear on the screen
then check the default IP Address is within range of the IP Address that you are running telnet from. The default
subnet mask of the TMED is 255.255.255.0 with no gateway.

5. Next refer to the configuration section later in this topic.

Before you begin you will need to have a PC in close proximity to the TMED and a fully connected 9-Pin Male to 9-Pin
Female Serial Cable or fully connected 9-Pin Male to 25-Pin Female Serial Cable depending on your PC.

1. Please refer to the Anti Static Precautions before configuring the Traka systems.

2. Load the Moxa Software CD into your CD-ROM drive.

3. If your operating system is Windows 9x or NT run the Setup.exe on the CD located in the pcommlite directory
e.g. D:\pcommlite\Setup.exe

Run E]EJ

= Tvpe the name of a program, Folder, document, or
=l Irkernet resource, and Windows wil openit For vou,

open: | Dpoomling secup, e v

[ Ik | [ Cance! l Browee.. .

If your operating system is Windows 2000 run the pcomm.msi on the CD located in the pcomm?2k directory e.g.
D:\pcomm2k\pcomm.msi

Run E]EJ

= Type the name of a program, folder, document, or
il Irkernet resource, amd \Windows wil open it Far vou,

Coen: | DepoormmEkipoomn.msi w

[ K | [ Cance!l || Browes...

4. Follow the on screen instructions.
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5. Once installed, click on Start>Programs>PComm Lite 2.5>Terminal Emulator.

s PComes Termbmal B laior

6. Using the Master Key, unlock the Control Panel and tilt forward to gain access to the system electronics.
7. Disconnect the Traka from the RS232 Port of the TMED.

8. Connect the RS232 Port of the TMED to a spare RS232 Port on your PC using a 9-Pin Male to 9-Pin Female
Serial Cable or 9-Pin Male to 25-Pin Female Serial Cable depending on your PC.

9. Check that the DIP Switch Setting SW1 on the TMED is set to On.
10. Using the PComm Terminal Emulator, click on the Port Manager menu and then click on the Open icon.

11. From the Property window's Communication Parameter page, select the appropriate COM Port for the
connection e.g. COM1 and set the Baud Rate to 19200.

Property _)'C_|
Cammuricaion Pazmetel | Teminel | Fis Transter | Caphrng |

- COM Ophare

Porte: Lok ,I

Bawd Asle: m

Cizka Bz g ,.I
Parip: Mone 'I
Ston Bike: 1 ‘.I

~ Flow D:ﬂll'i:ll—i — Dot St i
(T RTSNCTS | DTA & OM T OFF

| [ SONMOFF | RTS & OM © OFF |

T e |
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12. From the Property window's Terminal page, select set the Terminal Type to VT100.

Property .'x |

Commuricaion Parameher  Temingl I Fiz Trarster | Caphoing |

Temnal Tpoe M

Crurnl Terming Opaon
~ Tranzmil

i 1% i LpcatEcn

- Gend 'Ercer’ fey A

~Recame
. LR Tranzkation

| 'LF Traralalion:

& s PComes Terminal Bmulator - D01 19200 Hese 8.1 V7100

Profis  Edt  Fort Mensger Window  Help

@ W s 3

B COM 19700, None 8,1 ¥TI00

Cena=ly bxrminml typy (1: sn@idvel0D, I whiD J|

Please note, if the following text "Console terminal type (1: ansi/vt100, 2: vt52) : 1" does not appear on the screen
then try powering down the TMED, waiting 5 seconds and powering back up again.

14. Next refer to the configuration section below.
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Configuration

1. Use the keyboard arrow keys to highlight [serverConfig] and press Enter.

&' PComm Terminal Bnulaior - DOM1 19300 Heae B 1 VT100
Profis Edt Fort Mensger Mindeo  Halp

< GF #lriasn m

B e 19900 None 8.8 ¥T100

HIWA HP=rt Topraow U8 2

OF s dsvisdpowrt  Hositoax Fing Reccast  Exdc

If you are using telnet from Windows 9x and you cannot use the arrow keys, click on Terminal followed Preferences
and set the VT100 Arrows option.

2. Using the keyboard set the following options...

s PCoims Termbael Bmulalor - DOM1 19200 Hese B T100

= G e sese s

one §,1

OF _adm  Bacimlpect Avmiter Ping  Pertart  Exit

CE-2Ll1 Mer. b
Facwar Mamw thrrTLan
Tarinl Wumbwer 271

CHEF ICLzabile 1

Eulta rrat Btstuz B Link

PaL Addrecc -5 EE-0d-SE-2F
1F hddcadc |98, Léd. 127 _254]

Batmask 15T, 255, 288.0 |
Catawsy

Passungd

a. DHCP [Disable] (press enter to select options)

b. IP Address [enter your IP Address here] (press space to clear unwanted text)
c. Netmask [enter your Subnet Mask here]

d. Gateway [enter your Default Gateway here]

3. When complete press Esc to return to the top menu.

V4.2 28/01/2025 uD0089 Page 73
This Document is uncontrolled unless over stamped "CONTROLLED DOCUMENT"



4. Use the keyboard arrow keys to highlight [OP_Mode] and press Enter.

£ PCoimes Tedmbmal B laior i B 1 T 1000

Profis Edt  Port Mensger Windoo  Hak
& W FrEEn I

B comt 19700 Mone 8.1 ¥T100

HiHA HPort Tepxarr T2

warvarantiy (] ssvisiporc Homitax Ping  Bsrcacc  Esic
Batip 0F woda

+

Howsi Eawred Maods
Faiv Covsciccicn [Haiceri
Fuir Corcacticon |Slerw)

By Coudstian STOF Clados)

Poct  Applicatian
a1 [Hort Dmyad Aca

Ray Copmection TDP derversCLLisn)
Thacrat Acdas

——————

5. Using the keyboard set the following options...

a. Application [Raw Connection (TCP Server)] press enter to select options
6. Using the keyboard highlight [Select for more settings] and press Enter.

&5 Mo Tesmbnal Bmulator P00 Heme B 1 W T100
Profis  Edk Fort Mansger  Window  Halp
& QE #lras] I
F" come 19300 None &1 ¥TH00

HItG WPzt Trpraes V2.2
wsrart anklg _ deridlpore  Hocdesy Ping  Rerrave  Euic
Barug OF mode

Poct Applicatian o en
91  [Pew Conractios ITGF 51 TGP poce
| Derrinscion IF addr
Iraccivicy vise
TCF mliws check bima:

Dazn packing|apticnal)
Delisicer 1 (Hex)

Delimikber T CHaxd
Tersw brmnrmdt

7. Using the keyboard set the following options...

a. Make a note of the TCP Port number, as you need this to configure Traka32. It is usually 4001 but
you can alter this if required.

8. When complete press Esc to return to the top menu.
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9. Use the keyboard arrow keys to highlight [Serialport] and press Enter.

£ PCoimes Tedmbmal Dmnulaior - D01 1 9200 Hese B 1 ¥ T100

Profis £t Port Mensger  Window  Halp

& Qi #lres] 2|

B comt 19700 Mone 8.1 ¥T100

HiHA HPort Tepxarr T2
sarvartantiy  0F_sods [EETIENNNS Hoodtax Ping  Bsrracc  Esic
Config cerial paiT sectings

Poxt Musbac

Baad Racs (LR
FALLLY

Omca Bit

Stop it

Ploar Canciol

10. Using the keyboard set the following options...
a. Baud Rate [9600] or [19200]

Set [9600] if the Control PCB is fitted with a 3MHz crystal or set [19200] if the Control PCB is fitted
with a 7MHz crystal. Please refer to the Control PCB Diagrams to locate the crystal type.

b. Parity [None]
c. DataBit [ 8]
d. StopBit [ 1]

e. Flow Control [None]

)

UART FIFO [Enable]
11. When complete press Esc to return to the top menu.

12. When you are happy the configuration is correct, use the keyboard arrow keys to highlight [Restart] and
press Enter.

& PComss Terminal Bmulator - D011 9200 HNese 81 ¥ T100

Profis £t Port Mensger Mindow  Halp
4 WE e I

B Com 19700 Mone 8.1 ¥TI00
HDHA HPort Tapress WE.2

warmaraniiyg  OF s derisipore  Hosirss Duql_l.iu
B4ICaIT Chs CEiver

Tha <rofigursbion hsy bean changsd. Flamrs press
JPntars ta rabest fer T aaniiguracica AT preEr
SREC oo Qaiawl.

WAEMIBG! |
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13. Press Enter again to confirm your changes.
14. Disconnect the TMED from your PC and re-connect to the Traka System.
15. Check that the DIP Switch Settings on the TMED are all set to Off.

16. Finally, close the Control Panel carefully and lock with the Master Key.

2.4.4.1.3 MOXA DIP SWITCH SETTINGS

s comecnon ows___Lowa___ rcwace oo
_ RS232 CONSOLE

OFF OFF RS232
(OFF ON RS485
AT Cosma .. e
oM OFF RS485 BY RTS
on on Rs4858Y ADDC
2.4.4.1.4 MOXA LED INDICATORS
m
md’i'ulcmm:h power is on
Orange indicates a 10Mbps Ethernat connection
Green indicates a 100Mbps Ethernet connection
Green ndcates 595 sysemis ready
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12.4.4.2 XPORT

2.4.4.2.1 XPORT CONNECTIVITY & BANDWIDTH

Protocol: TCP/IP
Connectivity: 10/100Mb/s Auto Sense
IP Address: Static and must be supplied by the customer.
Port: The default is 10001 but can be changed as required.
When using with the Remote Host option, each Traka System must use a different port number e.g.
10001, 10002, 10003 etc. Port 9999 is also used for configuration of the Traka Systems network adaptor

but is not used day to day.

Bandwidth:

This is the most common communication averaging 670 bytes per second. The graph shows the downloading of 2000
events which takes around 2 minutes.

Sent Chart - Local Network

Received Chart - Local Network

Peak 384 bytes per second and then averaging down to 245 bytes per second when synchronising iFob and User
records. The graph shows the uploading of 60 iFob and 100 user records and takes approximately 1 minute.

Sent Chart - Local Metwork

Received Chart - Local Network
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Peak 525 bytes per second and averaging down to 245 bytes per second when synchronising iFobs and User records.

Sent Chart - Local Network

Received Chart - Local Network

2.4.4.2.2 XPORT INSTALLATION

The Traka XPort Ethernet Device (TXED) is an optional device that comes pre-installed on Control PCBs. If the device
is not fitted, please contact Traka for advice.

=

-
—n

In order to set up and configure the TXED you must first connect them to the network.

] i

1. Please refer to the Anti Static Precautions before configuring the Traka systems.

2. Using the Master Key, unlock the Control Panel and tilt forward to gain access to the system electronics.
3. Set the On/Off switch on the Control PCB to Off.

4. If your system is 8bit, ensure the jumper settings are set to Ethernet on the Control PCB. Refer to the 8bit
Control PCB Communication Jumper Settings.

5. Connect the TXED to your Ethernet using a straight-through Ethernet cable. In some cases a cross-over cable
may be required.

6. Set the On/Off switch on the Control PCB to On.

7. Check that there is LED activity. If there is no activity, re-check your connections to the Control PCB, Wall
Port, Patch Panels and Switch/Hub. For details of the LED indicators and their meanings refer to the XPort LED
Indicators section.

8. Close the Control Panel carefully and lock with the Master Key.

9. Now refer to the Configuration section.
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2.4.4.2.3 XPORT CONFIGURATION

Before configuring a Traka XPort Ethernet Device (TXED) you will need to obtain certain information from your
Network Administrator. Please refer to the planning section for details.

Once you have obtained the configuration details you can configure the TXED. The TXED can either be configured
using Telnet or using the Diagnostics Tool within Traka32. If you are not experienced with networks we suggest you
ask your Network Administrator or Local Traka Engineer to set up the TXED.

Using Telnet

NOTE: Windows Vista operating system does not have the Telnet client installed by default. Please refer to
Installing Telnet on Windows Vista if using this operating system and have not already installed Telnet.

1. Check that there is LED activity on the device. If there is no activity, check that there is power to the Control
PCB and that it is switched on and re-check your connections to the Control PCB, Wall Port, Patch Panels and
Ethernet Switch Hub.

2. From a workstation that is connected to the network click on Start, Run and the following window will
appear...

Run E"El
- Typz theneme of & program, Folder, documen, o
Triarnet resourog, and Windoss wil open & for vou,
orant L
[ Cance | l Bramse: .. ]
In order to establish an initial connection with the device we must use the ARP method to create an entry in
the hosts ARP table. To do this, type the following in the Run window and click on OK...
arp -s IP-Address MAC-Address
The IP-Address is provided by your Network Administrator and the MAC-Address is printed on the label
attached to the device as shown.
ML Address
For example if you wanted to assign an IP-Address of 10.0.0.254 to a device with an MAC-Address of 00-
20-4A-80-2C-A8, then I would type the following in the Run window and click on OK...
arp -s 10.0.0.254 00-20-4A-80-2C-A8

3. Now we Telnet to the device using port 1 to create a temporary connection. To do this, again click on Start,
Run, type the following and click on OK...
telnet IP-Address 1
Following the above example you would type...
telnet 10.0.0.254 1
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This temporary connection will fail quickly, but the device will temporarily change its IP Address to
the one designated.

4. Finally we Telnet to the device using port 9999 enabling us to configure. To do this, again click on Start,
Run, type the following and click on OK...

telnet IP-Address 9999
Again, following the above example you would type...
telnet 10.0.0.254 9999

When the following window appears, press Enter quickly to go into the Setup mode...

A Talnet 10.0.0.254

5. Now refer to the Configuration later in this topic.

1. Please refer to the Anti Static Precautions before configuring the Traka systems.

2. Using the Master Key, unlock the Control Panel and tilt forward to gain access to the system electronics.
3. Set the On/Off switch on the Control PCB to Off.

4. If your system is 8bit, ensure the jumper settings are set to Ethernet Config on the Control PCB. Refer to
the 8bit Control PCB Communication Jumper Settings. The 16-bit Control PCB auto-detects the
communications method so no jumper settings are required to be configured.

5. Using an RS232 cable (also know as serial cable) connect the Male End to the RS232 connector on the
Control PCB and the Female End to an available serial port on the chosen PC.

O The 8-bit Control PCB has a 9 pin D-Type (female) RS232 connector for connecting the RS232
cable to.

o The 16-bit Control PCB is supplied with a short 3 pin Molex to 9-pin D-Type (female) cable for
connecting an RS232 cable to. This connects to UART B on the 16-bit I/O PCB.
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R5237 Link Cable

UART E

LA B R L X2

6. Open the Traka32 software by double clicking on the icon.

7. If you are prompted for a login, please login as an Engineer. Please refer to the Engineers section for further

details.

8. Click on the Engineers menu followed by Diagnostics.

* Traka 32 Admimisiraior - [[Hsgrosiics]

S Es EE v Bepots Tooe Enness Windoa Heo el
[l Zvaters Viewar 8 Lsar it =3 ry Lt [ Bl all sabaru ot (6000w 1 [0 v [Pk (000 - 0G0+ [ pefrash
Discorenct - Cmwercn | S ERRT theckGerisFls  Clw & Do log £
Saiial [rr— |
Fesal Pt Fusnber |P'0lw'| d Tedephones Hurbes
I'W.'f“.ﬁ' L=l skt Sy
Cpctars [ Bharbus: [0 |

LFA NN | 1245

9. Click on the Serial tab, if not already selected.

10. Select the appropriate Serial Port.

11. Do one of the following depending on your hardware...
o For an 8-bit Control PCB, set the Serial Port Settings to 9600,N,8,1.
o For a 16-bit Control PCB, set the Serial Port Settings to 38400,N,8,1.

12. Click on the Traka toolbar button to toggle it to Dumb.

Conneck Traka
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13. Click on the Connect button, this will open the serial or network port.
(Note that if successful the Connect button changes to Disconnect)
14. Click the cursor into the main text box where communication Off is usually displayed.
15. Select one of the following procedures depending on your hardware...
o
a. Make sure Caps Lock is Off.
b. Click on the Clear button to clear the screen below.

c. Hold down the X key on the PC keyboard and set the On/Off switch on the 8-bit Control
PCB to On.

d. The following information should appear within a couple of seconds

MAC address 00204A802CAS8
Software version 01.2 (030210) XPT
Press Enter to go into Setup Mode
e. Press Enter quickly to go into the Set-up mode.
f.  Now refer to the Configuration section further below.
g. When complete, close the Diagnostics window in Traka32.

h. Disconnect the RS232 cable.

i. Set the jumper settings on the 8-bit Control PCB to Ethernet. Please refer to the
Communications section for details of the jumper settings.

j.  Finally, close the Control Panel carefully and lock with the Master Key.

e}
The 16-bit Control PCB needs to be placed in XPort mode from the Setup Menu. To do this...
a. Press and hold the Reset Button on the 16bit Control PCB, then press and hold the '#' key
on the Keypad.
: LTAX XFort
e MLTRIYERT
Reset Button
P e e
b. Keeping hold the '#' key, release the Reset Button and the following message will appear...
Release Ked
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c. Release the '#' key and you will be asked to enter a PIN No. The PIN No. is the last 4 digits
of the system serial number.

Enter PIM Hof ek

d. Enter the PIN No. and press '#'. You will then see the Setup Menu..

1. Sastem
2. Utilities

e. Pressthe 'l' key for System.
f.  Press the '3' key for Comms.

g. Press the '4' key to Enter the XPort Terminal...

#Port Terminal HActive
Press *#* to Exit

h. On the PC screen the following should appear within a couple of seconds...

MAC address 00204A802CAS8
Software version 01.2 (030210) XPT
Press Enter to go into Setup Mode

Unlike the 8-bit Control PCB, there is no need to press X or Enter as the 16-
bit Control PCB will do this automatically.

i. Now refer to the Configuration section below.

j. When complete, close the Diagnostics window in Traka32.
k. Disconnect the RS232 cable.

I.  Press '"*' on the keypad to exit the XPort terminal.

m. Press "*' 3 more times to exit the Setup Menu.

n. Finally, close the Control Panel carefully and lock with the Master Key.

When entering the configuration menu, the following summary will be displayed...

1. MAC address 00204A802CAS8
Software version 01.2 (030210) XPT

Press Enter to go into Setup Mode

*** basic parameters
Hardware: Ethernet TPI
IP addr 0.0.0.0, no gateway set

Rk ki b b ki Security *kkkkkkkkkkkkkkk
SNMP is enabled

SNMP Community Name: public

Telnet Setup is enabled

TFTP Download is enabled

Port 77FEh is enabled

Web Server is enabled

ECHO is disabled

Enhanced Password is disabled

ER R E Rk ki Channel 1 *kkkkkkkkkkkkk
Baudrate 19200, I/F Mode 4C, Flow 00
Port 10001
Remote IP Adr: --- none ---, Port 00000
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Connect Mode : CO Disconn Mode: 00
Flush Mode : 00

Rk kb i i Expert *Ahkkkkkhkkkkkkkkkkk

TCP Keepalive : 45s
ARP cache timeout: 600s

RER Rk ki ki b b b b i E_mail RR R Rk ik kI b b kI ki
Mail server: 0.0.0.0

Unit

Domain

Recipient 1:

Recipient 2:

*** Trigger 1
Serial Sequence: 00,00

CP1l: X
CP2: X
CP3: X
Message

Priority: L
Min. notification interval: 0 s
Re-notification interval : 0 s

*** Trigger 2
Serial Sequence: 00,00

CP1l: X
CP2: X
CP3: X
Message

Priority: L
Min. notification interval: 0 s
Re-notification interval : 0 s

*** Trigger 3
Serial Sequence: 00,00

CPl: X
Cp2: X
CP3: X
Message

Priority: L
Min. notification interval: 0 s
Re-notification interval : 0 s

Change Setup:

Server configuration
Channel 1 configuration
E-mail settings

Expert settings
Security

Factory defaults

Exit without save

O 0 J o U WK O

Save and exit Your choice ?
1. Type O (Server configuration) followed by Enter.

2. Type each part of the IP Address followed by Enter. If you do not want to change a value, just press Enter to
skip.

IP Address : (000) 10.(000) 0.(000) 0.(000) 254

3. If you wish to configure a Gateway, type Y and type each part of the Gateway Address followed by Enter,
otherwise type N.

Set Gateway IP Address (N) Y
Gateway IP addr (000) 10.(000) 0.(000) 0.(000) 201
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4. Select the appropriate subnet mask from the following table and type the corresponding number of Host Bits
followed by Enter.

Standard IP Network Netmasks...

A 8 24 255.0
B 16 16 255.255.0.0
C 29 8 255.255.255.0

Netmask Examples...

255.255.255.252 2 255.255.255.0 B
255.255.255.248 3 255.255.254.0 9
255.255.255.240 4 255.255.252.0 10
255.255.255.224 § 255.255.248.0 11
255.255.255.192 6 255.128.0.0 23
255.255.255.128 7 255.0.0.0 24

Netmask: Number of Bits for Host Part (0O=default) (0) 8

5. Select if it is required to protect the Telnet Configuration capability with a password.
Type N for no password.
Change telnet config password (N) N

Type Y to enable / change a password and then enter a password. The password cannot have more than 4
characters as standard unless the Enable Enhanced Password option is enabled.

Change telnet config password (N) ¥
Enter new Password: 1234

6. Type 1 (Channel 1 configuration) followed by Enter.

7. Again, type each value one at a time followed by Enter setting to the following values. If you do not want to
change a value, just press Enter to skip.

8. For the Baudrate, type 9600 for an 8bit Control PCB fitted with a 3MHz crystal, type 19200 for an 8bit
Control PCB fitted with a 7ZMHz crystal, or type 38400 for a 16bit system followed by Enter. Please refer to
the 8bit Control PCB Layout to locate the crystal type.

Baudrate (9600) 2 19200

9. For the next two settings please keep the default settings as shown below. If you do not want to change a
value, just press Enter to skip.

I/F Mode (4C) 7
Flow (00) 2

10. Make a note of the Port No, as you need this to configure Traka32. It is usually 10001 but you can alter this
if required.

11. If you will be using the XPort Remote Host feature on more than one Traka System, a different Port No. must
be set for each system for example, System 1: 10001, System 2: 10002, System 3: 10003 and so on.

Port No (10001) =2
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12. Set the ConnectMode to CO. If you will be using the XPort Remote Host feature, and you are running 8bit
firmware versions 6.07.20 to 6.07.22 then set the ConnectMode to D4. If you are running 8bit firmware
versions 6.07.23 or above set the ConnectMode to D7.

ConnectMode (CO) ?

13. For all other settings please keep the default settings as shown below. If you do not want to change a value,
just press Enter to skip.
Remote IP Address : (000) .(000) .(000) .(000)
Remote Port (0) 2
DisConnMode (00) ?
FlushMode (00) 2
DisConnTime (00:00) ?:
SendChar 1 (00) ?
SendChar 2 (00) ?

14. If extra security is required, certain functionality can be disabled. Optionally type 6 (Security) followed by
Enter.

15. For the first two settings please keep the default settings as shown below. If you do not want to change a
value, just press Enter to skip.

Disable SNMP (N)
SNMP Community Name (public):

16. To disable the Telnet Configuration capability, set the Disable Telnet Setup option to Y. WARNING: Once
this option is disabled, the only way to re-configure the XPort device is to use the Diagnostics Tool within
Traka32.

Disable Telnet Setup (N) ¥

17. For the next two settings please keep the default settings as shown below. If you do not want to change a
value, just press Enter to skip.

Disable TFTP Firmware Update (N)
Disable Port 77FEh (N)

18. To disable the Web Server Configuration capability, set the Disable Web Server option to Y.

Disable Web Server (N) Y

19. For the next setting please keep the default settings as shown below. If you do not want to change a value,
just press Enter to skip.

Disable ECHO ports (Y)

20. If a more complex password is required to protect the Telnet and/or Web Server Configuration capability, set
the Enable Enhanced Password to Y. It is also possible to change the password if there is already one set.

Enable Enhanced Password (Y) Y
Change the Password (N) 123456789

21. For the final setting please keep the default settings as shown below. If you do not want to change a value,
just press Enter to skip.

Disable Port 77F0h (N)
22. When you are happy with the configuration, type 9 (Save and exit) followed by Enter.

23. The device will automatically re-boot ready for use with the new settings. This will take approximately 10 to
20 seconds.
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2.4.4.2.4 XPORT LED INDICATORS

Part Number XP1001000-01 (Shipped prior to August 2004)...

100BASE-Tx Half Duplex Link

Solid Green 100BASE-Tx Full Duplex Link

10BASE-T Half Duplex Link

Solid Green 10BASE-T Full Duplex Link

Part Number XP1001000-03 (Shipped after August 2004)...

10BASE-T Link

lm.ﬁSETliic
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2.4.4.2.5 AES256 ENCRYPTION

AES-256 Encryption prevents data from being captured when travelling over the network wire between the Traka32
application and the customer database. This will prevent unauthorised access to personal information that could
inherently provide unauthorised access to high security keys held in the Traka key cabinets.

NOTE: Traka32 version 02.09.0009 or above is required, plus an XPort with the Encryption compatibility.

How to tell the difference between normal XPorts and XPorts with Encryption compatibility?

There is a part number printed on the side of every XPort. The 6th digit will show whether or not the XPort is
configured for Encryption.

Standard: XP1001000-03R

Encryption : XP1002000-03R

How to set up and use AES256 Encryption

1. To enable AES256 Encryption right click your Traka System from the System Viewer and select Configure
System. Then select the Comms tab.

B Syslemn Sellings

Wsavetciore LHLIBY Q5 [0 wi 58 DR Read System Settings
Spesbeem Dietalis | Catiret Config Comimes | System inbegration |
Comms Tupe ; |He~‘.hu'|-'. j System 10 Mumbe - |III1 -|
IF Adciess [mo o0 om  ore  Lewen: |
Poit: [1o001 Pazgvemd : [
Ercappl commurcaion lo AES256 F  Heidvate Addest. |
Encipption Key [ﬂz-EEJB-J'IB-M-DH-?FGJ{E-EF-E‘&ES-:B?E-EII:-EEI
Eeﬁu_i_'eu Rardom Fay ] |?: SF-53-D8-95-EE-84-54-0D-42-42-2E 58- -BD-DE

2. Ensure the IP Address and Port Number of the XPort are entered into the appropriate fields, then tick the
‘Encrypt communications to AES256’ tick-box.

3. Click the ‘Generate Random Key'’ button to generate a random AES256 encryption key. This will appear in the
2 adjacent text boxes.

4. The Encryption Key is made up of a combination of the 2 text boxes.

|82-58-1B-46-A4-D9-7F-30-E5-5F 53-C5-38-72-3C-E0
JEIE-EF-EE-DE-EIE-EE-84-54-DD-42-42-2E-58-D1 -BD-DE

Make a note of the Encryption Key and click the button.

5. The Encryption Key will then need to be entered into the XPort via Telnet. In the bottom left of your PC, click
the Windows Start button and select the 'Run' feature. In the Run window, type 'cmd' and click OK.
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= Type the name of a program, folder, document, or
Internet resource, and Windows will open it For you,

oOpen: | cd| W

[ (04 ][ Cancel H Browse, .,

6. Telnet to the XPort, for example ‘telnet 10.0.1.78 9999’. From the main menu.

a.

b.

C.

You

Select option 6 Security
Press the Enter key until you are prompted to the 'Enable Encryption (N) ?'
Press (Y) then Enter key to enable encryption

can change this to N to turn off encryption however Traka32 will require the ‘Encrypt

communications to AES256’ tick-box to be un-ticked before it will communicate.

V4.2 28/01/2025

You will then be prompted to enter 'Key length in bits (0)'. Type in 256 then press the Enter key.
This will set the encryption to AES256.

You will then be prompted 'Change Key (N) ?' Press (Y) then press the Enter key to change key.
You will then be prompted to 'Enter Key:'.

Type in the Encryption Key which was earlier entered into the Traka32 system settings.

Kok _ K K KoK ok oK KoK KoK _ ok ok KoK K oK _ ok oK KK Lok oK _ 3k oK Lk ok Lok oK _ koK KK Lok oK sk K LK oK Lok oK UK K LK oK Lok K KK KK koK kK KK

* K KK KoK

i. You do not need to type the dashes, the XPort will put these in for you.
ii. The XPort is not case sensitive!
iii. The Encryption Key cannot be viewed or read from the XPort

Press Enter twice more and you will be taken back to the Telnet main menu.
Select option 9 Save and Exit to save the changes.
Once configured, navigate back to Traka32 and test the communications by simply Setting the Date

& Time to ensure it communicates correctly. If there is a problem with your communication, be sure
you have followed the pervious steps correctly.
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2.4.4.2.6 E-MAIL

2.4.4.2.6.1 XPORT EMAIL OVERVIEW

The Traka XPort Ethernet Device (TXED) can be used to send e-mails directly from a Traka System in certain
circumstances.

The ability to send e-mails is fairly limited but useful none the less. The device can send a pre-defined message to a
maximum of two recipients whenever an event occurs. The device can programmed with up to a maximum of three

events to respond too.

For example...
e The Traka System could send an e-mail to security@traka.com if the door of the Traka system was left open.

e The Traka system could send an e-mail to building.maintenance@traka.com if there was a power failure on
the Traka System.

The XPort Email option will only be functional if the firmware of the selected system has XPort

Email enabled and the XPort device has been correctly configured. To configure the XPort device to send
e-mails, please refer to the XPort Email configuration section.

2.4.4.2.6.2 XPORT EMAIL CONFIGURATION

To configure the Traka XPort Ethernet Device (TXED) to send e-mail, follow the procedure below.

1. Connect to the XPort device using either Telnet or the Diagnostics Tool within Traka32.

If you are not experienced with networks and e-mail we suggest you ask your Network
Administrator or Local Traka Engineer to set up the XPort.

2. When entering the configuration menu, the following summary will be displayed...

MAC address 00204A802CA8
Software version 01.2 (030210) XPT

Press Enter to go into Setup Mode

*** basic parameters
Hardware: Ethernet TPI
IP addr 0.0.0.0, no gateway set

KKk KKk kkkkk kK Security * Kk k ok ok ok kk ok okkok ok ok k

SNMP is enabled

SNMP Community Name: public
Telnet Setup is enabled

TFTP Download is enabled

Port 77FEh is enabled

Web Server is enabled

ECHO is disabled

Enhanced Password is disabled

khkkkhkkkkhkkKkkrkx* Channel 1 *r*x*xkkxkkkxkkx*x

Baudrate 19200, I/F Mode 4C, Flow 00
Port 10001

Remote IP Adr: --- none ---, Port 00000
Connect Mode : CO Disconn Mode: 00
Flush Mode : 00

KAk kKK KK KKK KK KK Expert Khkkhkhkhkkrkhkkhkkhkkk*k*

TCP Keepalive : 45s
ARP cache timeout: 600s

KKk KKKk kkkkkkk ok ok E_mail KA KK AKX KA Ak Kk Kk kkkkk

Mail server: 0.0.0.0
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Unit

Domain
Recipient 1:
Recipient 2:

*** Trigger 1
Serial Sequence: 00,00

CPl: X
Cp2: X
CP3: X
Message

Priority: L
Min. notification interval: 0 s
Re-notification interval : 0 s

*** Trigger 2
Serial Sequence: 00,00

CPl: X
CP2: X
CP3: X
Message

Priority: L
Min. notification interval: 0 s
Re-notification interval : 0 s

*** Trigger 3
Serial Sequence: 00,00

CPl: X
CP2: X
CP3: X
Message

Priority: L
Min. notification interval: 0 s
Re-notification interval : 0 s

Change Setup:

Server configuration
Channel 1 configuration
E-mail settings

Expert settings
Security

Factory defaults

Exit without save

O 0 J o U WK O

Save and exit Your choice ?
3. Type 3 (E-mail settings) followed by Enter.

4. Type each part of the Mail Server's IP Address followed by Enter. If you do not want to change a value,
just press Enter to skip.

Mail server (0.0.0.0): (000) 10.(000) 0.(000) 0.(000) 20

5. Type the Unit Name of the Traka system followed by Enter. This will form the first part of the e-mail address
e.g. reception@traka.com.

Unit name (): reception

6. Type the Domain Name of the Traka system followed by Enter. This will form the second part of the e-mail
address e.g. reception@traka.com.

Domain name (): traka.com
7. Type the e-mail address of the first Recipient followed by Enter.
Recipient 1 (): djw@traka.com

8. Optionally type the e-mail address of the second Recipient followed by Enter. A second recipient e-mail
address does not have to be specified.
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Recipient 1 (): support@traka.com

9. Type the Trigger 1, Serial Sequence followed by Enter.
Serial Sequence (00,00): 69,<Alarm Code>
This must be entered in the following format. Type 69, followed by an alarm code. For example, to send an e-
mail if when alarm code 6 (iFob Forced From System) occurs type 69,06.
Two digits must be entered for the alarm code. For example enter 69,06 and not 69,6.
Please refer to the Alarm section for a full list of alarm codes and descriptions.

10. For the next three settings please keep the default settings as shown below. If you do not want to change a
value, just press Enter to skip.
CP1 [A/I/X] (X):

CP2 [A/I/X] (X):
CP3 [A/I/X] (X):

11. Type the Trigger 1, Message followed by Enter. This would typically be the description of the alarm code.
For example, if you wish to send an e-mail for alarm code 6, enter the description 'iFob Forced From System'.
Message (): iFob Forced From System

12. Enter the Trigger 1, Priority level followed by Enter. Enter H for high priority or L for low priority.
Priority (L): L

13. For the next two settings please keep the default settings as shown below. If you do not want to change a
value, just press Enter to skip.

Minimal notification interval (0 s):
Re-notification interval (0 s):

14. Repeat steps 7 to 11 for Trigger 2 and Trigger 3.

15. When you are happy with the configuration, type 9 (Save and exit) followed by Enter.

16. The device will automatically re-boot ready for use with the new settings. This will take approximately 10 to
20 seconds.
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2.4.4.2.7 REMOTE HOST

2.4.4.2.7.1 XPORT REMOTE HOST OVERVIEW

As part of the auto communications available within Traka32, 'Remote Host' forms one of the many options. The
remote host option will only work with Ethernet communications.

The remote host option is very similar to the other forms of auto communications. The main difference with remote
host is that the Traka Systems establish the communications with Traka32 rather than Traka32 establishing the
communications with the Traka Systems.

This has two major advantages...

1. Reliability & Speed

When a copy of the Traka32 software is opened, the software registers itself with each Traka system that is
included in the remote host group. Each Traka system can have three copies of the Traka32 software
registered at any one time. So whenever the Traka system has data waiting to be sent to the Traka32
software, it has more chance of getting there quickly. The more copies of Traka32 that are running and
configured for remote host the more efficient and reliable the whole system becomes.

For example, if one of the registered copies of the Traka32 software is busy or an error has occurred, the
Traka system will try to communicate with one of the other copies of the Traka32 software.

If all the copies of Traka32 are busy, the Traka system will re-try the communications every 60 seconds.
2. Multiple Administration

One disadvantage with the Online Auto communications is that in Ethernet Installations a network port is
constantly opened between the Traka32 software and the Traka System. Only one network port can be
opened on a Traka system at any one time. This means that if one copy of the Traka32 software is Online, no
other copies of the Traka32 software can communicate with the Traka system.

The Remote Host Auto Communications resolves this issue as the Traka System has the ability to open a
network port to the Traka32 software whenever it needs to download data. This leaves the network port
closed for the majority of the time ready for other copies of the Traka32 software to connect to whenever
user, iFob or keys information is updated.

In addition to the remote host communications, the Read All System Data function is not affected and can still be used
as normal. The remote host feature should be the preferred choice of auto communications and should be used
whenever large amounts of data need to be downloaded automatically.

The XPort Remote Host option will only be functional if the firmware of the selected system has the
XPort Remote Host enabled and the XPort device has been correctly configured. To configure the XPort
device, please refer to the XPort configuration section.

There are only two differences on the XPort Remote Host configuration from the standard settings...
1. For 8bit firmware versions 6.07.20 to 6.07.22 set the ConnectMode to D4 instead of CO.
2. For 8bit firmware versions 6.07.23 and above set the ConnectMode to D7 instead of CO.

3. Set a different Port No. for each system. For example, System 1: 10001, System 2: 10002, System 3: 10003
and so on.
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2.4.4.2.7.2 XPORT REMOTE HOST SETUP

In order to use Remote Host you must follow the steps below...
1. The 'Remote Host' option must be enabled in the firmware of the desired system/s.

Firnwware has =Part remate host enabled [w

2. If you already have an existing Traka system/s with previously configured XPorts, then you will need to
change the Connect Mode of the XPort.

To change the Connect mode, from the Traka32 software select Engineers>Diagnostics. From the
Diagnostics window select the XPort Utilities tab and click the Search button. A list of active XPort devices
will be displayed along with the MAC address of each XPort and the device's IP address.

3. Locate your XPort device either by the MAC Address or the IP address, then click it once to highlight it and
select the Telnet button. You will notice on the right hand side of the screen that you have connected to the
XPort. You will be prompted to press the Enter button. Next press the number 1 button and then the Enter
button. You are now in the 'Channel 1' setup menu. Press the Enter button until you get to the 'Connect
Mode'.

Change Setup:

Server

Channel 1

E-mail

Expert

Security

Default=

Ezit without save
Save and exit Your choice 7 1111
Baudrate (1920071 7
I-F Hode (4C) 7

Flow {00y 7

Fort Ho (100013 7
ConnectMode [(COY DY

The 'Connect Mode' will be set up as CO and needs to be changed to D7. Simply enter D7 and select Enter.

L R B B g O e e

4. Enable remote host comms type in File>Properties>Comms>Remote Host (interval is optional, and is not
for remote host, only for standard autocomms).

5. Right click on the Control Panel and select Configure system>Comms, and then tick the 'Include in
autocomms' option.

6. Click Save & Close and then close and re-open Traka32.
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12.4.4.3 LANTRONIX UDS2100

For some applications it is necessary to use the Lantronix UDS2100 dual serial to Ethernet device server. This is
provided as an alternative to the standard Lantronix XPort device. The difference between the UDS2100 and the XPort
is that the UDS2100 has 2 serial ports available (as opposed to just one). Also, unlike the standard XPort device, the
UDS2100 is not soldered directly to the Control PCB. The 2 serial port connections are connected to the UART A and
UART B connections on the Control PCB, and the power is taken from the Power Output connector on the Control PCB.

Configuration

Configuration is carried out in the same way as the XPort Configuration but with the addition of configuring the second
Serial Port. Follow the Xport Configuration section, and after configuring the settings for Channel 1 follow the steps
below.

1. Select 2 from the main menu followed by Enter to configure the settings for Channel 2.
2. Use the Enter key to navigate through the menu, only entering values against the following fileds:

a. Baudrate: Enter the correct Baudrate, for example 8bit 3MHz = 9600, 8bit 7MHz = 19200, 16bit =
38400.

b. Port No: For channel 2 this is almost always 10002. Note the difference here, Channel 2 uses port
10002 and not 10001.

c. I/F Mode: This should have a default value of 4C, ensure this is correct.

d. Connect Mode: This should have a default value of CO, ensure this is correct.

e. Flush Mode: This should be configured with the value F7 to enable packing.
3. Once you have navigated through this menu you should return to the main menu.

4. Enter 9 to Save and Exit, followed by Enter to confirm. This will commit the changes you have made.
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52.4.4.4 INSTALLING TELNET ON WINDOWS VISTA

Telnet Client can be used to configure a Traka Ethernet Device (TED) across an Ethernet. However it is important to
note that by default, Telnet is not installed with Windows Vista, but you can install it by following the steps below.

To install Telnet Client...

1. Click the Start button, click Control Panel, click Programs, and then click Turn Windows features on or
off. If you are prompted for an administrator password or confirmation, type the password or provide
confirmation.

2. In the Windows Features dialog box, select the Telnet Client check box.

3. Click OK. The installation might take several minutes.
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2.4.5 GPRS COMMUNICATION

With the increasing need to administer Traka Cabinets remotely, it is now possible to communicate to your Traka
cabinet via GPRS.

Remote Site Central Office

| . Cell Wireless e
J»n L : Tower Hétwork '
Fiwed P Si = Trakal?
ﬁ % -..: .‘,,",.h&

NOTE: This does not currently work with the SMS Text messaging capability on the Traka systems.

Hardware
The GPRS Communication hardware consists of...
e 1 x FASTRACK-S10 or FASTRACK-S20 (Wavecom Fastrack Supreme 10 or 20)
e 1 x FASTRACK-DATA-CABLE (Wavecom Fastrack Supreme 15 to 9 pin Data Cable)
e 1 x FASTRACK-PSU (Wavecom Fastrack Supreme Power Supply for connecting to a PC only)
e 1 xA0100/SMAM/5M (Large Wall Mount Antenna with 5m of Cable)
e 1 x NULL MODEM Converter
When you receive your Traka cabinet the GPRS Module will already be connected to the control board, you will need to

disconnect the GPRS Fastrack Supreme Data Cable to program your individual SIM card settings. Use the images
below to disconnect the data cable accordingly.
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Fastrack Supreme Power Cable

Once disconnected form the control board you will need to plug the Data cable in to a spare port on your PC (if you do
not have a serial port for the Data cable you will need a Serial to USB converter which Traka can supply for you). If
you wish to use a separate power supply instead of the control boards power output, then this can be wired and
configured at a later stage. For now, leave the power cable plugged in to the control PCB.

Next insert your SIM card into the end of the Fastrack Supreme Module. Ensure that the 'SIM Card Lock' is moved to
the right and is holding the SIM card in place.

GPRS Configuration

NOTE: This document assumes prior knowledge of HyperTerminal.

To configure the GPRS Fastrack Supreme Module to read your specific SIM Card details you need to open the Windows
HyperTerminal application.
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1. From your Windows start button in the bottom left of the computer screen click Start>All
Programs>Accessories>Communications>HyperTerminal.

: W0 Aooesshlty "

) Admrdiiratae Took il T Etirareesnt E
D) Adobe RotaHp T rll i Syshen Tooks "
o L ol ') Addeass Bock

| 8 Frefias - HP Wrtual Broesser Edition +fff (5] Caloubatoe
O Games M B Corerend Prompt
) ok Chiome wff B hobaped
B HP Dacp s Resssery vl W P

| B Wvages ofl W Program Covpsbdy witsrd
] ey WinDAT: bl “mg Remchs Destbop Connscdion
) aic Saltwans w6 Sectuomes
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T Mcroscht S0 Sarver 2008 w5 Wardows Explarer
W) Mcrosoit Ve Sourcesate A WordPad
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2. You will be confronted with a message which recommends that you make the HyperTerminal your default
telnet program. Select the desired option and continue.

Default Telnet Program?

‘wie recommend that pou make HyperTesmanal pour defauk telnet
! program Do you ward 1o do this?

[ Dont sk me thiz question again

ST | T

3.  You will then be asked to give the connection a description name and you will also have the choice of different
icon images displayed at the bottom.

Connection Description E| |Z|

=7 New Connection

Enter a name and chooze an icon for the connection:

M arme;
| Test |

| zor;

[ 1] ” Cancel ]
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4. In the next window configure the HyperTerminal to connect to the COM port that the Fastrack Supreme is
connected to.

Connect To

Enter detailz for the phone number that pou want o dial;

PR

Countrydregion; | L nited Finadan (44

Area code;

Phone number; | |

Connect uzing: | COk4 LY |

[_ (]S ” Cancel ]

5. After selecting the appropriate COM port, set the Baud Rate to either 19,200 (8bit) or 38,400 (16bit)
depending on what control board you have. Ensure all the other settings are as follows.

Baud Rate: 19,200 or 38,400
Data Bits: 8

Parity: None

Stop Bits: 1

Flow Control: None

6. When the appropriate setting have been entered click 'OK' and a blank HyperTerminal window will open.

COM4 Properties

Port Settingz |

Bitz per second: |gEEEE]

Databits: | v|
Parity: | Nane v

Stop bits: |1 v|
Flow control: | None v|

[ Restore Defaults ]

(] 8 H Cancel J[ Apply ]
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7. Switch on the GPRS module by powering on the 8bit/16bit control board. You will see the following text
appear in the HyperTerminal.

 Test - Hyper Terminad
e BN wew Ol Geweler bl

O Fob &

+CREG: @
+CGREG: B

et (2 09 : 10 Saga owact 15230 w1 L)

8. Then quickly type +++ and then wait 1 second to enter 'Command Mode'. If successful, the Fastrack
Supreme should output 'OK'.

¢ Toak - Hyper Trinmmad
Pl Ot Werr Cal Drarafer e

O =& OF F

+CREG: @
CEREG: @
+CREG: 2
SCREG: 1, 082F" "3 6h™

e 0 A = E b

9. Certain parameters need to be configured in order to connect to the GPRS network. These details will be
supplied with the Fixed IP Address SIM Card. To enter the APN, Username, Password and Port Number enter
the following information:

AT+GECONF="<APN>","<USERNAME>","<PASSWORD>",<PORT>[,<UART_BAUDRATE>]

10. The baud rate will depend on the Control PCB e.g. 8bit 7MHz = 19,200, 16bit = 34,800 etc. The example
below shows the details provided with the Traka development SIM card:

E.g.: AT+GECONF="wirelesslogic.co.uk”,"traka”,"traka”,4001,19200

TIP: To find out what the current settings are, type AT+GECONF? and the Fastrack Supreme should output
the settings (See Below).
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11. Power down the Fastrack Supreme and power back up. Upon power up, the Fastrack Supreme should output:

+CREG: 0
+CGREG: 0

On power up the Fastrack Supreme will then automatically connect to the GPRS network ready for

communication. Provided there is an antenna connected and a signal received, once a connection has been
made the Red LED on the module will start to flash.

Network Timer

On busy cellular networks, the network provider will sometimes (depending on network demand) disconnect dormant
connections automatically if no data is sent for long periods of time, e.g. 12, 24, 48, 72 hours etc. One method of
overcoming this is to restart the modem every few hours, so that if it has been disconnected it will re-connect. The
modem has a built in timer that can be set with a start value e.g. 12 hours. When the modem is powered up, the timer
ticks down until it reaches 0 and then the modem restarts. Once restarted the counter goes back to 12 hours, ticks
down again and so on. No settings are lost during a restart. The Traka default Network Timer is 12 hours. To change

the auto restart timer...

1. In the HyperTerminal, quickly type +++ and the wait 1 second to enter command mode. If successful, the

Fastrack Supreme should output OK. To alter the automatic reset parameters type:

AT+WRST=1,"012:00"

The above example shows that the modem will auto reset every 12 hours. The first 3 digits 012" indicates
hours, then a “:” and the last 2 digits "00” means minutes. If for example you wanted to reset the modem

every 30 minutes you would type “000:30".

# Tunl - Hyppwa Tarminal

e G Yen ol Tesde ten
OF af OofF &

+CGREG: @

UK

+CREG: 2

+CREG: 1, BOH", "IF6HET
+[REG: @

+CGREG: @

0K

+(REG: 2

R T
AT+HRST=1."012: 08"
0K

el 155 S dessn 10 L CRFS MM
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To find out what the current settings are, type AT+WRST? and the Fastrack Supreme should
output the settings.

r Tl - Hyepwa Tarminal
Bie Cdf Ywar Cul Traméer Hen
O B ool

+GHREG: @

UK

+CREG:

+CHEG: 1.78B02", "HGH™
+CREG: @

+CHREG: @

0K

+CREG: 2

Al kS 17
[FHRET: 1,7A12:80", "812 ;6"

1

T % Sundesn 1L CEFS MM

To disable the auto restart type AT+WRST=0.

2. Once entered, type AT+CFUN=1, the Fastrack Supreme will restart and the countdown timer will begin. Once
restarted, the Fastrack Supreme should output:

+CREG: 0
+CGREG: 0

3. You may now close the HyperTerminal and disconnect the data cable from the PC and reconnect it to the
Traka cabinet. If you desire to use an separate power supply for the Fastrack Supreme you may now connect
it up accordingly.

If you for example you setup a 24 hour auto restart and the last power cycle or restart was done at
3pm, the modem will reset itself at 3pm each day. If this is likely to be a period in which heavy
communications occur, it is better to re-cycle the power to the modem during a non-busy period.

When the modem auto restarts, it is not intelligent enough to know if it’s currently communicating
and so if you are in the middle of communicating and the restart timer hits 0, the communications will cut
off. This may cause an Internal Error in Traka32, however no data will be lost. Simply retry the command
and it will resume.

(for 8bit Users Only) Before attempting to communicate, ensure the 8bit Control PCB
Communication Jumper Settings are set to RS232.

The Fixed IP Address SIM Card will have been supplied with Public IP Address. To configure Traka32 to talk to the
Fastrack Supreme, set the Communications Settings to Network and set the IP Address to be the Public IP Address.
The Port Number should be set to that specified in the GPRS Configuration section. The example used for this
document was 4001.

1. In Traka32 right click the image of your cabinet and select Configure System.
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2. The System Settings window will now appear. Select the Comms tab and enter your information accordingly.
The example below shows the details provided with the Traka development SIM card:

IP Address: 91.195.123.225

Port: 4001
| Syslem Setlings ri rg
Cfsavencise CPLIGT Q& [T - BE CF
SystemDetsds | Calanet Config Comms | Svatem rtegraton |
Cormma Type [Hewe =] SwlemiDBembe [ 4]
IP Addrerts [ 1w 13 zs legm [ =y
Poit [+ Parevend [
H o dhepmre Sddrmnn |

NOTE: The PC running Traka32 will have to be connected to the Internet in order to communicate with the
Fastrack Supreme. This may also require configuration of a firewall to allow this to work.
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2.5 SOFTWARE INSTALLATION

2.5.1 TRAKA32 MINIMUM PC REQUIREMENTS

Traka32 requires a minimum of 650MB free space from your host machine. This is the same for every operating
system Traka supports to date. The Traka CD also contains 64-bit versions of the Sagem USB Fingerprint reader and
Desktop Programmer.

NOTE: If installing any of the below versions of SQL Server and Traka32 on the same server, it is
recommend that an extra 1GB RAM is added to the values above.

32bit & 64bit Windows Operating Systems

Minimum Recommended

Operating System Processor Processor Speed Minimum RAM Recommended RAM
Speed (Ghz) (GHz2)

Windows 7 1.0 2.5+ 2GB

Windows 8 1.0 2.5+ 2GB

Windows 10 1.0 2.5+ 2GB

64bit Windows Operating Systems

Operating System

Minimum
Processor

Recommended
Processor Speed

Minimum RAM Recommended RAM

Speed (Ghz)

Windows Server 2012

(Including R2) 1.4 2.5+ 2GB

Windows Server 2016 1.4 2.5+ 2GB
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2.5.2 TRAKA32 LICENSE

The Software supplied under this agreement shall be subject to the following terms and conditions...

1. Definitions
"Company" shall mean ASSA ABLOY Ltd trading as Traka and shall include the Company's successors and
assigns.
"Customer" shall mean the person, firm or company with whom this agreement is made.
"Software" shall mean all Software licensed under these conditions.
2. Licence
The Company hereby grants a non-exclusive, non-transferable licence to use the Software specified on one
computer processing unit for every user licence purchased.
3. Patents, Designs and Copyright
The Company retains all proprietary interests and rights in and over the Software and all trade secrets, patent
rights and ideas in relation thereto remain the exclusive property of the Company.
4. Copying
The Customer agrees not to disclose the contents or code of the Software to any third party. The Customer
may take copies of the Software, but only for the purpose of back-up security and agrees that these shall also
be kept confidential.
5. Delivery
Unless otherwise agreed in writing, any delivery or performance dates specified by the Company are
approximate only and time shall not be of the essence for delivery.
6. Prices and Payments
All prices are quoted exclusive of VAT or other statutory taxes.
The Company shall have the right to charge the Customer for any expenses incurred as a result of
discharging its obligations under this Agreement, unless otherwise specified.
The Customer shall pay the amounts due under this Agreement within thirty days from the date of the
Company's invoice. The Company reserves the right to charge interest on any overdue amount at the rate of
2% per month from the date at which the amount becomes overdue. If payment in full is not made in
accordance with the Agreement the Company may require the Customer to return the Software together with
all known copies and Software protection devices, without prejudice to any other remedy which may be
available to the Company. The risk in the goods shall pass to the Customer on delivery but all items remain
the property of the Company until payment is received in full.
7. Maintenance and Support
The Company agrees to provide the Customer with maintenance and support under the terms of it's warranty
for the 12 months following the date of installation. At the completion of this 12 month period, the licence will
continue to remain in force; but ongoing maintenance and support will only be provided by the payment of an
Annual Maintenance Fee, always providing that the Fee specified has been received by the Company. The
services shall be as follows...
a. Provide the Warranty service as specified in (10) below.
b. Provide the Customer with a copy of any programs issued by the Company as new release, which
may includes upgrades as well as additional features and facilities.
c. Provide a telephone help line support during the normal working hours of the Company.
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8. Annual Maintenance Fee

The Annual Maintenance Fee specified will, if chosen, be payable upon expiry of the first year following
installation of the Traka system and at yearly intervals thereafter. Payment of such invoices shall be as
specified above. The payment of the invoice will entitle the Customer to the services specified under Clause 8
(maintenance and support) for a further year from the date of the Annual Maintenance invoice.

9. Warranty Service

The Company believes that to the best of its knowledge the Software has been thoroughly tested for freedom
from arithmetic or logical defects in the Software and that it will function as stated in the user manual. As
there is no means of ensuring the total absence of defects in the Software, the Company agrees to use all
reasonable endeavours to correct free of charge any such defects in the Software discovered by the Customer
during the period of the Warranty, provided always that...

a. The Customer promptly notifies the Company of any defect which it believes to exist.

b. The Customer provides the Company with all details and information which may assist in diagnosing
and correcting the defect.

c. The Customer provides any facilities which the Company may reasonably request to aid the diagnosis
and/or correction, and co-operates with the Company in these activities.

The Company reserves the right to charge the Customer at its prevailing rates for any effort
expended in tracing apparent defects which prove not to be defects covered under this clause.

The correction service under this clause does not apply if...

i The defect is attributable to failure or breakdown or interference of any third party, or
software or hardware not supplied subject to this agreement.

ii. The Customer is in breach of this Agreement with the Company.

iii. The Customer fails to operate the Software properly or fails to follow the instructions or
recommendations of the Company with respect to the Software.

iv. The defect is due to the input of invalid or inaccurate data by the Customer.
V. The Customer interferes with, modifies, or fails to secure the Software.

10. Training

Other than the supply of the standard documentation included with the Software, no additional formal
training is provided by the Company unless otherwise agreed by the Customer and the Company.

11. Limit of Liability

The Company and the Customer agree to indemnify each other against any liability in respect of injury
(including death) or loss or damage to property which results from the act, default or negligence of itself, its
employees or agents to a maximum of £2,000,000.

The Company accepts no liability for any losses, whether direct or consequential, however caused, arising
directly or indirectly from the use of the Software.

12. Disposal

The Customer undertakes that, upon the cessation of the use of the Software for whatever cause, or upon
termination of this Agreement, it will return to the Company, all known copies of programs, Software
protection devices, documents or other material in its possession on whatever media they are recorded, or
otherwise dispose of them as the Company may direct.

13. Force Majeure

Neither party shall be liable for failure to perform its obligations under this Agreement if such failure results
from circumstance beyond the party’s control.
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14. Termination

Either party shall have the right to terminate this Agreement if the other party is in material breach of this
Agreement and fails to rectify such breach within 30 days of receipt of notification thereof in writing, from the
injured party. Termination shall not affect any other rights of the injured party.

15. Law

This Agreement is governed by the laws of England and Wales and the parties submit to the jurisdiction of the
Courts of England and Wales.

16. Entire Agreement

The parties agree that these terms and conditions (together with any other terms and conditions expressly
incorporated in the Agreement) represent the entire agreement between the parties relating to the licence of
the Software, and that no statements or representations made by either party have been relied on by the
other in agreeing to enter into the Agreement.

Copyright © 1997 - 2021 ASSA ABLOY Ltd trading as Traka. All rights reserved.
All brand or product names are trademarks of their respective holders.
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2.5.3 TRAKA32 INSTALLATION

Before installing the Traka32 software, please check that the PC you are going to install the software on meets the
minimum requirements otherwise you may face problems during the installation or use of the software. Please refer to
the minimum PC requirements section for more details.

1. Insert the Traka32 CD into the CD-ROM drive.
2. After a few seconds the set-up wizard should run automatically.

If not, click on Start>Run and type D:\Setup.exe followed by Enter (replacing the D with the appropriate
CD-ROM letter).

— ey Type bhie mame of a program, Folder, document, or
L7 treemet resaurce, and Windows wil apenit For wou,

Coen! | D) Setupreel ¥

[T ] [ Caneet | [T rowee...” |

3. The set-up wizard will guide you through the installation.

Installation Locations For Traka32 Software
When installing Traka32 you can specify the file locations for the Destination Files and the Writable Files (Data Files).
Setting the path to the Writable files folder

At a certain point in the installation you will be presented with the following window.

Cidc?iextmmwbﬁsﬁﬁu.w&&ﬂmhmﬂhaﬁ%lﬂd&r..

{ Install Traka 32bet Administrator vO2. 10,0019 data to:
..--j C:\Users\PublciTrakaTraka32)

InstaliShield

From here click the Change button to browse to select the desired location for the writable files. Continue
with the installation and click finish.
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e If you are installing software version 02.08.0003 and above, on to a Windows XP or Vista platform,
once installed you must ensure that the permissions of the Traka32 Program Files (C:\Program
Files\Traka Limited\Traka32) are set to...

Read & Execute
List Folder Contents

...as the Traka32 software will need to create and delete temporary files during the communication
process.

e The Traka32 Data Files/Writable Files (C:\Users\Public\Traka\Traka32) will require the
permissions set to...

Full Control
or at least

File Create

File Delete

Modify

Read & Execute
List Folder Contents
Read

Write

Read

...as information will be written to the database and locking files will need to be created and deleted
from the directory.

Also Read & Write permissions must be granted for the following registry key and sub keys...
HKEY_CURRENT_USER\Software\VB and VBA Program Settings\Traka32

You now have the ability to change where the writable folders are kept. By default Traka32 always looks for
the following folders in C:\Users\Public\Traka\Traka32:

Download
Reports
Settings
Support

Some customers do not allow files to be updated on the local computers ‘C:’ drive so you can now copy the
folder structure to another location and point Traka32 to use the new location.

1. To set this up simply navigate to the folder where you installed the writable files e.g.
C:\Users\Public\Traka\Traka32 and copy the folder structure into the location you wish to move
the folders to.

Do NOT delete the original files from the installation, only copy them to a new
location.

The structure needs to be the same as the structure as it was in the original installation location. The
structure is as follows...
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4.

5.
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| Database

, Download

J Import

. Reports

J Settings

J S0L Server Manager
J Support
. Templates

| relocate

NOTE: The settings.ini file (inside the Setting folder) can be moved to another location
outside of the other writable files, for example, if you moved the Database, Download,
reports etc to the D:\ drive then you can move the settings.ini file to a different location.

After placing the files in their new location explore the Settings folder and open the settings.ini file.
In the [General] section of the settings.ini file add the following line 'AppDataPath=' followed by

the new location you have moved the file to. Ensure that you do not add any additional incorrect
characters to the location name, as you may receive an error on start up.

! T32Settings.ini - Notepad EE|[Z|
File Edik Faormat Wiew Help

General
AppDataPath=U.~Writable Files
MloadPrompt=0
Al lowProductionbMenu=-1
MnloadPasswvord=0
ToolbarStyle=2
HideErrorMes=zage==0
[Databa=zeBaclkup]
T=ze==1
Enabled=0
Fath=
Frequency=01
[KevLi=t]

ShowTree=-1

[

&

Open Traka32 whilst holding F11 on your keyboard to open the Traka32 Properties window. Point the
database & settings files to their new locations by clicking the browse button.

#i Trakad? Properiies...

= EFEL S = |
Daiabast | Database
Dl Providier [ |
Settrugyt Fils
[V Traka DT Ve Fokders'viron Fernedy Ow'ntable Files\Settings) T A5 etings i rowse |

Flasin puinct the path 5 tha dalaban e
Liws Cishabugos Path

[T T, e ——y =

o Ostabusse Bachup
Enabie Auto Backup

Flegsncy [
Eaciig Path

Click the Save & Close button and use Traka32 as normal.
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‘2.5.4 TRAKA32 REGISTRATION

When you run the Traka32 software for the first time you will be asked for a software registration code.

tralkea software Registration

“Widcome lo b= Traka Kep Conhiol ™ 32hi Admrishalm

Toageer e soleie. please enlen wour uiock cocke bedowy and chok on Regea. To
chbzicn a1 unleck code please cortact pour supplien

4 3l dap ealuation penod s a0 eeclable. Thens e 30 daylz) emanng o ealuale.

Application: Trakaz2
Lizenze Couni: 235
Sollwae Coder  1B3EC- BCAAE - FESER - 373FE

Riecister Drire | Help | Lol Evaluste || Regster |

Traka32 is registered on a concurrent user basis, so effectively you have to register your database. Once you have
registered the Traka32 software you can install as many copies of the software as you wish but you will only be
allowed to have a certain humber of copies loaded at any one time.

You do not have to register Traka32 immediately as you can evaluate the software for 90 days. Simply click on the
Evaluate button to continue loading the software. During the evaluation period you will have full use of the software.

When you are ready to register the software please contact Traka by telephoning +44 (0)1234 712345 between the
hours of 08:30 and 17:30 GMT/BST or by email to support@traka.com quoting the following...

e  Application
e \ersion
e  Software Code

You will be given a 20 digit unlock code. Enter the unlock code and click on Register to complete the registration
process.

NOTE: Older versions of Traka32 used to be registered on a copy by copy basis. If you have version
01.05.0003 or earlier of the Traka32 software you will have to register every copy you install.
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2.5.5 DATABASE INSTALLATION

22.5.5.1 MICROSOFT ACCESS DATABASE INSTALLATION
Whenever a copy of Traka32 is installed on a Workstation, a blank database will be installed. If you are upgrading a
previous installation the current database will not be overwritten. The default file path for the database is
'C:\Users\Public\Traka\Traka32\Database\T32Database.mdb'.

Moving the database

It is strongly recommended that if you are setting up a networked Traka system that you move the database from its
default location to a file server that can be accessed by all the required workstations and is regularly backed up.

To do this, simply move the database from its default location of
'C:\Users\Public\Traka\Traka32\Database\T32Database.mdb' to your chosen network location using Windows Explorer.

NOTE: If you are installing the database on to a Windows XP platform, the database directory will require
the permissions set to 'Full Control' as information will be written to the database and locking files will

need to be created and deleted from the directory.

Setting the database path

1. Load the Traka32 software by double clicking on the
will be prompted for a database path.

con. When you run Traka32 for the first time you

liraka Database

i The path ko the database has not been selected,
; Please select the database path...

Cancel Help |

2. Click on OK to set the database path.

Fpen |'_-?_|E|
Lok e [ atabsse R =
A I 3Buch
L) 1o dtase nd
by Frazard
Decuariz
[ e
Deskiop
MpDooursarni:
L
My Conpulm
I.& Pl Dene: ' = Dpen
Hp Mtk Filbal bpes [Hesoodh Ancazi Fina [ reki] i Caresl
Flaoes e
[ p——

3.  You will be presented with an open window, select the path to the database and click on Open.

4. Traka32 will continue to load. Please note that after setting the database path, Traka32 will take longer to
load than normal as an integrity check will be made on the database.

For further details including setting up Software Access please refer to the Software Access using a Microsoft Access
Database section.
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12.5.5.2 MICROSOFT SQL

2.5.5.2.1 MICROSOFT SQL SERVER OVERVIEW

In addition to Microsoft Access, Traka32 supports all versions of Microsoft SQL Server as the database back-end.
Microsoft SQL Server delivers security, reliability and scalability for customers with multiple cabinets and/or
installations of the client software.

For further details on setting up Software Access please refer to the Software Access using a Microsoft SQL Server
Database section.
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2.5.5.2.2 INTEGRATED SECURITY

When a user logs into Traka32 that is connecting to a SQL Server, the user must have the appropriate authorisation to
connect to the database. This is in order to maintain the highest level of security of the SQL Server and the database.

When Traka32 connects to a SQL Server it has to authenticate the user in one of the following ways...

The type of authentication used can be defined in the Database Properties window in Traka32. To open the Database
Properties window hold F11 and open Traka32.

Database
D otabase Provider (Merecn S0 s |

Settng: Fils
L e Pl T s T s s TS el T 305 elingn e

Server Name |versereen2mZ

Dotsbase Nasme [TestDatabase

Command Timeout 1=1] j seconds

' S0l Dialsbacs Aocour U sermare L Fazsmond
" Windows Intsgrated § eouity

Tiaka Conrmction
'
o

Tk a Corrmchon Paresdnd

e SQL Database Account (Username & Password)

When a user connects with a specified login name and password, SQL Server performs the authentication
itself by checking to see if a SQL Server login account has been set up and if the specified password matches
the one previously recorded. If SQL Server does not have a login account set, authentication fails and the
user receives an error message.

e Windows Integrated Security (also known as Windows Authentication Mode)
Integrated Security allows a user to connect through a Microsoft Windows (domain) user account.

SQL Server achieves login security integration by using the security attributes of a network user to control
login access. A user's network security attributes are established at network login time and are validated by a
Windows domain controller. When a network user tries to connect, SQL Server uses Windows-based facilities
to determine the validated network user name. SQL Server then verifies that the person is who they say they
are, and then permits or denies login access based on that network user name alone, without requiring a
separate login name and password.

e Traka Connection (recommended)

Using the Traka Connection option, Traka32 connects to the SQL Server using an encrypted password. This
means that a user is unable to connect directly to the back end database.

Simple Login (Username & Password): The user's ID and password are set up in the User Details form in
Traka32. The user must then use their Traka32 User ID and password to run Traka32.

Windows Integrated Security: The user's Windows login ID is matched against their Traka32 software
login ID. The user must then use their Windows login ID and password to run Traka32. If you tick the
checkbox Prefix user ID with domain name, then when a user starts Traka32 the user record will be matched
against the domain and Windows login ID.
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A new Key called ‘AppendToConnectionString’ can optionally be added to the [Database] section of the
T32Settings.ini file.

For example:
[Database]
Provider=2
SQLServer=TrakaServer
DatabaseName=Traka32
AppendToConnectionString=MultiSubnetFailover=True

From the above example, the text “MultiSubnetFailover=True” will be appended to the end of the normal SQL
connection string. If this key is not found then the connection string will be the same as normal.

Any text can be added into this field as required.
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2.5.5.2.3 SQL CONNECTIVITY & BANDWIDTH

Protocol: TCP/IP

Port: The default is 1433.

Encryption: Traka32 version 02.05.0024 currently uses Microsoft ADO version 2.7 to connect to either a Microsoft
Access or Microsoft SQL Server database. Microsoft has not published any information on the encryption levels of ADO
2.7 so it is not possible for to provide any information therefore it is assumed that there is no encryption currently

incorporated in the database connection between Traka32 and SQL Server.

Bandwidth: The minimum acceptable bandwidth is 4M bits (512K bytes) per second. (See below)

This is based upon 5,278 Key Records being displayed in the Traka32 key list. This transposes to 1,698.51K bytes of
data being sent by the SQL Server to Traka32.

With an unrestricted 100M bits (12,800K byte) per second connection it takes 5 seconds to transfer the data.

1.00 MB
075 B

0.50 MB

0.00 MB

1.00 KB

0.75 KB

0.50 KB

0.00 KB

With a restricted 4M bits (512K byte) per second connection it takes 8 seconds to transfer the data.

mDoDIDoDmoDmmomDom

1.00 KB

0.75 KB

0.50 KB

0.00 KB
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With a restricted 2M bits (256K byte) per second connection it takes 11 seconds to transfer the data.

1 Ch

0.00 KB

With a restricted 0.5M bits (64K byte) per second connection it takes 31 seconds to transfer the data.

=
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0.00 KB
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This is based upon 23,600 Event Records being displayed in the Traka32 crystal report viewer. This transposes to
3,139.84K bytes of data being sent by the SQL Server to Traka32.

With an unrestricted 100M bits (12,800K byte) per second connection it takes 2 seconds to transfer the data.

1.00 KB

I o
I 0580 kKB
| 0. =]

0.00 KB

With a restricted 4M bits (512K byte) per second connection it takes 6 seconds to transfer the data.
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075 MB
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1.00 KB
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0.50 KB

0.00 KB
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With a restricted 2M bits (256K byte) per second connection it takes 12 seconds to transfer the data.
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This is based upon opening and editing a single user record that has access to 2 Traka Systems. This transposes to
74.36K bytes of data being sent by the SQL Server to Traka32.

This does not include any communication between Traka32 and the Traka Systems directly. Please
refer to the XPort Connectivity & Bandwidth section for details.

When editing user records it takes minimal time to open the data within Traka32 and save the changes back to the
database.

With an unrestricted 100M bits (12,800K byte) per second connection:

With a restricted 4M bits (512K byte) per second connection:
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With a restricted 2M bits (256K byte) per second connection:

With a restricted 0.5M bits (64K byte) per second connection:
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2.5.5.2.4 SQL SERVER

2.5.5.2.4.1 MICROSOFT SQL INSTALLATION

This section provides a guide for configuring an installation of Traka32 for use with SQL Server. It assumes the reader
is already familiar with the Traka32 software, SQL Server Management Studio and SQL Server security.

Before Installing Traka32
1. Install and configure SQL Server.
NOTE: Traka32 is compatible with all collation orders.

2. Create an empty database in SQL Server for Traka32 to use. The standard name for the database is
T32Database.

NOTE: It is left to the Database Administrator (DBA) to determine suitable file locations, sizes and
backup/restore policies.

Installing Traka32 and Server Tools

1. Run the Traka32 installation as usual.

The installation for managing SQL Server does not have to be located on the same machine as SQL Server
itself however the Traka SQL Server Manager requires the SQL DMO Object Library to work.

2. At the Setup Type dialog, select the Custom option:

) Traka 320it Admministrator 102.240000 Rd - InstaliShisld Wizard et S

Setup Type
Chooss the setun type Shat best SRuts your needs,

Please seloct a selup type.

Tvpical
ﬂ Instalds typical application features. Recommendsd for most Lsens.

Hinimal

ﬁ Irestal Phe hass appboaton fes without & defsult Scoess datshase.

@ Cugtom
Chioose which components and Language-spedific application
features you want rsaaled, Recommended for advanced users,

<gack [ mext» [ cance

L 4
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3. Remove the Blank Database from the setup and include Microsoft SQL Server Tools:

1) Teaks 3760t Administrator v02.28,0000 Ré - InstalfShield Wizard et
fﬂulhmli-cllm
Select the program features you want irstalisd,
| Cickon anicon in the kst bekow tn change hom a feature i instaled.
Featuore Description
Irestalls bools for configuring &
Micresolft SO Server databuse
fior Lme with Traka32
i This featune requnes 31MB on
your hard drive.
Enstal to
Cr\Program Fies [xB6)\Traka Limited Traka32|
EnsialShield 1
[ oo [ e J[ <m |[ ted> ][ cocd |

4.
checkbox and click on Finish.

Connecting to SQL Server and Creating a Database

Complete the set-up as usual. When the installation has finished, uncheck the Launch application now

1. Click SQL Server Manager from the Traka program group in the Start menu to open the Traka SQL Server

Manager:

® Traka 50 Serer Manager

Ede
Q tllﬂh-ﬂwuﬂllll-ﬂhm!i|ﬁ W WA e |

;"'I_ ) Thes babs i urasd for frm cond urstion of your SEL Sarver s e Trsks drisbacs

Cpvenl el s v PleEse Sl MiE aplea i feo{ReiTies =y Coliabves

Actiopw

2. Select File>Properties.

m . ﬂ!

s Tor SOL Server Manager

@Tﬂl c e prop:

S0L Server Setfings

50L Server
a Teaka Dutabans: |

I Ut rtageated Securty

™ use S0 Conmaction Encryption

Applcation Sattings

L= 1

@ [ Guery the wiate of the Traka datatass when the apolcation siarts

=]
=l

F Remember egin detais for this seasicn

N

e —
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3. Click the selector button (...) next to the SQL Server box and select the installation of SQL Server where the

Traka database is located and click

4. If you are using Integrated Security or SQL Connection Encryption tick the appropriate boxes.

OK:

5. Click the selector button (...) next to the Traka Database box, noting that if Integrated Security is not
being used, you will be prompted for your SQL logon details and select the appropriate database and click the

OK button:

6. Check the Query the state of the Traka database when the application starts checkbox, and then click

OK.

igh Traka SO Server Manager

e

:‘i) Thim Bab i waadl For B con igaraiion of your SO0L

fg’i;'u:;;..m:.;m S|

Servet and B Trska datsbass

———— |

Actiong
hect tad thy cortyrts of e srumersion b (pach
a4 s dendripioss | ae ug-le-dale

Becreahe SOL Cenfoate, orente Cosnament Lissis
e Prooedure. cresie Encrypton Stened Procedenes:

B Dutatana S ¥ Chcha fa par T
ahly 2 e Traki AMtabdde

Biciug B LOL Dddddaded

Current Satstase vernion.  Unable bo determine cement datsbias Crwry Dutatins |
Upstaten reguired T databans reges mindaai

l:-nml

gy Danalese

Procead Peal Lipdsied

Cutsbase Conanbmacy Checks I

7. Click the Initialise Database button:

W Initisiise Databuce

\i.) This window initializea an smpty

im S0L Server for use with Traka

Currest Relesss - wOLM.0000
Fawann [ate I April g

hiztes [Ful relaasa of Trakald vi2 24 0000
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Actend Py
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8. Confirm the Current Release is correct and click the Initialise Database button. The actions performed
should be displayed as follows:

17 Initisfise Databuse prieesn

| \i:') This window inisislises an ampty in 0L Sarver for use with Traks

Cument Relasse = w20 0000
| Poteasa Duie: 39 Apeil 2098
hzigs [Ful relaans of Trakald vid 24.0000

Acicna Periprmed Chas

[Processirsy poal opdaie scripls
Fnrirsg $ongt Crealeen g

Roanfersy hergt UnirCoust Sgi

Funinieg :orpt DalstassEnorypion. 5gl

Loading data e erumerston labks -
| Sucorpaiuly icaded ol R0 enumension aties

Sucoess iy Ftabed the databese =

9. Close this dialog and the main window should appear as follows:

i Traka SOL Sevver Manager L] ]
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Ruri Datskens Conambency Checks o checkinepar the
s of fhe Traks datsbase Diabatasse Consadenty Checis

Bachup M 201 Datwtaia Baecius Dutsbase

10. The initialisation is now completed and the database is ready for use with Traka. The Manager tool can also
be used to query the state of the database by clicking the Details... button, which displays an overview of
the state of SQL Server and the Traka database. Database consistency checks and basic user management
can also be undertaken from the Manager.

NOTE: Whilst the extended functions in the Manager work, it is recommended that all
management tasks, including user management, are undertaken from SQL Server Management
Studio.

The Check Enumeration Data button can be used at any stage to ensure that the data held in the
enumeration tables is consistent, although this should not be required during normal operation.
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Configuring and Starting Traka32

1. Before Traka can be started, it needs to be pointed to SQL Server. To achieve this, single-click the Traka32
icon on the desktop, press-and-hold the F11 key, and then double-click the Traka32 icon. The Traka32
Properties... dialog should appear (you can release F11 key when it does):

Distabase Provader
Sattngs Fils
) Pl Tl s\ T rasdbe s TS i\ T 325 elingn i

Server Hame |m-mm2‘u12

[ atabeson Moo

Ciommmard Tirvesonit B0 j daonds

i SOL Dalabass Accourt [Usermarne L Passeond
™ o Indegrated Securiy

™ Tiska Correction
e
e

Teka Cornection Pasrrend

-

2. Change the Database Provider to Microsoft SQL Server and enter the appropriate Server Name and
Database Name.

3. Adjust the Command Timeout value in seconds accordingly. The default command timeout value is 60

seconds. If you experience Command Timeout Error messages then increase the command timeout values
in increments of 10 until the errors no longer appear.

NOTE: It is not recommended that you enter a command timeout value below 30 seconds.

4. If you are using Integrated Security, select the appropriate option from those available.

5. Click Save & Close.
6. Re-start Traka32 by double-clicking the Traka32 icon on the desktop.

If required, you will be prompted for your SQL Login details. At this stage, this will need to be the built-in "sa"
login or a user who is mapped to the database owner.

7. The Traka32 interface should now appear with no systems defined.
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2.5.5.2.4.2 ACCESS TO SQL MIGRATION

This topic describes how to import data to a Traka SQL Database from a single Traka Access Database. It assumes the
reader is already familiar with the Traka32 software, SQL Server Enterprise Manager and SQL Server security.

Before You Start

NOT cover this scenario.

If you wish to import multiple Access databases to one SQL database please contact Traka as this topic does

The version of the Traka32 software that is used with the Access database MUST be the exact same version

as that being used with the SQL database. If the versions are different, upgrade the Traka32 software that is
used with the Access database to the same version as going to be used with SQL prior to migrating. You must
also run the Traka32 software so the database checks are made. This is to ensure the Access and SQL

database structures are the same.

time needed to get another unlock code.

Installation

When upgrading from Access to SQL server you will receive another 90 days evaluation period to cover the

1. During the initialisation of the database as described in the Microsoft SQL Installation topic, the below screen
will appear. Tick the option to Import all Data from Access database after Database Initialisation.
[ ',"_ Initialise Database - ﬁ1
I_ -
\l) This window initial an empty datsb in QL Server for use with Traka
Currend Release . v02.24.0000
Rekase [ate 29 fypril F6
Holes [Ful.rzban of Trakal2 +02 24 0000
Access mport
¥ imgort ol Dada from Access database afor Dlabass lisksaiicn
l =
Acions: Porformsd Intiskse Dalabase
2.

3. Select Initialise Database.

Click the (...) button to browse to and select the existing Access Database. Once selected click OK.

database.
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2.5.5.2.5 TRAKA SQL SERVER MANAGER V2

There is an additional v2 version of the Traka SQL Server Manager program. This version is only required if you are
creating or updating the Traka32 database schema or you are starting with a new installation of the Traka32 software
and the TLS 1.0 protocol has been turned off on your server.

NOTE: Traka32 version 02.39.0000 or higher will be required if installing Traka SQL Server Manager v2.

1. Ensure that the Support for Non TLS 1.0 enabled servers option is selected within Traka32 Properties. Please
refer to section 3.9.1 for more information.

If TLS 1.0 is turned off on the server that hosts the SQL Server Database and you attempt to connect Traka32 using

the default connection properties, the following message will be displayed:

r B
Traka SQL Server Manager ﬂ

Connect_TrakaServer: Unexpected error #-2147221504

! {'[Microsoft]| ODBC S5QL Server Driver]| DBNETLIB]SSL Security error
[Microsoft][ODBC 5QL Server Driver][DBMETLIE]ConnectionOpen
(SECDoClientHandshake().')

E——

If you have selected the Support for non-TLS 1.0 enabled servers option, and when connecting to the database,
you receive the following message:

[ Trakaz2 WS PRERASY ) |

I ,  Provider cannot be found. It may not be properdy installed.

You will need to install one of the following Native Clients; Sqlcli-32bitSP3 or Sqlcli-64bitSP3. The installation files
will be located in the Traka32 directory within the TLS 1.0 Support files.

The installation files will be located in the Traka32 directory, within the TLS 1.0 Support files.

2. Launch either the 32bit or 64bit installation, depending on your Operating System.

agram Files (86) » Traka Limited » Traka32 » SQL Server Manager » TLS 1.0 Support Files v |4l

iy Share with + Bum Mew folder
Name Date modified Type Size

0] Enabling TLS1.1-1.2 for Traka
@) RegDisabledTL510

@] RegEnabledTL51.1

) RegEnabledTL51.2

15 sqincli-32bitsP3

5 sqincli-64bitSP3

26 KB
1 KE
1 KB
1 KB
3,060 KE
4,964 KB
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3. Follow the on-screen instructions for the installation.

. .
2 Microsoft SQL Server 2012 Native Client Setup S

welcome to the Installation Wizard for SQL Server
2012 Native Chent

Setup helps you instal, modify or remove SQL Server 2012 Native
Client . To continue, dids Mext.

WARNING: This program is protected by copyright law and
international treaties.

< Back [ Mext > ] [ Cancel J

NOTE: Ensure that .Net Framework 4.6.2 is installed.

Once the installation has completed, the SQL Server Manager v2 can be located from the Start menu.

4. Launch the SQL Server Manager v2.

5. Complete the on-screen information as required. You can choose to use an existing database or create a new

database by simply entering a new name.

NOTE: If Traka32 hasn’t been installed in the default location, you will be required to change the path to

where the SQL scripts have been installed prior to adding or updating the database schema.

6. Select the Add/Update Schema button to apply the changes.

 Traka32 SQL Manager v2 - 2.39 =c
i St traka

l—|
Database Traka32 Iml ABL mr
User ID 58

Password o Add / Update Schema

SGL Scrpt Location C:\Program Files (x86]"Traka Limited" Traka32\5GL Server Manager', Fo—

0 Default date records have been updated in TPoolVehicleBookings BookingStatDate
0 Default date records have been updated in TPoolVehicleBookings BookingEndDate
0 Default date records have been updated in TCriticalLockouts SignOffDateTime

0 Default date records have been updated in TCriticalLockouts. TransferDate

0 Default date records have been updated in TCriticalLockoutFobs LockedinDateTime
0 Default date records have been updated in TLockoutSynFuelFobEvents EventDate

0 Default date records have been updated in TLicenseExpiry ExpiryDate

Checking RunOnce: TFobs Home_ fields

RunOnce Needed: TFobs Home_ fields

Checking TFobs to set Current CabFieldiD and PosID

RunOnce Successful: TFobs Home_ fields

Checking RunOnce: TFobs Curfew fields

RunOnce Needed: TFobs Curfew fields

Checking iFob Curfew data in table TFobs

RunOnce Successful: TFobs Curfew fields

Set database version fo 3

1311 error(s) were found In the enumeration lables and were all corected

The Traka32 Database Has Been Upgraded Successfully

If you are not upgrading or installing Traka32 and TLS 1.0 is turned off, refer to section 3.9.1 and ensure that Support

for Non TLS 1.0 enabled servers option is selected.
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If the Native client has not been installed when you launch Traka32, you will receive the following error message:

LS s W v -

h Provider cannot be found. it may not be properly installed.

Refer to note 2 of this section for details on installing the SQL Server 2012 Native Client.
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2.6 COMMISSIONING

2.6.1 COMMISSIONING OVERVIEW

Hopefully by this stage you will have installed your Traka systems and have at least one copy of the Traka32 software
installed. If not please refer to the following sections...

e  Planning

e Hardware Installation

e Communication Installation

e  Software Installation

The commissioning stage will take you through the configuration and testing of the Traka systems using the Traka32
software. Once this stage has been completed you can then start to use your Traka systems.
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2.6.2 CONFIGURING SYSTEMS

Before you can start administering your Traka Systems from the software, the system details must be defined. Once
defined, you will be able to configure the iFobs, Key and User details and start to use the Traka System to its full
potential.

1. Load the Traka32 software by double clicking on the icon.

2. If you have not registered your software yet, please refer to the Traka32 registration section.

3. If you have not configured your database path yet, please refer to the database installation section.

4. When Traka32 has loaded for the first time you will be presented with a grey screen.

| fn e e Bepeets Took Hpgreen e Lieip
1B fvterm Vopwrer 0 Usar Lt S Gy Lot T B gy s [ P i Dl
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5. Click on the Tools menu followed by Configure Systems and you will be presented with the System List.

| Lirfie B8 Yow Bopets [ooh Eggememn fiedes iy
1B yvierm Vs 08 bt i 5 gl T Bl gt ais. [ N i Dl

dyheri Brporty Pbe G deeh s Frpr——
o e Mgk £

6. Click on the Systems Menu followed by Add New and you will be presented with a new System Settings
window.

| Cspreaecione CJLIFOH @S OB ot system GF 5T CF Resd Syntem Settings

Finttweiie Vioesion |
System THe

Time Zone : ||]JTL'.] Dbl Edenkesgh, Liskon. London
Local System ting Tue OT/EZTNE 1438 fuant bor daghoht saving time :

o

7. Enter a System Title to represent the system you are adding for example Reception or Basement.

8. Enter the Serial Number of the system for reference. This can be found on the inside of the Pod and starts
TKC, for example TKC10123.

tral<a kev conrroL system € €E

E Traka Limifled | +44 () 334 T12145  wwes Dot o 00 . Suppoidass com
THIS PRODUCT MUST BE EARTHED : INDOOR USE OHLY

- AR PTG A S H a3,
TK{: BATTERY BACKUF 12w DT 338 0 1784
CORECLT BPLST oo OO 24 MA%,

9. Set the Time Zone, Daylight Saving and Date Format as required.

10. Set the Control Version to 8bit or 16bit depending on the hardware fitted to your Traka System.
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11. Click on the System Config tab.

L8 Sirve & Chose . . Jl.dira-m- CB Read System Settings
System Detss SystemConfig | Comes | systemmepenon

Hurmiber o Postions | 7 21]

12. You will see a list of cabinets that are attached to the system. A system comprises of a control pod and one or
more cabinets. By default there is one cabinet that has 6 receptor strips or rows. You must alter the cabinet
configuration to match that of your physical system as follows.

To edit the default cabinet, either double click on the cabinet in the list or click on Edit System.

daeticoe 4 D6

|| System Configuration ] .
Syabem Mumber : |on ]
Sytem Tger [Kes Corirad =]
Syt Sty |5 Sevien [2nd Edition] =

Fiurmbes of Cokamns [on =l
(o080

Simply edit the Number of Rows and Columns to match that of the Cabinet in the System.

To Add a Cabinet, click on

To save the changes, click on =
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13. Click on the Comms tab.

I System Settings

Clspeticione CCRBE P& CFgdnsysten CJBE OB Read System Settings
SysemDetss | SystemCenfg Comms | sywiemmmegrmen

Conms Tope: [T | System 0 Wuarber - [0y

Seiial Port Humbes - [Fr o =] [r=mongd =]

14. You will see a Comms Type drop down menu. From this you can select:
a. Serial for RS232 or RS485.
b. Modem.
c. Network for Ethernet.

15. Select the appropriate communication setting.

16. If you have chosen Serial, select the following options:

1) System Settings

Copetecione CHCHBE D& [0 pdnsystem LI BE OB Read Sytem Sestings
SysemDetsis | SystemCenfg Comms | sywtemmmegranen

Cone Tope: ST | System 10 Mumbar o1

Srial Port Numbe - [Pt 001 =] [r=emonsa =]

a. Serial Port
Select the Serial Port of the PC that you have connected the Traka System to.

b. Serial Port Settings
Select the appropriate serial port settings.

For an 8bit system the setting depends upon the type of crystal your Traka system has been fitted
with. Set 9600,N,8,1 if the 8bit Control PCB is fitted with a 3MHz crystal or set 19200,N,8,1 if the
8bit Control PCB is fitted with a 7ZMHz crystal. Please refer to the 8bit Control PCB Diagrams to
locate crystal type.

For a 16bit system the default setting is 38400,N,8,1. The 16bit hardware can also be configured
for 19200,N,8,1 or 9600,N,8,1 if required.
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17. If you have chosen Modem, select the following options:

Hspetcciose CPEFEE Q& [Hednsstern GF BE CH Read System Settings
SysemDetsts | Sysbem Confy Comms | Sysiemimegraton |

Comers Trpe Al des: Jun £

Seiial Port Humbes - [P o =] [r=emomed =]
Teslaphore M umbes |
Indiakition Streg | |

a. Serial Port Number
Select the Serial Port of the PC that you have connected the Traka System to.

b. Serial Port Settings
Select the appropriate serial port settings.

For an 8bit system, the setting depends upon the type of crystal your Traka system Control
hardware has been fitted with. Set 9600,N,8,1 if the 8bit Control PCB is fitted with a 3MHz crystal
or set 19200,N,8,1 if the 8bit Control PCB is fitted with a ZMHz crystal. Please refer to the 8bit

Control PCB Diagrams to locate crystal type.

For a 16bit system the default setting is 38400,N,8,1. The 16bit control hardware can also be

configured for 19200,N,8,1 or 9600,N,8,1 if required.

c. Telephone Number
Enter the telephone number of the modem you wish to dial.

d. Initialization String

Please refer to your modem user guide to work out the appropriate initialization string. The default

setting is ATVOX4N1L1QO&MO0%CO&KO\NO and should apply to most modems.

18. If you have chosen Network, select the following options:

Cspmemsenngs | e
Clspeetcione LRCRBE D& CFgdnsymemn LI BE P Read System Sevtings
SysemDetss | SystemCeafg Comms | Sysiemmiepraton |

Conns e P Syl Pt [51 <]

e = Logen: I

a. IP Address
Enter the IP Address of the Ethernet device.
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b. Port
Enter the Port number of the Ethernet device, this is usually 4001 for the Moxa device and 10001
for the XPort device.

c. Logon
This is not currently required for the commonly used Ethernet devices but is available if a different
type of device is required.

d. Password
Again this is not currently required for the commonly used Ethernet devices but is available if a
different type of device is required.

e. Hardware Address
This field is for reference only to help with the administration of the Ethernet devices. The Hardware
Address is also known as the MAC Address, for example 00-90-E8-04-31-38.

f. Select the System ID Number from the drop down menu. The System ID Number has to match
that of the number programmed in the Traka System. For most systems this number will be 001.
Please refer to the Configuration Menu section for details on setting the System ID.

g. Do not worry about the System Integration tab at the moment as this can be configured later.

19. When you are happy with your configuration click on m or w Ve &GDSE.

20. If you have a 16bit Traka System, the 16bit Configuration Wizard will launch allowing the hardware to be
registered and configured. Please refer to the Adding a 16-bit System section for more details.

4 Traka 16bit Configuration Wizard L

Traka 16bit Configuration Wizard
Walcome. ..

Waelcome Lo the 16l configus slson wrand

tw'dwma by Hree TERsl configration wizand. Thes vazand hans launched because aiber

& wou have cicked on Coriguss Farmsare,
b wou ave added & new System Lo the databass o
c Traka32 has detected a handware charge: [zuch as the 1EBbit Control FCE)

The vazaid vaill guide pou thiciagh e sleps requesd 1o ensure your Traka Cabred i3 conliguead consctly.

IF TrakadZ has deteched & hmdware change te Last Configured CPSH and the TPSM Aead from
Handwraie' shown belows vall b cillsianl. || they s diflsian! pou val nsad o oblan & corhguiaton s
Froen Trabea in ondet 1o communcale vaith the nevw handeas

Click: Blest bo confinue

CPSH
Lasl Conligpasd CPSH | 5
CFSH Aesd basm Handwate |
[CHE ] Cocn | Mest
21. Now refer to the Initialising Systems section.
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2.6.3 ADDING A NEW 16BIT SYSTEM

When adding a new 16bit Traka System to a database, the 16bit Control PCB must be registered to the database
with a configuration file.

Because the 16bit application firmware is generic and not customer specific (like the 8bit firmware), a configuration file
is required to customise the firmware for each system. The configuration file contains the configurable parts to the
system such as the number of receptor strips and card reader settings as well as the cost options.

Without a configuration file, a Traka System can be used as normal, however no cost options will be enabled and the
card reader settings will remain as they were last programmed into the Control PCB.

The communications between Traka32 and the Traka System will also be possible for up to 30 days, but every time
communications is initiated, Traka32 will prompt for a configuration file first.

NOTE: When adding a new 16bit System, it is very important to set the Control Version in the System
Settings window to 16bit.

Adding a New 16 bit System

1. When adding in a new 16bit System and communicating for the first time, the 16bit Configuration Wizard will
be displayed.

1 Traka 165it Configuration Wizard =

Traka 16bit Configuration Wizard

Welcome. ..

Waelcome Lo the 16l configus slson wrand

tw'dwma tar e 1Ekel conliguration sizad. This vezand has larched becaune aither

& wou have cicked on Coriguss Farmsare,
b wou ave added & new System Lo the databass o
c. Traka32 has detected a handware charge [zuch as the 1EBbi Control FCE]

The vazaid vaill guide pou thiciagh e sleps requesd 1o ensure your Traka Cabred i3 conliguead consctly.

IF TrakadZ has deteched & hmdware change te Last Configured CPSH and the TPSM Aead from
Handwraie' shown belows vall b cillsianl. || they s diflsian! pou val nsad o oblan & corhguiaton s
Froen Trabea in ondet 10 communcale with e new handeas

Click: Blest b comtinue

CPSH
Lasl Conlgured CPSH | 5
CFEH Aesd bam Hadwae |
[CHE ] Coce Bt
2. Click on Next.
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3. The CPSN window is displayed confirming the Serial Number, CPSN Read from Hardware, the Hardware and
Code versions and also the Traka32 version the firmware was tested with.

<3 Traka 16hit Configuration Wizard B

Traka 16bit Configuration Wizard
CPSN

t t'ow can optionally load i & saved configurstion B or just chck Mest' bo vies o smend the
cLarerd catensl conlgrshon

Sewal Mumbe: [T

CFEN Read hom Hasdware . | E
Liada Versons:

Sappbe At |

Eeinel

[hatabase :

T ested vaith Tiakald2

T ested vaith Tuaka Het :

Corhguiaton Fie o Load

[ Hrommse |

Hee | Lo | Back | [CHmds

You will need to contact your distributor quoting the CPSN Read from Hardware. The distributor will them
be able to e-mail you with a configuration file for your hardware.
TIP: Click the button to copy the CPSN to the clipboard for pasting into a file or email.

4. Once you have obtained the configuration file from Traka or your distributor, save it to the machine from
which you wish to load it.

5. Click Browse to search for the configuration file.
6. Enter the 5 digit serial number of the Traka system (excluding TKC,TIL etc).

Senial Mumber ]

Pleane amies the 5 digin Cabinet/Locker Senal Humbe [ o

Joome [
7. Click OK and browse to the location the configuration file was saved to. Only configuration files matching that
of the entered serial number will be available for selection.
The configuration file name is structured as follows:
<Serial Number> - <CPSN Number> - <Firmware Version>.TKCcfg

For example, for a system with a serial number TKC12345, a CPSN of 01041006164704010200 and a
firmware version of 1.00.00, the following file is required:

12345 - 01041006164704010200 - 010000.TKCcfg

8. When you have selected the path to the configuration file, click on Next.
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If the configuration file was correct a message will be displayed indicating the hardware will be licensed to the
database and any cost options will become available. A message is displayed indicating the file has been
successfully loaded.

Trakow 16oit Cormbgeraton Wiosrd ]

The Configuration File wis suooeiTully loaded. New cost optins may
raxs bt wvaalabbe. The Confagursticn Wirard will not b lsunched on
rerry comrmarsLalion

oK |
NOTE: This indicates it has been loaded into the Traka32 database only at this stage and not yet
applied to the cabinet.

If the configuration file was incorrect, check that you have the correct file via the file name and try again. An
incorrect file may be because:

a. The CPSN did not match,
b. The Hardware Key did not match or,
c. The Firmware Version did not match.

9. Follow the wizard through, checking ALL the settings and amend as required. For details on the various
settings, please refer to the Firmware Options & Settings section.

10. Finally click on Apply to load the configuration into the cabinet.

& Traka 168t Corfiguration Wizard [ x|

Traka 16bit Configuration Wizard
Save and Update Cabinef

t It i possible fo backup the cuienl conhguwraton i & e, The corbguislion fles [ TECcg] contars
e ophione: 26l within thiz =iz and can b used a3 backups of for techrical sppot. To backup
e configuration, click the 5 sve Configuestion o Fie” button belos

Save Configuration ka File J

If you wish you may also save the current configuration (with any changes) to a File. Click the Save
Configuration File button to do so and provide a suitable name for the file perhaps indicating any specific
options that it contains.

11. Now that the new 16bit Control PCB’s CPSN has been registered, you will be able to communicate as normal.

Also View:-

16bit System File Types

16bit Configure Firmware Wizard

Changing Hardware

Changing Firmware Settings
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2.6.4 INITIALISING SYSTEMS

When Traka Systems are delivered the memory within the system can become corrupt especially if x-ray machines are
used to check the packages. To ensure there is no corrupt data within the system you must reset the memory and set
the date and time.

1. When you have configured the systems you can view the system by clicking on View followed by System
Viewer. This is the default view that will be shown whenever the software is loaded.

e —— T

[[TPEn Bt o foets Tooh Eopmeen iedem (e -
| OB e Vo O Uoar Lt ¥ G i Y sl et g O e | - Posmas O 000 = [ Belewi

System: Sysbem 1
Mhmre o e ebrrabes evadakn B e spbes
Frmiion

Tharre  re emlorradon svadsien fos des posdee

2. To reset the memory and set the date and time, simply click with the right mouse button over the picture of
the system and click on Synchronise System.

[V e [0 Yoew Boponts Took Epgneen fimdew Help
CB Gyvtom Vipww  F Lhar Lt =2 Koy Livt O B ol pytare iats 8 ot = Pogition 0000 - 0080 =

System: System 1

Thare m no avicrmation svadabia for this pyaien

o devaakeial Tt than pasitaa

@ et Symemm Dwte 8 Tame
EF Symchronine Egtemad Lhan
E. Bernote User Secesi

Lganeen
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3.  You will be asked if you wish to read all system data. Click on No.

Update all Syztem Infamstion B

Synchronising & systern will chear all dets from the systems memony

£ L including any transactions and alamns that haee not been downloaded.
I i recomemanded that you resd all system data from the system
before sy heprmang 40 ro data i ko,

Do you wish o read all system data now?

4. When asked if you are sure you want to continue, click on Yes.

Wou are about to clear all existing infomation from 16-bit Test [001]
£ I-ln. ard update the system with all the relevant datsbase information.

fure you sure you want to continwe?

5. The software will then communicate with the Traka System.

Cmmﬁnkil@. i

||

| w Dpening senal poet 12

|« Waking System 1.

| v Checharsg Status of Cabanet System 1...

| w  Readng OPSM fiom Spitem 1

|i w Reading fimware venion from Spstem 1

| o Readng system conligusbon lismn Syt 1.
# Syrcheonizeeg system System 1 with databae.

| # Cleaing sl information hiom System 1

| press [ Tocance 000003

Il

This should only take a few seconds. If the communications fails, check the communications settings and
installation. If communications still fails you will need to contact your supplier for further help.

6. Now refer to the Configuring iFobs section.

V4.2 28/01/2025 uD0089 Page 143
This Document is uncontrolled unless over stamped "CONTROLLED DOCUMENT"



2.6.5 CONFIGURING IFOBS

The Traka Systems work on fixed iFob replacement basis which means the iFobs must be returned to the position from
where they were taken (unless using the custom Random Return option - see note below). By default the system will
not know where each iFob should go therefore the iFob serial numbers must be associated with the position in the
system and the Traka32 software.

NOTE: If your system is setup for Random Return to Multiple Systems (RRMS) this process does not apply.
Please refer to the Random Return to Multiple Systems Setup for more details. If your system is Random
Return to a Single System (RRSS) continue to follow this process.

1. Ensure the Traka System is loaded with an iFob in every slot.

2. When you have configured the systems you can view the system by clicking on View followed by System
Viewer. This is the default view that will be shown whenever the software is loaded.

e W
BT e
| ICH fyverm o Lot Lot P Gy it Y sl i g % e | - Pesmaa 0000 - [ Belws

System: System 1
Thmry m v borraiom svaislsis B Sen epsies.
Pt §

Thayry oy oy siorerapiiom pvadaisy For ey prsdes,
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3. To configure the iFob serial numbers, simply click with the right mouse button over the picture of the system
and click on Engineers followed by Synchronise iFobs.

ET i [da Yo Bapomn Tooh Lagewes Biedos bp - X
B vimm Wy §F Uit = Epylat 7 B o yntorn daty [ Syimml = Poubos DXL - 0080 = [ Boves

s ria
Chack Janal b
gt o8 St
Bt ey ity

4. You will be asked if you wish to download all transaction and alarms. Click on No.

vl il

Before synchronising the iFobs, it i recommended that all transactions
and alarms ate downloaded so that any iFebs that have been moved
can be re-sllocated.

Do you wish to download all transactions and alarms now?

C=1_

5. When asked if you are sure you want to continue, click on Yes.

ZTET

You are about to update all the Fob sensl numbers in System 1.
This will autematically set-up ary new iFobs and update any existing
iFobs.

Aure you sure you want to continue?

. |
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6. The software will then communicate with the Traka System.

w Dpening senal post 12,

v Waking Spitem 1

v Chechking Stabus of Cabeet Spshem 1.

v Pinading CPSN fiom Spstem 1,
ummmﬁmﬁﬂml..
w Feading tystem corliguisbon lrom Spitem 1.
# Updating o Fob senal rumbers in System 1.
#  Reading o Fob serial rumbers in System 1.,

| — ]

Prass E To Cancel 0 0 12

This should only take a few seconds. If the communications fails, check the communications settings and
installation. If communications still fails you will need to contact your supplier for further help.

7. Your system viewer should now contain the iFobs.

OO e B fww Bapots [och Eggeeen Miwalewr by Producten
I8 fverm Vorwer O Uar Lt ¥ G Lot T o s s [ e | = Pomea X0l -8 -

System: Sysbem 1

Lambe | e el epelleted of SO0 e Rloruley Bt M

By default, all the iFob Access Levels will be set to 1 which is sufficient for testing and basic use. For more in-depth
information on configuring the iFob access levels and access times please refer to the iFob Details section.

V4.2 28/01/2025 uD0089 Page 146
This Document is uncontrolled unless over stamped "CONTROLLED DOCUMENT"



2.6.6 CONFIGURING A USER

1. Click on the View menu followed by User List and you will be presented with the User List.

2. Click on the Users menu followed by Add New.

(F Eile Edt Yiew Beports Took Engineers Window Help -8
I Systemn Voewer £ UserLint =3 Koy List [0 Bead o systemns dats (7] System 1 = Position 0001 - 0060 = [ Befresh
Users | Beports Filer | Ty Search Hewt A Colurmen *  Record Count:0
7 it User
Add
Emad Sie Bwking | Shest Town | Posicede | Logn Aumorners Group

Recalculate Al Users Secuity Seftings.

X Chose

3. You will be presented with a new User Details window.

i er Dctale - (Hew Sheer) - — ——e
Bairetichme Tgfl, G &5 @ Badintcodswipe Ty &

UserDwtais | spmemacoss | Foedooes | SertyGess |

Gooup Mure -!
Fichuns :

The user details tab allows you to input details about the users.
4. Enter a Forename and Surname for the user.

All the other fields in the User Details tab are for reference only and are not required for the commissioning
stage. For more in-depth information on configuring the user details please refer to the User Details section.
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5. Click on the System Access tab.
0 User Dietuls - (New User} ——— —_ EE
CaspetiCione Tgf, G @5 S Bed st cardswipe T &
Uner Detads sysemAccess | Fooscoms | SecurtyGenss | Fiegan | somwwe sccess dqpnes I
Piryca Cand - I ime Lt -
SeeadmPM: [ Aok Al Svisms ]
St [fee =] PemuEmwbas: [Bommem =]
Aoy Dl [-Jun 2016 =] ExayDatn 1-Jur-21050 -
1028 000 -
Sn Men Tus Wed The Fi Sa Feom Ta
s FPFPFFFPP [0 == [ogo0 =
ShhB F F F F F F F 0w = [orm =
Show EBgctive; | Actve Sishus & Azesss Levels =]
—Tacive [ L1112 ] 03] U4 06T L6 L7 | L8] Lo L30T L9 (k72 LA ] L L6 L8 L7 L8] L 20 L2 | L22] L2 Lo ] L2628 L2 Lo L2 036 L | L33 L3
| # | LR RERE SRR E N * - * * - L * - » L] * L] - * L] - * £l - - - * L2 L] - L] -
= [Fle[siels ool olais sl o s o[ siolv olo s (o|*|*|s|* |||+ |*|*]*]*]+
The system access tab allows you to define the user’s access code, the period of validity and the times of
access.
6. Enter a PIN or Card ID for the user.

e  For a Keypad entry Traka System, enter the Primary Personal Identification Number (PIN).

For a Card Reader entry Traka System, enter the Card ID.

If you do not know the Card ID:

a. Swipe the card through the reader fitted one of the Traka systems. The Traka system
should beep and display ID Not Recognised on the LCD, if not try swiping again.
NOTE: Make sure no other user swipes their card until you have read the Card ID!
b. Select t_h_e_ system that the card was swiped on from the
System ; -.-_,-_|5y3t3m1 [007] ll drop down menu.
c. Read the last card swipe by clicking on the B Read last card swipe button.
d. If successful, the Card Number will be displayed.

V4.2 28/01/2025

===

Mewell

Allocate PIN or Card 1D ta Craig Newell M

i
Dho you weant to allocate this PFIN or Card 10 2] to Craig hesell?
The system will be updated when you save the changes.

4;

|
L
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e. Click on Yes to allocate the Card Number to the user and you will see a series of **** in
the PIN or Card ID field.

7. Click on the iFob Access tab.

0 User Detads - Mew User)
Cytpebtiose Ogf, G &5 0 Bead st cand swipe Ty 5

ot lowvearcon | 0= Uil | | F_ﬂ

I FobAlovarce Per Access Level

i

3

<
- -

TP er—— =]

L
(]
e
B vt |
: DODd
B

(00

ooo?
B
. Do

e v
Actve | L1 L2 LY Ld L5 LE LT | LB LP L0 LUY 12 LA3| LW L6 L96 L7 L18 LB L20 | L3 | L2F L2 LM L2S| DS L27)L28 L29 L3O/ L37|L32 L33 LM LIS L36|
& B SR

R AR RN e

8. In order to test the system you will need access to the iFobs. By default all iFobs are configured with Access
Level 1 unless otherwise specified. Assign Access Level 1 to the user by selecting it from the Available Access
levels list on the left and clicking the single right arrow to move it to the Current Access levels list. The
'Effective’ status at the bottom will change from read to green to show that the user now has access to the
system.

0 UserOetat - piew e [
|| Buspescion fgfT. G @5 Siudumadmpe Ty &
aerOmisls | Sysiem dcoess Fobaccoss | SecetyGrows | Argon | sofwars dsoess

Show Effective . [Active Statun & Access Levels =l

[ actve [L1]e2[ 3 ca ] L8[ 18 7 s s o] L] L12] 3] Lia] Lases]L17 [ Lon] s L20] 121 122 [ L29] L2e | 128 126 a7 | Lam 2s | 130 L3 [ 132 L3834 | L3 138 |

LA A A R O R R R R R A
L I R

9. All the other fields and tabs in the User Details window are not required for the commissioning stage. For
more in-depth information on configuring the user details please refer to the User Details section.
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E“ or E“ Save & Close

10. When you are happy with your configuration click on and the details will be written

to the database and to the relevant Traka Systems.

[ Compinications Status..

w Dpening senal post 12

v Wiaking Spetem 1.

w Chomchire Stabus of Cabenet Spstem 1.
v  FReading OPSH from Sptem 1

w Reading fimmvare venion from Spotem 1

w Feadng tystem corliguiation om Sypibem 1.
«  Synchionisng Lee Mewel vath Syshem 1.
w Clogirg serial port 12

pross [ 7o cancel o000

11. Now refer to the Final Testing section.
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2.6.7 FINAL TESTING
The final testing of the Traka System involves removing and returning the Traka iFobs.
1. Identify yourself to the Traka System.

2. For a Keypad entry Traka System, enter your Primary Personal Identification Number (PIN). Or for a Card
Reader entry Traka System, swipe your Card.

3. Check that the door pops open (if fitted). If you have more than one cabinet attached to your system you will
be asked to select which door you want to open, simply enter the door number on the keypad.

Select Cabinet 1..2

4. Check that LCD is displaying the correct name of the user that has logged in.

Raron Kenneds
Held: 1

5. Starting at position 1, check that you can take and return each iFob in the system.

a. If the position is a Locking position, press the black button against the iFob until you hear a beep.

Release button and
Remowe iFob: 1

Release the button, the solenoid that holds the iFob in place will activate and you should be able to
remove the iFob. Check the LCD displays the correct position humber.

Les MHews=ll
Held: 1

6. If the position is a Non-Locking position, simply remove the iFob and check the LCD displays the correct
position number.

Les MHews=ll
Held: 1

If you have a description set against an iFob, when you remove the iFob the description will
be displayed on the LCD (Software version 02.10.0016 and above)

7. Repeat the process for each iFob in the system.

During this process it's possible that a time-out may occur and the system will display 'PLEASE CLOSE THE
DOOR'. If this happens simply close the door and then log back into the system to continue testing the iFobs.

FLERSE CLOSE THE [OOR

8. Once you have finished testing all of the iFobs in the system, close the door.
9. Return to the Traka32 software.
10. Select the appropriate system from the drop down menu.

CD fe Edit oew Beporti Jook Epgpeeen Windsw Help - X

| B Gymem Viewer €8 Userlist =2 Koy Lt (7 Beasd all pystomns data [ |EEEGE DR = Fecitsn 0001 0060 - [ Refresh
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11. Click on the button highlighted below to read data from the selected system.

CD fle fdit Moew Beports Tock Epgeeen Window Help =8 x
OB System Viewsr £F Lser List =3 oy Lint mmﬂmm«{‘@]mml = Poitacn 0001 - 0060 = [ Releesh

w Dipening senal post 12,

v  Waking Syitem 1.

w Chemchine Stabus of Cabenet Spetem 1.
v Risading CPSH fiom Spstem 1,

w Feadng fimmare version fom Spdtem 1
w Readng tystem corliguisbon lnom Spiem 1.
# Syrchionierg databass with System 1.,

#  Synchiorising B5 evenls wath System 1.,

| — ]

Press [B ToCancel oo0am

12. Check that Traka32 downloads an appropriate number of transactions and that the transactions appear in the
iFob History tab.

OO e B fww Bapots [ooh Eggeesn Riwalewr iy
1O fyrwern Verwer {7 Lot Lt 3 G it Y sl il vy s [0 e = Py W0 -0 = | Bl

System: System 1

Lambe | el peleted of 104 nn Ve kg S e 2L

1 Spwen e 1

Syt
vt ©

13. This completes the basic installation and testing. Please refer to the main user guide for more in depth
information on the various features and options of Traka.
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3 TRAKA32 SOFTWARE

3.1 TRAKA32 SOFTWARE OVERVIEW

All Traka products that use 8bit or 16bit hardware are supported by the Traka32 Windows software, this is essential to
configure the Traka Systems. Traka32 allows you to view and manage your Traka system through an 'easy to use'
software interface.

=
. == =
T e [dt Yeew Bepoms Toch lpgeesn Wiedos Help -8 =
OB Syvimens ipons @0 e Lo = oy Uik O s ol gy doia £ Sywtem ] s Poumcn 000l -0080 = [ Betreh

Systern: System 1

kit itiitd B s, o |

s ma i

ssssssasscl m ll

SHEEE e
5388885458

5388885392

8383885483

ok [ eran | sy Dveomn | Fala AooEey | P — |
(£ g Don T platid widr W s [1] | V) sotaraad [T | Ralated ipiies Hrdted (afid 4
| & nom Reteread  VMEpDOHE 19 IF AT e Nl
| mem Bemewed  ME-Map-20ME 10037 42 Lt Mewel
... B Epdurrad  VE-May-20HE 1037 4D L Mavwnl
A oo lamgend VU200 00D 42 Lae Meaal

| tem Epaway  Vlbimp il DIP L Al
| nen et Ui AT Lk Ml
@ e Botarra  Vi-Mp201E
|# Bmm Epmmwed 1E-Mayp-201eE
' em Enpdareag Hallwp I o
I T L
e L T L
Ay Bem Execerd H-Map-2018 1037 0 Low Sewel
| Baem Bpdarmad My 2008 W17 27 Lo Nearel
14y Bem Bemcesd Thllpp 2l I I7 Loy Rparnil
(i s B el 1M AS L et
F Ben Epeewnd  Vi-Mppaid 183 e Mewel
| B Bplared  H-Mp-2 M 1R Lo Newel
& Bem Cwegwed  H-Mrp2UH 19030310 e Sewel
(B Rdaread  ablap il 181 G Rl

Hiii

i

f

i

i

This software is installed on a local or remote PC and can be networked if required. It is not required for the software
to be "on-line" and for most installations the software will be installed on an existing computer to be used when
collecting data from the Traka Systems or when changing user or key/item details.

With so many opportunities to configure the system, it is important that this is completed using a computer screen - it
would be impossible just using the Traka keypad and display.

The software is remarkably easy to use and shows graphically the details of the keys or assets held in the system and
gives comprehensive user and key/item activity reports. The Traka system allows up to 200 access levels (8bit
systems) and 2560 access levels (16bit systems) giving a huge range of possibilities of access for different grades of
staff.

Traka32 can support 20,000 users on Key cabinets when used with 16bit Key cabinet firmware 03.00.16 and above
and 50,000 users when used with 16bit Locker firmware version 03.00.16 and above.

Traka32 is written in Visual Basic and can use either a Microsoft Access, Microsoft SQL Server or an Oracle database.
Please view below which versions are supported.
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Windows 7
Windows 8

Windows 10

Windows Server 2012

Windows Server 2012 R2

Oracle 10G

Oracle 11G

Traka32 must be run on a Windows XP or later computer. Traka32 is designed for multi-lingual support with several
European languages already available.
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3.2 READ ALL SYSTEMS DATA

The transactions, alarms and events reports available from the Traka32 software are only as up to date as the last
time the system data was read.

Syshbem 1 [001] 5
To update the data from a single system, select the required system from the

EH
drop down menu and click on ; (shortcut key F9).

To update the data from all systems, simply click on [ Read all A e .

It is possible to configure the Traka32 software to automatically Read All System Data at regular intervals or a specific
time of the day. Please refer to the Auto Communication in the Properties section for more details.

It is good practice to Read All System Data as often possible. If a problem was to occur with a Traka System valuable
data may be lost if the data is not read.

Traka does have a limited amount of memory as with any system. If a Read All System Data is not done for a very
long period the memory may become full. When the memory becomes full, it will start to overwrite the oldest
information in order to keep the most recent information and data may be lost.

If a Traka System’s LCD starts displaying the ‘'Memory Almost Full’ message, the alarm and/or transaction memory
within the Traka System is nearing maximum capacity.

If a Traka System’s LCD starts displaying the 'WARNING: MEMORY FULL!!" message, the alarm and/or transaction
memory within the Traka System has reached maximum capacity.
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3.3 LANGUAGES

8bit systems currently can only display one language per system. Please see the below list of supported languages.

16bit systems have the ability to display a different language for each user in the database. This allows each user to
login to the cabinet/locker and have their own language displayed whilst they use the system. Once they are finished
and have stopped using the system, the cabinet/locker will revert back to displaying its default language until another
language specific user begins to use the system. Please see below for supported languages.

e (Czech
e  English
e  Finnish
e  French
e [Italian
e Dutch
e Danish
e Latvian

e German

e Norwegian

e  Spanish (Spain)

e  Spanish (Venezuela)

e Japanese (Katakana)

e Swedish
e Slovak
e Polish

e  Portuguese (Brazil)
e  Portuguese (Portugal)
e  Russian

e  Turkish
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3.4 SYSTEM SETTINGS

3.4.1 ADDING SYSTEMS

1.

2. From the system list click on the Systems menu followed by Add New.

Systermns | Reports  Filter
LI Edit System

L0 Add New
EE Remove

X Close

From the main screen click on Tools, Configure Systems and a list of the current systems will be shown.

NOTE: If you already have a system record open you can create a new record by simply clicking on

the I"'__'EI button.

3. A new blank system record will be created.

||:r Syatem Letting: B | L0
QW spenceae RPN J 5 o B OB Read Syt Senings
Fysnem Detass Cabinet Conty Loy | Grmemrepme |

P Yernin VENTSO(I5Feb2008 el Humber —Teomms
Siem Tds Eales Rigapeis Hiore -
Tiewt Tormt [FEMT | Gmararmcit M s Torse v, Einbaurgh Listems, Lesdons =]
LocallSpatrn b . [ F 17002000 1410 it ol gt v lems =
[t Fomat [adirmds =]

Conisol Werson ] -]

4.

5. To Save your changes, simply click on

6.

V4.2 28/01/2025

Edit the appropriate details, for more details refer to the System Settings section.

m or w Save & Close .

To Cancel your changes, simply close the window and click No when asked if you wish to save your changes.

uDO0089
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3.4.2 EDITING SYSTEMS
1. From the main screen click on Tools, Configure Systems and a list of the current systems will be shown.

2. From the system list simply double click on the system record you wish to edit or click on the Systems
menu followed by Edit System.

Systems | Beports  Filter

[ EditSystem |-
[F Add New 000
@ Remowve

X Cloze

You can also edit a system’s details from the System Viewer by right clicking over the picture of
the selected system and clicking on Configure System.

3. The selected system record will open.

4. Edit the appropriate details, for more details refer to the System Settings section.

fave B Close
5. To Save your changes, simply click on m or w = .

6. To Cancel your changes, simply close the window and click No when asked if you wish to save your changes.
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3.4.3 DELETING SYSTEMS
1. From the main screen click on Tools, Configure Systems and a list of the current systems will be shown.
2. From the system list simply click on the system record you wish to delete, click on the Systems menu
followed by Remove.
Systermns | Reports  Filter
Edit Syst
CH Edit System [Nt
LH Add New
m Remowve
* Cloze
NOTE: If you already have a system record open you can delete the record simply by clicking on
the @ button.
3. To delete the system simply click on Yes.
Soystem Settings E
dige you sure you want to remiove this system?
WARMIMG: All #Fob, Key and User associstions o this system will also
be cleased!
Yo = Eﬂ' =
4. And Yes again.
Soystem Settings [
Please re-confirm that you want to remaove thes system?
WARMIMG: All fFob, Key and User associstions to this system will also
be clessnd!
e l: Mo ]
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3.4.4 SYSTEM SETTINGS

Right click the Pod and select Configure System to access the System Settings. The System Settings window allows

you to add and edit the system details.

System Details

qslw.fﬁ.iinst q w ﬂ @'&} B £t Systers ,l :.1 CB Fead System Settings
SystemBetsils | spsemceetg | Systemmegrizen |
Fewme Versmon: [ 421202 [03Jun2016] | TECOMZ3
Sysbam Tk | st ] [Hone =
Time Zore: [ UITC) Db, E dinbangh, Liskon, London =
Local Systemtiona: [ Tom S0B00NG 1607 Akt lon daylight s2ving time w
B —

Diate Foimat [Sdimenapr =] |Foore ]
Contaal Vateon |1{|b¢: :J
Humier of -

‘ b BOCETE |m J

Firmware Version

This field shows the current firmware version of the system.

NOTE: This field will automatically be filled in when you communicate with the Traka System.

System Title

Enter a System Title to represent the system you are adding for example Reception or Basement.

Serial Number

Enter the Serial Number of the system for reference. This can be found on the inside of the Pod and starts TKC,

for example TKC10123.

Eral<a KeY CONTROL SYSTEM nivar 575,

@ TrakaLiritad . ~2400 1234 T17345 v ik com - suppeeti@tiaka com

-
x

\#

THIS PRODUCT MUST BE EARTHED Fo
INDCOR USE ONLY
Senal Na.: PGS INPLT 10024900 A0 S080H: 34

| TK‘C. | BATTERY BACKUP 12y DT 3.34h0 C E

CYACILAT NPT 80 D0 1 .54 Max

Region

If you are using Region access select the region the system falls in. If you are not using Region access, select
None.
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Time Zone
Select the Time Zone for where the Traka System is located.
Local System Time

This field shows the local time of the Traka System based upon the Time Zone, Daylight Saving and Date
Format selected. This is only for reference to help confirm that the settings are correct.

The date and time shown is calculated from the PC’s date and time so if it appears wrong,
please check your PC’s date and time before adjusting the Traka32 settings.

Adjust for daylight saving time

Select this option if you want Traka32 to adjust the local time of the Traka System in accordance with the
daylight saving rules for the selected time zone.

This option is used only to calculate the local time of the Traka System. The Traka System will
not automatically adjust its date and time for daylight saving unless the firmware is configured to
do so. Please refer to the Configure Firmware section for more details.

Date Format

Select the date format of the Traka System.
e mm/dd/yyyy
e dd/mm/yyyy

e yyyy/mm/dd

Control Version

Select the Control Version that is fitted to the Traka System.

e THD iFob Transfer Unit

Group

Cabinets or Lockers can now be assigned to Groups, the first use for this feature was to group lockers into year
groups for use with the Locker Allocation Wizard.
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Number of Access Levels

Each system can now have the number of usable access levels defined. The default number of access levels is

show below:

16bit systems - Key Cabinets 2560
16bit systems - Locker Systems 200
8bit Key Cabinets and Locker Systems 200
8bit with Half Reduced User Security 8
8bit with Full Reduced User Security 8

You can select the number of access levels that you want to use (up to the maximum allowed for the cabinet
configuration). The benefit of doing this is that it reduces the amount of time taken for all the calculations and
the form load time anywhere the access levels are displayed. E.g. iFob Details, User Details, Access Grid etc.

System Config

ClspetCione CPLIGE| @S _Bedasystem J 38 CFRead System Settings
Comem | Systemimegrzen |

Number of Positions

This field shows this system's total number of iFob positions for a key cabinet, or number of locker doors for a
locker system. The number is calculated from the total number of rows and columns defined in the Cabinet List
below.

Cabinet List

You will see a list of cabinets that are attached to the system. A system comprises a control pod and one or
more cabinets. By default there is one key cabinet that has 6 receptor strips or rows each comprising of 10
positions making a total of 60 positions. You must alter the cabinet configuration to match that of your physical
system as follows.

S0 Edit Syst
To edit the default cabinet, either double click on the cabinet in the list or click on B . ystem from the
System Settings Menu.
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Choose your System Type, and then simply edit the Number of Rows and Columns if required to match that
of the Cabinet in the System.

! System ConSguration [
dareticee JJ Q6

System Configuration |

Gyatem Mumber o ||
Systeen Typm [oey Cortacd E‘I
Siten Shin S-S [2nd Ediion] |
Hurnber of Row:

Murrbes of Columes [
Humbes of Positons |

When you select the 'Cabinet Style' an image will be displayed at the bottom of the configuration window. This
will show you what the system is going to look like, and makes it easier to identify the system.

To Add a Cabinet, click on ""EI .
*
—E or _ﬂ Save & Close .

To Remove a Cabinet, click on

To save the changes, click on

Please refer to the System Configuration section for more details.

Comms
System ID Number

Select the System ID Number from the drop down menu. The System ID Number has to match that of the
number programmed in the Traka System. For most systems this number will be 001. Please refer to the 8bit
Configuration Menu or 16bit Configuration Menu section for details on setting the System ID.

Comms Type

Select the Comms Type from the drop down menu. From this you can select:
e  Serial for RS232 or RS485.
e Modem.

(] Network for Ethernet.
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Serial

Ll speticione LHCRGN Q& CHEdnsymern LT BE B Read System Sertings
SysemDetsls | SystemConfg Comms | symemmneqeaten

ConnaTwe: [T - | R

Sodtal Port Numbes - [Fort O =] [1emonsd =]

Serial Port Number

Select the Serial Port of the PC that you have connected the Traka system too.

Serial Port Settings

For an 8bit system the setting depends upon the type of crystal your Traka system has been fitted with.
Set 9600,N,8,1 if the 8bit Control PCB is fitted with a 3MHz crystal or set 19200,N,8,1 if the 8bit Control
PCB is fitted with a 7ZMHz crystal. Please refer to the 8bit Control PCB Diagrams to locate crystal type.

For a 16bit system the default setting is 38400,N,8,1. The 16bit hardware can also be configured for
19200,N,8,1 or 9600,N,8,1 if required.

C8 sgve & Cone
SysemDetss | SysemContyg Comms | srtemmegraten |

CommaTope: (IR - | Sysem 1D Murrber [0y
=] [rezamgs =]
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Serial Port Number

Select the Serial Port of the PC that you have connected the Traka System too.

Serial Port Settings

For an 8bit system, the setting depends upon the type of crystal your Traka system Control hardware has
been fitted with. Set 9600,N,8,1 if the 8bit Control PCB is fitted with a 3MHz crystal or set 19200,N,8,1 if

the 8bit Control PCB is fitted with a 7ZMHz crystal. Please refer to the 8bit Control PCB Diagrams to locate
crystal type.

For a 16bit system the default setting is 38400,N,8,1. The 16bit control hardware can also be configured
for 19200,N,8,1 or 9600,N,8,1 if required.

Telephone Number

Enter the telephone number of the modem you wish to dial.

Initialisation String

Please refer to your modem user guide to work out the appropriate initialization string. In v02.006.002 and
prior the default dial initialisation string setting is ATVOX4N1L1Q0&MO0%CO&KO\NO. From v02.006.002
the default dial is "" (blank).

All of the modem strings can now be edited from T32 Settings.ini and are as follows:

ModemDefaultInitialiseString ; Default = at&FOEOV0S2=43512=45
ModemDefaultDialString; Default = atDT*
ModemDefaultEscapeString; Default = +++
ModemDefaultHangupString; Default = atHO

* string remains editable in the system settings window

Network

LT System Settings [

CHspvetcciose CHCREE D& [Eidasmen LF BE P Read System Settings |
Sysiem Detsis | Syatem Canfe Comms | Systemmegreon |
ConTpn: [~ LS T
e — ok ok |
Paddess: (000 00 000 O SR—— e
P I—
o Hsidvsare dddreas
Ercapl conmrazalion to AESZEE I
E ncappiion Ky I
Gienerate Random Key | |

Irch.de In Aaubo Comms I

IP Address
Enter the IP Address of the Ethernet device, for example 10.0.0.215.

NOTE: Traka32 supports the input of IPv6 addresses. For this to work, IPv6 compatible Traka
hardware must be present in the systems.
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Port

Enter the Port number of the Ethernet device, this is usually 4001 for the Moxa device and 10001 for the
XPort device.

Logon

This is not currently required for the commonly used Ethernet devices but is available if a different type of
device is required.

Password

Again this is not currently required for the commonly used Ethernet devices but is available if a different
type of device is required.

Hardware Address

This field is for reference only to help with the administration of the Ethernet devices. The Hardware
Address is also known as the MAC Address, for example 00-90-E8-04-31-38.

AES-256 Encryption

AES-256 Encryption prevents data from being captured when travelling over the network between the
Traka32 application and the customer database. This will prevent unauthorised access to personal
information that could inherently provide unauthorised access to high security keys/items held in the Traka
systems. For full details on setting up this feature please review the AES-256 Encryption topic.

Auto Communication

peee B | T
-
CHspveticione LELEESE 2% [Bidrsyen P BE P Read System Seftings
| Sysiem Detsis | Syatem Cante Comms | Systemmegreon |
Cormert Tyoe [5enial =] SysemDMurbe: [0 =]
|
Serial Port Mumbes |Pu, Mz ﬂ [ETTODER] j Chesci: 5 esial Poits
Trschsches [y Stk Coorrimis = P Marns, IF o BP ot For SabeComms | TRAKAZTY
Mominste a PC ~ Hominsted FC For Marest Pt [

This allows the automatic communication between the Traka system and the supporting Traka32 software.

NOTE: For the Auto "Communication’ to operate you must set the Auto Communication drop
down to either Interval, Specific Time of Day, Online or
Remote Host in the Properties window.
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Include In Auto Comms

Tick this option if you want to include the system in the ‘Auto Communication’ group.

Nominate a PC

Tick this option to nominate a PC or Server to Auto Communicate with this system.

PC Name, IP or IP Name

Enter the PC Name, IP or IP Name of the nominated PC. Only the nominated PC will attempt to Auto
Communicate with the selected System. If nominate a PC is left un-ticked, then any copy of Traka 32
set for auto-communications will attempt to communicate with the selected system.

1 system setingill) [ | =)
'; = = =
CHopvedcCiose CPLIGE| D% [BEdnsysten LHEE [ Read Systom Settings
Syatem Detsis | Syatem Cantyg [ Y Sysiem Integration |
|
g T | .
| e IP urdcecs | iod
Pot r —
Pioet Musrbsed
" TimeconAccess Contiol
I ™ Swemeern Fre Conbpk
i ADTMyea Ssess Control
Erusbis ndsgration | [

Timecon Access Control
Timecon Access control allows the potential of integration of access control systems to the Traka system.

A typical example is where an access control reader would be attached to the Traka System. The reader would
be connected to an access control system. When a card is swiped at the reader, the card data would be sent
directly to the access control system. The access control system would verify the user and record the fact that a
card was swiped. If the card is valid, the access control system would send a packet of data containing details
of the user via TCP/IP to the Traka32 software. Traka32 would decode the incoming packet, again verify the
user details and if valid would send a command to the Traka System to open the door.

Please contact Traka for full details.

Siemens Fire Control
Siemens Fire control allows the potential of integration of fire control systems to the Traka system.

A typical example is where certain iFobs/items need to be released when a fire alarm is raised. In the event of a
fire alarm, the fire control system would send a packet of data containing details of the alarm number and
associated iFobs/items via TCP/IP to the Traka32 software. Traka32 would decode the incoming packet and if
valid would send a command to the Traka System priming it to release the iFobs/items when the fire
department accesses the Traka System.

V4.2 28/01/2025 uDO0089 Page 167
This Document is uncontrolled unless over stamped "CONTROLLED DOCUMENT"



Please contact Traka for full details.

ADT/Tyco Access Control

ADT/Tyco Access Control allows the potential to integrate an access control system to Traka32 so that the
access control system can be kept informed if users have keys/items in their possession. If a user has
keys/items and they try to leave the building, the access control system can be configured to prevent then from
leaving the building.

Traka32 must be configured to be Remote Host to the Traka Systems. This means that every time an Event
occurs at the Traka System (for example a key/item being taken or returned) the data is fed back
automatically.

Traka32 will then make a check on each user every time a key/item is taken or returned.

If a user has one or more keys/items in their possession from any system, Traka32 will send a command via
TCP/IP to the access control system to say the user 'xyz' has one or more keys/items in their possession.

Traka32 will know if it has sent a command to the Access Control System for a particular user so if that user
takes subsequent keys/items further commands are not sent.

If a user has returned all the keys/items in their possession, Traka32 will again send a command via TCP/IP to
the access control system to say the user 'xyz' has no keys/items in their possession.

Please contact Traka for full details.

IP Address
For Timecon Access Control and Siemens Fire Control, this field shows the IP Address of the workstation that
the Traka32 software is installed on. This is to be used by the access / fire control system to make a connection

to the Traka32 software.

For ADT/Tyco Access Control, enter the IP Address of the access control system that Traka32 will connect to.

Port

For Timecon Access Control and Siemens Fire Control, enter a Port number of the workstation that the access /
fire control system will connect to.

For ADT/Tyco Access Control, enter the Port number of the access control system that Traka32 will connect to.

This can be any port number but as certain ports are reserved for certain applications; typically a port number
of 1001 would be used with Traka32.

Enable Integration

Check the Enable Integration box to enable the Traka32 software to accept incoming data from the access / fire
control system.
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3.4.5 SYSTEM CONFIGURATION

The System Configuration window allows you to add and edit the cabinet details.

I System Configuration .
dspeticone 00 Q@G

Spstem Configuration |

Syeaten Mumber [om

[

Siytten Tygst | Fies Cortrcd

Sjetinn Sty S-S mien [2nd Ediion]
Heurrber of Rowe:

Humbes of Colamrs

Humbes of Positions

System Number

This is a reference number for the cabinet attached to the system. It is possible to have from 1 to 255 cabinets per

system.

TIP: For key cabinets, if you have more than one cabinet, match the cabinet number to the door number.

System Type

Select your system type from the dropdown list. The options available are:

e  Key Control
e Locker

e Other

System Style

Select the style of your system from the dropdown list. This list will change depending on which System Type has been
selected. As you select the System Style a preview image is displayed below to enable you to match your system

exactly. Some examples are shown below:
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Key Control:

M-Series (3rd Edition)

Lockers:

Modular Lockers Group 4 (31 way)
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Other:

Traka Handheld Device

Number of Rows

Select the number of rows within the cabinet. The number of rows selectable will depend on the System Style
selected.

Number of Columns

Select the number of columns within the cabinet. The number of columns selectable will depend on the System Style
selected.

Number of Positions

The total number of positions for the cabinet is calculated by multiplying the number of rows by the number of
columns. For example:

e 4 Rows and 4 Columns = 16 positions.
e 6 Rows and 10 Columns = 60 positions.

e 18 Rows and 10 Columns = 180 positions.

V4.2 28/01/2025 uD0089 Page 171
This Document is uncontrolled unless over stamped "CONTROLLED DOCUMENT"



3.5 SYSTEM VIEWER

3.5.1 SYSTEM VIEWER OVERVIEW

The System Viewer allows you to see a representation of the Traka System on your PC. It appears every time that you
open the software. Only one system is shown at a time and can be selected from the system selection drop down

menu on the main toolbar.
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OB vt Wopm @ Uarki =2 Caylist O Basdl ol eterdots £ Sywsem + Poumcon 000l -0080 = [ Betren

Systern: System 1
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| B Bt EMap-DOHE 108 Lt Nl
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The system viewer is only as up to date as the last time the system data was read. To update the viewer and any

other open windows, select the required system from the drop-down menu...

OO0 fle fdt Yorw Beports Jook Epgeeen Window Hegp -8 X
B system Viewes £ UserList =2 Key Lt | T Bondt all ysterns ot 71 | A || Fcsitice 0001 - 0060 = | [ efeesh

and then click on the 'Read Selected System' data button.

OO0 Fle (it Yobw Reports Tool Epgeen Window Help -8 X
CH Syvtern Viewer £F User List =2 Key Lint m&#;lnﬂmsdlif““‘"l = Poitson 0001 <0060 = ] Befresh

V4.2 28/01/2025 uD0089 Page 172

This Document is uncontrolled unless over stamped "CONTROLLED DOCUMENT"



System Display

The colours of the iFob/Keys in the system viewer change colour depending on their current status...
® : .
Mo iFob defined

®

iFob currently in the system with no keys attached

iFob currently in the system with keys attached

® | <09 ||

ar $ iFob currently out of the system

iFob currently out of the system and under a curfew

QL Ol

iFob currently out of the system and is overdue

iFab currently in the system and has a fault l[ogged against it

iFob currently in the system and has a repaired fault logged against it

X[ %e][ %]

iFob in the wrong slot. The X shows where the iFob has been incorrectly located.

'( iFaob in the wrong slot. The + shows where the iFob should be correctly located.

7 Mo inforamtion available on the related iFob and/for key.
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Information

The system viewer shows when the system was last updated with data from the Traka software. Always check to
ensure you are looking at the latest information. By clicking over an iFob on the system viewer, the status of the iFob
is clearly shown.

System: Traka HQ Reception

Traka HQ Reception was last updated at 10:57 on Friday 08-Mar-2013.

Position: 5
Access Level: 5

The iFob i= currenthy out of the system via a key booking. The iFob was
taken by Paul Robinson at 10:57 on Friday 08-Mar-2013 and iz due back by
11:38 on Friday 08-Mar-2013.

The previous user of the iFob was Paul Robinson.

Certain information can be accessed such as System, User and Fault Details by simply clicking on the underlined links
on the information panel.

Old Transactions

If you are running your Traka System with a firmware version of 6.07.30 or below the iFob and Key History will be
recorded as transactions. A transaction is defined as an iFob being taken from and retuned to a Traka System. The
iFob and Key Transaction history reports shows Time Taken, Who took the iFob, Time Returned and Who
returned the iFob all in a single record along with any other relevant information such as Mileage, Fuel Level, Costs
etc depending on what options are enabled in the firmware.

iFob History
The iFob history tab displays the last month's transactions for the selected iFob.

For more detailed reports and charts on the iFob history, click on Reports, Transaction Reports, and iFobs from
the main menu.

Key History

The key history tab displays the details of the keys currently attached to the iFob and the last month's transactions of
the keys currently attached to the selected iFob. To view the history of a particular key, highlight the key in the list
and the history will be displayed beneath. To edit a key, simply double click on the key record.

For more detailed reports and charts on the key history, click on Report, Transaction Reports, and Keys from the
main menu.

New Events

If you are running your Traka System with a firmware version of 6.07.31 or above the iFob and Key History will be
recorded as events. An event can be any action performed on an iFob such as iFob Taken, iFob Returned, iFob
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Overdue etc. This method gives much greater flexibility so that all the relevant history such as alarm and transaction
information is shown together in one report making it much easier to see what is going on.

iFob Events
The iFob events tab displays the last month's events for the selected iFob.

For more detailed reports and charts on the iFob history, click on Report, Crystal Reports, and iFobs from the main
menu.

Key Events

The key events tab displays the details of the keys currently attached to the iFob and the last month's events of the
keys currently attached to the selected iFob. To view the events of a particular key, highlight the key in the list and
the history will be displayed beneath. To edit a key, simply double click on the key record.

For more detailed reports and charts on the key history, click on Report, Crystal Reports, and Keys from the main
menu.

System Events
The system events tab displays the last month's events for the selected System.

For more detailed reports and charts on the system events, click on Report, Crystal Reports, and Events from the
main menu.

iFob Access

The iFob access tab displays all the users that are able to access the selected iFob. To edit a user, simply double click
on the user record.
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3.5.2 IFOB MENU
The iFob menu allows you to administer the selected iFob and attached Keys.

To access the System Menu, from the System Viewer, simply click with the right mouse button over the picture
of the iFob.

Position: 1
=3 Edit Kev Details
B Edit iEob Details
@ Security [
K3 Immahiliscr »
Micro Traka iFobs b

TransFer iFob Cwnership

Remoke iFob Release

IR Al

Emergency Felease

Engineers k

Position

This field displays the position of the iFob you have clicked on.

Edit Key Details
Click on Edit Key Details to edit details of the keys that are attached to the iFob.

Please refer to the Key Details section for more details.

Edit iFob Details
Click on Edit iFob Details to edit details of the select iFob.

Please refer to the iFob Details section for more details.

Security
@ Security ’|% @rant Access b
[ Revoks Access P
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Grant Access

To User...

e

L§n| ToUser P/

fr Tocroup #|

By selecting Security > Grant Access > To User , you are able to permit a user to have access to the

selected iFob.

You will now be presented with a window that lets you search for the user that you require.

All Calumed -

Eiafl Fiurrby | Posiors | Tl | Faoe | Mickds | Erdl | Sie | Bulddes

To Group...

i Tolser B

@_ ToGroup  p

Alliteratively if you select Security > Grant Access > To Group , you are able to permit a whole Group to
have access to the selected iFob.

You will now be presented with a window that lets you search for the security group that you require.

slect Security

Secunty Gisup:

Brports Prer Ty oo

&H Colusmns -

[ ]
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NOTE: If you allow a User or Group to have access to a particular iFob, you are effectively giving
them the access level of the iFob without going into their User Details. This is particularly beneficial
if you have many users in a Group and wish to assign them the same access level, this method is
much quicker than editing their individual User Details.

Revoke Access

For User...

Em For User P

ff-T For Group P

By Selecting Security > Revoke Access > For User, you are able to stop the user from having access to the
selected iFob.

You will now be presented with a window that lets you search for the user that you require.

Beparts futer Ty ! Al Columeny ,

!ﬂduota Uger

For Group...

For User P

ﬁ: For Group P

Alliteratively if you select Security > Revoke Access > For Group , you are able to stop whole Group from
having access to the selected iFob.

You will now be presented with a window that lets you search for the security group that you require.
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v Select Security Gr i o charge membership

Beports Filter T L8 Caliamng -
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NOTE: If you revoke a User or Group from having access to a particular iFob, you are effectively
taking the access level of the iFob away from them without going into their User Details. This is
particularly beneficial if you have many users in a Group and wish to remove an access level that
they all have, this method is much quicker than editing their individual User Details.

Immobilisor

E* iFob Programmer

€3 setiFob Date & Time
Read iFob Dake & Time

Dowenload History and Clear User iFob

iFob Programmer
Click on iFob Programmer to program either a Data32 or Data512 iFob.

Please refer to the iFob Programmer section for more details.

Set iFob Date & Time

Set the date and time of the selected Date Time iFob using the PC's current date and time.

Read iFob Date & Time

Read the date and time from the selected Date Time iFob.

Download History and Clear User iFob

Download any user history in the iFob and clears the iFob ready for use.

V4.2 28/01/2025 uD0089 Page 179
This Document is uncontrolled unless over stamped "CONTROLLED DOCUMENT"



Micro Traka iFobs

Program Priority iFob

Program Service iFob

Prograrn Blacklist iFob

Prograrm Date)Time iFob

. Histary iFabs »
o Dowenload Hiskory and Clear User iFob

-:' Reset iFob

Program Configuration iFob

Program Priority iFob
Program Service iFob
Program Blacklist iFob
Program Data/Time iFob

Click on the type of iFob that is to be programmed for use with Micro Traka. Please refer to the Micro Traka
Special iFobs section for more details.

History iFobs

<< Program

1 Download

Program

Program the selected iFob as a History iFob for use with Micro Traka.

Download

Download any history from the selected iFob.

Download History and Clear User iFob

Download any user history in the iFob and clears the iFob ready for use.

Reset iFob

Reset the memory in the iFob so that it can be reused by the next user.

Program Configuration iFob

Program the selected iFob as a Configuration iFob. Please refer to the Micro Traka iFob Configuration section for
more details.
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Transfer iFob Ownership
This allows the software user (subject to their access permissions) to change the owner of an iFob.

For example the key associated with an iFob may be a vehicle key. If the vehicle breaks down, the key and iFob
cannot be returned until the vehicle is repaired which may take some time. Therefore it is possible to change the
ownership of the iFob from the person who withdrew the iFob to another user or department (say Motor Transport
service).

|\ BT e

Simply select the name of a user of whom you wish to transfer the ownership to and click OK.

NOTE: You cannot transfer the ownership of an iFob if the iFob is currently in the system or if the user that
you are transferring the iFob ownership to does not have the appropriate access.

NOTE: Transfer iFob Ownership is not available for systems with Random Return.

Remote iFob Release

This allows the software user to release a specific iFob to a selected user. The software records the name of the
software user who released the iFob as well as the person to whom the iFob was released.

s J o, .-
[ St a Lz

= o |

Simply select the name of a user of whom you wish to release the iFob to and click OK.

NOTE: You cannot release an iFob if the user that you are releasing the iFob to does not have the
appropriate access.

NOTE: It is possible to hide this option within Traka32. If you require this feature to be hidden please
contact Traka or your distributor.
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Emergency Release
This opens the relevant cabinet door and releases the solenoid for the selected iFob for a maximum of 30 seconds. As
soon as the iFob is removed, the user will be instructed to close the door and no further iFobs will be able to be

removed. A remote key release is reported within the alarms report.

It is possible to hide this option within Trak32. If you require this feature to be hidden please
contact Traka or your distributor.

Engineers

iFob Memory Map
" Reset iFob

This menu can only be accessed if the current user of the software is logged in as an engineer.

iFob Memory Map

Click on iFob Memory Map to view the data currently stored in either a Data32 or Data512 iFob.

Reset iFob

This option should be used with great caution! It deletes the information held within the selected Data iFob's
memory.

Traka will not be held responsible for the loss of data if you do not back up any data before
resetting.
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3.5.3 SYSTEM MENU
The system menu allows you to administer the selected system.

To access the System Menu, from the System Viewer, simply click with the right mouse button over the picture of the
system.

Syskerm: Traka HD Reception [001]

On-Line Cammunication 2

Auto Synchronisation

Configure Swskem

Configure Firmware

Synchronise Syskem
Assign iFob Access Levels

Set Systemn Date & Time
Synchronise External Lsers

Remaote User Access

EPN® HOHIK

Bicrnetrics Adrin k
Engineers k
System

This field displays the name of the system you have clicked on.

Online Communication

Clicking on this menu will toggle the system between Online and Offline. When online a system will send real time data
to the selected software.

A system Online

CH

Auto Synchronisation

Select this option to automatically keep the software and hardware synchronised whenever a change is made in the
software to a User, iFob or Key details.

Clear this option if you wish to make changes to the database without synchronisation with the Traka system. This is
useful if you have a large number of changes to make or if you are setting up a new database without the Traka
System.

Clearing this option only lasts for the time the user is logged in to Traka32, once a user logs out and back in again the
option will by default be enabled. There is an option 'Preserve the State of Auto-Comms Online Mode' that whilst
enabled, will keep auto synchronisation disabled. For information on how to enable this option please view the Comms
section of the Properties topic.

This option applies to only the selected System and is selected by default whenever Traka32 is loaded. If you want to
set this option on all systems, this can be done from the Tools menu.
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Configure System
Click on Configure System to edit details of the selected system.

Please refer to the System Settings section for more details.

Configure Firmware

This allows the cabinet firmware to be checked and configured as changes to the cabinet specification are made. Click
on Configure Firmware to edit the firmware configuration of the selected system.

Please refer to the Configure Firmware section for more details.

Synchronise System

This communicates with the system to ensure that user and iFob details held in the system exactly match those held
within the software. The synchronisation procedure will first prompt you to backup the system's memory. It will then
reset the system's entire memory and synchronise the system with all the user, iFob and key booking details from the
database as well as the date and time.

Use with caution! Synchronising the system will reset the systems entire memory. As part of the
synchronisation procedure it will request that you read the system data before the synchronising. To read
the data first click on Yes. Once successfully read, you will be prompted to synchronise the system, to
synchronise click on Yes.

Traka will not be held responsible for the loss of data if you do not read the system data before
synchronising.

Assign iFob Access Levels

This allows a user to (re)set all the iFob access levels within a system without having to edit each individual iFob
record. Please refer to the Assign iFob Access Level section for more details.

Set System Date & Time
This lets you set the date and time of the selected system from the local PC date and time.

Please refer to the Set System Date & Time section for more details.

Synchronise External Users

This synchronises all the user records in the database that have been altered by the Traka.Net Pot-Box software with
the selected system.

Remote User Access

This option allows the software operator to give system access to a user when perhaps the user had forgotten their ID
card. The user will only be able to take keys if their access level allows.
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Simply select the name of a user of whom you wish to give access to the system and click OK.

NOTE: You cannot give access if the user does not have the appropriate access.

Biometrics Admin

'{} Backup Templates
'{[} Restore Templates

S

Zonfigure Biometrics

Reset Biometrics

NOTE:

This option will only show if the selected system has a Traka Biometrics Reader fitted.

Backup Templates

Click this option to backup all of the fingerprint templates to the database. This should be done on a regular
basis to ensure no data is lost in the event of failure.

Restore Template

This synchronises all the user's fingerprint templates in the database with the selected biometrics reader.

Configure Biometrics

This allows the biometrics reader firmware to be checked and configured as changes to the reader specification

are made. Click on Configure Biometrics to edit the firmware configuration of the selected reader.

Please refer to the Configure Biometrics section for more details.

Reset Biometrics

This option should be used with great caution! It deletes the information held with the biometrics reader's
memory. The reset procedure will first prompt you to backup the reader's memory. It will then reset the

reader's entire memory.
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Use with caution! Resetting the biometrics reader will reset the reader's entire memory. As
part of the reset procedure it will request that you backup the templates before the restoring. To
backup the templates, first click on Yes. Once successfully backed up, you will be prompted to reset
the templates, to reset click on Yes.

Traka will not be held responsible for the loss of data if you do not backup the templates
before resetting.

Engineers

%ﬂ Synchronise Users
Iﬁ Synchronise iFobs
ﬁ Synchronise Key Bookings

ﬁﬂ Reset System

Check Yersion

Check Serial Mumber

IIpdate iFob Skatus
Rebuild Stare Data

This menu can only be accessed if the current user of the software is logged in as an engineer.

Synchronise Users

This synchronises all the user records in the database with a specific system. If you want to synchronise all the
user records in the database with all the systems, this can be done from the Tools menu.

Synchronise iFobs

This reads all the iFob serial numbers, creates new iFob records in the database for any unrecognised iFobs
found and then synchronises all the iFob records in the database with the selected system.

Synchronise Key Bookings
This synchronises all the key bookings in the database with the selected system.

This option will only show if the firmware of the selected system has Key Booking enabled.

Reset System

This option should be used with great caution! It deletes the information held with the system and resets the
Traka system memory. The reset procedure will first prompt you to backup the systems memory. It will then
reset the systems entire memory.

Use with caution! Resetting the system will reset the systems entire memory. As part of the
reset procedure it will request that you read the system data before the resetting. To read the data
first click on Yes. Once successfully read, you will be prompted to reset the system, to reset click on
Yes.

Traka will not be held responsible for the loss of data if you do not read the system data
before resetting.
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Check Version

This communicates directly with the selected system to show the firmware version.

Check Serial Number
This communicates directly with the selected system to show the system serial number.

This option is only available with a firmware version of 6.06.01 or above.

Update iFob Status

This option will examine the state of each iFob in the system and update state information about each iFob
using transaction information.

This is the equivalent of reading the iFob Store in older versions of the firmware.
Before performing this operation, please ensure that 'Read All System Data' has successfully completed.

This option is only available with a firmware version of 6.07.00 or above.

Rebuild Store Data

This option will rebuild the iFob store data held internally for each iFob using the data that is currently held with
each iFob.

This can be useful if the information displayed on the LCD is inaccurate.
Before performing this operation, please ensure that 'Read All System Data' has successfully completed.

This option is only available with a firmware version of 6.07.00 or above.
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23.5.3.1 SET SYSTEM DATE & TIME
To set a Traka System's Date and Time...
1. From the main screen select the required system from the dropdown and from the system viewer right click

over the picture of the pod and click Set System Date & Time. Traka32 will read the current date and time
from the system and display it along with the local PC's date and time.

@ Date & Time - (System 1) |i|éj

To zunchranize the zystem bo the computer sustem
date & time, click on Set Date & Time.

Current System time ; Ywhed 29/06/2006 15:20
Bead

Local PC time : Wied 29/06/2016 15:20

Local System time : Whed 29/06/20016 15:20

Cancel i SetDate & Time

2. Simply click on Set Date & Time to write the local PC's date and time to the Traka System.
The Local System Time shows the local time of the Traka System based upon the Time
Zone, Daylight Saving and Date Format selected. To alter this time, please refer to the System
Settings section of the user guide.

Make sure the date and time of your local PC is correct!
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23.5.3.2 ASSIGN IFOB ACCESS LEVELS
This dialogue will assign new Access Levels to existing iFobs in the system, overwriting any current values.

Any access rights defined for Users or Security Groups will not be updated to reflect the changes
made.

To assign iFob access levels...

1. From the main screen select the required system from the dropdown and from the system viewer right click
over the picture of the pod and click on Assign iFob Access Levels.

iFob Access Level Assignment | ? -?3-]

iFob Access Level Assignment l

Thiz dialog will azzign new Access Levels ho existing iFobs in
the system, ovenariting any current values., |k must be noted
that any access rights defined for Llzers ar Security Groups will
not be updated ta reflect the changes made.

Select how Access Levels will be aszigned to the iFobs:

Azzign all iFobs the zame Access -
L Level : 0001 ~]

~ Azzign the iFobs in each row the zame dcocess Level, and
increment the Access Level between each row.

Aazzign each iFob a unique Access Level, bazed an the

pozition of the iIFob in the cabinet
Cancel

2. Select how you wish to assign the access levels to the iFobs from...

e Assign all iFobs the same Access Level. Simply select the option and select the appropriate
access level.

e Assign the iFobs in each row the same Access Level, and increment the Access Level
between each row. For example row 1 (slots 1 to 10) will have access level 1, row 2 (slots 11 to
20) will have access level 2 and so on.

e Assign each iFob a unique Access Level, based on the position of the iFob in the cabinet.

3. Click on OK to assign or Cancel to quit.
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3.6 IFOB DETAILS

3.6.1 EDITING IFOBS
1. The quickest way to add a new iFob into a system is from the System Viewer.

2. From the main screen select the system from the drop down menu in the main toolbar, and from the system
viewer right click over the picture of the relevant position and click on Edit iFob Details.

Adtddd B
ol

50 Edit iFol: Details
Secunty L3
M Transfer Ownarthip

M Femote Release

% & Emergency Felease

-

i

You can also access the iFob Details from the iFob List. Click on View, iFob List from the main menu and the
iFob List will open. From the iFob list simply double click on the iFob record you wish to edit or click on the
iFobs menu followed by Edit iFob.

iFobs i Beports Filter | 59§ Search  Mewt All Colsming -
= EdiFob Access Level Access Level Name | Curmert Status | Cu
|H’ Add New d
1 L Ne
Q Regmeve 1 In Sipsbem Mo
[ process the 'Tn-'P Mileage values 1 In Sipslem Ma
, P s 1 In Sypstem Mo
S8 184 PFeUMmBeEers -: Iﬂs!ﬁ;lm Nc‘
X Close 1 Inv Sypsbem Mo
i ] 1 I Sipstem Mo
ﬂ.j.'ﬂl:m'i om 0 7 SATA0000 1 I Syestem Mo
Spstem1 0010 0 EBSF02040000 1 In Spshem Mo

3. The selected iFob record will open.

4. Edit the appropriate details. For more details refer to the iFob Details section.

=K or EE Save & Clase .

5. To Save your changes, simply click on

6. To Cancel your changes, simply close the window and click No when asked if you want to save the changes.

f iFels Details - (System 1 - 0001} é

9 Do you want to seve the changes?

et Me | Cancel

7. If you save your changes, the software will automatically update the Traka System when you save any iFob
details.
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If the software was unable to update one or more of the systems the following message will be shown...

[ iFob Details - (System 1 - 0001) [

The systemi(s) were NOT successfully updated.
Do you wish to seve the changes to the datsbaze only?

Click on Yes if you wish to save the changes to the database only. You can update the relevant systems at a
later date using the Synchronise System option from the System Viewer.

Click on No if you wish to discard the changes.

If you clicked Yes, the following message will be shown...

[ iFels Details - (System 1 - 0001) ﬁ'

0 The iFob may not be recognised unitil the system is updated.

——
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3.6.2 ADDING / REPLACING IFOBS

If your system is set up as Random Return to Multiple Systems, the process for replacing an iFob is

different to the procedure shown here. Refer to the section Replacing iFobs in Random Return to Multiple
Systems.

Most Traka Systems work on fixed iFob replacement basis which means the iFobs must be returned to the position
from where they were taken. By default the system will not know where an iFob should go therefore the iFob serial
number must be assigned to the position in the system and the Traka32 software.

1.

6.

Go to the system that you wish to assign the iFob to. If the system has one or more doors, access the system
in the normal way.

If you have a No Door system, do not access the system and proceed to the next step.
Insert the iFob into a vacant position.

If the system has a door the display should show...

iFob HOT recognised
Remowe iFob in slot 1

In which case, ignore the message and close the door.

If the following message is shown...

iFob in wrong slot
Mowe Fob 1 to slot 2

This means that the iFob you are using is already in use within the system. You must first deallocate or
remove the iFob from Traka32 before reallocating it again. Please refer to the De-allocating iFobs or

Removing iFobs section.

Ensure nobody accesses the system until the following steps are completed otherwise they
will be asked to remove the unrecognised iFob and this may cause confusion.

The quickest way to add a new iFob into a system is from the System Viewer.

From the main screen select the system from the drop down in the main toolbar, and from the system viewer
right click over the picture of the relevant position and click on Edit iFob Details.

PrETeY

| Position: 16

|=2 Edit Key Details
% % Edit ifob: Details

iﬂ Secunty
§ gﬂw Transfer Ownership

|E|;. Eemote Redease

% % ﬁ Emtrg:nv:_,' Eelease
L

Iin'lhlill'-ﬁ-ﬁ..._

The selected iFob record will open.
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7. Click on Read Serial Number. Traka32 will communicate to the selected system and read the iFobs serial
number.

= r o -3 N T
| Bspetcoe FTBE S 2 & [2 sesa s umoe | B oy
Keys

| iFob hecess | For Ditads | | Emsiconnpurmon | NesSend€ o |a]
|

Spthem |$‘}1|ﬂ1 ﬂ Stahm |

Posiion T T e —

hoconloi:  [ESCNNN | Cuten == =l
TagHo. [ Cusfess Types | Fedative Curlew x|
P |Hgl-'ghFa|| j
|
S Mon Tue Wed Thas Fa  5a Fiom Ta
¥ F W F F W O] === |[I]‘|.'.'I:I ey

If the system successfully reads the serial number, click on Yes to allocate the serial number to the iFob
Details record.

Atocate Fob to Siot i

o you want to allocste this iFob [AT2E00E0000] to prastion 1 in
fyiberm Syiterm 17

Tha syiber will be updated when you teee the chingei

C e 1 w

If the system could not detect an iFob...

Allocate 1Fob fo 5ot

I | Thereis cumenthy mo iFob i postion 1 n system System 1; 0017
‘-‘r) Flease che the iFoh is inplace and the dooe i dosed,

Check that the iFob is in the correct slot, the iFob not recognised message is being displayed and that you are
editing the correct details. If the iFob not recognised message is not being displayed on a system with a door
then release the iFob using the Emergency release function from the System Viewer and try a different iFob.
If after trying a new iFob you still cannot read the serial number there may be a problem with the slot,
therefore contact your supplier.

If the system detects that the iFob is already in use...
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Adlocate iFol to ot it

The iFob you see tryweg to sllocste i albesdy m use in position 0002 of
Syitemn 1.

Tor i i thi Fob, you et de-alleate it frit

=1

You must first deallocate or remove this iFob from Traka32 before reallocating it again. Please refer to the
De-allocating iFobs or Removing iFobs section.

8. Edit any of the other appropriate details. For more details refer to the iFob Details section.

K or EE Save & Close .

9. To Save your changes, simply click on

10. To Cancel your changes, simply close the window and click No when asked if you want to save the changes.

i iFely Details - (System 1 - 0001} é

9 Do you want to save the changes?

Yes [ He | Cancel

11. If you save your changes, the software will automatically update the Traka System when you save any iFob
details.

If the software was unable to update one or more of the systems the following message will be shown...

[ iFob Details - [System 1 - 0001) s oo

Thie systermifs) were NOT successfully updated.
Do you wish to seve the changes to the datsbase only?

Click on Yes if you wish to save the changes to the database only. You can update the relevant systems at a
later date using the Synchronise System option from the System Viewer.

Click on No if you wish to discard the changes.

If you clicked Yes, the following message will be shown...

I iFelr Details - (System 1 - 0001) é

0 The iFob may not be recognised unitil the system is updated.
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3.6.3 ADDING / REPLACING IFOBS USING A DESKTOP PROGRAMMER

NOTE: If your system is set up as Random Return to Multiple Systems, the process for replacing an iFob is
different to the procedure shown here. Refer to the section Replacing iFobs in Random Return to Multiple

Systems.

Most Traka Systems work on fixed iFob replacement basis which means the iFobs must be returned to the position
from where they were taken. By default the system will not know where an iFob should go therefore the iFob serial
number must be assigned to the position in the system and the Traka32 software.

1.

2.

Insert the iFob into the desktop programmer.

The quickest way to add a new iFob into a system is from the System Viewer.

From the main screen select the system from the drop down in the main toolbar, and from the system viewer

right click over the picture of the relevant position and click on Edit iFob Details.

PrETO0

Position: 16

=2 Edit Key Details
(20 Edit ifob: Details

Secunty L
e Transfer Ownarthip
% Pemote Release

Emergency Release

i

NOTE: It is very important to ensure that the correct System and Position is selected for the iFob
you are about to assign using the desktop programmer.

The selected iFob record will open.

Click on the button highlighted below. Traka32 will communicate to the desktop programmer and read the

iFobs serial number.
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If the system successfully reads the serial number, click on Yes to allocate the serial number to the iFob
Details record.

Algcaie Fob o Hot i: e
Do ywou want to aliocate this Fob [AT2EX0000] to poastion 1 n

fyibem Sytern 17

The syiterms sl be updated when you e the changei

yes He

If the system could not detect an iFob...

Allocate {Fob fo 5ot

{ There is cumenthy roiFob in postion 1 in system System 1 ; 0017
“!) Flease che the iFoh is inploce and the dooe is dosed,

Check that the iFob is inserted correctly into the desktop programmer. If after trying a new iFob you still
cannot read the serial number there maybe a problem with the slot, therefore contact your supplier.

If the system detects that the iFob is already in use...

Atocate Fo to Slot |

The iFob you sre tryseg to sllocste is alesdy i use in position 0002 of
Syttemn 1.

To i s thas Fob, you mant de-slosats i frt

=1

You must first deallocate or remove this iFob from Traka32 before reallocating it again. Please refer to the
De-allocating iFobs or Removing iFobs section.

6. Edit any of the other appropriate details. For more details refer to the iFob Details section.

K or EE Save & Close '

7. To Save your changes, simply click on

8. To Cancel your changes, simply close the window and click No when asked if you want to save the changes.

f iFels Details - (System 1 - 0001} é

9 Do you want to save the changes?

et He | Cancel

9. If you save your changes, the software will automatically update the Traka System when you save any iFob
details.
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If the software was unable to update one or more of the systems the following message will be shown...

[ iFob Details - (System 1 - 0001) [

The systemi(s) were NOT successfully updated.
Do you wish to seve the changes to the datsbaze only?

Click on Yes if you wish to save the changes to the database only. You can update the relevant systems at a
later date using the Synchronise System option from the System Viewer.

Click on No if you wish to discard the changes.

If you clicked Yes, the following message will be shown...

f iFels Details - (System 1 - 0001) é

0 The iFob may not be recognised unitil the system is updated.

I —

10. Finally, go and place the iFob into the relevant Position within the selected System and test.
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3.6.4 REMOVING IFOBS

1. The quickest way to remove an iFob from a system is from the System Viewer.

2. From the main screen select the system from the drop down in the main toolbar and from the system viewer

right click over the picture of the relevant position and click on Edit iFob Details.

PEEREY
;

Position: 16

=3 Edit Key Details
% Edit ifob: Details
Secunty L
M Transfer Ownarthip
e Remote Release

§ 5] Emergency Release

You can also remove an iFob from the iFob List. Click on View, iFob List from the main menu and the iFob
List will open. From the iFob list simply click on the iFob record you wish to remove, click on the iFobs menu

followed by Remove.

iFobs | Beports Filter 58 Search  Hed
1|5 Edit iFeb
8% Addtiaw
R Remove
Re-process the Top Milesge values
[‘x'_', Set Tag Numbers...

K Close

Al Columns

Accert Level Accers Level Name | Curerd Slabs | Ci

Speler 1 (009 0 725080000
Sylem 1 000 0 EB3F0E040000

3. If you clicked Edit iFob Details from the system viewer, the selected iFob record will open.

B R A A

4. Click on the button highlighted below.
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5. To remove the iFob click on Yes.

[ iPob Detwits - (Systern 1 - 0001) o |

9 Are you sure you want o debete this iFob?

Yes Be

6. The software will automatically update the Traka System.

7. If successful you will be prompted to physically remove the iFob from the system.

[ iFel Details - (Systern 1 - 0001) ﬂ

0 Please remowve the iFob in position 1 in systermn System § now.

]

If the software was unable to update the system the following message will be shown...

7ot Details - (System 1 - 0001) s oo

The systemifs) were NOT successfully updated.
Do you wash to save the changes to the datsbase only?

(T | He

Click on Yes if you wish to save the changes to the database only. You can update the relevant system at a
later date using the Synchronise System option from the System Viewer.

Click on No if you wish to discard the changes.

If you clicked Yes, the following message will be shown...

[ iFob Desails - (System 1 - 0001) ==

0 The iFob may not be recognised uniil the system is updated.

=
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3.6.5 IFOB DETAILS

The iFob Details window allows you to add and edit the iFob details.

iFob Access

Here you define the accessibility of the iFobs.

;T*ﬁ“"m‘ﬂ - = [

|. E.smﬁcwu FOIER 5 S5 T EedseiaiNumber Ty

Fob Access | Fam Doty | Kevs | Emsiconmpurnton | NeSend€ |k
Sythem Gtshm [Irs Sepatam
Posibion Snial Husshe [14 [a7E0a04000
Accets Level [ Liveed - O x| Curfew Mo Custew =
Taghe o Curfiews Type | Fretatve Curiew =]
P |Hngthi ﬂ

S Mon Tue Wed Tha Fa 38 From Ta I
F F F F F F F wow = [onon =

System and Position

The System and Position fields show where the iFob is located. These are for reference only unless you are
adding a new iFob in which case you will have to pick the system and position you want to allocate the iFob

to.

Status

The status of the iFob simply shows whether the iFob is currently...

o In the system

o Out of the system

o  Out of the system and under a curfew

o Out of the system and is overdue
Family Code

The family code fields show the family code of the iFob allocated to the selected position. The family codes
can be interpreted as follows...

O

o

V4.2 28/01/2025

01 Traka iFob

14 Traka Data32 iFob
2D Traka Datal28 iFob
23 Traka Data512 iFob

24 Traka Date & Time iFob
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Serial Number
The serial number field shows serial number of the iFob allocated to the selected position.

To assign an iFob serial number, refer to the sections Adding/Replacing iFobs and Adding/Replacing iFobs
using a Desktop Programmer.

Access Level

As supplied every iFob is given access level 001 and every user is given access to all iFobs with access level
001. Therefore every user will be able to take every iFob.

However, you will almost certainly wish to restrict certain users to certain iFobs and this is done by defining
the access level for every iFob and subsequently by determining which access level each user may take.

If you wish you may give every iFob its own individual access level and by giving each user access to just
that access level every user could be restricted to use only his iFob.

Up to 200 (8bit system) or 2560 (16bit system) Access Levels are available and users may have access to as
many of these levels as is required.

A user may only take out an iFob if they have the same Access Level as the required iFob.
For more details please refer to the Access Levels section.
Tag No.

Here you can optionally define a Tag Number for the iFob. This tag number should match the number of the
physical tag attached to the iFob (if used). Tags are most commonly used with the feature Random Return to
Multiple Systems.

iFob Curfew

When using Curfews there are two different types that can be set depending on your control PCB. User iFob
curfew can be used in conjunction with User Curfews.

It is possible to change the curfew details for iFob’s that are currently out of the system
and not already under curfew. Once the details are changed, a message is shown warning that
the new curfew will not take effect until the iFob is returned and removed again.

e Relative Curfew

This curfew allows you to set a time limit for which the all the user’s keys may be out of the cabinet.
This time limit is set in multiples of 15 minutes to a maximum of 24 hours. Thus if you expect the
key to be returned within 1 hour you should complete the key curfew accordingly. If the key is not
returned within 1 hour, an alarm condition will be activated which will show as an alarm on the
alarms report.

On a 8bit system if you have two curfews set (absolute user curfew and a relative
iFob curfew) at the same time the iFob curfew takes priority.

On a 16bit PCB if there is a user and an iFob curfew set, the 16bit works out which
one will expire first and uses that as priority.

e Absolute Curfew

This curfew allows you to set a time for which the all the user’s iFobs should be returned. For
example, if you set the curfew to 17:30 all iFobs taken before this time will become overdue if not
returned. This is a very powerful feature as it will highlight if keys are not returned at the end of a
users shift.

Any keys out under curfew or overdue will be shown on the system viewer after you Read All System Data.
You may also see a report on overdue iFobs or overdue keys from the Reports menu.

V4.2 28/01/2025 uDO0089 Page 201
This Document is uncontrolled unless over stamped "CONTROLLED DOCUMENT"



Pair

You may choose to relate one iFob to another. A related iFob must be replaced before the selected iFob can
be removed.

To relate an iFob, simply complete the number in the Pair field. You may have one iFob related to another
iFob but you do not have to have the second iFob related back to the first. If required you may have several
iFobs related to a particular iFob. If you set up iFob pairs, the Traka display will clearly show which key must
be replaced before the selected key can be removed.

It is also possible to reverse pair an iFob by selecting Reverse Pair. If you reverse pair an iFob, the system
will check the status of all other iFobs that are paired to the reversed iFob and will not allow access to the
reversed iFob if one or more of the paired iFobs are out of the system.

The Reverse Pair feature is only available in version 6.06.14 and above of the firmware.

Access Times

You may control the hours the iFob is available. By default the iFob is always available (subject to the users
access level) unless you select days with a start and end time.

The 'Days of the Week' (Sun thru Sat) and the 'From' time together defines the time at which the iFob will
be available for access. The 'To' time simply defines when the iFob will become unavailable for access. Here
are some examples...

Sun coMon 5 Tuwe sowfed S Thur 20Fni Sat From To
I T I R R I I {1800 == |05:00 =

Here the iFob will be available from Monday 18:00 to Tuesday 05:00.

Sun cokon Tue wed SThur 2 Fni Sat Fram To
I e S R I B jozo0 == [17.30 =

Here the iFob will be available from Monday 09:00 to Monday 17:30.

If you assign a user with an access level of 198 this will override the iFob Access Times allowing that
user access 24 hours a day.
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iFob Details

Here you can view and edit optional iFob details.

= e S S0 [ -

FopetiCon FTER 5 DS 5 podsmllumber B ohy
[y — iFob Detaits | Kevs | Emsiconfgurston | NetSend€ | a]
Syikem [5satem1 =] Sesm [Im Spatem
Foaion [Postion 0001 <] Sevial Muesber [1a " [ArEo20aon
Dresesphion [Mere
Show Fob Deserigtion O Femoval r
3 To Reecapt On Syitem Removal I
Activate Duress Alum or Hothication |
I Diupdcate Fob Recoed Alowed r

Description

This field shows the current key description associated to the iFob. A description of up to 70 characters can
be used.

NOTE: When using the 'Random Return to Multiple Systems' option, the description field can only
have up to 10 characters.

The description field can either be entered manually here, or alternatively can be populated automatically
with the description given in one of the Key Details fields of the key(s) assigned to that iFob.

To configure the required key details, please refer to the Properties section. By selecting the 'Use as iFob
Description' option against the required field, then all keys attached to the iFob will be used to auto-fill the
description.

Show iFob Description on Removal

With this option enabled the description of the iFob will be displayed on the LCD when it is removed.

Add To Receipt On System Removal

Activate Duress Alarm or Notification

Select this option to activate a Duress alarm whenever the selected iFob is removed from the system, or
alternatively you can set this option within the User details.
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Duplicate iFob Record Allowed

Select this option to enable the iFob to be used in Fixed Return to Multiple Systems. For more information on

Duplicate iFob Record, refer to the section Fixed Return to Multiple Systems.

Keys

Here you can view the details of any keys attached to the iFob.

Bt FEER & 26 Dpadscutumbs B

Foohccess | FooDetshs Keys | Eswiconmurston | Messend$ o |

Syibem . |$:;-|I¢-m1 :l 3 |In5,lbh'n

Positee:: [Festion 0001 =] Sevial Husbes: [ia~ [ErEnaom

Maie |Miodel |Regiiration |Flest Musber | Fued | Section | Coioer | Location | Orwiner | Acquired Duie |

Editing Keys

To edit any of the keys attached to the iFob simply double click on the key in the list.

Email Configuration

Here you can configure emails to be sent automatically whenever certain events occur for the selected iFob.

NOTE: This basic messaging system has now been superseded by the comprehensive Message Notification

System from Traka32 Version 02.006.002.
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Send Email when iFob is taken

Select this option to enable Traka32 to send an email each time the selected iFob is taken. The email will be
sent to each address listed in the recipient list below.

Send Email when iFob is returned

Select this option to enable Traka32 to send an email each time the selected iFob is returned. The email will
be sent to each address listed in the recipient list below.

Recipient List

Enter a list of email addresses that Traka32 will automatically email each time the selected iFob is taken
and/or returned. To enter more than one email address, separate each email address with a semi colon ';' for
example, djw@traka.com; support@traka.com; license@traka.com

NOTE: For this feature to work, the feature must be enabled in the Properties window and a valid
SMTP Server defined.

NOTE: On certain SMTP servers such as Microsoft Exchange, relaying may have to be enabled in
order allow Traka32 to send e-mails to the outside world. For a guide on how to safely configure
Microsoft Exchange for relaying, please refer to the Relaying on Microsoft Exchange section.

Example Emails
Duncan Winner has taken an iFob

Duncan Winner has taken an iFob from position 1 (key description: 'Porsche') in system
'System 1 [001]' at 09-May-2005 10:55:00.

Duncan Winner has returned an iFob

Duncan Winner has returned an iFob to Position 1 (key description: 'Porsche') in system
'System 1 [001]' at 09-May-2005 10:55:00.
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NetSend Configuration

Here you can configure messages to be sent automatically using NetSend whenever certain events occur for the
selected iFob.

.-=- Fob Details -Em iﬂ - | ¥ - A
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Proskion |_I. mm— n ] Soprinl Musshes [H I-;*-?-?Ew

[ MetSend when Fob is teken
[T HaiSend when Fob i seburmed

Feastygmand Lisi, sapaiale wiber rsfmss wing & beve oolon ]

NetSend when iFob is taken

Select this option to enable Traka32 to send a message each time the selected iFob is taken. The message
will be sent to each user listed in the recipient list below.

NetSend when iFob is returned

Select this option to enable Traka32 to send a message each time the selected iFob is returned. The message
will be sent to each user listed in the recipient list below.

NOTE: For this feature to work, the Windows Messenger Service must be running. For a guide on
how to enable the Microsoft Messenger Service, please refer to Messenger on Microsoft Windows
section.
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GSM Module

NOTE: This tab will only show if the firmware of the selected system has the GSM Module Interface

enabled.

= oo ows S 00 )

|| Bspreatoe FETER S @5 = gedseial Humber T oy

LW

o]

| Emsicoamguraten | tetSend Confpuraton | GEM Module 1
Syibem | 186 1 J Stshm [Ir Spstam
Progibon Soprial Hussbee [14 " [a7E0c0e0m0
Serd SMS whan Fob i lsken I
Sarad SMS when Fob i istuned r

Send SMS when iFob is taken

Select the Send SMS when iFob is taken option to allow the Traka Cabinet to send a SMS each time the

selected iFob is taken from the Cabinet.

Send SMS when iFob is returned

Select the Send SMS when iFob is returned option to allow the Traka Cabinet to send a SMS each time the

selected iFob is returned to the Cabinet.
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3.6.6 DE-ALLOCATING IFOBS

iFobs can be de-allocated from a System without being deleted. De-allocated iFob can then be re-allocated again in the

future. This is very useful if you want to transfer an iFob from one slot to another or one cabinet to another.

To De-Allocate an iFob

1. Edit the record of the iFob that your require to de-allocate.

2. Click on the De-allocate iFob toolbar button: =¥

3. This will change the System field to 'No System Selected' and Position field to 'No iFobs Available'.

4. Click on Save & Close.

5. The iFob will then appear in the iFob List as a de-allocated iFob.

To Re-Allocate an iFob
1. Edit the record of the iFob that you wish to re-allocate.
2. Set the System and Position to the new location for the iFob.

3. Click on Save & Close.
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3.7 KEY DETAILS

3.7.1 KEY LIST

The Traka system allows you to define as many keys as you wish to attach to each iFob. You may also define keys that
are not currently attached to any iFob. However, as soon as the key is attached to an iFob, the Traka system will
monitor the activity of the key, recording every usage, even if the key is moved from one iFob to another.

Where the Traka Immobilisor is installed and the iFob is being used as the key then describe the iFob in this section.

The key list can be filtered to show Allocated Keys, Non-allocated Keys or both by clicking on Filter and selecting the
appropriate filter from the drop down menu.

Fitter | 34 Search et
184 sotatez
BE senzron

T& Show Key Tree
Fiter (TR -|

Allocated keys
Meon - Allocated ke

Keys that are used long term by an organisation...

Most organisations will hold each key or bunch of keys for a long period of time. For example the keys to the Stock
room are probably never likely to change and the history of the iFob and the key(s) will probably be the same.
However, if one of the keys from a bunch should be removed or moved to a different iFob then the iFob history will
start to differ from the Key history.

Keys that are used short term by an organisation...

Organisations that hold keys for short terms such as motor dealers may wish to create an intermittent history. Every
new key is added as described before and allocated to a free iFob. Once the key (for the car) has been sold or
serviced, it should be deallocated and any further activity will automatically stop. If the vehicle should be returned at a

later date, use the search facility to find the vehicle and then reallocate the vehicle again as described before. Now the
activity history will continue. By deallocating and reallocating a key, a complete broken history can be cumulated.

Assigning Access levels to Users and Security Groups from the Key List

You can now assign access levels to users and security groups from the Key List. This is achieved by right clicking on
one or more Keys in the key List and selecting either the user or security group.

Below is a screen shot showing a user being assigned to a selection of keys:

“ Traka3Z Admintstrabor [Windows 2003) - [Key List - (BMW)]

THEle Edt Yew Reports ook Epgnesrs Window el
[HSystem Viewsr @ ser Lt =Dy List | T Koy Bocking | (7] flead o systems data [ Cor & Buddng Ky

Beys Beports Eler 3 oo | M Conrmng b Record Cea
[Biter Popup
| Pamtion | Tag Mo | HEENSEI HodeliD Nunbe: | Regatieston | Owned/1e
Diowenataies Offices 10017 17 Adwr’s Desk a6
Diowenstaes Offices D029 29 ARtersales Cupbosnd EA2
Diowenstars Offices D020 20 Ahtersales Cupbosd [5] ENZ
Diowenstars Olfhces 10022 22 Alarls Dask ms
Ugstars Qiificey o014 14 Ao’z Dask

Ca E Hl.i-ch; F'..qls D54 53 Aud .IH- Leased
: i 3a i aated

Downstaie Offces | 0003 3 Berch 1 Geoen 0574

Dowenatairs Offices 0010 10 Berch 2'wWhis 0733
Dowenatsrs Offices 10013 13 Barch 3 Blus D568
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13.7.2 KEY TREE

The Key List comprises of a list of all the keys and a tree view of how the keys have been attached to the iFobs.

— ,% ty Computer
- Traka [001]
+ Cioor 1
- Coor 2
-0 Position 121

w3 Wd63fbd
-9 Position 122

w3 FaZzgo
=93 Pogition 123

w3 Ln33361
- F'q;itiu:un 124

= wddin g
=103 Pasition 126
ws FulZeuz

Z1071 Dnibirwe 177

Keys can be moved from iFob to iFob or placed in the Non-Allocated Keys Bin at the bottom of the tree. From the key
tree, click on the required key, press and hold down the Shift key and then drag the key to the required iFob.

When a key is attached to an iFob, every time that the iFob is taken from the cabinet, each key will have its own

individual history of activity.

The Key Tree can be toggled on and off by clicking on Filter, Hide Key Tree or Show Key Tree.

Eilter| 'ﬁgearch Mext

£} sotAtoZ

-

2 sotZtoA

g

14@ Hide Key Tree

1 Eilter: All keys
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3.7.3 ADDING KEYS

1. From the main screen click on Key List and a list of the current keys will be shown.

2. From the key list click on the Keys menu followed by Add New.
Eeys | Reports  Filter
=3 i P
Edit Key Ta
T% AddNew |

? Delete

* Close

If you already have a key record open you can create a new record by simply clicking on the **+ putton.

3. A new blank key record will be created.

RarelhiClon WE T DS D Bemove ey om iFob Dugloste Key
KeyDetsds | senies | KeyCugores |

Syziem 1 Tagho:
Mo ot Selected Lt bew Foba

S |
Coodoe:
Losz st :

Owmer :

4. Edit the appropriate details. For more details refer to the Key Details section.

? o ? Save & Close

5. To Save your changes, simply click on

6. To Cancel your changes, simply close the window and click No when asked if you want to save the changes.

[ Key Detais - (New Key) ]

ﬁ Do you want te save the changes?
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3.7.4 EDITING KEYS
1. From the main screen click on Key List and a list of the current keys will be shown.

2. From the key list simply double click on the key record you wish to edit or click on the Keys menu followed
by Edit Key.

Keys | Reports  Filter

=2 EditKey |

Ti Add New
? Delete

¥ Close

W

You can also edit key details from the System Viewer, simply right click over the position that the keys are
associated with and click on Edit Key Details.

3. The selected key record will open.

4. Edit the appropriate details. For more details refer to the Key Details section.

i or g Save & Close

5. To Save your changes, simply click on

6. To Cancel your changes, simply close the window and click on No when asked if you want to save the
changes.

[ Key Detais - (New Key) - |

e Do you want to seve the changes?

Yes | He Cancel
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3.7.5 DELETING / REMOVING KEYS

There is a fundamental difference between deleting a key record and removing the key from a system. Traka32 has
the ability to store the records of keys even if they are not attached or assigned to an iFob in a Traka system.

To delete a key...
1. From the main screen click on Key List and a list of the current keys will be shown.

2. From the key list simply click on the key record you wish to delete, click on the Keys menu followed by
Delete.

Eeys | Reports  Filter

=3 Edit Key

L

+

I=

[= 1

[=H

1=

g
|l

*  Close

If you already have a key record open you can delete the record simply by clicking on the ? button.

3. To delete the key simply click on Yes.

Key Detads - (Test) [

e Aure you pure you want to delete this key?

Yes [

To remove a key from an iFob...
1. From the main screen click on Key List and a list of the current keys will be shown.

2. From the key list simply double click on the key record you wish to edit or click on the Keys menu followed
by Edit Key.

Keys | Reports  Filter

=2 EditKey |
T Add New

? Delete

¥ Close

|

You can also edit key details from the System Viewer, simply right click over the position that the keys are
associated with and click on Edit Key Details.

3. The selected key record will open.
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% Reniave key From iFab

4. To remove a key from an iFob simply click on the button.

g or g Save & Close

5. To Save your changes, simply click on

6. To Cancel your changes, simply close the window and click No when asked if you want to save the changes.

[ Key Detais - (New Key) |

9 Do you want to seve the changes?

Yes | Ne Cancel

V4.2 28/01/2025 uDO0089 Page 215
This Document is uncontrolled unless over stamped "CONTROLLED DOCUMENT"



3.7.6

The Key

KEY DETAILS

Details window allows you to add and edit the key details.

You may input all the key details without allocating them to any system or position. This could be completed
at a later date.

You may also use the system as an inventory of your keys, even keys that are not monitored by the Traka
system.

Traka allows unlimited numbers of key records to be created. Keys may be allocated to iFobs as required and
then de-allocated if they are no longer to be monitored. However the history is maintained and extended
every time the key is re-allocated to an iFob even if it is to a different iFob.

%3 Ky Detnils - (New Key) [ p——

i SHirehlion SRS W 25 BB hemove keylvom ifob

ey Detads | Stroce | ey Cateperien |
Sythem [Spetem =] Tk Ho # ok Sedeched -] ||
Fahon M Fobs Satected =] LntiesiFoa ¥
Maks i L]
Mol [ " ok
Al eate abenay [ Loz ey
Flaet Mumber I ~ Owner
Fuel T bcouredDete
Nites
|
il

System and Position
Select the system and iFob position to which you wish to attach the key.
List Free iFob

o Check this box if you wish to list only the iFobs in the Position drop down list that currently do not
have any keys attached to them.

o Uncheck this box if you wish to list all the iFobs in the Position drop down list.
Tag No
This section allows a user to assign specific tag numbers against particular keys in the system, once the

iFobs have had tag numbers distributed to them via the iFob list. For example position 1 in the cabinet can
have a tag number 10 to reference something specific to the customer if desired.

Key Details

On the Key Details tab there are ten user definable fields and one notes field available to store details about the key.
These fields are only used within the Traka32 software for reporting on keys. The heading for the user definable fields
can altered from the properties window or by clicking with the right mouse button on the field heading, editing the
information and pressing Enter.

b ake
bl el

R egistration : |

Field 01: | Make

Mandatory Key Details
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Certain information about keys is critical to any audit trail. If it is a requirement that certain information is
filled in about a key then the Key Details window can be configured with mandatory fields which show with a
red background.

The mandatory key details can be enabled from the properties window.

When adding or editing a key record and provided one or more mandatory fields have been enabled, if one
or more of the mandatory fields have not had any information entered then the following message will
appear...

Mandatory Key Freld Checker ﬁ

l . The 'Registration’ field s mandatory.

S—

Simply click on OK and complete the required information.

Duplicate Key Record Checker

In applications where there is a large turnover of key records such as the motor trade, it may be important
to check if there is already a record for that key. Traka32 can automatically check the individual fields of all
the key records against the one you are adding or editing to check for duplications.

The duplication checker can be enabled from the properties window.

When adding or editing a key record and provided the duplication checker is enabled, if duplication is found
the following message will appear...

r | .

Duplicate Key Record Checker

Traka has found 1 duphicates of 'ABLZXYE in the "Registration’” field.
Do you wish to amend the details?

Simply click on Yes to amend your entry or click on No to ignore the checker and continue.
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Service

This tab is called 'Service' by default, however it can be renamed along with the 4 fields to suit customer
requirements. To rename this tab and the fields refer to the Service section of the Key Details in the Properties
window.

=3 Key Details - (Test] LB i
"_‘i Sgve & Close ':i ﬁ ? @ ﬁ} E Bemave key from ol Duphcate Key
Koy Delads service | Ky Catagorss
Syitern Syitemn 1 *| TaghHe
Postion Postion D001 w| Listhes Fobs r |

Sorvicn Mies -
Tast Due Dave MATINE -
MO Dus Dt A7 FNE -

Irvmance Diss Dute MAT2NE = |

|-

The following fields are defined by default:
Service Miles
This allows a user to enter how many miles the vehicle needs to travel until its next service.
Tax Due Date
Allows the user to select a date for the next time the vehicles Tax is due.
MOT Due Date
Allows the user to select a date for the next time the vehicle MOT is due.
Insurance Due Date
Allows the user to select a date for the next time the vehicles insurance is due.

Key Categories

The Key Categories tab is for use in conjunction with the option Key Booking Web Portal. Here you can select a
category or multiple categories that a key belongs to from a user definable list. This allows multiple keys to be
grouped together to narrow down searches. The categories can be defined in File>Options>Key Categories.

= ey et (e . e
: "_i Syve & Close ';i f? ? {ﬂ ﬁ} E Eemave key from ifob  Duphcate Key
KeyDetais | Service [ Koy Categories ||
Syibem Syibem 1 =| Tagho
Paskion Ha Fob Seleclod x| Listiiee Fob: =
Calegaiy 2
Catagaiy 3
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3.8 USER DETAILS

3.8.1 USER LIST
User List

The user list shows a list of all the users in the Traka32 database. By double clicking on a user or right clicking a user
you can edit their individual user details.

Additionally you can highlight multiple users and edit them at the same time. To do this simply click on a user and with
the left mouse still pressed drag and highlight all the desired users then release the mouse. Alternatively click the
individual desired users whilst holding the 'Ctrl' key.

With multiple users selected you can right click and edit options such as Regions, Security Groups and make the user
'Active' or 'Inactive' with the system. You can also set multiple user expiry dates.

Dl [t Sen Beorts fock Epgresn Mncoe G Erodess -8
[Biseten vewer £ v st =Oieviin (M Boudof spmonesdats [0 Ssnkam | ot - Posinoml-oop o+ [ Rekesh

REL T )
e

User Access Grid

By selecting the Access Grid tab, the user list shows a grid of all the user and access levels and places an X in the grid
for every access level assigned. Please refer to the User Access Grid section for more details.

NOTE: The Access Grid can take a while to load if there are a large humber of users. User details cannot be
edited from the Access Grid.

®
b
K
¥
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3.8.2 ADDING USERS
1. From the main screen click on User List and a list of the current users will be shown.

2. From the user list click on the Users menu followed by Add New.

€F Eile Edt Yiew Beports Took Engineers Window Help =5 x

I Systemn Voewer £ UserLint =3 Koy List [0 Bead o systemns dats (7] System 1 * Position 0001 - 0060 = [ Befresh

Users | Beports Filer | Dby Search Het B Columeas *  Recoed Count: 0

7 Ecit User
Add

:kﬂdﬂE Emad Sie Beking Stest Town Postcode | Lopn Auormers | Geoup
Recalculste All Users Secusity Seftings.

X Chose

NOTE: If you already have a user record open you can create a new record by simply clicking on
the f':"' button.

3. A new blank user record will be created.

£ User Detals - Mew User) - — — ¥
CytpetCiose Bgf, G &5 0 Bead st cand swipe Ty 5t
UserOmtats | symemaccess | Foodcosss | Securty Geaue Regan | somware dccess Adewnced |
Froerame I—
Ee—. —
Larguags S iy Dl | G Mise: =
Gaaff Humbes [ Feam ]
Pesien —
-
Tel I— f
Fae s {
Moble ¥
Emal; — - A
s '
St Town TR
O — me] g |
Mohes :

4. Edit the appropriate details, for more details refer to the User Details section.

5. To Save your changes, simply click on :
6. To Cancel your changes, simply close the window and click No when asked if you want to save the changes.

7. If you save your changes, the software will automatically update the Traka System when you save any user
details.
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If the software was unable to update one or more of the systems the following message will be shown...

Traka was wnable to updste the following systems with the detass for
8% Lee Newell..

Systerm 1
Phease check the details for these users ate corect and re-try.

[ Trala32 o |

Click on OK and the following message will be shown...

0 Thee wser may not be able to use the systernds) until they are updated.

[ User Detils - (Lee Newel]) =)

Click OK.
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3.8.3 EDITING USERS
1. From the main screen click on User List and a list of the current users will be shown.

2. From the user list simply double click on the user record you wish to edit or select the record and click on
the Users menu followed by Edit User.

usmlﬂzpnﬂi Filter T4
5 Eodit User
£, AddNew
B Dglete
Recalculate All Users Secunty Settings

X Close

3. The selected user record will open.
4. Edit the appropriate details, for more details refer to the User Details section.

[.5“ E“ Save & Close .

5. To Save your changes, simply click on or
6. To Cancel your changes, simply close the window and click No when asked if you want to save the changes.

7. If you save your changes, the software will automatically update the Traka System when you save any user
details.

If the software was unable to update one or more of the systems the following message will be shown...

Traka32 ]
Traka wes unable to updste the following systems with the detass for
I % Lee Newell..
Lystem 1

Please check the details for these users ate correct and re-try.

—

Click on OK and the following message will be shown...

User Details - (Lee Newell bt L

0 The wser may not be able o use the systermis) until they are updated.

oK

Click OK.
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3.8.4 GDPR STATEMENT

To retain the audit history, such as a sequence of activity that has affected a specific operation, procedure
or event, it is recommended that the User details are maintained & not fully deleted from the database.
With this in mind the preferred option to remove a User from a Traka system is as follows:

¢ Define the user as in-active so that the user cannot use the Traka system(s) any more
¢ Replace the User ‘Forename’ & ‘Surname’ with non-specific details such as ‘Former employee#1’

It is also recommended that a back-up of the database is made after the above changes are completed &
all previous database back-ups destroyed.

This process also maintains compliance with the ‘General Data Protection Regulations’ (GDPR).
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3.8.5 DELETING USERS
1. From the main screen click on User List and a list of the current users will be shown.

2. From the user list simply click on the user record you wish to delete, click on the Users menu followed by
Delete.

LUsers LE!pBﬂi Filter T34 Sear
5 Edit User
£, Add New
Eﬁ Dglete
Recaleulate All Users Secunty Settings

X Close

NOTE: If you already have a user record open you can delete the record simply by clicking on the

§< button.

3. To delete the user simply click on Yes.

User Details - (Lee Newedl) ]

9 Are you sure you want to delete this user?

4. If you delete the user, the software will automatically remove the user from Traka System.

If the software was unable to update one or more of the systems the following message will be shown...

[ Traka3d é

Traka was unable to update the following systems with the detass for
% Lee Newell..

System 1

Please check the details for these userns ate correct and re-try.

Click on OK and the following message will be shown...

i User Details - (Lee Mewell) ﬁ

0 The wser may niot be sble to use the systermis) until they are updsted.

[

Click OK.
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3.8.6 ANONYMISE DELETED USER RECORDS - GDPR

In addition to the GDPR statement regarding Users, this section covers the 'Anonymising' of deleted Users in relation
to GDPR compliancy. Within the Traka32 Properties/User Info screen, an additional checkbox can now be located for

'Anonymise Deleted Users'.

1. Within Traka32, click on 'File' and then 'Properties’'.

2. Once the 'Properties' window has opened, select 'User Info' from the left side panel.

3. In the 'User Info' section, place a tick in the checkbox next to 'Anonymise Deleted Users' to enable the option

as shown below.

Traka32 Properties...

E Save & Close E

Database

Commsz

General

Uszer Info

Uzer Settings
Uzer Details

iFab

Key Details

Desktop iFob Programmer
Reportz

Mezzaging Settings

Key Wizard

Key Vending Wizard

I aintenance Lockout Facility
Serial Port

Lagging

Support Contact Info.
Loadable Device Drivers

User Info
Detail 01 |Forename
Detail 02 | Sumame
Detail 03 [PIN ar Card ID
Detail 04 | secondary PIN

Syromyrm for ‘Permnit [ate’ |Permit E wpiry D ate

Enable user details permit exping checker....
Perform LUHN-10 walidation on PIN or Card 1D
Lizt all Users in Remote iFob Release...

List all Users in Tranzsfer iFob Ownership...

Hide user details ‘Apply Ta All Spstems' button

Qimim .

Immobilizor Details

4. Once completed, close the window.
With this option enabled, all future user deletions will have their data anonymised.
From the tools menu, an option is available to anonymise all past deleted users.

5. At the main Traka32 Administration screen, select ‘Tools’ and then locate ‘Anonymise Deleted Users’ from the
drop-down menu.

=2 Traka32 Administrator [Windows 7] - [Systemn Viewer]

Eile Edit View Repors |Jools| Engineers Window Help
Eﬂgystem Viewer € UserLi %® Upgrade Firmware 5
[Nl Configure Systems F
Aute Synchronisation All Systems il

|z = = =& = Eﬂ Synchronise all users to all systems

Hﬁ} Anonymise Deleted Users L\\

Rezet iFob

5] Impert 32bit Database
ﬁi_'n Extract User Details

SRR R ﬁ Extract iEob Details "
& = ® ® Import Users from Spreadsheet H
Import Keys from Spreadsheet
= = = = =&
¢ Export Users And ltems For Traka Touch 'r
=% % ® = T
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A window will appear asking for confirmation that you wish to Anonymise all deleted User Records.
NOTE: This option can be used independently to having the Anonymising Deleted Users checkbox enabled.

6. Click on the ‘Yes’ button to proceed.

Ancnymise data for all deleted users

@ Do you want to anonymise all deleted user records

Yas | Mo I

A progress bar will be displayed during the process. Once completed, a window will appear confirming that all the
deleted Users have been Anonymised.

7. Click on the OK button to complete the process.

T8 Trakad2 Administrator [Windows 7] - [System Viewer] [m] >
- W File Edit View Reports Tools Engineers Window Help -8 x
[ System Viewer € Userlist = Keylist ° KeyBooking =[] Read all systems data [ Critical EPUS ~ Position 0001 -0085 ~ | [ Refresh

System: Critical EPU5 &l

Critical EPUS was last updated at 10:24 on Tuesday 09-Jan-2018.

Position: 1

Access Level: 1

The iFob is in the system and has not yet been used.

Anonymise Deleted Users X
iFob Events SystemEvents

@ All deleted user records have been anonymised

Traka32

Ananymise data for al deleted users (12)
. |

O3 18/06/2018 1018

3.8.7 USER DETAILS

The user details window allows you to add and edit user details. The window is re-sizeable allowing it to be dragged to
the width and height desired. To do this, hover the mouse cursor over the vertical or horizontal edges until the cursor
changes to <=, hold down the left mouse button and drag to the desired size.

User Details

This screen allows you to input details about the users. You must complete the first two fields but the others are
optional.
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Forename & Surname
Enter the name of the user. It is essential that these fields are completed.

Tip: You may include a telephone extension number or bleeper reference within the Surname field. This will
show whenever the user name is presented on the LCD screen.
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Language

On 16bit Traka Systems, it is possible to select a language for each individual user. When a user identifies
themselves to a Traka System, the instructions on the LCD will show in the selected language. If the default
language is selected, then the default language of the Traka System will be displayed. Please refer to the
Languages topic for currently supported languages.

User Group

Select a user group that the user belongs to.

User Picture

This feature allows you to attach an image of the user..

User Details

There are ten user definable fields and one notes field available to store details about the user. These fields
are only used within the Traka32 software for reporting on users. The heading for the user definable fields
can be altered from the Properties window or by clicking with the right mouse button on the field heading,
editing the information and pressing Enter.

System Access

Here you define the access code the user must use, the period of validity and the times of access.

i dser Detalls.c (ew Lier) - — —

Byt iCkse Tgf, G D5 O Bediotomd mipe T &

Uner Detadn System Accees | Fob Acess | SecurtyGrows | R | somware dooess atewroed |

1004 =& 00 =~

Sun Mon T Wied Ths Fa  Sa Fran Ta
A F F F F F P F oo = [oaon =
el F F F F F F F ww = [oom =
N R e e ee—— =|

Lty Spueote s a|alsla|alalajalafs|a]als|lalalas|aa|lalals|as|als|a lals|as|s|s|afals|as

i | L1 12| L3 04| L8] L6 L7 L8] L9 190 L0 L12) L3 L0a) L16) LO6) 17| L18) L¥| L20| L2 | L2 | a0 | LW L6 a8 L2738 Lo L30) 131 | L3230 104 L38) L6

i-“i-l-#‘-‘i-l-i“-i‘-‘-i-‘-l*ii‘&i‘ii‘#‘i‘-ii‘-i‘i
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System / Apply to All Systems

When configuring the System Access and iFob Access, it is possible to configure the access individually for
each Traka System.

Syzterm : | Gaods In [001] j

Apply to All Systems |

If the access settings are the same for each system, then click the Apply to All Systems button to copy the
access settings for the current system in view to all Traka systems.

If the access settings are different for each Traka System, then do not click the Apply to All Systems
button. Simply select the Traka System from the drop down menu to configure the access settings for that

system.
The Forename, Surname, PIN or Card ID and Secondary PIN are always applied to all Traka
Systems.
V4.2 28/01/2025 uD0089 Page 229

This Document is uncontrolled unless over stamped "CONTROLLED DOCUMENT"



PIN or Card ID

e For a Keypad entry Traka System, enter the primary Personal Identification Number (PIN).

NOTE: Different Users can have the same PIN (primary and secondary) as long as they are
in different regions.

e  For a Card Reader entry Traka System, enter the Card ID. If you do not know the Card ID:-

a. Swipe the card through the reader fitted to one of the Traka systems. The Traka system
should beep and display ID Not Recognised on the LCD.

NOTE: Make sure no other user swipes their card until you have read the Card ID!

b. Select the system that the card was swiped on from the
Swysterm : 1System 1 [001]

|
drop down menu.

Read last card swipe
c. Read the last card swipe by clicking on the =& F button.

d. If successful, the Card Number will be displayed...

Allocate PIN or Card ID to Craig Mewell =5

Do you weant to allocate this PIN or Cand 10 [0 fo Craig Mesell?
The system will be updated when you save the changes.

e. Click on Yes to allocate the Card Number to the user and you will see a series of **** in
the PIN or Card ID field.

Secondary PIN
It is also possible to allocate a 4 digit Secondary PIN to a user if required. If a 4-digit Secondary PIN is
allocated, after the user has entered their primary PIN or swiped their card, they will be asked to enter their

secondary PIN. If no secondary PIN is allocated, the user will not be asked for the secondary PIN.

NOTE: Different Users can have the same PIN (primary and secondary) as long as they are in
different regions.

User requires Card and PIN to Access Cabinet

NOTE: This option will only be available if the firmware of the selected system has the Card
And/Or PIN option enabled.

If this option is available, there are four different ways a user can access a system depending on how you
configure the users:-

Card ID |Secondary Pin Tick Box Function

Yes No No Tick The user can only access the system with their Card

The user can only access the system with their Secondary
PIN

The user can either access the system with their Card and

No Yes No Tick

MEB iEs No Tick Secondary PIN or just by their Secondary PIN
Yes Yes Ticked The user can only access the system with their Card and
Secondary PIN
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Status

The Active / Inactive Status allows or denies a user access to one or all Traka Systems. Setting the user’s
status to Active allows access to the relevant Traka System whilst setting to Inactive will deny access.

Active / Expiry Dates

The Active and Expiry Dates allow the user access to one or all Traka Systems between the two dates.
Access is denied outside of these dates.

This information is held in the Traka System allowing the creation of a user with a start or joining date and
time as well as an expiry date and time. This is especially useful for contract staff.

You can also set expiry dates for multiple users from the User List. Simply highlight all the desired users,
right click and select Set Expiry/Permit Date. You can then specify a date, whether or not you want to also
apply it to Permit Expiry, followed by which system(s) you wish the expiry date to apply to as shown below.
Once confirmed a summary of changes will also be displayed.

5 eiect Cobimetis] fo-change Expiry Dinte et
ot Fimar T ho Al Coamm
e Lisl Appea v 1 Calervel
i Sont iy Do | *
DR man ket Peamen tel fes B || - Porcr e
| Teur g 1 | = Plouca cabac it apay-datw s ol ML TEN - ||
m"" s I= teieiied e sl iEdis] i g Fmsd Floow (¥ices
Tt Unar 42 St aciive F Lodale E gy Do
L] @ Eegons » b l Wi Pt L sy D adal I
i Seouriy Gops . |
o
B3 conpury et Dats e |
@ | G dulpbad progas
[ Ok Cominl

Permit Expiry Date

Active and Expiry dates may be further enhanced with a permit expiry date. This option allows the definition
of a date beyond which the user cannot work until the Permit date is extended.

For example a contract worker may have a work permit or licence that expires on the 22" August 2002. He
is required to carry out contract work on a monthly basis. However, the software will not allow him to work
beyond the expiry date of his Permit.

To activate the Permit date, select File, Properties, General, Enable user details permit expiry
checker.

You can also set Permit Expiry dates for multiple users from the User List. See above in the Active / Expiry
Dates section.

Shift Aand B

The System Access Times allow or deny the user access to one or all systems on specific days and between
specific times. The system effectively allows two shift patterns giving access at different times on different
days of the week.
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The '‘Days of the Week’ (Sun through Sat) and the ‘From’ time together defines the time at which the user
will be allowed access. The To’ time simply defines when the user will be denied access. Here are some
examples:-

Here the user is allowed access from Monday 09:00 to Monday 17:30.
iFob Access

Here you define the access the user has to the iFobs.

CgseeieCion fgf, % @& Simdumodmp: Ty &

Uiner Detals. | Sylem koosss iFab Accons I Securty Groups | Hngion I Softwanm dcoes Ve Portal ] L ale
Sk Sapthewn 1 -
Aipply by & 5 yntemn I
Fob dlcsssroe | 0= Unlmited | - ﬂ :l Llyes Corbesw - Ho Cuslew 3
™ Fob Alowanes For Accets Level Custow Type: oot Curlew -
. —
Aynlable Arcesy Leveh Cument Ancess Levels |
Lovel: 010 - | [Cea Oam
Lewed: [ | =
Level- 0732 @ ¥
Lewad: 0753
i 18
Lewed- 136 |
Lewad: (57
Lewd: 0138 = &
Show Effective :  [Active Stabar & Accers Levels -]
Acte | L1/L2 L3 LA | L5 LE| L7 L8 15 LI L1 L12[L13 L[ L1S|L6 L17) L98  L18|L20| L2 L2 129|124 128 [126 127|128 L2933 L32] 103 |4 L3138
& @ D00 VDDV LU0 D0 DL 000 LT 000000200 00D
UeETpcls| = @ O O D 0 0 O 33 90 D P P00 LA 0D R Dn D03 a D u 90

iFob Allowance

The iFob Allowance can restrict how many iFobs a user can take out at any one time. If set to 0 the user can
take an unlimited number of iFobs that they have access to.

When checking a user’s iFob allowance across multiple systems there are two options to do this:

a. Use hard wired CAN Gateway systems

b. Use the Real Time Update Service (TACLS)
When using CAN Gateway and the communication is down the default behaviour is to not release the iFob.
However, when using TACLS and the server is unavailable the default behaviour is to release the iFob.
Because the default behaviour between these two systems was different, a tick box has been added into the
Product Wizard and Traka32 to set whether the iFob allowance should be ignored if either options didn't reply
in time.

This will be set before the system arrives on site but can be altered once the system is installed.
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iFob Allowance per Access Level

iFob allowance per access level when enabled, will allow a user to remove a certain amount of iFobs for each
access level they have.iFob Allowance per Access Level is only compatible with the 16bit Board, Firmware
Version v2.00.20 and Software Version v02.08.0008 and above.

Example:

In the user details window above the iFob allowance per Access Level option is ticked and is set to 2,
and the user has access levels 1 & 2, therefore the user can take any two iFobs which have an access
of level 1 and any two iFobs that have an access level of 2. The iFob allowance is customisable to
whatever number is desired, the maximum allowance is 255 iFobs per access level. If you set the
iFob Allowance to 0 then this provides unlimited iFob access.

Authoriser Only

This option will only be enabled if the firmware of the selected system has X System Authorisers enabled.
Refer to the X System Authorisers section for more details.

User curfews

When using Curfews there are two different types that can be set depending on your control PCB. User
curfews can be used in conjunction with iFob Curfews.

Absolute Curfew
This curfew allows you to set a time for which the all the user’s iFobs should be returned to the
system. For example, if you set the curfew to 17:30 all iFobs taken before this time will become

overdue if not returned. This is a very powerful feature as it will highlight if keys are not returned at
the end of a users shift.

Any keys out under curfew or overdue will be shown on the system viewer whenever you click on the

button. You may also see a report on overdue iFobs or overdue keys from the Reports menu.

Relative Curfew

This curfew allows you to set a time limit for which the all the user’s keys may be out of the cabinet.
This time limit is set in multiples of 15 minutes to a maximum of 24 hours. Thus if you expect the key
to be returned within 1 hour you should complete the key curfew accordingly. If the key is not
returned within 1 hour, an alarm condition will be activated which will show as an alarm on the
alarms report.

Any keys out under curfew or overdue will be shown on the system viewer whenever you click on the
button. You may also see a report on overdue iFobs or overdue keys from the Reports menu.

On an 8bit system if you have two curfews set (absolute user curfew and a relative
iFob curfew) at the same time the iFob curfew takes priority.

On a 16bit system if there is a user and an iFob curfew set, the system works out
which one will expire first and uses that as the priority curfew.
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Authorisation

This option will only be enabled if the firmware of the selected system has X System Authorisers enabled.
Refer to the X System Authorisers section for more details.

Available / Current Access Levels

Each iFob in a system has an Access Level assigned to it. For a user to be able to take an iFob, the user must
have that access in their Current Access Levels list. For example, if an iFob has access level 021, and the
user needs access to this iFob, they must have access level 021 in their Current Access Level list. If not, the
user will not be able to take the iFob.

For more details please refer to the Access Levels section.
To Add All access levels to the Current List, click on ﬂ

To Add Selected access levels, select the appropriate levels from the Available List and click on ﬂ

To Remove Selected access levels, select the levels from the Current List and click on ﬂ

To Remove All access levels from the Current List, click on ﬂ

To select a group of access levels, click on the first access level, hold down the Shift key and click on the
last access level in the group.

To select several individual access levels hold down the Ctrl key and click on the access levels in the group.

Show Effective Security

This grid provides a graphical representation of the user’s effective system and iFob access taking into
account their user specific security settings and the security groups to which they belong.

If the effective box is green, then the user has access to the currently selected system.
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If the effective box is red, then the user does not have access to the currently selected system.
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It is possible to display the effective security different access credentials. Select from the Show Effective drop

down list:-
Show Effective : Active Statuz & Access Levels j
Achive Status & Ac
Time/D ate Access Settings
Other Settings
V4.2 28/01/2025 ubD0089 Page 234

This Document is uncontrolled unless over stamped "CONTROLLED DOCUMENT"



Active Status and Access Levels

When selected from the drop down list, the access levels that apply to the specific user and the
security groups to which a user belongs are displayed.

Time / Date Access Settings

When selected from the drop down list, the time/date access settings for the user and the security
groups to which a user belongs are displayed.

Other Settings

When selected from the drop down list, the curfew and authorisation settings that apply to the
specific user and the security groups to which they belong are displayed.

Tip: The show effective graphic provides an easy way to see how a users security settings are made
up from their user specific security settings and the security groups to which they belong. However if
the effective security box is red (meaning the user does not have access to the selected system),
then hover the mouse over the box to display a reason as to why the user does not have access. Also
the user specific box or security group denying the user access will also be displayed in red.

Below is an example of where the user does not have access to the system because the Active Flag is
false for their user specific security settings.

Active | L1

M The Active flag is False

oar ILIHLPI =) A :_:l
Fleet"-.fehiclesl @ D@ @

Security Groups

Here you can define which Security Groups the user belongs to. Click here to read an overview of Security Groups.
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Available / Chosen Security Groups

To Add All available Security Groups to the Current List, click on ——--

To Add Selected Security Groups, select the appropriate levels from the Available List and click on _

To Remove Selected Security Groups, select the security groups from the Current List and click on _-

To Remove All security groups from the Current List, click on il
Tips:

e To select a group of security groups, click on the first security group, hold down the Shift key and
click on the last access level in the group.

e To select several individual regions hold down the Ctrl key and click on the access levels in the
group.

e To select a group of security groups, click on the first security group, hold down the Shift key and
click on the last access level in the group.

Region

Here you define which Region(s) the user belongs to.
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PgipebiCiose Tg%, Br G S Bead st cand swipe Fp &
Vs Dtals | Sweemaccess | Febhcoma | Sty Groue Regon | somwarn aceems hvanced
Syt Susten 1 [Flagoni) -
I~ &l Regiora
Erwalabls Flagons | Cument Angeons
&
Fiagen ll R &
]
]
]

St EMectve . | Bchves Snonet b Accets Leveh =

A P e e e T e e e e e e i e = e ey
= e - e - e = A

Unar R - e - e - e e R - - - - B L - e - e e e - A - i I - B

All Regions

Select if the User is to have access to All Regions. Note this tick box is only available to edit if the logged in
User is an All Regions Administrator.
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Available / Current Regions

Each User can belong to one or more Regions or No Regions. Note that only the Regions matching that of the
logged in Traka32 Administrator will be displayed.

To Add All available regions to the Current List, click on ﬂ

To Add Selected regions, select the appropriate levels from the Available List and click on ﬂ
. . . . L |

To Remove Selected regions, select the regions from the Current List and click on

To Remove All regions from the Current List, click on ﬂ

e To select a group of regions, click on the first region, hold down the Shift key and click on the last
region in the list.

e To select several individual regions hold down the Ctrl key and click on the regions in the list.

Here you define the access the user has to the Traka32 software. The software access tab will alter depending upon
which database type you are using.

Allow Software Access

If the user needs access to the Traka32 Software, click on the Allow Software Access check box. If the box is
un-checked, the user will not be able to access the software.

If no users are given software access, the software will not request a login and allow entry
for any use.

User Type

The User Type can restrict the user access in the Traka32 Software. The user types can be customised as
required. To customise the user types, please refer to the File, Options, Software Access section.
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Microsoft Access Database

0 Uer Detail: - (Liee Mewell) Vo
Caspeticiose Bg . B 36 6 Beadlastcand swipe By &
Unar it Gyatem Accesl Fob Acoesy oty Groups [ Softwre Accens Aearced

[ Pl diftraiis SEo8sE

Login e Lew Kevl

P T - —
‘el Pt swacid | """" Pyrpweced Harver [apaes r
Uszer Type [y —— |
Ausbariation Horm -

Login Name

The Login Name uniquely identifies the user so when the Traka32 Software is loaded, the user will be
asked for their login name and password.

Login / Verify Password
The Login Password is required in order for the user to log into the Traka32 Software. If the Login

Password is hidden by ***** then the password will have to be re-typed into the Verify Password
field.

Password Expiry

Enter a date for when the Login Password will expire. Once expired Traka32 will prompt the user for a
new password when they next login to Traka32.

Password Never Expires

Optionally select this option so that the Login Password never expires.

Authorisation

If the User has been allowed software access, they can be configured to require authorisation from
none, 1 or 2 Authorisers before they are granted access to Traka 32. Select none, 1 or 2 from the
Authorisation drop down box. For an Access database, the Authoriser uses their normal Traka 32
login details to authorise the login.
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Microsoft SQL Database

€ Liser Detssls - (Lee Nevwell)
|| Pasgeebliose Og B, G P& EDBesdlast cod mipe By &

Ut Datain | System Acoess oty Access

To grant user’s access to Traka, you must first create a user record in the Traka database and then associate
a SQL Login to that user.

NOTE: The user in Traka does not need to be granted access to any cabinets.
SQL Server Login
Enter the appropriate SQL Login used to access the database.

Click on the ... button to search for the users. The list that appears will depend on whether Integrated
Security has been enabled from the Properties window.

SQL Login Selact (SQL Server) =)
Test Liser

Cacel | ok ]

e If integrated security has been enabled then a list of Domain Users will appear.

e If integrated security has not been enabled, then a list of SQL Server Users will appear.
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Authorisation
If the User has been allowed software access, they can be configured to require authorisation from

none, 1 or 2 Authorisers before they are granted access to Traka 32. Select none, 1 or 2 from the
Authorisation drop down box.

Authoriser User ID

When configuring the User as an Authoriser, this field must be completed with a User ID. The
Authoriser User ID can be the same or different to the Users normal login ID.

Authoriser Password

When configuring the User as an Authoriser, this field must be completed with an Authoriser
Password. The Authoriser Password can be the same or different to the User's normal login Password.

Grant Engineering Permissions

Check this option to grant engineering capabilities which will allow the user access to the Engineers
menus.

Advanced
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Exclude user from System Integration

Select this option to exclude a user from the System Integration utility. This is useful if you want to exclude
users from access control rules such as preventing users from leaving a site with keys in their possession.
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Allow user to auto open all locker doors
Select this option to open all locker doors the User has access to. For example if a user has access to lockers

1-10 only, upon authorising themselves to the system (e.g swiping their ID card) lockers 1-10 will all open in
turn.

Alcolock mandatory breath test required

Select this option to force the user to take a mandatory breath test when selecting an iFob with Prompt for
Breath Test enabled. This is applicable to Traka systems with Alcolock Integration.

User locked out after breath test failed or sample not given

Select this option to automatically lock-out a user from the system(s). This will prevent the user from being
able to remove any iFob with Prompt for Breath Test enabled. This is applicable to systems with Alcolock
integration. This tickbox will also be checked when a User has failed the breath test or failed to supply a
sample. To unlock the User the tick box is simply unchecked.

Activate Duress Alarm or Notification

Select this option to activate a Duress alarm whenever a specific user accesses the system, or alternatively
you can set this option within the iFob details.

Hide Red LED's For Unauthorised Access

With this box ticked, Red LED's will not be displayed against unauthorised iFobs for this specific user. This
feature is only available when using the firmware option Hide Red LED's for Unauthorised Access.

Key not taken curfew

Select a curfew time from the drop down box by which a key should have been taken by the User. If a key
has not been taken by this time, then a 'key not taken’ event is recorded against the user.

User Identification Number

The User Identification Number was developed to allow a user to securely assign themselves a PIN at the
system. For more details on how to set his up and how it works please refer to the User Identification
Number Section.

V4.2 28/01/2025 uD0089 Page 241
This Document is uncontrolled unless over stamped "CONTROLLED DOCUMENT"



3.8.8 USER ACCESS GRID

53.8.8.1 USER ACCESS GRID OVERVIEW

The user access grid can be used to edit a user's access levels. By selecting the Access Grid tab, the user list shows a
grid of all the user and access levels and places an X in the grid for every access level assigned.
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To view the User Access Grid, click View, User List which will open the User List. Then click on the Access Grid tab
to view the Access Grid.

NOTE: The Access Grid can take a while to load if there are a large number of users. User details cannot be
edited from the Access Grid.
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53.8.8.2 USER ACCESS GRID FILTERING

Prior to v02.006.002 the User Access Grid lists only the users who have access to the system currently selected from
the system selection drop down menu in the main toolbar.

From v02.006.002 the Users can be filtered to show who is Active and who is Inactive on the currently selected

system:

1. Click on Filter and select either:

a. Active Users to display all Users who have access to the selected system.

b. InactiveUsersto display all Users who do NOT have access to the selected system.
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2. It is possible to query why a User does not have access to the selected system:
a. Filter the list for Inactive Users.

b. Right click over a User and click on Show Inactive Reason.
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Highlight Selected Columns
Highlight Selected Rows

- Toggle Access Levels

Set all Access Levels

Clear all Access Levels

Save All fccess Level Changes

Discard all Access Level Changes

¢ Show inactive reason

3. The Inactive Reason(s) are displayed.
For a user to have access to a cabinet they must have the following...
e At least 1 access level (from 1 - 200 for 8bit systems, 1-2560 for 16bit systems)
e Access to the cabinet at least 1 day a week (shift A or shift B)
e Have their active status set to active
e Have a valid primary ID (card and/or PIN)
e The user must not have expired

e Be in the same region of the cabinet

If the user does not meet all of these requirements they will not have access to the selected system and will not
appear in the Access grid when filtered for Active Users.

To make a user Active on the selected system, go back to the User List, search for the user and edit their record
ensuring they meet all of the criteria listed above.
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53.8.8.3 EDITING ACCESS LEVELS FROM THE ACCESS GRID

It is possible to edit a user’s access levels from the grid.
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A pop-up menu is available on the Access Grid by right clicking over the grid.

¥ Highlight Selected Columns

xx Toggle Access Levels
§§% Set All Access Levels
" Clear All Access Levels
Copy Selection to Column...:

Copy Selection to Column...

= Save All Access Level Changes

¥ Discard All Access Level Changes

= Save All Access Level Changes To All Systems

The pop-up menu can be used to highlight rows and columns on the grid, toggle access level statuses for the

highlighted rows and columns and also save and discard any changes.
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Edit an Individual Access Level

The simplest way to edit a single access level is to double click on the relevant box. This will toggle the status of the
access level. Then simply save the changes.

Add / Remove an Access Level to / from Every User

This simplest way to add / remove an access level to / from every user, is to

1.

2.

Highlight any cell under the relevant access level

Right click and click on Highlight Selected Column. This will highlight all the cells for the selected column.

Right click again and click on either:
a. Set All Access Levels to add an access level to every user or
b. Clear All Access Levels to remove an access level from every user

Right click again and click on Save All Access Level Changes.

Add / Remove an All Access Levels to / from a Single User

This simplest way to add / remove all access levels to / from a single user, is to

1.

2.

Highlight any cell along side the relevant user
Right click and click on Highlight Selected Row. This will highlight all the cells for the selected row.
Right click again and click on either:

a. Set All Access Levels to add all access levels to the user or

b. Clear All Access Levels to remove all access level from the user

Right click again and click on Save All Access Level Changes.

Copy Selection to Column

In Traka32 version 02.10.0013 and above, it is possible to copy a selection of access levels from one column and/or
row to another. This works across multiple users and is a very efficient way of assigning access levels.
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Example:-
1. Highlight all the desired access levels, whether its a row, column or both.

2. Right click the highlighted access levels and enter the column number you wish to copy the access
levels to into the 'Copy Selection to Columns' field.

25| 26[ 27| 28[ 28] 30[ 31[ 32 33[ 34] 35[ 36| 37] 38[ 3] 40[ 41 42[ 43] 4

K2k

P

Highlight Selected Columns

...... Highlight Selected Rows

# Toggle Access Levels
SEd Set All Access Levels

X Clear All Access Levels

| Copy Selection to Column...: |30 | |

Copy Selection to Column...

Save All Access Level Changes

Save All Access Level Changes To All Systerns

5 0 0

Discard All Access Level Changes

wr

3. Select the 'Copy Selection to Columns' button underneath the Copy Selection field to apply the
changes.

4. You will now see that the access levels have 'mirrored' into the selected column.
Multiple Changes

It is possible to make multiple changes to the Access grid before saving. Every user record that has been edited will be
highlighted in Green.

Users Security Groups

It is NOT possible to edit access levels for users that are allocated to user security groups. If an attempt is made to
edit a use record that is allocated to a user security group, the user record will be highlighted in Red, a message box
will show and no changes will be made to that user record.

Saving Changes

When changes are saved to the database, Traka32 will automatically communicate the changes to the Traka System.

Discard All Access Level Changes

At any point it is possible to undo any unsaved changes made to the grid. Simply right click and click on Discard All
Access Level Changes, and click on Yes when prompted.
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3.9 FILE

3.9.1 PROPERTIES
The properties window allows you to configure various settings within the software.
Notes:

e  Workstation specific settings are stored in the T32Settings.ini file, which is saved during installation on the
local workstation. The default location for this file is C:\Users\Public\Traka\Traka32\Settings.

e  User specific settings are stored in the registry at HKEY_CURRENT_USER\Software\VB and VBA Program
Settings\Traka32. If a setting does not exist in the registry it will be extracted from the T32Settings.ini file

and if there is no entry in the T32Settings.ini file a default entry is selected.

e Centralised settings such as field headings are stored within the database and will affect all users of Traka32
connecting to the same database.

Database
Database Provider

Select the type of database you wish to connect to.

Microsoft Access Database
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PR S —

Pleas ysiesct b path b e dalshans e
Lave D abidin Pt

[ Tr—— e e T

S Contact Irda
Loadsble Dervice Drvers
frwmobslicir [letadl

Hugt Databars Backup

Enabls Aulo Bachig
Fraquency F =
Bz Path

II: g Prubse, Trai o T sk a 3200 slahase B-ackups

Settings File

This section allows you select the path for the T32Settings.ini file. The Settings File is Customisable
and allows certain applications to be active or inactive within Traka32.

Live Database Path

The live database path contains the path to the live database. To search for the database simply click
on the Browse button. Please refer to the Database Installation section for more information.
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Check the integrity of the database each time the application starts

Select this option to enable the Database Integrity Checker to check the state of the database each
time the database is opened. Please refer to the Check Database Integrity section for more details.

Auto Database Backup
This automatically prompts the backup of the database to a chosen location (we advise a backup

directory on your local hard drive or server). You may select the humber of uses of the software
before the backup takes place.

Enable Auto Backup

Select this option to enable the auto backup facility. Clear this selection if you want to disable the
auto backup facility.

Frequency

Enter the number of times the software has to be closed before the auto backup utility will prompt
you to back up the database.

Backup Path
Select the path to where you wish the database backup file to be located. To search for a backup path

simply click on the lower Browse button. When the backup prompt is displayed, you will be offered
the chance to alter the path if required.

Microsoft SQL Database

= ~
Traka32 Properties... ﬂ - | P
e
& save & Close [@
Database ‘ Database
o[ | Camms
General Bees Rk Microsoft SOL Server |
User Info 2
iFob Settings File
Key Details LU sershPublich Trakah T raka32hS ettingsh T 325 ettings. ini Browse
Desktop iFob Programmer
Reparts
Messaging Settings Server Name : \THAKAEBW “alexpress
Keywizard
KeyVending Wizard Database Name : |T32Database
Serial Port X .
Logging Connection Sting ‘Delault Connection Sting j

Support Contact Info. c dTi ” o
Loadable Device Drivers srmand Tmeadt: &0 | seconds

Immebilisor Detaits & SOL Database Account [Usemame & Password)
7 windows Integrated S ecurity
€ Traka Connection

=

&

Traka Connection Password

T

[~ Use Encryption

Settings File

This section allows you select the path for the T32Settings.ini file. The Settings File is Customisable
and allows certain applications to be active or inactive within Traka32.
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Server Name

Enter the name of the SQL Server that will host the database.

Database Name

Select the name of the SQL Database.

Connection String

Set to 'Default Connection String' unless you are connecting to a server that has TLS 1.0 disabled, in
which case select 'Support for non TLS 1.0 enabled servers'.

The client machine must have Windows 7 or higher in order for the 'Support for non
TLS 1.0 enabled servers' option to work.

Command Time-out
Adjust the command time-out value in seconds accordingly. The default command time-out value is
60 seconds. If you experience Command Time-out Error messages then increase the command

time-out values in increments of 10 until the errors no longer appear.

It is not recommended that you enter a command time-out value below 30 seconds.

Use Integrated Security

Select this option to allow integrated security.

Match user via database

When using integrated security, select this option so that Traka32 matches the SQL Server Login
entered into the user details window to the user name returned by the SQL Server. If the user
logging is has administrative rights to the SQL Server (direct or inherited) then they will be given full
unrestricted access to the Traka32 software.

Match user via environment

When using integrated security, select this option so that Traka32 matches the SQL Server Login
entered into the user details window to the user name returned by the Windows. This is useful if the
user logging is has administrative rights to the SQL Server but you want to identify them as a
standard user within Traka32.

Prefix with domain name

When using the match user via environment option, set this option if it's a requirement to prefix the
SQL Server Login name with the Domain name. For example <DOMAIN NAME\USER NAME>. If this
option is not set only the user name will be matched upon.
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General

User Info Comms Fail Retry : ’57 ﬁ attempts RS-485 Delay ,Dﬁ j seconds
iFob isteni

Key Detsis Netwark Delay [0 = ssconds Hoera P Petoben [
Desktop iFob Programmer

Repoits

Messaging Settings
Key Wizard Auto Communication : ot
Key Vending wizard

Serial Port

Lagging

Support Contact Infa.

Loadable Device Diivers

Immobilizor Details =

Skip communication with Cabinets that updated users did not have

access o r
Preserve the state of the Auto-Comms Onling Mode r
Generate Onling / Offine Events r

Mote: This option only applies to Traka fs & Service

Comms Fail Retry
Enter the number of time the software will attempt to wake a system in order to communicate before the

software gives up. If a system is being used or the door has been left open, the software will not be able to
communicate.

Network Delay

If you have a very busy Ethernet network, there may be a delay in the response times during the
communications. If you are finding that the software is timing out, increase the delay accordingly.

RS485 Delay

If you have a very busy RS485 network, there may be a delay in the response times during the
communications. If you are finding that the software is timing out, increase the delay accordingly.

Listening IP Port When Running as a Service

If you are running T.A.S (Traka as a service) you match this IP Port number to the IP Port number within the
T.A.S application to make a communication.

Auto Communication

This allows the automatic communication between the Traka system and the supporting Traka32 software.
By automatically communicating you ensure that the transactions recorded by the Traka system are always
backed up to the PC.

For automatic communication it is of course essential that the Traka32 software is running.

In most applications only one PC should setup as online and should be on a PC that is not commonly used or
switched off.

o Off
The default is Off, which means that all communications must be manually completed using the

button.
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o Interval

By selecting interval you may specify how frequently, in seconds, that Traka32 should communicate
with the systems.

Aaibes Cotrdvirac-alion [Irterval j

Auta Comeramications hnbeval W —: m

Erable dutamabe Synchionizalion of Extemal Lsers

Skip comenurication vt Cabnets that updated users ded rol have
ACCELE b

o Specific Time of Day

By selecting specific time of the day you may specify exact times of each day that Traka32 should
communicate with the systems.

Ao Conmuricalion !E.peu:du: Tirnwees of Day j
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Bemove } &dd
-
Eriabde fubomatc Synchionizalion of Extemal Ulsers |
Skip comenurication wath Cabneds that updated users ded rol have: -
BoCat: bo

To add a time, enter the required time and click on Add. The time will appear in the list opposite.
To remove a time, select the time to remove from the list and click on Remove.

o Online

By selecting online each selected system will automatically switch online when the Traka32 software
is loaded.

o0 Remote Host

By selecting remote host, Traka32 will add a host entry into each Traka System and will then listen
for remote connections from the Traka System every time an event occurs. For further information,
please refer to the XPort Remote Host section.

Aaita Cominurecalion |Rerr-:-le Hos j
Remobe Host Inberyval :311— —' m
Telephone Mumber ; |

Erable futomate Synchionization of Extemal Users

Skip comenunication weth Cabmets that updated users did rol have E
BOCELE b

The Remote Host Interval can be set to specify how frequently, in seconds, that Traka32 should

communicate with the systems. This is in addition to the Remote Host communications but can be
disabled by setting to 0.

The Telephone Number field is available for using the remote host option with a Modem but this
option is not yet available.
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IMPORTANT:

Once Auto Comms has been activated, you can select which systems are to be included in Auto Comms on
an individual basis. To include a system, tick Include In Auto Comms in the System Details window. Here
you can also Nominate a PC to auto communicate only with the selected system.

Nominating a PC can help to prevent the potential problem of more than one copy of Traka32 trying to
communicate with the same system at the same time in which case one of them could fail with an error. If
Nominate a PC is left not ticked, then all copies of Traka32 will auto communicate with the system.

Enable Automatic Synchronisation of External Users

Checking this option will automatically upload any user records that have been altered via the Traka.Net
Post-Box software to the relevant systems.

Skip Communication with Cabinets that Updated Users Did Not Have Access to

Normally, when a User’s security is changed by the 3rd Party Link Stored Procedures, Traka32 will
communicate with ALL cabinets to make sure that the user does not exist in any cabinets to which they don’t
have access (regardless of whether they had access or not). Switching this option on suppresses this
behaviour and results in much faster cabinet updates where there are many cabinets and users generally
only have access to one or two cabinets.

Preserve the State of Auto-Comms Online Mode

Selecting this option will allow you un-select the default 'Auto Synchronisation' & 'Auto Synchronisation All
Systems' options, close Traka32 and have them remain un-selected when you re-open Traka32.

Generate Online / Offline Events

Selecting this option when using Traka As A Service (TAAS) will enable the system to generate 'Online' and
'Offline' events. If this feature is enabled, when TAAS starts up events are generated showing that all
systems are offline and as each system has a successful communication an event is generated showing that
it is now online. If in the future a system fails to communicate successfully then the offline event will be
generated again.

User Upload Limit

When user records are being added or updated by any of the 3rd party links all the updated users get sent to

all the required cabinets the next time that the auto-comms fires. If there are hundreds of users that need

syncing to lots of systems this can take a very long time, therefore an option is available to limit the number

of users that get updated each time the auto-comms runs.

This limit is configured by adding a line into the [AutoComms] section of the T32Settings.ini file as follows:
[AutoComms]

SyncExternalUserLimit=100

The example above is configured to upload 100 users each time but this value can be changed to suit the
customers’ needs.
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Show password and PIN or Card ID

Select this option to make all passwords, personal identification numbers and card ID’s visible. Clear this
option to hide.

Enable auto text format

Checking this option forces the entry fields to automatically capitalise the first letter and to force the
remaining letters in the same word to lower case.

Use Advanced Searching
Select this option to enable the Advanced Search option. Clear this option to use the Standard Search option.
The Advanced Search option allows you to search on one or more criterion and allows you to filter out

records from a list whereas the Standard Search option only allows you to search on only one criterion and
highlights the matches.

Show Visitor Bookings

To enable the Visitor Booking wizard in Traka32, select Show Visitor Bookings.

Auto Allocate Tag Numbers
This feature when enabled automatically adds a tag number to iFobs that are newly synchronised to the

system. Also if an iFob is deleted and another takes it pace it will automatically be given the previous iFobs
tag number.

Prompt user to confirm when closing the software

Select this option to prompt for confirmation every time the software is closed.
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Prompt user for password when closing the software

If you are using the user login to the software you can prompt the user to enter their password in order to
close the software. This is useful if you want to leave the software running in Auto Comms or Online modes
as this will discourage users from closing the software.

Allow Traka32 to play sounds

Select this option to allow Traka32 to play sounds upon certain events.

Toolbar Style

The look and behaviour of the toolbars within Traka32 can be altered to match those of your operating
system. Simply select from Office 97, Windows 2000 or XP styles.

Window Open on Application Start

Select the Window you require to open when the Traka32 software is loaded. This will depend on the roll of
the workstation the software is installed upon or the application of the Traka32 software. For example motor
dealers often use the Key List for day to day administrations or a Fork Truck engineer may use the Fault List
to administer day to day truck faults.

Screen Refresh Interval

This option when enabled will automatically refresh any of the windows you have open in Traka32 to ensure
they are visually up to date with the database. You can define how often the refresh happens in increments
of one minute.

This is extremely useful if you have many copies of Traka32 connecting to the same database and you wish
to automatically refresh any open windows in Traka32 with the changes made by other users and auto
communications.

If Auto Communications are enabled, this option is automatically disabled as the auto
communications inherently refresh any open windows.
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User Info

User Info
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Detail

This allows change to the field descriptions of the essential information on the user details and system access
screens. For most systems this should not be changed.

Synonym for 'Permit Date’'

The text entered here will be used wherever the original 'Permit Dates' was used in Traka32.

Perform LUHN-10 validation on

Checking this option will force a check on the Primary ID field of the User Details each time a user record is
saved. If the check fails an error message will be shown. This check is primarily used for validating Credit
Card numbers and is useful if Credit Cards are used for accessing Traka Systems. If Credit Cards are not
used as the Primary ID then do NOT select this option.

Enable user details permit expiry checker

Checking this field activates an additional field on the user details, system access screen to allow the
definition of a Permit expiry date.

List all Users in Remote iFob Release

Select this option to show all users who have access and who do NOT have access to the selected iFob when
using the Remote iFob Release function. Clear this option to only show users who have access to the selected
iFob when using the Remote iFob Release function.

Hide User Details 'Apply to all Systems' Button

The User Info section to allow you to hide the "Apply to All Systems" button in the User Details screen. This
prevents users from pressing this button and applying changes to all Systems by mistake when making
changes.
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User Settings
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Force all users to use common security settings
Checking this option will force the Apply to all systems check box on the User Details window to always be
checked. If this option has not previously been selected, the Apply settings from this system drop down

menu will become active, allowing the selection of the system that the security settings will be copied from
for each user.

& save & Close

NOTE: If you select this option along with a system, when you click all the user

records will be updated, overwriting the previous security settings.

Set Default Expiry Dates

Checking this option will enable the automatic completion of the User Expiry Date depending on the selection
below. If the option is cleared the default expiry date of 01-June-2050 is used.

e Specified Date and Time

e Calculated Date from Activation Date

Updating existing users expiry date when editing their record

Select this option if you wish to the software to automatically adjust the User Expiry Date according to the
rules above every time the User Details are edited.

Minimum Password Length

Set the minimum path for the User Login Password. This only applies when used with a Microsoft Access
Database.

Password Expiry Period

Set the number of Days / Weeks / Months / Years before the User Login Password expires. This only applies
when used with a Microsoft Access Database only.
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When a user goes to login to Traka32 and their password has expired, the user will be prompted to enter a new
password and their password expiry date will be reset as per the password expiry period.

User Details

Field

This allows change to the field descriptions of the non essential information on the user details screen.

iFob

The iFob page allows you to assign text that would normally represent the iFob Per Truck labels. The iFob Per Truck
labels are used in applications such as reports. This is particularly useful if you have a locker system.
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Key Details
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Field

This allows change to the field descriptions of the screen describing the keys. Note that these field descriptions also
apply to all reports.

Perform Duplicate Check

In applications where there is a large turnover of key records such as the motor trade, it may be important to
check if there is already a record for that key. Traka32 can automatically check the individual fields of all the key
records against the one you are adding or editing to check for duplications.

To activate the duplication checker, simply check the box against the field or fields you wish to check.

Use as iFob Description

It is possible to allow users to search for keys at the cabinet using a description search facility via the
alphanumeric keypad. For example, details such as vehicle registrations or chassis numbers could be searched
upon to locate the keys within the cabinet.

As there are 10 fields for each key record, to simplify the searching only 1 field can be searched upon. Select one
of the Key Detail description fields to be written to the Traka systems for searching.

Two Key fields can be chosen as the description of the iFob. These should be selected in priority order. Field 1 will
be used if that field has any data; if not field 2 will be used.

Mandatory Field

Certain information about keys is critical to any audit trail. If it is a requirement that certain information is filled in
about a key then the Key Details window can be configured with mandatory fields which show with a red
background.

To enable a mandatory field, simply check the box against the field or fields you wish to make mandatory.
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Service

This section allows you to customise what field descriptions you have in the Service section within the Key Details
screen.

Desktop iFob Programmer
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Adaptor Type
Select the Adaptor Type accordingly. There are 3 adaptor types, two serial and one USB. The adaptor type is

printed on the serial port connector of the Desktop iFob Programmer, if you require USB type the port
number is Unnecessary.

Serial Port Number

Select the relevant Serial Port Number according to which serial port you have connected the Desktop iFob
Programmer to.
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Reports

Reports
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Field

This allows the specific change to the title of the User Name field on the reports.

Crystal Report Options

Select one of the following options:

e User reports on local computer - this will use the Crystal Report (*.rpt) files that are installed on
the local computer in the Reports directory of Traka32. C:\Program files\Traka
Limited\Traka32\Reports

e Use reports from a shared remote location - this will use the Crystal Report (*.rpt) files that
are installed in a remote location.

Hide Transaction Reports

When the old Transaction style reports are no longer required the Transaction Reports menu can be hidden
by selecting this option.
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Messaging Settings

Email
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Send Emails From Traka32

Checking this option will allow Traka32 to send e-mails automatically whenever certain events occur. Please
refer to Notification Message System for more information.

SMTP Sever

Enter the Name or IP Address of the SMTP Sever that Traka32 will use to send e-mails.

SMTP Port

Enter the Port Number of the SMTP Sever that Traka32 will use to send e-mails. The standard default port
number used by most SMTP Servers is 25.

SMS Module Settings
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SMS Modem Serial Port

Select the modem serial port number which Traka32 will use to send SMS messages.

SMS Modem Serial Speed

Select the appropriate speed you require for the modem you will be using.

SMS Pin Number

This field requires you enter the pin number from the SIM card that you will be using to send SMS messages.

Traka32 Properties... 2 x
& save & Close [
Database | Key Wizard

Cornms
General
User Info v Enable Key ‘wizard.

iFob [~ Allow &ll Regions Search
Key Details
Desktop iFob Programmer v Allow Key Record Deletion
Reports
Messaging Settings
Linked Server
Linked Server Key Details
BMW Key Reader
Key Vending Wizard
Serial Port
Logging
Support Contact Info.
Loadable Device Drivers
Immobilisor Details

Enable Key Wizard

To enable the Key Wizard in Traka32, select Enable Key Wizard.

Allow All Regions Search

When selected, this option will allow the Key Wizard to search across all Regions regardless of the region of
the logged in user. This is useful in Random Return to Multiple Systems where an iFob that is out of a system
and is not in any region and therefore cannot be seen by any user that is not in 'All Regions'.

Allow Key Record Deletion

With the release of Traka32 version 02.40.0000, a tickbox has been added to the properties form. Once
enabled, the Key Wizard will ask if the logged-in user wants to delete unmatched key records when
importing data from Kerridge. If the option is not enabled, the user will not have the option to delete
unmatched keys. By default, the option will be enabled.
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Linked Server
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Linked Server Synonym

Enter an alternative word or phrase for 'Linked Server'.

Linked Server Name

This field allows you to assign you linked server a name.

Enable linked Server

To allow the importing of data from a linked server, select Enable linked server.

Table/View 1-4
Enter the Table names for Traka32 to search within Kerridge. Up to 4 tables can be searched.

For example: MK_01_VehcleRecords

Search Field 1

Enter the Chassis Search Field name that Traka32 will search within the selected tables for the vehicle
Chassis Number. Also select the Related Key Field that Traka32 will use to compare the chassis number
against.

Search Field 2

Enter the Reg Search Field name that Traka32 will search within the selected tables for the vehicle
Registration Number. Also select the Related Key Field that Traka32 will use to compare the registration
number against.
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Linked Server Key Details

Enter the linked server keys detail Field names for Traka32 to import the data from. If a field is not required for
importing, leave the field blank. For example:

ChassisNumber
RegistrationNumber
BriefDescription
Description_
ColourWheelbase

UserDefinedText

BMW Key Reader

¥ Ente Bbfw oy Praader
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File Mane 2 [EYREADER TAT
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Enable BMW Key Reader

To allow the use of the BMW Key Reader, select Enable BMW Key Reader.

Scan Folder Path

Enter the Scan Folder Path to where the BMW Key Reader dumps the KEYREADER.BIN and KEYREADER.TXT
files.

NOTE: Please configure the BMW Key Reader to output BOTH the KEYREADER.BIN and
KEYREADER.TXT files.

File Name 1

Set the File Name 1 to KEYREADER.BIN

File Name 2

Set the File Name 2 to KEYREADER.TXT

Related Key Field

Select the Related Key Field that Traka32 will use to compare the chassis number against.

Serial Port
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Various Settings

When experiencing difficulties communicating to Traka Systems using the Serial Port it is possible to adjust
some of the more advanced settings of the Serial Port from here.

V4.2 28/01/2025 uD0089 Page 266
This Document is uncontrolled unless over stamped "CONTROLLED DOCUMENT"



Logging

The Logging tab can only be accessed if the current user of the software is logged in as an engineer.
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Write the log files locally

Select this option to record any internal software errors to log files on the local computer.

Write to a shared remote location

Select this option to record any internal software errors to log files located at the selected path.

Enable continuous database logging

Select this option to keep a continuous log of database activity. This option will help track potential problems
with database corruption.

Enable communications logging

Select this option to log communication activity between the software and the cabinet(s). This option will
help track potential problems with the cabinet(s).

Do not show error messages

Select this option to disable the software from displaying the Internal Traka Error dialogs in the unlikely
event of an error. If an error does occur whilst this option is selected the error will be logged and the i'l

symbol will appear in the status bar. To view the error log, double click on the L\l symbol.

Enable software audit

Select this option to keep a continuous log of every change that is made in the software along with the name
of the user who made the change, when the change was made and what the change was. If this option is
cleared, a log will be recorded of who cleared the option.
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Enable Service Logging

This option works in conjunction with T.A.S (Traka As a Service) and writes all the event data from T.A.S to a
text document in the support folder which is stored on your hard drive in a location of your choice when
installing Traka32.

Support Contact Info.

|Tishape
[+ad 00 248 £ 000
| e com

[T —

The information entered into this section of the Traka32 Properties will be visible to all users of Traka32 when they
click on Help, Technical Support. Customers and Distributors can amend these details as required.

Company

Enter the company name of the technical support contact.

Telephone number

Enter the telephone number of the technical support contact.

Web Address

Enter the web address of the technical support contact.

Email

Enter the email address of the technical support contact.
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Loadable Device Drivers
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Choose one of These Installed Tablet Types
Use this drop down box to select the appropriate Tablet type driver you require to use your Tablet.
Choose one of These Installed Fingerprint Readers

Use this drop down box to select the appropriate Fingerprint reader driver you require to use your Fingerprint
hardware.

Choose one of These Installed SMS Drivers
Use this drop down box to select the appropriate driver you require to send and receive SMS messages.
Immobilisor Details

To cater for the long descriptions given to Immobilisor Trucks, five extra user definable fields have been added to the
Immobilisor Details window. The headings for these description fields can be defined in the Properties window.

Default Manufacturer Code

This drop down selection box allows you to set a default manufacturer code across the database. This will
allow you to open the Immobilisor Details form and not need to change the manufactures code for each
individual Immobilisor that needs programming.
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3.9.2 OPTIONS

13.9.2.1 SOFTWARE ACCESS

3.9.2.1.1 SOFTWARE ACCESS OVERVIEW

It is possible to set up various user login types, each with their own restrictions so that when users log into the
Traka32 software they can only access the parts of the software defined in the login type.

The default user type is Administrator. Administrators must of course have all of these permissions and it is therefore
not possible to change the Administrator options. However, you may wish to create a user type that only allows a user
to have access to record changes or perhaps to only allow communication.

By checking the relevant boxes, it is possible to allow the amendment to the records, to allow communication and to
allow configuration etc.

Once one or more Software Login Groups have been created, each user can be assigned with their individual login and
group. Please refer to the User Details Software Access section on how to assign the login types to the individual
users.

When one or more users have been assigned with a login name and password, the next time the software is loaded
the user will be prompted to login.

Trakad? - Login

User Mame: Itraka engineer

HEHHERREHRRRRER

Pazzwaord

ok LCancel |

To login the user simply has to enter their username and password. Once logged in the software will record certain
tasks the user performs.
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3.9.2.1.2 SOFTWARE LOGIN DETAILS

The Software Login Details window allows you to add and edit the login details. Please refer to the User Details
Software Access section on how to assign the login types to the individual users.

Description

Enter a description for the login type. This description will appear in the User Details Software Access drop down list.

( "?t_ﬂﬁ'l:-fl'. oy
Caspealiose g, &

Descriphion :

System | User

Bllow uses bo add sstems. .

Allow uses bo edit spstern detals,,

Allow uger bo tamove spstems.,

Allow uzer bo allow remobe wier access.,,
Bllow uges bo always show PINs

Allow user to add systems

Check this box to allow the logged in user to be able to add system records. Checking this box will
automatically check the edit systems box. This option should only be available to administrators.

Allow user to edit systems

Check this box to allow the logged in user to be able to edit system records. This option should only be
available to administrators.

Allow user to remove system

Check this box to allow the logged in user to be able to delete system records. This option should only be
available to administrators.

Allow user to allow remote user access

Check this box to allow the logged in user to be able to give another user remote access to a selected
system. This option is useful for supervisors as it can be used if a user has forgotten their ID Card, the user
will be given access as if they have swiped their card and will be able to take authorised iFobs / keys as
normal.
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Allow user to always show PINs

There option allows members of a group to keep the status of the ‘Show PINs’ option. e.g. If the logged in
user has turned on the option to show users PIN numbers in the User Details or Properties screen, the PIN
numbers will only show until the user logs out of Traka32. If this new tick box is ticked and the logged in
user is a member of the correct Software Login group then when they log back into Traka32 the user PIN
numbers will still be shown.

User

B SqvetiCiose Ba f, & &

System Uger

Descriphion :

Bllow uper bo add useds..

Allow uiset bo adil user datails,
Allow wsed to change User Detals,,
Allows uged to change System Access
Alowe uger o change Fob Access,
Allove wset 1o change Softwane Access, .

Blloww uges bo 1emove users. .,

Allow user to add users

Check this box to allow the logged in user to be able to add user records. Checking this box will automatically
check the edit user's box.

Allow user to edit user details

Check this box to allow the logged in user to be able to edit user records.

Allow user to change User Details

Check this box to allow the logged in user to be able to edit a user's details.

Allow user to change System Access

Check this box to allow the logged in user to be able to edit user's system access.

Allow user to change iFob Access

Check this box to allow the logged in user to be able to edit user's iFob access.
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Allow user to change Software Access

Check this box to allow the logged in user to be able to edit user's software access.

Allow user to remove users

Check this box to allow the logged in user to be able to delete user records.

iFob

Paswveaciose Bl & 6
System I User

Dezcrpbion :

Allow uzer bo add iFobs..

Allow user bo edit iF ok details. .,

Allowa uger b tamarve Fobs.,

Allow uger b lransler Fob ownership,
Alloww user bo use emergency Fob release,,
Bllowi used bo ielease Fobs remately..
Allow uges bo peogram iFobs.,

Allow user to add iFobs

Check this box to allow the logged in user to be able to add iFob records. Checking this box will automatically
check the edit iFobs box.

Allow user to edit iFob details

Check this box to allow the logged in user to be able to edit iFob records.

Allow user to remove iFobs

Check this box to allow the logged in user to be able to delete iFob records.

Allow user to transfer iFob ownership

Check this box to allow the logged in user to be able to transfer the ownership of an iFob that is currently out
of the system to another user. This option is useful for supervisors as it can be used if an iFob / key has been
passed to another user, for example a vehicle maintenance department, without the iFob / key being
returned to the system.
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Allow user to use emergency iFob release

Check this box to allow the logged in user to be able remotely release an iFob in an emergency. This option
is useful for supervisors in case of problems or emergency situations.

Allow user to release iFobs remotely
Check this box to allow the logged in user to be able to give another user remote access to a selected iFob.

This option is useful for supervisors as it can be used if a user has forgotten their ID Card, the user will be
given access as if they have swiped their card and will be able to take only the selected iFob / key as normal.

Allow User to Program iFobs

Check this box to allow the logged in user to Program iFobs using the Traka iFob Programmer.

Key

v
i

Caswvetccioe %k D6
System | User

Dezcriphion :

Allow uzes bo sdd keps.,
Allow uses bo edit key delals
Allow uses bo remave keys,

Allow uges bo edil Booking detals.,

-
-
-
Allew Uiget bo dd bockings... [
=
Allow uzes bo dalete bookings. I

=

Allosw uger bo create bookings for keys that usess do nol have access bo,

Allow user to add keys

Check this box to allow the logged in user to be able to add key records. Checking this box will automatically
check the edit keys box.

Allow user to edit key details

Check this box to allow the logged in user to be able to edit key records.

Allow user to remove keys

Check this box to allow the logged in user to be able to delete key records.
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Allow user to add bookings

Check this box to allow the logged in user to be able to add key booking records. Checking this box will
automatically check the edit key booking box.

Allow user to edit booking details

Check this box to allow the logged in user to be able to edit key booking records.

Allow user to delete bookings

Check this box to allow the logged in user to be able to delete key booking records.

Allow user to create bookings for keys that users do not have access to

Check this box to allow the logged in user to create bookings for keys the users (associated to the booking)
do not have access to.

Fault

User I

Descriphion :

Alloww uizet b add faulls..
Allow user bo edit Faull details. .,
Allow uger bo temove [aubs. .,
Allow uses bo set faulls.,

Allow uzes to clear Faults,,

Allow user to add faults

Check this box to allow the logged in user to be able to add fault records. Checking this box will
automatically check the edit faults box.

Allow user to edit faults

Check this box to allow the logged in user to be able to edit fault records.
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Allow user to remove faults

Check this box to allow the logged in user to be able to delete fault records.

Allow user to set faults

Check this box to allow the logged in user to log new faults against an iFob. This option is useful for

engineers who wish to record faults and prevent users from taking iFobs / keys with faults logged against
them.

Allow user to clear faults
Check this box to allow the logged in user to clear logged faults from an iFob. This option is useful for

engineers who wish to record faults and prevent users from taking iFobs / keys with faults logged against
them.

Comms

B Software Login Details - (Reviewer
CasaveteClose B, & QO

Fob | Key

Drescrpban :

Allow uges bo iead lransachions lrom sisbems. .,
Allow uses bo wnbe details to syslems.

Bl uses bo upaiade lirrmaie.,

Allow user bo upgrade soibware.,

Allow user to read transactions from system

Check this box to allow the logged in user to be able to read all the transactions and alarm data from the
Traka Systems. This option should be made available to all users.

Allow user to write details to system

Check this box to allow the logged in user to be able to write data such as user records, iFob records, the
date & time etc. to the Traka Systems. This option should only be available to administrators.

Allow user to upgrade firmware

Check this box to allow the logged in user to be able to upgrade the firmware of the Traka Systems. This
option should only be available to administrators.

Allow user to upgrade software

Check this box to allow the logged in user to be able to upgrade the Traka32 software. This option should
only be available to administrators.
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Software

£ ) Software Login Details - (Reviewes
Eospeacione g, 8 Q&

Key | Fauk

Drezcripbion :

Allow uzes bo sdd soltwaie sccess,
Allow uses bo edil software access.
Allow user bo iemave soflwans SCoess..
Bllew uget bo dd secasity gioups.,
Allow upes bo edil sEcuity groups..,
Bllow used bo temove seculily groups.,
Allosw uger bo edil propeitias.,

Allow user to add software access

Check this box to allow the logged in user to be able to add software access records. Checking this box will
automatically check the edit software access box. This option should only be available to administrators.

Allow user to edit software access

Check this box to allow the logged in user to be able to edit software access records. This option should only
be available to administrators.

Allow user to remove software access

Check this box to allow the logged in user to be able to delete software access records. This option should
only be available to administrators.

Allow user to add security groups

Check this box to allow the logged in user to be able to add security group records. Checking this box will
automatically check the edit security group box.

Allow user to edit security groups

Check this box to allow the logged in user to be able to edit security group records.

Allow user to remove security groups

Check this box to allow the logged in user to be able to delete security group records.

Allow user to edit properties

Check this box to allow the logged in user to be able to edit the Traka32 properties. This option should only
be available to administrators.
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Access Levels

.. &) Software Login Details - (Reviewer m

CasaveaiCiose B, & G

Fault | Comms Access Levels | Vistor B ,"_IL

Dezcriphion :

Ay alable Aecess Levels Ciffent Aeeess Level:

Dock Door admin Clerks | Widnes | AMT Acce »
Diock Door Cabinet - Goole [0002)
Lewel: D003

Lewel - 0004

DOCk DOOR ACCESS [0005)
Gias Cage Keyp [0006]

Lewel: QOO

Lewel: 0003

Level: D003

MASTER KEY [0010]

Counter Balares Key [0011]

Available / Current Access Levels

Select the Access Levels that the logged in user will be able to administer. This will allow the logged in user
to administer iFobs that have one of the Current Access Levels. This will also only allow the logged in user to
administer Keys attached to iFobs that have one of the Current Access Levels. Also when administering User

Details, the logged in user will only be able to allocate users with the access levels listed in the Current
Access Levels list.

To Add All access levels to the Current List, click on ﬂ

To Add Selected access levels, select the appropriate levels from the Available List and click on ﬂ

To Remove Selected access levels, select the levels from the Current List and click on ﬂ

To Remove All access levels from the Current List, click on ﬂ

Tips:

e To select a group of access levels, click on the first access level, hold down the Shift key and click
on the last access level in the group.

e To select several individual access levels hold down the Ctrl key and clock on the access levels in
the group.
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Visitor Booking

QE

Software Access Levels Visitor Booking

Dezcriphion : [Reviewer

Ellow uset bo sdd bockings...
Allow uses bo edil bookings...
Ellow user bo delete bookings..
Alloa uzet ba conliim and release.

Allow user to add bookings

Check this box to allow the logged in user to be able to add visitor booking records. Checking this box will
automatically check the edit visitor booking box.

Allow user to edit booking details

Check this box to allow the logged in user to be able to edit visitor booking records.

Allow user to delete bookings

Check this box to allow the logged in user to be able to delete visitor booking records.

Allow user to confirm and release

Check this box to allow the logged in user to be able to confirm the identity of a visitor and release the
associated key for the visitor booking.
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Sasol

| Caspeaicioe Bl & 6

Access Levels | ‘Visitor Booking

Dezcriphion :

Allow uzer b astign Sasol Admirestater rols,,

Allow uses bo sssign plart states ights. .

Allow uzer bo assign Sasol iesticled access,

Allews uges bo aisign emesgency release aghls nghls.

Allow user to assign Sasol Administrator role

Check this box to allow the logged in user to be able to assign Sasol Administrator roles.

Allow user to assign plant states rights

Check this box to allow the logged in user to be able to assign plant states rights.

Allow user to assign Sasol restricted access

Check this box to allow the logged in user to be able to assign Sasol restricted access.

Allow user to assign Emergency Release rights rights...

Check this box to allow the logged in user to be able to assign Emergency release rights rights.
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Notifications

.. ..E'T‘ 5 - (Reviewer
PaspeaiClose T, & QG

Vistor Booking | Sasol Hotifications

Drescription : (R

Allos uzer bo sdd new Aules.,
Allow uzer bo edit Rules...

Allow uzer bo ramave Flubss. .
Allow uger bo add news Templates...
Allows uges to edit T emplates,

Allow uzes boiemave Templates. .

Allow user to add new Rules

Check this box to allow the logged in user to add new Rules for the Message Notification system.

Allow user to edit Rules

Check this box to allow the logged in user to edit Rules for the Message Notification system.

Allow user to Remove Rules

Check this box to allow the logged in user to edit Rules for the Message Notification System.

Allow user to add new Templates

Check this box to allow the logged in user to add new Templates for the Message Notification System.

Allow user to edit Templates

Check this box to allow the logged in user to edit Templates for the Message Notification system.

Allow user to remove Templates

Check this box to allow the logged in user to remove Templates for the Message Notification system.
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Reports

.. eviewer
Eospeacione g, 8 Q&

Vistor Booking | Sasol Key Cat ,"_IL

Dezcriphion :

%

Adow user to view Transaclion Repaits
Aldow user to view Crystal Reponts
Allow user to view Software Audt
Allews ket to view Dock Doed Repoits
Allow uzes to Clear Alaims

%5 % 7

Allow user to view Transaction Reports

Check this box to allow the logged in user to be able to view Transaction Reports.

Allow user to view Crystal Reports

Check this box to allow the logged in user to be able to view Crystal Reports. These reports generate various
types of information on the iFobs/Keys/Items you have in the system.

Allow user to view Software Audit

Check this box to allow the logged in user to view the Software Audit Feature. Please click the hyperlink to
learn more about the Alarm Notifications.

Allow user to view Dock Door Reports

Check this box to allow the logged in user to view Dock Door KPI & Training Reports. Please click the
hyperlink to learn more about Dock Door Reports.

Allow user to Clear Alarms

Check this box to allow the logged in user to the ability to Clear the Alarms notifications in Traka32. Please
click the hyperlink to learn more about the Alarm Notifications.
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Key Categories

N -I_!'.'.""'.'-".-"," Cparerey o

CasavetiCiose T, & 3G

Sasol | Hutifications

Dezcriphion :

Allow uset bo add key categanes.,

Allow uses bo edil key calegones,.

Allow user bo temove key calegodies,

Allow uzar bo view bookings created by all users

Allow user to Add Key Categories

Check this box to allow the logged in user to the ability to add Key Categories.

Allow user to Edit Key Categories

Check this box to allow the logged in user to the ability to edit Key Categories.

Allow user to Remove Key Categories

Check this box to allow the logged in user to the ability to remove Key Categories.

Allow user to View Bookings Created by all Users

Check this box to allow the logged in user view Key Bookings that have been created by all users in Traka32.
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Access Levels Names

s yir Diet

| Caspeacine & 26

Hotifications | Access Level Hames

Dezcriphion :

Allow uzes bo sdd sccess level names.,
Allow uses bo edil access level names.,

Allow uger bo remove sccers level names..

Allow user to Add Access Level Names

Check this box to allow the logged in user to Add Access Level Names.

Allow user to Edit Access Level Names

Check this box to allow the logged in user to Edit Access Level Names.

Allow user to Remove Access Level Names

Check this box to allow the logged in user to Remove Access Level Names.
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13.9.2.2 SECURITY GROUPS

3.9.2.2.1 SECURITY GROUP OVERVIEW

A Security Group defines a set of common system and iFob access credentials that can be applied to multiple

users. For example all Line Managers within an organisation may each require access to the same group of keys. A
Security Group called Line Managers could be created with only the iFob access levels (the keys) the Line Managers
are allowed to take. All Line Managers would be placed into the Line Managers Security Group.

If you add a new key to your system that all Line Managers require access to, you simply add the access level for the
key into the Line Managers Security Group. The opposite could apply also, if you need to restrict this group to a
particular access level, you simply remove the access level from the group. This saves lots of time because you do not
have to edit the access levels for each individual Line Manager.

Users may belong to Multiple Security Groups, for example you may have a Facilities Manager who is a Line Manager
but who also needs access to the fleet vehicle keys. In this case all the fleet vehicle keys could belong to a Security
Group called Fleet Vehicles. The Facilities Manager would therefore belong to the Line Managers and Fleet Vehicles
Security Groups. In addition Users can still be provided with their individual access levels.

Using Security Groups in this way allows for much simpler administration of your Traka system, particularly where you
have many users to maintain whom have common system and iFob access requirements. Coupled with the Multiple

Regions facility, this makes for ultimate flexibility over your Traka system administration.

View Security Group Details for how to configure Security Groups.

View User Details > Security Groups for how to apply Security Groups to users.
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3.9.2.2.2 SECURITY GROUP DETAILS

The security group details window allows you to add and edit security group details.

Please refer to the User Details Security Group section on how to assign the security groups to the individual users.

Description

Enter a description for the security group. This description will appear in the User Details Security Group drop down

list.

System Access

£ Security Groug Details - (Managers) (S
ﬂibnv!&'&'m! f] Ef;( \-'.'“w.ﬁ
Sysitem Access | Fob Access Region I

Dlescription ; Waragess System ||:Mk FLEET |0D1] d
Bipply 1o Al Syshams

Shahus Biclioa -

Diery Group |

Evaipors Gioup C

Sum Mon Tue ‘wWed The Fi Sal Feom Ta
Shit & [ ] [w v W ¥ [ o000 == |000] ==
Shit B F F F F F F F [mon = [omon =
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System / Apply to all systems

When configuring the System Access and iFob Access, it is possible to configure the access individually for
each Traka System.

System : | Goods In [001] ﬂ

Apply to All Systems |

If the access settings are required to be the same for each system, then configure the access settings for the
selected system and then click the Apply to All Systems button to copy the access settings to all other
systems in the drop down list.

If the access settings are required to be different for each Traka System, then do not click the Apply to All
Systems button. Simply configure the system and iFob access for each Traka System in the drop down list.

Status

The Active / Inactive Status allow or deny a user within a security group access to one or all Traka Systems.
Setting the group’s status to Active allows access to the relevant Traka System whilst setting to Inactive will
deny access.
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Deny Group

Tick to make the selected Security Group a Deny Group. Upon selecting Deny Group the form will turn red. A
Deny Group denies access to all system and iFob credentials defined by the group. For example if access
levels 1 to 20 belong to the group and you make it a deny group, then any member of the group will be
denied access to access levels 1 to 20 regardless of the other security groups to which they belong or their
individual access settings.

Everyone Group

Tick to make the selected Security Group an Everyone Group. Upon selecting Everyone Group the form will
turn green. An Everyone Group means that every user (belonging to the regions defined by the group) will
be automatically placed into the group. For example this is useful if you have a bunch of keys that all
existing and new users require access to. Any new users that are added will automatically be placed into the
Everyone group and therefore have access to the system and iFob access credentials defined.

Cgipehoe P G J6

= || W [NIMAREED GP CAFS [O001]
UMMARKED S QLS
MOBLE POLICE STATION

Shift Aand B

The System Access Times allow or deny users within the security group access to one or all systems on
specific days and between specific times. The system effectively allows two shift patterns giving access at
different times on different days of the week.

The ‘Days of the Week’ (Sun thru Sat) and the ‘'From’ time together defines the time at which the security
group will be allowed access. The 'To’ time simply defines when the security group will be denied access.
Here are some examples:-
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Sun cokon S Tue owWed SThur 25 Fni Sat Fram To

I " B

[ I {1800 == |05:00 =

Here the group is allowed access from Monday 18:00 to Tuesday 05:00.

Sun coMaon Tue wed SThur 20 Fri Sat Frarm Tao

I " B I

R B jox00 == [17:30 =

Here the group is allowed access from Monday 09:00 to Monday 17:30.

iFob Access

A v ailable Accais Levsk

€ Secunty Group Details - (Everyone Group) R =
r". Sgve & Llose ﬂ. ':'.'.,, ;: \.:Jt-
System Accees iFob Accass Regior |
Dascripson Marsged Spstem [ovrk FLEET jom) |
Ay 1o A S yrbeeg
Fob dlowance [ 10 = Unimited | fi] 2 Uses Cuslew |h._, Cuabawi *
Auhosization |"\lor-e -

Cument Accass Levsh

[MaREED GF CARS j0001]

|PSLI Toanadts (D002

| UNMAREED VIVARD VaM [0004]
|UNMARKED SPECIALS [D00E)

| MAINTEMANCE VAN [0008)
|OPERATIOM [D003]

|POIL VEMICLES (0010

INORTH SECTOR [00N1]
|PRIDITY CREME CARS (0013]

“'l MAREED PCS0 CAR p003]
b CARS [0005)
» |  |MOBILE POLICE STATIOM |0007]
DITA&IT [0D12)
1]
]

iFob Allowance

The iFob Allowance can restrict how many iFobs a user within the security group can take out at any one
time. If set to O the user can take an unlimited number of iFobs that they have access to.

User curfew

The user curfew allows you to set a time for which the all the user’s iFobs should be returned provided the
iFob does not already have an iFob curfew set. For example, if you set the curfew to 17:30 all iFobs taken
before this time will become overdue if not returned. This is a very powerful feature as it will highlight if keys
are not returned at the end of a users shift.

Authorisation

Select None, to allow normal access to the system without the need for additional users to authorise.

Select either 1 Authoriser or 2 Authorisers to force either one or two users to authorise the access to the

system.

For more details please refer to the System Authorisers section.

NOTE: This option will only show if the firmware of the selected system has X System Authorisers

enabled.

Available / Current Access Levels

Each iFob in a system has an Access Level assigned to it. For a user to be able to take an iFob, the user must
have that access in their Current Access Levels list.

For example, if an iFob has access level 021, and the user needs access to this iFob, they must have access
level 021 in their Current Access Level list. If not, the user will not be able to take the iFob.
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For more details please refer to the Access Levels section.

To Add All access levels to the Current List, click on ﬂ

To Add Selected access levels, select the appropriate levels from the Available List and click on ﬂ
To Remove Selected access levels, select the levels from the Current List and click on ﬂ

To Remove All access levels from the Current List, click on ﬂ

o To select a group of access levels, click on the first access level, hold down the Shift key and click on
the last access level in the group.

o To select several individual access levels hold down the Ctrl key and clock on the access levels in the
group.

' Security Group Details - (Qut OF Hours CID Cars) | [E]
ﬂ. Sgve &t Close f‘. E, sf \j‘ 5

Syslam Accass | Fob Acoses Region

Dhgscrigtion : Ok OF Howars CI0 Cang

#l fegonz

W Milon Keynes

2 |a

All Regions

Select if the Users within the security group are to have access to All Regions. Note this tick box is only
available to edit if the logged in User is an All Regions Administrator.

Available / Current Regions

Each security group can belong to one or more Regions or No Regions. Note that only the Regions matching
that of the logged in Traka32 Administrator will be displayed.

To Add All available regions to the Current List, click on ﬂ
To Add Selected regions, select the appropriate levels from the Available List and click on ﬂ
To Remove Selected regions, select the regions from the Current List and click on ﬂ

To Remove All regions from the Current List, click on ﬂ
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Tips:

e To select a group of regions, click on the first region, hold down the Shift key and click on the last
access level in the group.

e To select several individual regions hold down the Ctrl key and click on the access levels in the
group.

53.9.2.3 ACCESS LEVEL NAMES

3.9.2.3.1 ACCESS LEVEL NAME OVERVIEW

To make it easier to identify how the iFob Access Levels are assigned, it is possible to add a meaningful description
against each access level.

These names are then used throughout the software wherever an Access Level needs to be selected or displayed, such
as in the User Details and iFob Details.

Refer to the section Assigning an Access Level Name to learn how to assign, edit and delete Access Level nhames.

3.9.2.3.2 ASSIGNING AN ACCESS LEVEL NAME

1. To assign an Access Level with a name go to File>Options>Access Level Names.
2. Select Options>Add New.
3. Select the access level number that you wish to assign the name to.

4. Enter the name or description of the access level.

% Access Level Mame - (Mew Access Lev... @l&]
&S@JE&CIDSE & % [ﬁ’ @ &;

Access Level Hame l

Arooeszs Level ; |EIEIEI'I j

Hame : |Securit_lrl Level 1 ke

5. Click Save & Close.
To edit or delete an Access Level Name, simply highlight the Access level Name from the list and then select Options,

followed by Edit or Delete.

Options | Beports Fi
(3 Edit

& Add New

i | Delete

* Close
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13.9.2.4 REGIONS

3.9.2.4.1 REGION OVERVIEW

Regions allows for Traka32 Administrators to see and access only the information from Systems, iFobs, Keys and Users
within their specified region(s). In addition it allows Traka system cabinet users to only access the cabinets within their

specified region(s).

From Traka32 Version 02.07.0001, Region functionality has been significantly improved to allow users to belong to
Multiple Regions. Prior to Traka32 Version 02.07.0001, a user could only belong to a single region. Click here for a
graphic of single regions operation.

Multiple Regions provides much increased flexibility for customers with more complex software and system access
requirements. An example of where Multiple Regions maybe necessary, is where an organisation has many Traka
systems spread geographically and each region has one or more Traka32 Administrators that are only responsible for
maintaining their own Region(s). The Traka systems could be spread over a county, country, a continent or even all
over the world using a Wide Area Network (WAN). In addition some organisations may choose to regionalise by
department i.e. Sales, Finance, Engineering, where each department has a Traka32 Administrator who can only see

Traka Systems and Users within their department(s).

Following is a graphic representing how a Multiple Region system may be defined.

- S
admin o S,
Al Regions _'--' = . h‘-\
AApaen, Fd — ﬁd ™
am T o B
o - :J
.3 i, SQL '1|JF &
. Fi n | Sarver Y
& i L
S ampp Ladde e ‘
: : Ol $98 ool
F. = |! ¥ d i £ ]
y, t:rl ==z ! ) % Admin d == & 11
; 1 Admin %, Region A 1
4 gl B Rogion A+B & 1
I i
i
1 ’I

- -

¢
el
o
I
b
\‘1-

*
<
o

'.I'

,
rf
, “‘
e
A

e re—

Admin * :
" - Admmin 1 4
Region B - JH.
f’ Region A&, B Ergd ‘,,‘ :l-’
: i 2| F +c Admin ey
\ d = 1R 7 Region A+C 7
Lt |3 ] ! A
% H -"! [
- i b 1
" : Admin 1
- ] Region B + C - H
Y i 1 !
o | — i
i~y S :
A 838 /
\ L
3 ¥
Y ._i : ' ! ’
LY A = | et B - ¥
* _1I' ﬁ:‘]ﬂ ‘_,'
“\h Admin -
b Region € .~
-, -

i

It is important to note the following...
e A Traka system can only belong to a single Region. It has a fixed location.

e A Traka user may belong to Multiple Regions. Users are not fixed and may move around from region to

region.

Coupled with the Multiple Security Groups (that can belong to Regions) facility, it makes for ultimate flexibility over
your Traka system administration.
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Defining Regions

Regions are defined within the Region Details tab of the Options window. Once the regions have been defined, each
Traka system can be placed into a single region from the System Details window. When you allocate a system to a
region, inherently all the iFobs and Keys within that system will also be allocated to that region.

Placing Users in Regions

When setting up users from the User Details window, the user can be placed into one or more regions. This inherently
gives the user access to the Systems and users within their specified regions and automatically denies access to
systems and users outside of their specified regions.

For overall administration of all regions, users can be setup with All Region access. Traka32 users with All Region
access can administer systems in any region including systems with no defined region.

When a user logs into the Traka32 software, if they have been placed into one or more regions, the software will only
show details of System, iFob, Keys, User and Reports for regions to which they belong.
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3.9.2.4.2 REGION DETAILS

The Region Details window allows you to add, edit and delete the Regions.
1. To create a new region click File>Options.

Eile |

Dptions...

Properties...

ﬁ Logout...
g

X Exit

2. Select the Regions tab.

B Ee B8 \ew Bepets Tpak Eageesrs Wedew Hels

O System Viewer fF Userist =2 ey List | CF Bead ol systems dota [F] Systern 1 = Posion 0000 0000 +
Cptiors Beports. fltar | T Semech  fjoes Al Columny .
Safwasn ccenn | Gecwrty Grosps | Access Level lames Engioun | Gz | ey cawgere |

3. Click Options>Add New and the Region Details window will appear.

et |

Description : | Mikon Eeynes

Description
Enter the name or description of the region.

4. Click Save & Close.
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3.9.2.4.3 SINGLE REGIONS (TRAKA32 VERSION 02 .07.0000 AND PRIOR)

For customers using version 02.07.0000, the graphic below indicates how systems and users could only belong to a
single Region.

Region A

SGL'E}H

Server

Region B

Region C

13.9.2.5 USER GROUPS

3.9.2.5.1 USER GROUPS OVERVIEW

User Groups by their definition allow users to be separated into different groups. At present, a single user cannot
belong to multiple groups. User Groups can simply be used for administration purposes to report on users in a specific
groups.

When using the X iFob Authorisers or X System Authorisers option with the Force Authoriser from Different Group
option enabled, this forces each Authoriser to be from a different User Group.
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3.10 EDIT

3.10.1 CUT

Cut is used to Copy and 'remove' information from Traka32 and put it in the clipboard. This information can then be
retrieved using the Paste option.

Cut works very similarly to delete with the exception that cut object(s) are placed in the clipboard and can be pasted
elsewhere into Traka32 as normal OR into other Windows based applications like Word and Excel etc. If the object is a
graphic, such as a graph, it will be pasted as a graphic. If it is a text string it will be pasted as text.

3.10.2 COPY

Copy is used to 'copy' information from Traka32 and put it in the clipboard. This information can then be retrieved
using the Paste option.

3.10.3 PASTE

Paste is used to 'paste’ information which has been previously saved to the clipboard using the Cut or Copy options, or
Text which has been saved to the clipboard from another application.

3.11 VIEW

3.11.1 LOCKER ALLOCATION WIZARD

A Locker Allocation Wizard has been written to help customers (primarily schools and academies) migrate all the
students from one year to another. When the Migrate button is pressed all the selected users will have their access
revoked in all lockers in their current year and then assigned to new lockers in the next year.
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3.12 REPORTS

‘ 3.12.1 REPORTS OVERVIEW

A range of reports are available from the main Reports menu.

Reports

Crystal Reports 4
Dock Door Reports r
Transaction Reports L

ﬁ Key Access Report
ﬁ, Software Audit...
ﬁ Advanced Software Audit

NOTE: To ensure the reports are up-to-date for a system, select a system from the drop down menu and
then click on the 'Read Selected Systems Data' button.

D B [t Yobw Beports Tooh Ensessn Wndsw He -8 x
| CH System Viewer 7 Userlist =2 Koy Lut 70 Bead all systems data CF m = Peaitesn 0001 - 0060~ | T Befraih
- . Bem1
| CD Fde fdt Worw Reports Tools Epgeseers Windew Help -8 X
| CH System Viewer £ User List =3 Ky Lt T Bead ol syetmms dt’- Syttemn 1 = Peitsen 0001 - 0060 = [ Befresh |

Crystal Reports

If you are running your Traka System with a firmware version of 6.07.31 or above, the iFob and Key History will be
recorded as events. An event can be any action performed on an iFob such as iFob Taken, iFob Returned, iFob
Overdue etc. This method gives much greater flexibility so that all the relevant history such as alarm and transaction
information is shown together in one report making it much easier to see what is going on.

Dock Door Reports

If you are using the Traka Dock Door hardware you can run reports that show information such as how many times
the dock door has been opened while on override, how long the dock door was open for, events where the door has
been raised using an iFob etc.

Transaction Reports

If you are running your Traka System with a firmware version of 6.07.30 or below the iFob and Key History will be
recorded as transactions. A transaction is defined as an iFob being taken from and retuned to a Traka System. The
iFob and Key Transaction history reports shows Time Taken, Who took the iFob, Time Returned and Who
returned the iFob all in a single record along with any other relevant information such as Mileage, Fuel Level, Costs
etc depending on what options are enabled in the firmware.

All the transaction reports can be filtered between user specified dates and also between systems. Please refer to the
Filtering section for more details.
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Key Access Report

The Key Access report can show all the keys and which users have access to them or all the users and which keys they
can take.

Software Audit

This report lists all the changes that have been made in the Traka32 software.

Advanced Software Audit

This report allows you to select various filters and parameters before listing all the changes that have been made in
the Traka32 software.

Key Manifest Report

A new facility has been written to automatically print a report whenever a user logs out of a system, the report will
show all the iFob’s that have been removed with the first two Key detail fields. To enable this report you must have
'Auto Comms' and 'Nominate a PC' enabled on the desired system.

traka Key Control

Key Manifest Report

The lfodowing WFobs / Keys ware thben froam sysiem: T6 8 [007] ar 11:37:25 on 0F Movember 2071

[ Position [ Make | |
El | Wil | Zatria |

1 Paui Robinson confinm thad | have removed ithe above iFods / Keps

Authosised by Fred Blogs and Charke Farley

Srgnature

3.12.2 SOFTWARE AUDIT

This report lists all the changes that have been made in the Traka32 software.
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3.12.3 ADVANCED SOFTWARE AUDIT

This report, like the regular Software Audit, lists all the changes that have been made in the Traka32 software,

however, the Advanced Audit allows you to select various filters and parameters to better define the results.

The Region field is a mandatory field that must have a region selected before continuing. The search can be filtered via
optional fields such as iFob, Key, Immobilisor, a user whose details have been edited and a user who has edited

another user's details.

[.ﬁ.uday Bicw

[ishng Kawanagh

| 91038616 ETV320 OpenReach

|51 Dock Dioos Cabinet. Fositon 1 (EOCE 2C0S0000)

[... 51 Dock Doot Cabuet
[15Feb 2003 =] 130z =
[15-Feb-2013 | |10 =

=]

Report results after filtering...

Bl e Edit View Feporis Tools Engineers Window Help Production
B Systern Viewer #F Userlist =2 KeyList [ Bead all gystems data [ BB Dock Door System (Chesterfielc - Position 0001 - 0060 -

B3 Befresh

Reports Filter [ Search Clear Al Calumns | Record Count 3
Fiter From - [15-Feb-2009 B
Filter Tov; [15-Feb-2013 =] e =

Dabe | Time Talin | Ky Fiimid Action | Fisld Mame

24-5ep-2012 1336  User Detuls  Aling Kavanagh Updaled Login Name

ng Kavanagh |Updated |Grant Engimeer Permissions |

2 User Dets
21326 User Detals  Aiing Kavansgh Updaled Login Fisld D

Oviginal Vslus | New Vakie | User Name
True Traka Engineer
1

akavanagh
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3.12.4 KEY ACCESS REPORT

Using Traka32 you can now generate a report that shows all the keys in the system/s and which user/s have access to
them, or alliteratively you can view all the users and which keys they are authorised to take. When you run the report
you can choose to run it on all systems or you can select an individual system. Also when you run the key report you

can view the report on all keys or an individual key and the same you can view all users or an individual user.

You can view this report by selecting Reports > Key Access Report.

Reporks

Crystal Reparks

K5 Immobilisar

Transaction Reports  F

4

4

E:‘__i_‘ Key Access Report

ﬁ, Software Audit

You will then be confronted by the 'Key Access Report' window, here you can select the details of the report System/s,

User/s, Key/s etc.

fa Key Ac Report

Select System

Select Key

mnring thiz rapoet.

&Eﬁnt Freview M Close

& Lisk keys and show wiich uzess that can take them
To select an ndiidual key select & system frst

£ List uzess and zhow which keys they can take

Fleas= naobe that shifl sccess limes are not Laken inlo sccount when

This repeul can bake 3 long lime o tun, il pou want o cancel the
generahon of the repord press the escape key.

|.£I.I Syslerms ﬂ

| =

3.12.5 CRYSTAL REPORTS

3.12.5.1 CRYSTAL REPORTS

The new event reports in Traka32 designed and implemented using a package called Crystal Reports. Crystal Reports
allows Traka and Customers to design new reports for Traka32 quickly and efficiently.

If you would like to design your own reports for Traka32, please contact us and we can supply details on the Crystal
Reports packages available.
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53.12.5.2 CRYSTAL REPORTS - EVENTS

Standard Event Report
Standard Alarms Report
Alarmn History Report

Standard Event Report

This report lists all the events for every System and iFob.

Standard Alarm Report
This report lists all the events filtered by alarm type for every System and iFob.

For a full list of Alarm and Event types please refer to the Alarm & Event Types section.

Alarm History Report

This report will display the alarms that have been cleared at Traka32 along with any notes that have been logged
against them. If no notes are logged against an alarm the heading 'Notes not Entered' will be above the current
alarms.
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53.12.5.3 CRYSTAL REPORTS - IFOBS

Standard iFob Event Report

Standard Current iFob Holder Report
Standard iFob Usage Report

Standard iFob Usage Report Per Access Level
Standard iFob Exception Report

Percentage Use of iFobs

iFoh Undetectable Report

iFohs Currently Undetectable

Itern Access Report

iFob Status With User Details

Standard iFob Event Report

This report lists all the events for every iFob.

Standard Current iFob Holder Report
This report lists all the current holders of any iFobs that are currently out of a system.
This report also shows any iFobs that are out under a curfew, what time they are due back and if they are overdue.

The curfew status has been added to the Current iFob Holder Report so you can filter the reports to
only show iFobs that are currently under or past their curfew.

Standard iFob Usage Reports

This report and chart details the number of days, hours or minutes the iFobs have been out of the system.

Standard iFob Usage Reports Per Access Level

This report and chart details the number of days, hours or minutes the iFobs with a specific access level have been out
of the system.

Standard iFob Exception Report
This report lists events where the following exceptions have occurred.

1. The user who took the iFob is not the same as the user who put it back.

Percentage Use of iFobs

The report and chart details the percentage of iFob that were out of the system on the hour every hour over a
specified period.
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iFob Undetectable report

This Crystal Report has been written to summarise the iFob Undetectable events. A date range can be selected and the
report can be run for all cabinets or a selected cabinet.

iFobs Currently Undetectable

The iFob Currently Undetectable Report can show what iFobs are undetectable at the time the report is run.

Item Access Report

This report displays all the iFob or locker positions in the system and who can access them.

iFob Status with User Details

This report will list all the iFobs along with their status and various user details for the current and previous owner.

For a full list of Alarm and Event types please refer to the Alarm & Event Types section.
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53.12.5.4 CRYSTAL REPORTS - KEYS

Customer One CFf Reports Standard Key Usage Report

Reporks
| Crystal Reparts Ewents »
Dock Door Reports iFabs 4
Transaction Reports kKeys 4 Standard Current Key Holder Report
ﬁ Kew Access Report key Bookings L Standard Key Sccess By Security Graup
ﬁ Saftware sudit.. . Users » Standard Key Event Report
A Advanced Software Audit Faults 4 Standard Key Exception Report
Motifications » Standard Key List Repart
Irnrnobilisor » Standard Key sage Count
Systems L Standard Key Usage Repork Per Access Level
»
k

Graphics

Standard Key Usage With Mileage Report

Hiskaric Key Holder Report

Service Details Repart

Service Details — Days until insurance due
Service Details — Days until MOT due
Service Details — Days until tax due

Service Details — Miles until service due

Standard Current Key Holder Report
This report lists all the current holders of any Keys that are currently out of a system.
This report also shows any Keys that are out under a curfew, what time they are due back and if they are overdue.

The curfew status has been added to the Current Key Holder Report so you can filter the reports to
only show keys that are currently under or past their curfew.

Standard Key Access By Security Group

This report will display all the iFobs and keys that a user would be granted access to if they were assigned to the
security group.

Standard Key Event Report

This report lists all the events for every Key.

Standard Key Exception Report
This report lists events where the following exceptions have occurred...
1. The user who took the key is not the same as the user who put it back.

This report and chart details the number of days, hours or minutes the keys have been out of the system.
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Standard Key List Report

This report generates a list of the current Keys in the system and their information such as Make, Model etc

Standard Key Usage Count

This report will list the number of times that a key has been removed and returned to a system.

Standard Key Usage Report Per Access Level

This report and chart details the number of days, hours or minutes the keys with a specific iFob access level have been
out of the system.

Standard Key Usage with Mileage Report

This report and chart details the number of days, hours or minutes the keys have been out of the system and the
Mileage associated with each key.

For a full list of Alarm and Event types please refer to the Alarm & Event Types section.

Service Details Report

This report combines all of the reports below to provide service details on the selected keys.

Service Details - Insurance Date

This report informs you when the insurance on the selected key is due to run out.

Service Details - MOT Due Date

This report informs you when the MOT on the selected key is due to run out.

Service Details - Tax Due Date

This report informs you when the Tax on the selected key is due to run out.

Service Details - Miles Until Service

This report informs you how many miles you have left before the vehicle is due for service.
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53.12.5.5 CRYSTAL REPORTS - KEY BOOKINGS

Two new reports have been added to Traka32, one is for normal fixed return Key Booking and the other if for Key
Booking By Reference.

In software version 02.10.0006 these reports are only visible for SQL Server and Access databases.

Key Bookingré;iﬁé%éfénic;
Key Booking History

Key Booking By Reference

This report lists all the events for every Key that has been booked using the optional feature 'Key Booking by
Reference'.

This report can only be used if your system has the optional feature 'Key Booking by Reference'.

Key Booking History

This report lists the history of every completed booking.
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53.12.5.6 CRYSTAL REPORTS - USERS

Reports
| Crystal Reports g Events b
Dock Door KPI Reports iFohs 4
Transaction Reports L Keys »
ﬁ Key Access Report Users » Standard User List
ﬁ, Software Audit Fault= » Software Access List
Systems 4 Users by Region
Key Bookings P Users by Security Group
Motifications ¥

User Active And Expiry Dates

| Users Without Access To Any Systems

Standard User List

This report lists all of the users in the Traka database along with their User details i.e Staff Number, Position, Tel,
Email etc.

Software Access List

This report lists all of the users that have access to the Traka 32 software along with their User details i.e Staff
Number, Position, Tel, Email etc.

User by Region

This report lists all of the users and what regions they belong too along with their User details i.e Staff Number,
Position, Tel, Email etc.

User by Security Group

This report lists all of the users and what security groups they belong too along with their User details i.e Staff
Number, Position, Tel, Email etc.

User Active And Expiry Dates

This report listall of the users that are currently active and shows when their profile expires, along with their User
details i.e Staff Number, Position, Tel, Email etc.

User Without Access To Any System

This report has been written to list all users that do not have access to any system in your database.
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53.12.5.7 CRYSTAL REPORTS - FAULTS

iFob Per Truck Faulk Histary Repork
iFob Per Truck Qutstanding Faults
iFob Per Truck Fault Exception Report
iFob Per Person Fault History Repaork

iFob Per Person Oukstanding Faulks

iFob Per Truck Fault History Report

This report lists all the recorded faults, when they occurred, who logged the fault, when the fault was cleared and who
cleared the fault.

iFob Per Truck Outstanding Faults

This report lists all the current faults that are outstanding on any of the iFobs.

iFob Per Truck Fault Exception Report
This report lists fault history where the following exceptions have occurred...

1. The user who returned the iFob did not Accept the vehicle and did not record a Fault against the vehicle.

iFob Per Person Fault History Report

This report gives provides you with a history of faults that have been cleared.

iFob Per Person Outstanding Faults

This report gives provides you with a list of faults that have been logged but haven't been cleared.
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53.12.5.8 CRYSTAL REPORTS - NOTIFICATIONS

Reports
I—Cry:tul Reports » Events }
Dock Door KPI Reports iFobs L4
Transaction Reports P Keys L4
ﬂ Key Access Report Users »
B\ Software Audit Faults }
Systems »
Key Bookings F
Notifications  » | Notification Log

Notification Log

This report shows which Email Notifications were sent when the events were downloaded. The report shows details of
the Notification Template, the Notification Rule and a status showing whether or not the email was sent successfully.

Notification Log traka
Total pooes manageTent
0 DaTime Cods  Dwsoription Relsled syitem Positen Tag M Fob Jarial Rwlated user At irine 1
i Rt
G NEeNT TADkIN 13 e Berows o Bit 5 G RAERTRIONNOF  MawiRotimmce
Tompdate Hams Tempiae Email Address Ietification Hame Wotification Bman Address Emad Submoct Email Sent OK
#a2 Taaas Throglate sl braa oo Fob Taces Baly Fee Taanr You
Hay Tookn Ta=pum Bofl e e Ky Tokas Bk ARy R R B Vbl
2 3h 3 e Bercws BT T s ¢ EAERIR0ND00  FMawiRotmpce
Templas Hams famplse Email Addrean legificatan Nams lictification Email Addreass Emal Submci Email Sant OK
£iz Takas Tamziate - Fab Takas Rzl 5oz Taews Fan
Ky Taoes Te=gam 5o e e HuyTakne Bl A R BT e L
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53.12.5.9 CRYSTAL REPORTS - IMMOBILISOR

Immebilisor Events
Immebilisor Base Hours Meter Reading

Immobilsicr Error Conditions

Immobilisor Events

A Crystal Report is now available which shows all events generated by the Immobilisor, e.g. Device Activated, Device
Accepted etc. You can filter this report by Region, System, or User.

i st Eersts = l.b_'ﬂl
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Frovew |
Immobilisor Events tralkez
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REONGIE 1E0ZNE D e dctivaed Fain Rageon MHE Bararge Stben 1§ MEMULLAN " 3 surds s iiTe
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Immobilisor Base Hours Meter Reader

This report shows the Immobilisor Base hour’s usage for trucks.

Immobilisor Error Conditions

This report shows lists all of the error conditions each Immobilisor in the database has currently acquired.

Immobilisor User Exception Report

This report will display truck users that have driven more than one truck in a 24 hour period.
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53.12.5.10 CRYSTAL REPORTS - SYSTEMS

Swskem Lisk
Syskems Log

System List

This report lists all of the systems in the Traka database along with their System Details i.e System Title, Serial No.,
Firmware Version, Region etc.

System Log

This report lists the details of which users have logged into Traka32.

Systems Log

DateTime

16 March 2010 10:51,22
16 March 2010 10:50:57
16 March 2010 10:35.36
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Workstation

PRI
W-PR-WINEP
Whl-P RSP

User Name

Farnando
Farnando
Fernanda

Ewent Description

Trakad? Logged On As Traka Engineer
TrakadZ Logged OFf By Traka Enginear
Trakad? Logged On As Traka Engineer
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53.12.5.11 EVENT REPORT VIEWER

@ Sandard Evert Repert

Beports. [0) (9 Page1 B] B Pogewiath = (7| (2) AutoRefresh OF
Fibsi

EEERAEAdEREE

il.BfddnnEd sARBEERADE

|’-n-‘uuu-.---’n-n--n-n-’-—n‘-nﬁ-l

s ssdsenensossssfasosssosscsdac®asanida

Toolbar

Reports, [[4] [4] Page1 ] [P PageWidth - [][z) AutoRefresh Off -

Reports Menu

Reparts

H Save Report  Chrl+5

Save Repart As. .,

Renare Report

Delete Report

Export Repork
Prink Ckrl+P

x Wy X

Close
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Save Report
When a report has been filtered and sorted it can be saved as a custom report. Simple give the report a

name and it will appear in the main Reports menu. All the filter parameters will be saved with the report
along with the name.

Save Report As

A saved report can be customised further and can be saved under a different name.

Reme Report

A saved report can be renamed.

Delete Report

A saved report can be deleted.

Export Report
Any report can be exported to other applications including...
o Adobe Acrobat (PDF)
o Crystal reports (RPT)
o HTML 3.2 & 4.0
o  Microsoft Excel
o  Microsoft Word
o Rich text Format (RTF)
o Tab Separated Text (TTX)
o Text (TXT)

Simply pick the application, pick whether to save it as a file or load directly into the application and click on
OK.

Expori ['5_(|

Formak:
o]
Deskination: Zancel l
|3 Disk file |
Print
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Any report any be printed. The main Preview is shown at all times.

Close

Close the report viewer.

Page Navigator

Click the relevant arrow to move from page to page on the report.

Zoom

Click to zoom in or out of a page.

Show / Hide Filter

The filter at the top of the screen can be hidden so that he Preview is easier to see. Click the filter button again to
show the filter.

Refresh

Whenever a parameter is changed, click the Refresh button to refresh the report with the new parameters.

Auto Refresh
Some reports can be set to Auto Refresh. The options available in the dropdown allow you to specify an Auto Refresh

every 5 seconds, or every minute. Upon each refresh, the Event Reports will automatically adjust the 'End Value' so
that the latest events will always be included.

Parameters Table

The data within the report can be filtered as required.

Parameter Field | Sorted 5ot Direction Filter Start Value End ¥Yalue
0 Filter Mot Allowed
Ciatetime Between 1912/2005 1200 Ak 191242005 11:59 PM
Code =
Dezcrption Do Mot Filter
Related system 1 Agcending = Traka HO Reception
iFob Serial Mumber Do Mot Filter
R elated pozitian 2 Agoending Do Mat Filtker
Related ugzer Do Mok Filter
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Sorted

A report can be sorted on one or more fields. Select a field to sort on and set the Sorted order. Repeat this for each

field to sort on.

Sort Direction

For each field that has been selected to sort on, select the direction of the sort.

Filter

Each field can be filtered. This allows reports to be narrowed down to the exact requirements. For each field the
following filter can be applied...

Do Not Filter

Not filter is applied to the field.

_ Equals to a specific value. Select a Start Value for the
filter.

< Less than a specific value. Select a Start Value for the
filter.

S Greater than a specific value. Select a Start Value for the
filter.

Between Between two specific values. Select a Start Value and an
End Value for the filter.

<> Outside a specific value. Select a Start Value and an End
Value for the filter.

Refresh

When the sort and filter parameters have been selected, click the Refresh button to apply the filter to the report. |E"1
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3.12.6 DOCK DOOR REPORTS

13.12.6.1 DOCK DOOR KPI REPORTS

The Dock Door report can show normal events where the door has been raised using an iFob as well as events when
the 'Override' mode has been used, this will show how long the doors have been up for in minutes. You can also see
how many times and for how long the dock door has been opened while on override.

Reports

Crystal Reports

| Dock Door Reports Dock Door KPI Reports

Transaction Reports
K3 Immobilisor

Dock Door Training Reports

v v | T w

@ Key Access Report
ﬁ, Software Audit

The user can filter the results by picking a week number, month and year or specific date ranges and then clicking
'Run Report'.

Options

!
!

General Reports | Exception Reports

The following reports will shew the frequency and number of minutes
that a dock door was opened uging the iFob

~ Select the date range you want included in the report
@ Weskly | -
€ Monthy | £ I

" Custom Shait Date 2201 /2001 - I
EndDate  [22/01/2001 -

Central Report
Diock Door Report Acrozs All Distrbution Centres

Local DC Report
Dock Door Report For &l Bays In DC
Selsct the DC ] j

Specific Report

Dock Door Events Pet Dap
Select the DC |
Bay Mumber ]1
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53.12.6.2 DOCK DOOR TRAINING REPORTS

This report allows you to view different users and their level of use/access regarding the Dock Door.

Beports

Crystal Reports k
| Dock Door Reports P Dock Door KPI Reports
Transaction Reports P Dock Door Training Reports

@ Key Access Report
ﬁ, Software Audit

Please see below for descriptions of each report.

Dock Door Training
- X Close Options

- Dock Door Refresher Training-

This repont shows a list of uzers that have been setup to uze a dock door
kep cabinet but have not used a dock door key cabingt for a cettam lenath
of time duwing the search period,

Training Period TimeFrame [Maonths) |1
Select the DC

[~ Users with Mo Usage

MHE Equipment Refreshes Trainng-

Thiz report showves a list of uzers that have not used an item of equipment
that they have access bo via their iFob for a predefined time frame

Fefresher Waming TimeFrame [Monthz]l [ Use Default |1 ,I

Selectthe DC Iﬁ" Regons

Equipment Type |1l Equipmeri Types

I_ Uzers with Mo Uzage Rur Repart

MHE Equipmerit Training Outlock

Thiz report shoves a hist of users that require traming on mobile equipment
looking fosward over a given period.

Traring Penod TimeFrame [Morithz)
Selactthe DC IA" Regions

E quipment Type | 41l E quipmert Types

Progress Fiun Repart

V4.2 28/01/2025 uD0089 Page 316
This Document is uncontrolled unless over stamped "CONTROLLED DOCUMENT"



3.12.7 TRANSACTION REPORTS

53.12.7.1 TRANSACTION REPORTS - IFOBS

iFob Transactions

iFob Transaction Exceptions

Current iFob Holders

Cverdue iFobs

w iFob Usage Chart
iFob Usage Chart Per Access Lewel

Percentage se of iFobs

iFob Transactions

This report lists all the transactions of every iFob.

iFob Transaction for Specific User

This report is the same as the iFob transactions report but can be filtered down to a specific user.

ﬁ!? User Lisk

To highlight this option, open the User List by clicking on , select the user in question from the list and

click on Reports, iFobs, iFob Transactions For 'xxxx'.

iFob Transactions for Specific iFob
This report is the same as the iFob transactions report but can be filtered down to a specific iFob.

To highlight this option, open the iFob List by clicking on View, iFob List, select the iFob in question from the list and
click on Reports, iFobs, iFob Transactions For 'xxxx'.

iFob Transaction Exceptions
This report lists transactions where the following exceptions have occurred...

1. The user who took the iFob is not the same as the user who put it back.

Current iFob Holders

This report lists all the current holders of any iFobs that are currently out of the system.

Overdue iFobs

This report lists any iFobs that are out of the system, are under a curfew and a overdue for return.
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iFob Usage Chart

This report and chart details the number of days, hours or minutes the iFobs have been out of the system.

iFob Usage Chart per Access Level

This report and chart details the number of days, hours or minutes the iFobs with a specific access level have been out
of the system.

Percentage Use of iFobs

The report and chart details the percentage of iFob that were out of the system on the hour every hour over a
specified period.
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53.12.7.2 TRANSACTION REPORTS - KEYS

Key Transactions

Key Transaction Exceptions

Current Key Holders

Cverdue Kews

key allocations

w kev Usage Chart

kev Usage Chark Per Access Level

=

Key Transactions

This report lists all the transactions of every key.

Key Transaction for Specific User

This report is the same as the key transactions report but can be filtered down to a specific user.

g'_f User Lisk

To highlight this option, open the User List by clicking on , select the user in question from the list and

click on Reports, Keys, and Key Transactions For "xxxx'.

Key Transactions for Specific Key

This report is the same as the key transactions report but can be filtered down to a specific key.

=3 Key List
To highlight this option, open the Key List by clicking on ==t , select the key in question from the list and click
on Reports, Keys, and Key Transactions For 'xxxx'.

Key Transaction Exceptions
This report lists transactions where the following exceptions have occurred...

1. The user who took the key is not the same as the user who put it back.

Current Key Holders

This report lists all the current holders of any keys that are currently out of the system.

Overdue Keys

This report lists any keys that are out of the system, are under a curfew and are overdue for return.
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Key Allocations

This report lists all the allocations of a key such as when the key was added to the system, when it was edited or
moved from iFob to iFob and when it was removed from an iFob and who by.

Key Allocations for Specific Key

This report is the same as the key allocations report but can be filtered down to a specific key.

=3 Key List
To highlight this option, open the Key List by clicking on et , select the key in question from the list and click
on Reports, Keys, and Key Allocations For 'xxxx'.

Key Usage Chart
This report and chart details the number of days, hours or minutes the keys have been out of the system.

The headings along the x axis of the chart can be altered by selecting the one of the key detail columns in the
report.

Key Usage Chart per Access Level

This report and chart details the number of days, hours or minutes the keys with a specific iFob access level have been
out of the system.

Duplicate Key Records for Specific Key

This report will list all the duplications within the key records for a specific field.

=3 Key List
To highlight this option, open the Key List by clicking on = ; select the field heading in question from the list
and click on Reports, Keys, Duplicate Key Records For 'xxxx' Field.
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53.12.7.3 TRANSACTION REPORTS - FAULTS

Eault Hiskary

Fault Exceptions
Fault Reporting Chart

Current Fault Status

Fault History

This report lists all the recorded faults, when they occurred, who logged the fault, when the fault was cleared and who
cleared the fault.

Fault History for Specific iFob
This report is the same as the fault history report but can be filtered down to a specific iFob.

To highlight this option, open the iFob List by clicking on View, iFob List, select the iFob in question from the list and
click on Reports, iFobs, Fault History For 'xxxx'.

Fault Exceptions
This report lists fault history where the following exceptions have occurred...

1. The user who returned the iFob did not Accept the vehicle and did not record a Fault against the vehicle.

Current Fault Status

This report lists all the current faults that are outstanding on any of the iFobs.

When viewing any Fault report, it is possible to expand the information recorded about the fault simply by double
clicking on the fault in question.
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53.12.7.4 TRANSACTION REPORTS - IMMOBILISOR

Immobilisor Events

”" Irnrnabilisor Usage Chart

Immobilisor Events

This report lists all the events for each Immobilisor.

Immobilisor Events for Specific User

This report is the same as Immobilisor Events report but can be filtered down to a specific user.

¢ User List

To highlight this option, open the User List by clicking on , select the user in question from the list and

click on Reports, Immobilisor, and Immobilisor Events for 'xxxx'.

Immobilisor Events for Specific Immobilisor
This report is the same as Immobilisor Events report but can be filtered down to a specific Immobilisor.

To highlight this option, open the Immobilisor List by clicking on View, Immobilisor List, select the Immobilisor in
question from the list and click on Reports, Immobilisor, and Immobilisor Events for 'xxxx'.

Immobilisor Usage Chart

This report and chart details the number of days, hours or minutes the Immobilisors have been activated.
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13.12.7.5 MICRO TRAKA

User History

User History

This report lists all the activities performed at each Micro Traka system.

53.12.7.6TRANSACTION REPORTS - ALARMS

This report lists all of the alarms that have occurred. An alarm is recorded if the system is used incorrectly or if
something untoward has happened. The alarm report may be filtered by alarm type by selecting the appropriate alarm
from the filter list.

Alarm Type : |<.-'1‘-.II Alarmss ﬂ
<Al Alarms -
Triple FIM
Poweer Fail

IInauthonzed Fob Taken

Rezerved iFab Taken

iFob Farzed From System

Mo Tranzaction Took Place 0

For a full list of Alarm types please refer to the Alarm & Event Types section.

3.13 TOOLS

3.13.1 FIRMWARE UPGRADE

The firmware of the Traka Systems can be updated very easily using the Firmware Upgrade Wizard in conjunction with
an upgrade file supplied by Traka. Upgrading the firmware will allow users to benefit from all the latest features
available without changing any hardware.

The firmware upgrades for the 8bit and 16bit Traka Systems are very similar however there are some slight
differences. Please refer to the relevant 8bit Firmware Upgrade or 16bit Firmware Upgrade sections for assistance with
upgrading.
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3.13.2 SOFTWARE UPGRADE
NOTE: This utility is still under development.

To obtain an upgrade of the Traka32 software, please contact your supplier or visit our web site www.traka.com and
click on the support link. To upgrade the software follow the instructions below.

1. Insert the Traka32 CD into the CD-ROM drive.
2. After a few seconds the set-up wizard should run automatically.

If not, click on Start > Run and type D:\Setup.exe followed by Enter
(replacing the D with the appropriate CD-ROM letter)

Run |E| El

= Twpe the name of a program, folder, document, or
3 Irkernct resource, and \Windows wil openit Far vou,

Coen: | D) Setupee| v

[ L’y H Cancel || Browse.. |

3. The set-up wizard will guide you through the installation.

|3.13.3 CONFIGURE SYSTEMS

Please refer to the System Settings section.

‘3.13.4 AUTO SYNCHRONISATION ALL SYSTEMS

Select this option to automatically keep the software and hardware synchronised whenever a change is made in the
software to User, iFob or Key details.

Clear this option if you wish to make changes to the database without synchronisation with the Traka system. This is
useful if you have a large number of changes to make or if you are setting up a new database without the Traka
System.

This option applies to All Systems and is selected by default whenever Traka32 is loaded. If you want to set this option
on specific systems only, this can be done from the System Viewer's, System menu.

Clearing this option only lasts for the time the user is logged in to Traka32, once a user logs out and back in again the
option will by default be enabled. There is an option 'Preserve the State of Auto-Comms Online Mode' that whilst
enabled, will keep auto synchronisation disabled. For information on how to enable this option please view the Comms
section of the Properties topic.

3.13.5SYNCHRONISE ALL USERS TO ALL SYSTEMS

This synchronises all the user records in the database with the all the systems. If you want to synchronise all the user
records in the database with a specific system, this can be done from the System Viewer's, System menu.
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3.13.6 IMPORT 16BIT DATABASE

1.

2.

3.

4.

5.

To enable this option, close any open windows within the software so you have a grey screen.

Click on Tools followed by Import 16bit Database from the main menu.

ar 1 6-hil Dalabase Import Wizard

Traka32 16-bit Database Import Wizard
Wslooms. ..

'u'-'gl:u_m bathe 'I!_:'»-hl Dealabees Impoil Wizard
Thiz wzand vill guicks you salely Ihiough the impoi process:

i Help Eaﬂ_cel

Click on Next

a1 6-hil Dalabase Import Wizard

Traka32 16-bit Database Import Wizard
Swhect J6be Databass To fmport...

Flasze selsct ths path bo ths 1641 Dalebere pouwrh boimpoil. To kocals he
databaze chck on ha Browse bullon

Bromsze:

teb | geed | cmek [[CHed: ]

When you have selected the path, click on Next

ar 16-hil Dalabase Import Wizard

Traka3Z 16-bit Database Import Wizard
Swlect Details To Impeat...

Flaase selsct whal igkevart delais vou wrh boimpoil...

B
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e
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Select the path to the 16bit database that you wish to import. To search for the database file simply click on
the Browse button.
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6. Select the information that you wish to import from the database.

Import System and iFob Details
Import User Details

Import Key Details

Import iFob Transactions

Import Alarms

NOTE: Importing the iFob Transactions and/or Alarms will take a long time depending on how many
transactions and alarms there are to import. On a slow PC this could take at least an hour to import.

7. When you have selected the information to import, click on Next

8. When you are happy click on Import

s 16-bil Pafahase Import Wirard

Traka32 16-bit Database Import Wizard
FReady Fo (mped. ..

Chck on |mpoit bo et s impol. .

Ol prowress:

Heb |  Cercel | ¢ Back

9. Provided the import completed successfully, click on Finish

+r 16-bil Dalabase Import Wizard

Traka3Z 16-bit Database Import Wizard
Tyt Compisie.

The impoit has succassiulp been completed

o | g | _coes |
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What if the upgrade goes wrong?

2+ 16-hil Dalabase Import Wirard

Traka32 16-bit Database Import Wizard
feowmart Compisie. .

WARNING: A emor has occuned whistimporting the 16-bit Daabase
Fazza conlacl Traka on HHHONZH P25 immedianely for advic

s | e | s | [ ]

e Itis possible that the database is corrupt. Open the database using the old Trakal6 software, Enable the
Admin menu from the File menu, and click on the Admin menu followed by Tools, Database Tools, and
Repair Database. Once repaired try the import again.

e If an error has occurred during the upgrade that is not covered, please contact one of our engineers on + 44
(0) 1234 712345 immediately for advice.
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3.13.7 IMPORT 32BIT DATABASE

Before You Start

The version of the Traka32 software that is used with the database you wish to import MUST be the exact same
version as that being used with the current database. If the versions are different, upgrade the Traka32 software that
is used with the database you wish to import to the same version as going to be used with the current database. You

must also run the Traka32 software so the database checks are made. This is to ensure the database structures are
the same.

1. To enable this option, close any open windows within the software so you have a grey screen.

2. Click on Tools followed by Import 32bit Database from the main menu.

= Teaka¥¥ adsbams Impord

Trakai2 Datsbase Impon
R

b Ba e Tink a2 Dhvtalises It W'omed

This st sll ik s Bl b bt o insting o i T a2 chinbiasia

Y IMPORTANT!

Ficene v you harve. an uprts i baskwp of the cmnsl dd oo in coee o r problrn et corghion, [ ol peocoed
set s oo ks s s el & Db

Dhaboas psc piscling vl tha repac, P s poui harvs parboanaed o "Flisd Al shoan, Dista’ o anch ssaiem wd, F appeopsisbs
x mach sxaien i e posied desbese. Do nod alics ihe e jobe wesd haing e ngal pecosn

3. Click on Next.

Trakai2 Datshase import
Sakt (00w Databers

Pl etlact e Tinkad2 dadsbass iobe hepoded

¥y MPORTANT!

Fleeer mams b pirscius of tho detsbne ol o e mprng e rome vomion o the i detabces
The wasion o e e bt i 0002 D008

4. Select the path to the 32bit database that you wish to import. To search for the database simply click on the
... button.

NOTE: Please ensure the Traka32 software version that is used with the database you are
importing matches the Traka32 version you are currently running (see note above).
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5. Click on Next

Trakaiz Database Impon
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6. Select the data that you wish to import.

If you want to assign all the Systems, iFobs, Keys and Users within the import database into a specific region,
uncheck the Import Region details check box and select the desired region. You can also specify None as
the region in which case no regions will be assigned.

I i MO gt begmones bk et nk Hhe et nd wgson

7. Click on Next

Trakaiz Datsbase Import
Dl Softwas Logn Masivgs ..

Pl sslact
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s |
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8. Select the appropriate mapping for the software logins.

If you do not want to map logins from the import database to those in the live database but simply import,
check the Import all logins without mapping to existing logins checkbox.

9. Click on Next

Trakas2 Database Import
il SRcily’ B Ahppiogs .

Phacie bact i bl (o s KPR
L e o S T e S e e T )
Inped Secmy Ocap  Hippad Sacuty Bap

Hop | Cwea | agsa | [ s
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10. Select the appropriate mapping for the security groups.

If you do not want to map security groups from the import database to those in the live database but simply
import, check the Import all security groups without mapping to existing security groups' checkbox.

11. Click on Next
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13. When you are happy click on Finish
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14. Provided the import completed successfully, click on Close.
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3.13.8 EXTRACT USER DETAILS

The Extract User Details facility has been introduced to the Traka32 software to enable users that have lost their
database or the database has become corrupted to be able to extract the user records currently stored in the Traka
System into a new database.

To enable this option, close any open windows within the software so you have a grey screen.

If you have lost your database or the database appear to be corrupt, please contact your supplier
for who may be able to retrieve the data for you.

This utility should only be used on a database that has no user records, otherwise duplicate user
records may occur. If you require a blank database, please contact your supplier.

3.13.9 EXTRACT IFOB DETAILS

This utility is still under development.

The Extract iFob Details facility will be introduced to the Traka32 software to enable users that have lost their
database or the database has become corrupted to be able to extract the iFob records currently stored in the Traka
System into a new database.

To enable this option, close any open windows within the software so you have a grey screen.

If you have lost your database or the database appear to be corrupt, please contact your supplier
for who may be able to retrieve the data for you.

This utility should only be used on a database that has no iFob records for the affected system,
otherwise duplicate user records may occur. If you require a blank database, please contact your supplier.

V4.2 28/01/2025 uDO0089 Page 331
This Document is uncontrolled unless over stamped "CONTROLLED DOCUMENT"



3.13.10 IMPORT USERS FROM A SPREADSHEET

Import User Spreadsheet

This utility allows user data to be imported from an Excel Spreadsheet into the Traka32 database. The Excel
Spreadsheet must be in a pre-defined format. Blank spreadsheets are available from the root of the Traka32
installation, for example 'C:\Users\Public\Traka\Traka32\Import\Traka32 User Import.xIs'.

1. To enable this option, close any open windows within the software so you have a grey screen.

2. Click on Tools followed by Import Users from Spreadsheet from the main menu.

o Import a Traka3? Users Impart Spreadshest

i i) Tles aialog ingeoate user danaibe Toom a Trakak® Ugars ipont Sposadshoeat
e HOTE Hizimporam fat tha fofrnet of ha spraacs heat ke not e n aborad

I o Sprewishest

Spraaizhect
ot Progpase
[[] Cresing ths impor inks n e debabane
D Copreiney the caba framine impot spreddsheestio B imgpor etk
[
[ weritsinatha imgort el
O Compinathe impored ussr datsiin 1hs ive bables

[T] Synchronizng tha cakaret]2) wilh e N U s dais

Preymw the mpored detas befor e copprgio ths s ishies
W Synchianise te bporied Lser deln vt the cabinel[z)

Forenane Formeting Surame Farmating

O UPFER O Poper & Dol fofnet TOUPRER T Propet 8 Dol e

3. Select the path to the spreadsheet that you wish to import. To search for the spreadsheet file simply click on
the ... button.

4. To preview the data before the data is imported, select the Preview the imported data before copying to
the live tables' checkbox.

5. To automatically upload the data to the relevant Traka Systems, select the Synchronise the imported user
data with the cabinet(s) checkbox.

6. Select the appropriate formatting for the Forenames and Surnames.

7. When you are happy with your selections, simply click on Import Users.

Importing Users into Regions

It is possible to import users from a spreadsheet into specific regions in Traka32. Doing this is beneficial as it will save
time manually inputting users into regions.

1. First you will need to create your desired regions within Traka32.

2. Enter the appropriate information along with the desired region into the provided fields in the Traka32 User
Import excel spreadsheet.
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Traka32 User Import Process Sheet for mpon Impont Data From Existing Database |

This spreadsheet is uSed in CONUACHON with the: User Impon function n Trakad2
Itis "very” impartant that the format and layout of this spreadsheet (with the exceptian of column widths) is not altered in any way.

PIN_Maimuem Date Fegion Harme: _
Paul Robinson 02985 ] Y 14nzzmn 15122002 Admn Regon

NOTE: You can put a user into more than one region by placing a comma in between each region
name. E.g. Admin Region,User Region.

NOTE: If the Region field is left blank then ‘All Regions’ is assumed.

The Excel Spreadsheet must be in a pre-defined format. Blank spreadsheets are available from the root of the
Traka32 installation, for example 'C:\Program Files\Traka Limited\Traka32\Import\Traka32 User Import.xls'.

3. Close any open windows within Traka32 so you have a grey screen.

4. Click on Tools followed by Import Users from Spreadsheet from the main menu.

oif Import a Traka3? Users Impart Spreadshest
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5. Select the path to the spreadsheet that you wish to import. To search for the spreadsheet file simply click on
the ... button.

6. To preview the data before the data is imported, select the Preview the imported data before copying to
the live tables' checkbox.

7. To automatically upload the data to the relevant Traka Systems, select the Synchronise the imported user
data with the cabinet(s) checkbox.

8. Select the appropriate formatting for the Forenames and Surnames.
9. When you are happy with your selections, simply click on Import Users.
NOTE: If the region name inside the spreadsheet is non-existent or is spelled incorrectly then an

error message will appear telling you the import could not continue. You will need to correct the
spreadsheet and begin again.
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10. A message will appear informing you the import was a success.

11. Navigate to any user you imported via the spreadsheet. Click the regions tab, you will notice the user now
belongs to the region you have specified in the spreadsheet.

# Lser Details - (Paul Robinson)

Faseacose fgf, B Q& BResdlstcadswee fy

Fob Accass | Sacurity Groups Regien I Softwars hcd 4| ¢
System: [Mo System Selected |
I~ Efegond
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Advir R agion

=]

2|2

NOTE: You can only import users into regions that the logged in user can administer. E.g. If the
logged in user is only in Region A then they will only be allowed to import users into Region A, if
the logged in user is an ‘All Regions’ administrator then they can import users into any region or

*All Regions’.
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3.13.11 IMPORT KEYS FROM A SPREADSHEET
This utility allows key data to be imported from an Excel Spreadsheet into the Traka32 database. The Excel
Spreadsheet must be in a pre-defined format. Blank spreadsheets are available from the root of the Traka32

installation, for example 'C:\Users\Public\Traka\Traka32\Import\Traka32 Key Import.xls'.

The Key Import Spread sheet is used to allow users to import key records and assign them to a system and position or
import them as de-allocated keys. Fill out the spreadsheet accordingly and click the 'Process Sheet For Import' Button.

1. To import a spreadsheet ensure all windows currently open in Traka32 are closed so you have a grey screen.

2. Click on Tools followed by Import Keys from Spreadsheet from the main menu.

i) This dialog imports user details from a Traka32 Keys Import Spreadsheet
Synchronse the mporied key date with the cabinetis}

Impart Spresdsheet |

Cpreadshest ; 1

Import Progress.
[0 Crestimg the mmpan labie in the dalsbass
E:[ Copying the data from the import spreadshest bo the impor tabls

O Weritying the impon data
[0 Cooying e imported user data te the kv tables

|:| Synchronising the cabinet(s) with the new wser data

72 Synchronise the mporied ey data with the cabmetis)

Key Detad Formatting
i UPPER ™ Proper = Do nod format

Jmpnr Keys

3. Select the path to the spreadsheet that you wish to import. To search for the spreadsheet file simply click on
the browse button (...) button.

4. To preview the data before the data is imported, select the Preview the imported data before copying to
the live tables' checkbox.

5. To automatically upload the data to the relevant Traka Systems, select the Synchronise the imported key
data with the cabinet(s) checkbox.

6. Select the appropriate formatting for Uppercase, Proper or not at all.

7. When you are happy with your selections, simply click on Import Keys.
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3.13.12 EXTRACT USERS AND ITEMS FOR TRAKA TOUCH

This utility allows User and Item details to be exported from the Traka32 database directly into a Traka Touch import
spreadsheet format. This allows a simple process for transferring the users from a 16bit system to a Traka Touch
system. The following information will be exported:

. User Forename and Surname
. Pin or Card ID

e Secondary Pin

e  Active/Expiry Dates

. iFob/Item Access

. iFob/Item Description

NOTE: This feature is available for 16bit key cabinets and lockers only.

3.13.13 EXPORT DATA FOR TRAKAWEB

The Export Data for TrakaWEB comprises of a Data Export Wizard. This will enable you to export data into a TrakaWEB
Data Import spreadsheet file, allowing the migration of data from Traka32 into TrakaWEB. This file is compatible with
TrakaWEB version 3.9 or later.

d:;: Traka32 Administrator [Windows 10]

File Edit View Reports Iocls‘Eggmurs Window Help
[T System Viewer ¢F Use| @ Upgrade Firmware System 1
CH Configure Systems i

Auto Synchronisation All Systems
%] Synchronise all users to all systems
{'B Anonymise Deleted Users
Reset iFob
@ Import 32bit Database
£ Extract User Details
E® Extract ifob Details
#73 Import Users from Spreadsheet

&2 Import Keys from Spreadsheet
Export Users And Items For Traka Touch
Export Data For Traka Web

For more information on the TrakaWEB Data Import procedure, refer to TD0155 — Traka32 Data Export &
TrakaWEB Data Import Procedure.

53.13.13.1 REPAIR & COMPACT DATABASE
NOTE: This option is only available to Microsoft Access Database users.

The Repair & Compact utility has been provided to allow users to compact the size of the database to its absolute
minimum. This utility also checks the database for any errors and will correct them automatically.

To enable this option, close any open windows within the software so you have a grey screen

NOTE: Every time a backup of the database is made of the database the database will be compacted
automatically.
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3.13.14 CHECK DATABASE INTEGRITY

This option is only available to Microsoft Access Database users.
As the Traka32 software is developed with new features, extra tables and fields are required within the database. The
Check Database Integrity utility will check the current version of the Traka32 software and ensure that all the
appropriate tables and fields are present and correct within the database. In addition to checking the structure, the

integrity checker also checks the status of the database to ensure there is no corruption.

To enable this option, close any open windows within the software so you have a grey screen.

¥s Checking Database Integrity...

The integrity of the databasze iz being checked. This process
may take a while depending an the size of the databasze.

Integrity Check Progress | nfarmation

LA Opening database and repairing if necessary
LAl Checking structure of the databaze

L7 Werifying data in tables

L] Compacting database

L7 Checking enumeration tables

L] Checking seed on AutoMumber tables

‘ Databasze integrity check has completed

Close |

If a manual upgrade is performed the database integrity check must be invoked by holding down
the F10 key the first time you run the software after the upgrade.

Every time the Traka32 software is upgraded using the installation CD, the database integrity will
be automatically checked.

3.13.15 BACKUP DATABASE
This option is only available to Microsoft Access Database users.

Backing up the database is an important part of day to day administration of the Traka32 software as with any
database application. To manually backup the database...

1. To enable this option, close any open windows within the software so you have a grey screen.
2. Click on Tools, Backup Database.
3. Select a Path and Filename for the backup.

4. Click on Save.

An auto backup utility is available with the Traka32 software to prompt the user to backup the database at
intervals whenever the software is closed. Please refer to the Properties section for more details.

V4.2 28/01/2025 uDO0089 Page 337
This Document is uncontrolled unless over stamped "CONTROLLED DOCUMENT"



3.13.16 DUPLICATE BIOMETRIC TEMPLATES

When enrolling several users on a Traka System fitted with a Traka Biometrics Reader, it now possible to backup the
biometric templates of the enrolled users and replicate them to other Traka Systems also fitted with a Traka
Biometrics Reader. This will save the users from having to enrol of every Traka System fitted with a Traka Biometrics
Reader.

1. Enroll all the users onto any one Traka System fitted with a Traka Biometrics Reader.

2. Click on Tools, Duplicate Biometric Templates.

B8 Duplicate Riometric Templates @

Thiz utility copies the stored biometric templates from
the system zelected below and duplicates them to all
other systemns. Select the system that pou wish to
copy the templates fram and click an OF.

System kain Traka Cabinet [001] j
Backup templates from reader before update : | il
Festore templates to all readers after update |l

LCancel | k. |

3. Select the System that users have been enrolled onto.

4. Select the Backup templates from reader before update. This forces the utility to backup the templates
from the selected system to the Traka32 Database.

5. Select the Restore templates to all readers after update. This forces the utility to replicate the templates
out to all the Traka System fitted with a Traka Biometrics Reader.

6. Click on OK.

3.14 ENGINEERS

3.14.1 ENGINEERS MENU OVERVIEW
The engineers menu has been added to Traka32 so that problems that may occur on site can be diagnosed quickly
without the loss of any data. The engineers menu should only be used by trained engineers or with guidance from an

engineer over the phone.

If you are experiencing problems with your Traka system please contact your vendor for advice and assistance before
using the engineers menu.

The engineers menu can only be accessed if the current user of the software is logged in as an engineer. If there are
no user login defined then when the software loads the engineers menu will be made available.

To login as the engineer please contact your supplier for the username and password.

Traka3? - Login

UserMame : 1traka engineer
Easgwgrd i P ——
OF LCancel
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3.14.2 DIAGNOSTICS
To load the diagnostics window, click on the Engineers menu from the system viewer, followed by Diagnostics.

-l N

SR p# Ve Broot Ieh Engrems Whedes bok
O s v o e L s e e [ Gt ll et sts V] ke 1 o] « Footon R0l 00IE = [ gt

o s ek seibatt  Wor  Cew G Goic o
rowat | e |
ssdPaikats [ = s Rk |
e

femrE
Sybes U Mok - 000 =

o s

RN DLWCACETIOS
eancey (Linfo [Eakilurt

et R H

To enter a systems diagnostic mode...

Select the system you wish to diagnose from System Selection menu.

1.
Sysbem 1 [001] 5
2. Click on the Connect button, this will open the serial or network port.
Conneck Traka
(Note that if successful the Connect button changes to Disconnect)
3. Click on the Comms On button, this will wake and enter the system into diagnostic mode
Bhoke i yew Broorn Jwh Eneon Wrdes be e N
B et s 8 o s =iy i [P s ol iams ks V) Svvden 1 [601] & Poplmn B0 AR s [ Rk
Lanwnar Ty haci g Fait e o G paiog

SasPortinte  [EEEON v| s Rt |
am e
=] irinnton g

Sy ) Wb - 000 =

[RARE DIWCACETION
IMparey (Linfo [Eakilurt

e B ]

NOTE: that if successful the Comms On button changes to Comms Off.
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4. Once in diagnostic mode you can use the keyboard to navigate through the various menus presented to you
by the Traka System.

Using the Traka Diagnostics Menus...

The Traka Diagnostic Menus are driven by the keyboard of your PC. To use the menus, please ensure your cursor is in
the diagnostics window.

Each available option will be shown in the menu presented to you. To select a menu option press the corresponding
letter on the keyboard that is shown in brackets on the menu, for example...

TRAKA DIAGNOSTICS

(M)emory (I)nfo (Ent)Quit

To select the (I)nfo menu, press the 'I' key on the keyboard and so on...

To exit a system from diagnostics mode...

1. Click on the Comms Off button, this will take the system out of diagnostics mode.
(Note that the Comms Off button will only be available if the system is still in diagnostics mode. If no
keyboard presses have been made for 30 seconds or the (Ent)Quit option is selected the Traka system will
exit diagnostics mode automatically.)

2. Click on the Disconnect button, this will close the serial or network port.
(Note that closing the Diagnostics window will automatically close the serial or network port automatically.)

3.14.3 EVENT POINTER EDITOR

The event pointer editor has been added to Traka32 so that problems that may occur on site can be diagnosed quickly
without the loss of any data. The event pointer editor should only be used by trained engineers or with guidance from
an engineer over the phone.

£! Event Pointer Edilor El
Suzlem

Corgtants Varinhkes

i | ....... Fb ] , ............. | ....... -
ek Tian l_ '_ Tian Tal: "_ i l_
hlak Tian kfam | Tian Indek : | |
Tran Shat : l_ '_ ™ T'an Prinl : "_ il l_

Trar Rol St : |

S e il

TranErd: l_ '_ o

_____ Dok i i st e i B iy |
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3.14.4 DESKTOP IFOB PROGRAMMER

The Traka Desktop iFob Programmer is single iFob receptor incorporated into a desktop programmer device. The
desktop programmer connects to a computer running Traka32 via a spare serial or USB port.

This menu can only be accessed if the current user of the software is logged in as an engineer.

iFob Memory Map

Click on iFob Memory Map to view the data currently stored in either a Data32 or Data512 iFob.

Reset iFob
This option should be used with great caution! It deletes the information held within the selected Data iFob's memory.

Traka will not be held responsible for the loss of data if you do not back up any data before
resetting.

‘ 3.14.5EDIT T32SETTINGS.INI

When selected this opens the active T32Settings.ini file in notepad. This is useful for when the T32Settings.ini file is
not stored in the default location.

Engineers
}@ Diagnioskics

Log & Errar Viewer

Event Pointer Editor
Cesktop iFob Programmer #
Edit T323ettings.ini...

Delete All Temporary Files

3.14.6 DELETE ALL TEMPORARY FILES

This feature allows you to delete all the temporarily download files (*.trn) created by Traka32 when communicating
with Traka Systems.

3.14.7 CLEAN DATABASE

This feature allows you to permanently destroy all previously deleted System, iFob, Key and User details and any
associated transaction and alarms from the database.
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3.14.8 TRAKA DIAGNOSTICS MENU

13.14.8.1 POINTERS

The Traka Pointers are used to index the various transaction and alarms that are currently stored in the memory of
Traka. This only applies to firmware versions 6.07.23 and below. For firmware versions 6.07.24 and above, please
refer to the Event pointer Editor section.

1. First enter the system into diagnostics mode.

TRAKA DIAGNOSTICS
(M)emory (I)nfo (Ent)Quit

2. From the Traka Diagnostics Menu, Press 'T' for (I)nfo
(P)ointers (V)ersion (Ent)Backup
3. Press 'P' for (P)ointers
Alarm Pointer $0760CA
Alarm Tail $0760CA
Alarm Index $ 0000
Tran Pointer $057055
Tran Tail $057055
Tran Index $ 0000
(P)ointers (V)ersion (Ent)Backup
4. The data in step 3 can be used by a Traka Engineer to analyse any problems that may have occurred.

5. Press 'Enter' on your keyboard twice to exit the system from diagnostics mode.

Traka Diagnostics
(M)emory (I)nfo (Ent)Quit

Communication Off

6. Finally click on the Disconnect button, this will close the serial or network port. If successful the Disconnect
button changes to Connect.
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23.14.8.2 RESETTING ALARMS
Various sections of the memory within a Traka System can be reset if there is a problem.

NOTE: By resetting the alarms, any alarm data will be lost permanently. This procedure should only be
followed in the event of a problem and should only be carried out on the instruction of a Traka Engineer.

1. First enter the system into diagnostics mode.

TRAKA DIAGNOSTICS
(M)emory (I)nfo (Ent)Quit

2. From the Traka Diagnostics Menu, Press 'M' for (M)emory

Info: (P)age Dump (E)dit Loc (Q)uit (Ent)Backup
Reset: (U)sers (F)obs (T)rans (A)larms (S)tack (I)Title

3. Press 'A' to reset the (A)larms
RESETTING - Please Wait
Info: (P)age Dump (E)dit Loc (Q)uit (Ent)Backup
Reset: (U)sers (F)obs (T)rans (A)larms (S)tack (I)Title

4. Press 'Enter' on your keyboard twice to exit the system from diagnostics mode.

Traka Diagnostics
(M)emory (I)nfo (Ent)Quit

Communication Off

5. Finally click on the Disconnect button, this will close the serial or network port. If successful the Disconnect
button changes to Connect.

3.15 WINDOW

13.15.1 CASCADE

Overlays open windows diagonally across the screen.

‘ 3.15.2 TILE HORIZONTAL

Tiles open windows in a vertical column. Horizontal breaks.

’ 3.15.3TILE VERTICAL

Tiles open windows in horizontal row. Vertical breaks.

|3.15.4 ARRANGE ICONS

Arranges the icons of open, but minimised windows.

|3.15.5 REFRESH

Refresh, refreshed the content of all open windows. This is useful in a multi-user environment where changes are
made at multiple workstations.

3.15.6 SHOW STATUS BAR

Show or hide the Status bar.
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3.16 HELP

3.16.1 CONTENTS

For help with the Traka32 software simply click on Help followed by Contents from the main menu or simply press F1
to view the online user guide.

Help

'? Contents.,. F1
W2 hat's This?

Eﬁ’ Technical Support:

Update License
Ahout. .

3.16.2 WHAT'S THIS?

Traka32 also mcorporates a 'What's this help?' facility. Each details window has a . button in the top right hand

corner. Click on the and the cursor will change to k@ click on the control you want to know more about and a
pop up window will appear with details on that control.

‘3.16.3TECHNICAL SUPPORT

The technical support window shows the contact information for technical support:

{9 Traka Technical Support X

If you are experiencing technical problems with Traka, please refer in the first
instance to our comprehensive On-Line Help.

Open On-Line Help

If you cannot resolve your problem please call technical support

Company: Traka

Telephone Number: +44(0) 333 355 3641
‘web Address: www.traka.com

Email suppornt@traka.com

’3.16.4 EXPLORE DATA FILES FOLDER

When selected this opens up Explorer in the folder which contains download and support folders. This is useful for
when the data files are not stored in the default location.

? Contents. .. F1
K2 hat's This?

Fﬁ’ Technical Support
| Explore Data Files Folder. ..

Update License
Ahout...

@ easy HELP
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3.16.5 UPDATE LICENSE

When you run the Traka32 software for the first time you will be asked for a software registration
code, please refer to the Traka32 Registration section for more details.

When you have registered the Traka32 software you can update your license at any time to either increase the
number of concurrent users or to extend the period of the license.

To update the license please contact Traka by telephoning +44 (0)1234 712345 between the hours of 08:30 and
17:30 GMT/BST or by email to support@traka.com quoting the following...

e  Application
e Customer Code

e  Software Code

You will be given a 20 digit unlock code, enter the unlock code and click on Register to complete the registration
process.

3.16.6 EASY HELP
Traka easy HELP is a quick way to access the most commonly used sections of the Traka32 User Guide. If you would

like the easy HELP menu to be customized to suit your business needs, please contact you supplier with details and we
will help you create a new menu.

3.17 SOFTWARE ACCESS

3.17.1 SOFTWARE ACCESS
Software Access is a fundamental part of the Traka32 software which allows restrictions to be applied against user
logins preventing users from accessing certain areas of the software. The Software Access also forms part of the

Software Audit report where every user action is logged.

This section assumes that the database has been successfully installed and initialised. For further details on initialising
a database, please refer to the following sections:

e  Microsoft Access Installation

e  Microsoft SQL Installation
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3.17.2 SOFTWARE ACCESS USING A MICROSOFT ACCESS DATABASE

This section assumes that the database has been successfully installed and initialised.

When using a Microsoft Access Database, if there are no users defined in the Traka32 software, for example when first
setting up a database, or if there are no user records that have the Allow Software Access option enabled then
there is no Software Access in place at all and so when the Traka32 software is open, no user login will be prompted

for and all areas of the software will be accessible.

As soon as one or more user records have the Allow Software Access option enabled, Software Access will be enabled
and so when the Traka32 software is open, a user login will be prompted for:

Trakad? - Login

User Name : iDuncan wikiner
Pazzword 1xxxxxxxxxxxxx
ak. Caricel I

Setting up Software Access
The first step is to create Software Access Groups.
1. Click on File, Options.
2. The Options screen will open and you will see the Software Access tab is already selected. You will also
notice that there is a predefined Login called Administrator. This login record cannot be edited or deleted

and allows access to all areas of the Traka32 software except for the Engineer sections.

3. To add a new Login, click on Options, Add New.

& Software Legin Defalls - [Mew Login Type)

Bgaace fgf, & @G

st e Lizep Fion ey Cam »

Deserplian : ]

Ao aeer o add eysiems...
Ao e o adh) apeher dataik:

£ lowe sy bn smos esieme...

manm

& llowa Lier b allow) remale User Access..

4. Enter a Description.
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5. Tick the relevant boxes to allow members of the Software Access Group access to the relevant areas of the
software. The options are categorised, simply click on the tabs to view each category:

e System
e User

e Fob

e Key

e Comms

e  Software
For more details of the categories and options, please refer to the Software Access section.
6. There is one final tab called Access Levels. Select the Access Levels that the members of the Software
Access Group will be able to administer. This will allow the members to administer iFobs that have one of the
Current Access Levels. This will also only allow the logged in user to administer Keys attached to iFobs that
has one of the Current Access Levels. Also when administering User Details, the members will only be able to
allocate users with the access levels listed in the Current Access Levels list.
7. Click on Save & Close.
Associate User Records to the Software Access Groups
Once the Software Access Groups have been the next step is to associate the users to the software access group.
1. Click on View, User List.
2. Click on Users, Edit User or Add New as required.
3. The User Details screen will open and you will see the User Details tab is already selected.
4. Enter a Forename and Surname.

5. Click on the Software Access tab.

6. Tick the Allow Software Access tick-box.

T User Deteils - (Larres Adams) [
Easee e BgE G D5 O Resd st cond swipe | &
Gazunty Gioups Ragian Sofware ACoEss PR e ilw
v Alloer plleale Aooais
Logm Name ames Adama
Lesgir Pl Panwsced Enpry AR/ 008 -
Vil Passed g ) Pazwand Mearas Eipes
Uz Typa g -
Aushorisation Nors -
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7. Enter a Login Name.

8. Enter a Login Password.

9. Re-type the password into the Verify Password field.

10. Select the User Type. This is the Software Access Group that was defined above.
11. Enter a Password Expiry date or select the Password Never Expires option.

12. Click on Save and Close.

Logging into Traka32

When one or more user records have been setup with Software Access, the Traka32 software will prompt for a user
login when open:

Traka3? - Login

User Mame : iDuncan Wirner
EESSWI:I[I:I g 1xxxxxxxxxxxxx
Qk Cancel I

Password Expiry

When a user logs into Traka32 and if their password has expired, Traka32 will prompt for a new password. Simply
enter a new password and re-type the password into the Verify Password field:

Traka32 - Change Login Passwor« 2|[z|
. Y'our login pazsword haz expired. Please enter a

new pazsword below,

Uzer Mame :

Paszwiord

MHew Pagsward ;

Confirm Paszward ;

ok LCancel
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3.17.3 SOFTWARE ACCESS USING A MICROSOFT SQL SERVER DATABASE
This section assumes that the database has been successfully installed and initialised.
When using a Microsoft SQL Server Database, some form of login will always be required.

Although Traka32 only requires one login, there are two levels of authentication that occurs before allowing access to
Traka32. The first level is the SQL Server Authentication. This is where the SQL Server must authenticate the user
connecting to the database. This can either be done with Integrated Security or SQL Server Authentication. The
second level is matching up the Login Name to that of a user record in the Traka32 Database itself.

When logging into Traka32 for the first time with a new database you will need to use the SQL Server's own SA
account Login Name and Password. This will be available from the SQL Server administrator. The SA login will allow
access to all areas of the Traka32 software including the Engineer sections.

For more details on Integrated Security and SQL Server Authentication please refer to the Integrated Security section.

Setting up SQL Server User Accounts (SQL Server Authentication Only)
This does not apply if you are using Integrated Security.

The first step is to create SQL Server User Accounts using the Traka SQL Server Manager.

1. Load the Traka SQL Server Manager software by clicking on the M icon from the Traka program group in
the Start menu.

#. Traka 5OL Sarver Manager

Ditakose Madnsemancs|

ﬁ Liser Wien sgereent

i‘) Thez:bab i u=ad 1or the coniigamton of your S0 Sarmr snd o Trakm deisbac,
y

Currant detnbaze varmon:  wi AEBI10 Q) By Dosbabinges
pharies nacusrisd P il b o s

Dt s ]
Besiamg

ek 1 bk 1he ionbenl 2 o Lo e e ratia obabbee (5 uch

A% BT descipions) e up-odale - Chesck Ern e nathan Caln
Fun Delwhsra Conamercy Sreckr 4o chad-hepar tha
hasthci i Trake deishees sl sy Cons Gy Checke:

Blackig e S0 Dstsna e o s
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2.

7.

8.

Click on the User Management tab.

#. Traka SOL Sarver Manager

Eie
ﬁ; Dafrtase Wanieran e 'ﬁ Usan Mawagemant

i § Theztab 5 w=d o the menagenent of e Lsars wha hes secoes o Trsks

~Creabe Hlew Lagin S upy Exesliimg User s
Thiz canmand | crasis & orgla Thi=x comi sncl will searchithe Ueere
rar+ S Logn. Orca thelogn = bl s setup en S0L Login dor
cranimd, mrzccisle s Trsks Licar with Ty Lmsr Hhsd b s softecsrs ogn
Fra kogin vin ke User Dok sz d dfined
WANoAY, “SaThAR A Daa® Tah

Login My I - Lo Full ripin s (FOnanesme + Eur rame]

8z T lopin nane
Frsgwont
Chasdn hirs Lo pin Sal-up Ex Eding Liaer

For each user that needs to login to Traka32 a new login must be created.

Enter a Login Name.

Enter a Password.

Click on Create New Login.

Repeat this for each user that requires a login.

Close the Traka SQL Server Manager software.

To view or delete the user accounts.

1. Load the Traka SQL Server Manager software by clicking on the icon from the Traka program group in

2.

V4.2 28/01/2025

the Start menu.

Click Details... and the Database Detail screen will open.
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3. Click on the Database Details tab.

raics SOL Serverfialahawe Details
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} [ Truncaba Log on Chackpoind

(m 1 I d Fetresh Close

4. A list of active user account will be shown.

5. To delete a user account, simply right click over the user account icon and click on Remove User.

Please note that a user account password cannot be changed. If the password needs to be changed the user account
must be deleted and re-created again.

Setting up SQL Server User Accounts (Integrated Security Only)
This does not apply if you are using SQL Server Authentication.

If Integrated Security is being used, the SQL Server Administrator must grant the users access to the database using
SQL Server Enterprise Manager. This cannot be done using the Traka SQL Server Manager. If you are using MSDE as
the database engine and you do not have access to a copy of Enterprise Manager then you cannot configure

Integrated Security.
1. Load Enterprise Manager.
2. Expand the SQL Server that is hosting the Traka32 Database.

3. Expand the Security folder and click on Logins.
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4. Right click over Logins and click on New Login...

S0 Serwer Login Propertias - Hew Login
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5. Enter a user account Name or click on the ... button to browse for the user account name.
6. Select the Windows Authentication option.

7. Select the appropriate Domain name.

8. Select the Grant Access option.

9. Select the appropriate Traka32 Database as the Default Database.

10. Click on the Database Access tab.

S Senwer Login Propertizs - Mew Login
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11. Tick the Permit box for the appropriate Traka32 Database.
12. Click on OK.
Setting up Software Access

The next step is to create Software Access Groups.

1. Load the Traka32 software by double clicking on the icon.
2. If no users accounts have been configured yet, login using the SQL Server's SA account.
3. Click on File, Options.

4. The Options screen will open and you will see the Software Access tab is already selected. You will also
notice that there is a predefined Login called Administrator. This login record cannot be edited or deleted
and allows access to all areas of the Traka32 software except for the Engineer sections.

5. To add a new Login, click on Options, Add New.

Z Software Legin Defails - [Mew Lagin Typs)
Bysaencie Pgfl, & 36

System Lizep Feo ey Cam *

Diesciplion : ]

Ao aeer o add eysiems...
Ao e o adh) apeher dataik:

£ loww sy bn smos mesieme...

manm

ko Lezer ol low) ol s scoess.

6. Enter a Description.

7. Tick the relevant boxes to allow members of the Software Access Group access to the relevant areas of the
software. The options are categorised, simply click on the tabs to view each category:

e System
e User

e Fob

e Key

e Comms

e  Software
For more details of the categories and options, please refer to the Software Access section.

8. There is one final tab called Access Levels. Select the Access Levels that the members of the Software
Access Group will be able to administer. This will allow the members to administer iFobs that have one of the
Current Access Levels. This will also only allow the logged in user to administer Keys attached to iFobs that
has one of the Current Access Levels. Also when administering User Details, the members will only be able to
allocate users with the access levels listed in the Current Access Levels list.

9. Click on Save & Close.
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Associate User Records to the SQL Server Login Account and Software Access Groups

Once the Software Access Groups have been the next step is to associate the users to the software access group.

1. Load the Traka32 software by double clicking on the

icon.

2. If no users accounts have been configured yet, login using the SQL Server's SA account.

3. Click on View, User List.

4. Click on Users, Edit User or Add New as required.

5. The User Details screen will open and you will see the User Details tab is already selected.

6. Enter a Forename and Surname.

7. Click on the Software Access tab.

8. Tick the Allow Software Access tick-box.
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9. Enter the appropriate SQL Server Login name that was entered when setting up SQL Server User Accounts
above. Click on the ... button to search for the users.

10. Select the User Type. This is the Software Access Group that was defined above.

11. Optionally select this option to grant engineering capabilities which will allow the user access to the Engineers

menus.

12. Click on Save and Close.
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3.18 MESSAGE NOTIFICATION SYSTEM

3.18.1 NOTIFICATIONS OVERVIEW

The Message Notification System allows 'rules' to be created where if the condition(s) of the rule are met, a message
is sent to one or more users via Email or the Windows Network Messaging System (NetSend).

The Message Notification System allows the creation of rules to say for example:

e Message the Manager when anyone takes the key to the Safe.

e Message Site Services if there is a Fault logged against an iFob for a Vehicle.

e Message the I.T Dept. if a Power Failure occurs on any Traka System.

The system
application.

is versatile and allows the creation of many Notification Rules with different trigger conditions to suit the

The Message Notification System can be accessed by clicking View > Notifications from the Traka 32 menu.
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NOTE: Messages are sent from the Traka32 software and not the Traka system cabinets. A message is

generated
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3.18.2 MESSAGE RULES AND TRIGGERS
A Notification Rule is created by the User in Traka 32. A Rule consists of various conditions where if the conditions are
all met, the message will be created and sent. A user may setup as many Notification Rules as required by the

application.
A Notification Rule is made up of the following criteria:
e The Trigger
e Any Special Conditions
e The Actual Message
o How the Message is sent
o Whom the Message is to be sent to
Triggers

The Trigger is part of the Notification Rule and is responsible for "triggering" a message to be sent. Triggers are made
up of various sources of events generated by the Traka system.

These include:
e iFob Events from Systems (e.g. iFob Removed, iFob undetectable)

e System Alarms (iFob returned to wrong slot, Overdue iFob)

See Alarm and Event Types a full description of all events generated by Traka.

e  Faults entered/cleared on system from the cabinet
e  Faults entered/cleared in Traka32

e Immobilisor iFob Events (e.g. Device Activated, Shock Occurrence etc.)

All of the above can be referred to as Triggers. Each Trigger has an associated Trigger Code and a descriptive Trigger
Name. For example, Code 128 is "iFob Removed".

Filtering the Trigger Sources

When creating the Notification Rule, each Notification Rule can filter these Triggers in two ways:
1. One or multiple Trigger names can be selected from the Trigger List.
2. Who or what actually caused the trigger can be selected.

Trigger sources also have additional data associated to them other than their description such as:
e The Traka system where the trigger occurred
e The Key(s) attached to the iFob
e The User who was using the system at the time
(] For Immobilisor systems, the Vehicle or Immobilisor

This, then, allows you to say, for example:

e I want to be notified for ANY Events from only System A (System Filter)
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I want to be notified when the Office Safe Key is taken — no matter which iFob it is attached to today (Key
Filter)

I want to be notified when John Smith replaces any iFob in any System (User Filter)
I want to be notified when iFob 23 is removed OR replaced (iFob Filter)

I want to be notified when a Fault is logged on a specific piece of equipment (iFob Filter)

Each Notification Rule also allows you to switch the Trigger Filter off so that the rule applies to ALL
iFobs/Keys/Systems etc. This has the advantage that if a new iFob, Key, User or System is added to the system the
Rule will automatically include the new one without having to revisit a list and manually include the new one.

Trigger Types

To make things easier, we have collected together the 'useful' combinations of Trigger Source (Events, Alarms, Faults
etc.) and their Filters (iFob, User, System, Vehicle/Truck) and called it a Trigger Type :

iFob Events: Where one or more selected Events (e.g. iFob Removed, iFob Returned) occurs on the selected
[filtered] iFobs.

iFob Alarms: Where one or more selected Alarms (e.g. Unauthorised iFob Taken, Overdue iFob) occurs on
the selected iFobs.

User Events: Where one or more selected Events (e.g. iFob Removed, iFob Returned) occurs when the
selected user(s) have logged in to any System.

User Alarms: Where one or more selected Alarms (e.g. Unauthorised iFob Taken, Overdue iFob) occurs
when the selected user(s) have logged in to any System.

Key Events: Where one or more selected Events (e.g. Key Removed, Key Returned) occurs on the selected
Keys.

System Alarms: Where one or more selected Alarms (e.g. Triple Primary PIN, Door Left Open) occurs on the
selected System(s).

System Events: Where one or more selected Events (e.g. Door Opened via iFob Reader) occurs on the
selected System(s).

Locker Events: Where one or more selected Events (e.g. Locker Opened) occurs on the selected System
Positions.

iFob Faults: Where one or more selected Faults (e.g. Battery, Heater) are created on the selected iFob(s) via
Traka32 or the System.

iFob Critical Faults: Where one or more selected Critical Faults (e.g. Brakes, Steering) are created on the
selected iFob(s) via Traka32 or the System.

iFob Faults Repaired: Where one or more selected Faults (e.g. Battery, Heater) are marked as Repaired on
the selected iFob(s) via Traka32.

iFob Critical Faults Repaired: Where one or more selected Faults (e.g. Brakes, Steering) are marked as
Repaired on the selected iFob(s) via Traka32.

iFob Faults Cleared: Where one or more selected Faults (e.g. Battery, Heater) are marked as Cleared on
the selected iFob(s) via Traka32.

iFob Critical Faults Repaired: Where one or more selected Faults (e.g. Brakes, Steering) are marked as
Cleared on the selected iFob(s) via Traka32.
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e Immobilisor iFob Events: Where one or more selected Immobilisor Events (e.g. Device Activated, Shock
Occurrence) occur on the selected iFob(s).

e Immobilisor User Events: Where one or more selected Immobilisor Events (e.g. Device Activated, Shock
Occurrence) occur for the selected User(s).

e Immobilisor Truck Events: Where one or more selected Immobilisor Events (e.g. Device Activated, Shock
Occurrence) occur on the selected Truck[s] [Immobilisor(s)].

3.18.3 CREATING MESSAGE TEMPLATES

Traka uses a Message Template system so as a Message can be customized to include only references to data as
required by the message recipient(s). Once created, a Template is saved allowing it to be shared by the Notification
Rules. As many Templates as required can be created and saved allowing for ultimate flexibility.

To create a Message Template:

1. From Traka 32 System Viewer click View > Notifications:
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2. Click on the Message Template tab:
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3. Click on Template > Add New:

P 0% P e Dok fgeean Wmien 0 i
Gl s i e b e P e O gt e e (R ) - MBSO . e
——— e e M il = i e i L Ll
B e Z |
e

Template .| Reports _
Edit Template

I@ Add Mew

E Delete

X Close

4.

A New Template window will open:

Template Name

Provide a Message Template name.

Send Using

Select if the message is to be sent using Email, Network (Windows Network Messaging System) or SMS
Message.
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Email
If email is selected
To:

Input the email addresses of the people who are required to receive this notification email separated by
semicolons.

Cc:

Input the email addresses of the people who require a copy of this notification email separated by
semicolons.

Bcc:

Input the email addresses of the people who require a blind copy of this notification email separated by
semicolons.

Subject:
Provide a subject heading for the notification email.

Email must be globally enabled by ticking Send Emails From Traka32 and entering the SMTP Server
and SMTP Port from Traka 32 Properties. On certain SMTP servers such as Microsoft Exchange, relaying
may have to be enabled in order allow Traka32 to send e-mails to the outside world. For a guide on how to
safely configure Microsoft Exchange for relaying, please refer to the Relaying on Microsoft Exchange
section.

When using Email Notification, various response codes are sent and received between Traka32 and

the email server. These codes must match in order for the Email Notifications to work correctly. Refer to
the section Email Response Codes for more information.

Network
If Network is selected...
To:

Provide the windows login user name(s) of the people who are required to receive the Net Send (Windows
Network Messaging Service) Message Notification.

From:

Provide a valid email address. If this is left blank the message may not be processed by the SMTP
Server because it could think it is spam. Most systems require the senders email address to be verified.

Consult Messenger on Microsoft Windows for how to configure the service for use with Traka32.

SMS Message
If SMS Message is selected
To:

Input the phone numbers of the people who are required to receive this SMS message separated by
semicolons.

Subject:
Provide a subject heading for the SMS message.
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Message Field:
Input the message the recipients of this notification will receive.

NOTE: Please read the section below on SMS Messaging for further details on how it works.
Message Box:

Enter the body of the message here and include the data variables (Traka system information) that are required to be
included in this message template. To insert a variable:

a. Click inside the Message Box
b. Click Insert Variable and select from the many available variables listed.

e.g Key > Detail > Make to insert the Make variable into the message...
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Example Message Template Form:
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The example above shows a Message Template called "Managers". The email addresses could easily be the
managers of a company who are required to be sent this message when a message rule is triggered, e.g.
perhaps relating to when a particular key is removed. The variables included are the Trigger Name, Date,
Registration, Make, Model, iFob Position and System Title.

c.  After completing the message template form click Save and Close to save the template to the Traka
database.

d.  Now refer to the topic Creating Notification Message Rules.
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SMS Notification

To use SMS...

Firstly you will need to have a GSM Module installed with your cabinet/system for this feature to work. On how to
configure the GSM Module please refer to the Configuring the GSM Module section.

Secondly you will need to enable certain option within Traka32 by navigating to the Properties page, click File >
Properties. You will be confronted by the Properties window, scroll down to the Message Settings tab and select 'SMS
Module Settings'. Here you will need to enter/change the following fields as applicable.

# Trakaldd Froperties...

n agre b Cne n
[Catabae SMS Module Settings

| Correms
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SHES Module Seting: =
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| Logng L

Suppon Contact Ina

| Ll Drarvicos Dviemns

[Fat om -]

SM5 Modem Sevisl Speed

SMS Modem Serial Port

Select the desired modem serial port number which Traka32 will use to send SMS messages.

SMS Modem Serial Speed

Select the appropriate speed you require for the modem you will be using.

SMS Pin Number

This field requires you to enter the pin number from the SIM card that you will be sending the SMS messages.

After entering/changing the configurable options above, from the Traka 32 System Viewer click View >
Notifications, Click on the Message Template tab, Click on Template > Add New, and a New Template window
will open.

1. Select the SMS button

2. Enter the phone number of the person you wish to notify

3. Click inside the Message Box
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4. Click Insert Variable and select from the many available variables listed

e.g. Key > Detail > Make to insert the Make variable into the message (see below)

@ Tarmplado - Mew Template

Sgeetckis B Hp @R | beetveabis B S0
EX Toigger ]
f Wan
Tempiste blame = [ ¥
Serd urg © Ervad [l Fob kR 15 EME Masings
N R 4] — e
W FI owisd M g
Truk: ] o
& rrrctiso ¥ Papaty akion
¥ Cewred ] Fhset hureter
W rformation, - ¥ Fus
Section
Cokour
Loxsbion
e
PR d Pk

The example above shows a Message Template called "Managers". The phone number could be the managers
of a company who is required to be sent this message when a message rule is triggered, e.g. perhaps relating
to when a particular key is removed. The variables included are the Trigger Name, Date, Registration, Make,
Model, iFob Position and System Title.

5. After completing the message template form click Save and Close to save the template to the Traka
database.

6. Now refer to the topic Creating Notification Message Rules.
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3.18.4 CREATING NOTIFICATION MESSAGES

NOTE: Before creating a Message, at least one Message Template needs to exist in the Traka database so

as it can be assigned to the Message Rule. Please view Creating Message Templates for a guide on how to
create a Message Template.

To create a Notification Message:
1. From Traka 32 System Viewer click View > Notifications:
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2. Click on the Notification Messages tab:
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3. Click on Notifications > Add New:
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4. The Notification Rule Wizard is displayed:
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5. Click Next to display the Trigger Type window:

# Notification Rule Details- [Mew Motification Rule)

sgedcse 4 B R - B Iu
Motification Rule Details
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Hedp LCancel + Back

Notification Rule

Tick the box to enable the Notification Rule.

Trigger Type

Select the Trigger Type that will cause a message to be sent.
6. Click Next to display the Trigger Name window.

7. Select one or more Triggers that will trigger the message to be sent:
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8. Click Next to display the Filter window:
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SpeBiCless L En B tert Variable, B J 1
Notification Rule Details

Filter

[Thes alcws woms o pelect cre or mole Fobst bo whech the nls speies Edher bk e bes 1o apphs the ae 1o
tlﬂry Fiol DR chogse e in e Bt on e lel and diag them onio B ight kst
Ay Fob W
Seatch Selected Fobn
Doralale Kep J
Hooda  Chac L |
Hoe | Corcd | cBea |[CHeES )

Any iFob

Tick the box to apply the rule to any iFob. If not ticked, the rule will only apply to the iFobs in the selected
iFobs window.

Available iFobs Window

Lists all available iFobs for each system in the Traka database. If Any iFob is not ticked, this list will be
greyed out.

Selected iFobs Window

Lists the selected iFobs to which the rule applies. If Any iFob is not ticked, there will be no iFobs listed here.

Use the to move individual or multiple iFobs from the Selected iFob list to the Available iFob List.
Use the to move ALL iFobs from the Selected iFob list to the Available iFob List.

Use the to move individual or multiple iFobs from the Available iFob list to the Selected iFob list.
Use the to move ALL iFobs from the Available iFob list to the Selected iFob list.

Search

Allows you to search for specific iFobs via position number, description and system.
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9. Click Next to display the Message Template select window:
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Generate Message using Template

The available Message Templates are listed and are available for selection.

Additional Recipients for this rule only

Enter the email addresses or User name (if using NetSend) of any message recipients in addition to the

recipients already included the selected Message Template.
Show Example
Tick this box to display an example of how the message will look.

10. Click Next to display the Save window:
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Notification Rule Name

Provide a meaningful name for the Notification Rule.

11. Click on Apply followed by Finish to save it to the database.

12. The Notification Message Rule will now be viewable in the Notification Messages list.
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Tip 2. Double click on the Rule to edit from from the Notification Rule Wizard.

Tip 3. Click the Rule Enabled tick box to easily toggle the Notification Rule ON and OFF as required without
entering the wizard.
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3.18.5 EMAIL RESPONSE CODES

When using Email Notification there are various response codes sent and received between Traka32 and the customer
email server. For example, before an email is sent Traka32 will send a code to the customer email server to ensure
that there is a reliable connection. Once received the email server will send a code back to Traka32 confirming that the
connection is made and communications are clear.

Some customer email servers send the wrong codes for certain messages, the data has been sent and received
correctly however the code that the email server has sent is incorrect. It is possible to change the response codes that
are expected back from the customers email server. Below is list of the SMTP codes that are sent to the email server
and their default response codes:

T e Respanse Response Mo
TELMNET Mall Server 1P 25 230 1
HELD Client IP 150 &
MAIL FEOM: Trakal2 @ Traka oo P 0 i
RCPT TO: Email Address 250 4

154
10 Email Address
SUBJECT: Subject
FROM: Traka32@Traka.comn
MIME-Verson: 1.0
Content-Type: test/html; charsetautl-8
The message

Response Code Descriptions

220 - SMTP Service ready.

221 - Service closing.

250 - Requested action taken and completed.

354 - Start message input and end with <CRLF>.<CRLF>. This indicates that the server is ready to accept the
message itself.

The following section will need to be added into the T32Settings.ini file, in the example below are all the response
codes with their default values. On a customer site you only need to add in the lines that you want different from the
default codes.
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[Email]

Responsel=220
Response2=250
Response3=250
Response4=250
Response5=354
Response6=250
Response7=221

For example, if you know that the response code you should receive for a particular message is 220 but you are
receiving 250, then in the settings.ini file under email you will have the following.

[Email]
Responsel=250

This allows Traka32 to accept the code 250 in place of 220 and receive the correct response code.
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3.19 OPTIONAL FEATURES

3.19.1 ACCESS CONTROL INTEGRATION

13.19.1.1 ANTI PASS-BACK

Many Companies require a way in which they can prevent users from leaving the premises if they still have keys in
their possession.

One method now available for Wiegand Readers is to link the Traka Key Control system directly to an existing Access
Control system. Traka will update the Access Control system whenever a user has 1 or more keys booked out to them
or whenever a user has returned all the keys.

There is no development required and minimal configuration on the Access Control system to implement this solution
as it utilises the Anti Pass-Back feature of the Access Control system which is available in 99% of Access Control
systems.

Within the Access Control system it will be possible to configure Anti Pass-Back with two zones:

Zone A: Users with no keys
Zone B: Users with 1 or more keys

It will be possible to configure certain Doors or Turn-Stiles that are controlled by the Access Control system to prevent
users from passing through them if they are in Zone B.

So when a user takes 1 or more keys from the Traka Key Control system, the Traka Key Control system will inform the
Access Control system which in turn will place that user into Zone B, preventing them from leaving the site.

When a user has returned all the keys booked out to them to the Traka Key Control system, the Traka Key Control
system will again inform the Access Control system which in turn will place that user into Zone A, allowing them to
leave the site.

How does the anti pass-back link work?

To enable the Traka Key Control system to link directly to the Access Control system it is possible to provide the Traka
Key Control system with two Wiegand outputs. One output will relate to Zone A and the other output will relate to
Zone B. These outputs will then be connected directly to the Access Control system it the same way as the other
Access Control Card Readers.

When a user swipes their ID Card on the card reader attached directly to the Traka Key Control system, the Traka Key
Control system will allow or deny access to the System / Keys in the normal way but also buffer the users Card ID.

If the user was allowed access by the Traka Key Control system and the user takes 1 or more keys from the Traka Key
Control system, the Traka Key Control system will output the buffered Card ID on the Zone B Wiegand output,
informing the Access Control system that the user has taken keys.

When returning keys if the user was allowed access by the Traka Key Control system and the user has returned all the
keys booked out to them correctly to the Traka Key Control system, the Traka Key Control system will output the
buffered Card ID on the Zone A Wiegand output, informing the Access Control system that the user has returned all
the keys booked out to them.

The Traka Key Control system will also check if the keys have been returned to the correct slot and will not allow the
user to leave site until correctly returned.

Things to note...

If a user already has a key in their possession and they access the Traka Key Control system to take 1 or more
additional keys, the Traka Key Control system will not repeat the output to the Access Control system as it will already
be aware that the user has keys. The same applies if the user has no keys in their possession and they access the
Traka Key Control system and simply close the door without taking any keys.

The Access Control system will have to take into account emergency situations where it is not possible to return a key
to the Traka Key Control system.
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When using Doors rather than Turn-Stiles, it is possible for one person to authorise the opening of the door and for
several people to walk through that door. This will make it difficult (if not impossible) to implement this type of
solution.

If a User A hands a key over to User B without returning the key to the Traka Key Control system first (which is what
they should do), the key status will not be cleared from User A and so User A will not be able to leave the site. On the
downside, User B will be able to leave site (provided they have no keys booked out to them) with the keys that were
handed to them. If this does happen, User A will not be able to leave and so users will quickly learn that they must
always return keys to the Traka Key Control system.
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3.19.2 AUTHORISED ACCESS

53.19.2.1 X SYSTEM AUTHORISERS

X System Authorisers is an optional feature that can be configured to require either 1 or 2 persons to authorise a user
to access the system. Each User can be configured individually with no authorisation, 1 authorisation or 2
authorisations to be required to enable them to open the system door.

When a user that has been configured with 1 authorisation or 2 authorisations tries to access the system, the system
will prompt for 1 or 2 authorisers to swipe their cards (and/or enter their PIN's) before opening the door. With the
basic 'X System Authorisers' (with no additional options) selected, any user registered on the system can authorise
and the door will open allowing access to the keys according to the users access rights.

A user can also be given the ability to self-authorise. To do this they must be given access level 199. With access level
199 a user can access the system without being prompted for any authorisation.

There are additional options that can be selected to further secure access to the system.

e Force Access Level 199 To Authorise

If this option is selected in the firmware then the system will require the authoriser to have access level 199
to authorise other users to access the system. If this option is enabled and the authoriser does not have
access level 199 then they will not be able to authorise. Users with access level 199 can also self-authorise,
meaning they can access the system without needing another authoriser.

e Force Access Level 193 To Authorise

If this option is selected in the firmware, users with access level 193 will have the ability to authorise access
to the system, however they will be unable to self-authorise. Therefore if they try to access a system that
requires authorisation then another authoriser will be required.

This option works much the same as 'Force Access Level 199 To Authorise' but without the
ability to self-authorise. Both of these options can be used in conjunction with each other.

e  Force Authoriser from Different Group

This option forces each Authoriser to be from a different User Group than the user attempting to access the
system. See the User Groups topic for more details on groups.

e Check Authoriser has iFob Access Level

The feature called ‘Check Authoriser has iFob Access Level’ historically was used for X iFob Authorisers only.
It has now been modified so that it works for X System Authorisers also. When enabled the system LEDs will
illuminate green if both the logged in user and the authoriser have matching access levels. For example, if the
logged in user has access to iFobs 1-5 but the authoriser has access to only 1&5, then only positions 1&5 will
illuminate as the authoriser can only authorise the release of those iFobs.

e Authorisation Access Levels

This feature can only be used with X iFob Authorisers.
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X iFob Authoriser

X iFob Authoriser is an optional feature that can be configured to require either 1 or 2 persons to authorise
the access to the system.

8bit - On 8bit systems you cant use X System Authorisers and X iFob Authorisers together, they must be
used separately.

16bit - When using the latest 16bit firmware and Traka32 software you can combine X System Authorisers
and X iFob Authorisers.

Authoriser Only

This option allows you to indicate that the user can only authorise other users. With this option selected the
user will not be able to access the system themselves. See the setup section below for more details.

NOTE: This option is available once 'X System Authorisers' is enabled in the firmware from version
v3.13.03 onwards.

Setup
1. Navigate to the User List.
2. Open the desired user Detail window by double clicking the user name.
3. Navigate to the iFob Access tab.
4. From the Authorisation drop down box, select how many other authorisers this user will need before they gain
access to the system.
NOTE: If you leave the selection set to 'None' then the user will require no authorisation to access
the system.
[ User Detns - (Lee Newell) |8
tif-{ae& Close I‘.-. E. ﬁ-; o & & Bead st card pwipe E -
\iner Detaln | System dcoess ol Arcens | Securty G 4 ||
1
Spatemn Sysiem 1 - !l
|
Appie o Al Syghamg |:
Fob Alowsnce | 0 = Lindmded | I.;. :Il Ulner Cufiews [T jl
b Edivanncn Por Accass Lavel Cusfires Tyean akolute Curfew |
I Authoniver Dy usthorization T |
Hong
Aymlabis Arcey Lewsl Cumend Scoe L
[Tl ME = | [Ceer oo dusteme il
Lowed- (832 Level: 002
|Lewed- 0334 b Jleve: 000
Lo M55 Level: 158
Lovd 0197
Leswed- 0% ﬂ
Lewwed - (200
Lewel- 0201 = M
Show Efleciive; [ Actve Slahi & Access Level - |
NOTE: If you give the user access level 199 then the system will not prompt for authorisation.
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Alternatively, you can select the option to make the user an 'Authoriser Only' as shown below. This will
restrict the user from accessing the system themselves but will allow them to authorise other users.

Caseeiclose B, G DG DBeadbstcodomipe T &

e Outaly ! System dsoess ot Accenn |

ot Allowsanae | 0= Lindmsed | - ] ::JJ Uiper Cunfiows : Iﬂbw” ..l

™ Fob Abovianes P feass Livel Custres Tred ibachute Cusfew -
W duthoniver Dek gL

Auylahie Arcens Levsl

Al
Lewed - 201 ‘.-'ﬂJ
=l

[Bctve Stahin & Accass Levels

NOTE: The 'Authoriser Only' feature is only available for 16bit systems with firmware version
v3.13.05 onwards.

€ Save & Close
5. Select the desired authorisation and click = & = .
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53.19.2.2 X IFOB AUTHORISERS

X iFob Authorisers is an optional feature that can be configured to require either 1 or 2 persons to authorise a user to
access an iFob. Each iFob can be configured individually with no authorisation, 1 authorisation or 2 authorisations to be
required to enable a user to take it.

If a user tries to take an iFob that has been configured with 1 authorisation or 2 authorisations, then the system will
prompt for either 1 or 2 authorisers to swipe their cards (and/or enter their PIN's) before releasing the iFob. With the
basic 'X iFob Authorisers' (with no additional options) selected, any user registered on the system can authorise, and
the iFob will be released (providing the user has the correct access level). iFobs that are setup with no authorisation
can be accessed as normal by any user who has to matching access level.

A user can also be given the ability to self-authorise. To do this they must be given access level 199. This can
however, be overridden on an individual iFob basis by checking the 'Deny Single Authoriser Access' tick box in the Edit
iFob Details page.

There are additional options that can be selected to further secure the removal of iFobs.

e Force Access Level 199 To Authorise

If this option is selected in the firmware then the system will require the authoriser to have access level 199
to authorise other users to remove the iFob. If this option is enabled and the authoriser does not have access
level 199 then they will not be able to authorise. Users with access level 199 can also self-authorise, meaning
they can remove an iFob that requires authorisation without needing another authoriser.

e Force Access Level 193 To Authorise

If this option is selected in the firmware, users with access level 193 will have the ability to authorise the
removal of an iFob, however they will be unable to self-authorise. Therefore if they try to remove an iFob that
requires authorisation then another authoriser will be required.

This option works much the same as 'Force Access Level 199 To Authorise' but without the
ability to self-authorise. Both of these options can be used in conjunction with each other.

e Force Authoriser from Different Group

This option forces each Authoriser to be from a different User Group than the user attempting to remove the
iFob. See the User Groups topic for more details on groups.

e X iFob Authorisers - Check Authoriser has iFob Access Level

This option forces the authoriser to have the access level of the iFob before they are permitted to authorise
its release for another user.

e Authorisation Access Levels

This feature enables separate access levels for Authorisation only. The total number of access levels available
is divided in half with the first half remaining as iFob Access Levels and the second half being allocated as
Authorisation Access Levels. An authoriser must have an Authorisation Access Level that matches the access
level of the iFob, to be able to authorise. For example, if a user has iFob Access Level 5 and tries to remove
an iFob with access level 5, the authoriser must have Authorisation Access Level 5.
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The simplest way to assign access levels to users using this feature is via the User Access Grid. Scroll along to
the right to reveal the Authorisation Access Levels as shown below.

Users Reports Filter Ty Search Mext All Columns *  Record Count:4
User List [ Access Grid l

: A el e i i ] __ Ahorssdnfcceeslevels .
1271|1272 1273 1274 1275 nzve] 1277 ] 1278 vzre[12s0)1 [2 [3 [ [s [ [7 [& [9 [vo[n[12[13]v4]15]18]17] 18] 19]20]

Test User 1

Test User 2 XX X XX
Test Usar 3 X X X X X
Test Liser 4 oD AR S AR

X System Authoriser

X System Authoriser is an optional feature that can be configured to force either 1 or 2 persons to authorise
the access to the system.

8bit - On 8bit systems you cannot use X System Authorisers and X iFob Authorisers together, they must be
used separately.

16bit - When using the latest 16bit firmware and Traka32 software you can combine X System Authorisers
and X iFob Authorisers.

Setup
1. Right click the desired iFob and select iFob Details.
2. On the iFob Access Tab you will see the Authorisation drop down box. From there you can select 1 or 2
authorisers.
NOTE: If you leave the selection set to None than the iFob will require no authorisation and can be
removed as a normal iFob.
ERsave&Close Sf 00 B BF 5 25 2P EeadSerial Number P gy
iFobAccess | FobDems | Keys | Emsiconfguraton | MetS <] ]
Syalem : |*---.- seem | Stahus |!n$:.l:|urn
Prasition |Fr.-:r-’- i iic] E I'Il_ SEEF 22040000
Beoats Laval: [Lewet - D003 : | Mo Cusfesn
Tag Mo [ : [ Feetstroe Custewe
P - |Peo Fobs Pass
Dinny Sirgle Audhorim Access T Authoission: [1 Aushorices
S Mon Tue Wad The Fi Sat [77. ] Ta
¥ W W W W W W [om - [oeo =
3. Select the desired authorisation and click.
4. Navigate to the User List and open the user details for the desired authoriser user. Depending on whether you
have any of the additional options selected, will change which access levels you need to assign to the user.
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a. If you selected 'Force Access Level 199 To Authorise' then you will need grant the user with access
level 199.

b. If you selected 'Force Authoriser from Different Group' you will need assign the user a User Group
that is different to that of the user whom they will authorise.

c. If you selected 'X iFob Authorisers - Check Authoriser has iFob Access Level' then you will need to
ensure that you give the user the access level of the iFob they are authorising.
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Apply to A Sytems
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Shawa EMective;  [Actve Stahes L Arcess Levels =]
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Multiple Authorisation on Return

An iFob can be configured so it requires none, 1 or 2 authorisers when it is returned to the correct position in the
system. You will need X iFob Authorisers enabled in the firmware for this option to work.

1. Right click the iFob you wish to have the Multiple Authorisation on Return.

2. The form will open on the iFob Access Tab.

3. Click the Authorisation on Return drop down box and select the desired amount of users.

& iFob Detsis - (Offce Cabinet - 0010) " — | 2 ]
| BaesCor FITER & SS D poiswaltumbe B ch
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Tag to F Culwime Firkafres Curbaw -

[°F [HoFbPa =]
Ciary Sangle Sudthortost Accet T Suthonssbonon Removal - |2 Suthonsery v]
| suthasisanen oo Retar: [T ~] |

Sn Mon Twe Wed The Fa  Sa From To

¥ FF FF W W [oom = [oo =

4. Click save & Close.

5. When a user returns the iFob, the system will ask for authorisation. If the no authorisation is given and the
door is closed then an 'iFob Returned without Authorization' event is logged against the iFob.
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3.19.3 BIOMETRICS

3.19.3.1 CONFIGURE BIOMETRICS

The System Configuration window allows you to view and edit the current configuration of the selected Traka System.

+- Blometrics Configuration

Wl Read Configuration ffl Wirits Configuretion

aptions ]
Global Sacunty Level : |LE.-1'EH 3 j
Biornztric Optiars |-| 1

Read Configuration

Click on Read Configuration to read the current configuration of the biometrics reader's firmware in to the Biometrics
Configuration window.

Write Configuration

When you are happy with the configuration changes, click on Write Configuration to write the configuration to the
biometrics reader's firmware.

Firmware Version

This field shows the current version of the biometrics reader firmware.

Global Security Level

This field allows you to adjust the sensitivity of the reader. The following options are available...
e PIN Only - The biometrics reader will only ask for a PIN and not prompt for a fingerprint.

e Any Fingerprint - The biometrics reader will ask for a PIN and prompt for a fingerprint but will not check if
the fingerprint matches the PIN.

e Level 1 to 5 - The biometrics reader will ask for a PIN, prompt for a fingerprint and will check that the
fingerprint matches the associated PIN. The level of sensitivity can be adjusted from 1 to 5, 1 being the
lowest and 5 being the highest. Adjusting the level will not compromise the accuracy of the verification.

TIP: If you are finding that it is difficult to enrol new users or if users that have been enrolled are
having difficulties verifying their fingerprint then reduce the sensitivity.

Biometric Options

This field allows adjustments to be made to the biometrics reader operation. Please do not adjust this unless instructed
to be a Traka Engineer. The default setting should be 141.
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3.19.4 DAILY / WEEKLY VEHICLE CHECKS

53.19.4.1 DAILY / WEEKLY VEHICLE CHECK OVERVIEW

When managing a fleet of vehicles it is important that checks are made on the condition of the vehicles. The daily \
weekly vehicle check option is designed to prompt a user to make their checks on a daily and/or weekly basis. The
Traka System will prompt the user when they return their iFob and Keys and ask if they have completed their check.

Weekly wvehicle checks
comrleted? #=Yes #=Ho

An audit of if the users has made their checks is kept on the event reports.
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3.19.5 FAULT LOGGING

53.19.5.1 FAULT LOGGING OVERVIEW

Fault Logging allows users to log and report problems or faults with the asset or equipment they have been using.
Once activated, the user is prompted to key in a fault code whenever an iFob is returned to the system.

Faults can be split in to two categories, critical and non-critical.

No fault has an index of 0.

Critical faults have an index between 1 and 127. If a critical fault is logged when an iFob is returned, only
users that have access level 200 in addition to the access level of the iFob can take the iFob until the fault is
cleared.

Non-Critical faults have an index between 128 and 255. If a non-critical fault is logged when an iFob is
returned, users that have access to the iFob can still have access but they will be warned that a non-critical
fault has been logged until the fault has been cleared.

In order to use Fault Logging it must first be enabled in the firmware configuration. There are 3 firmware configuration
options available for Fault Logging:

1.

2.

Firmware has Fault Logging Enabled - a single fault can be logged per position and from Traka32 only.

Firmware Allows Faults to be Logged at Cabinet - as above but users can also log faults at the Traka System
as well as Traka32. This option can only be selected in conjunction with option 1.

Firmware has Extended Fault Logging Enabled - this option allows up to 5 faults to be logged against one
position. This option can only be selected in conjunction with option 1, and can also be used with option 2.

NOTE: It is also possible to enable / disable the fault logging option on a per iFob basis from the iFob
Details window.

53.19.5.2HOW TO IMPLEMENT FAULT LOGGING

NOTE: Fault Logging will only be available if the firmware of the selected system has Fault Logging
enabled.

1.

2.

The first stage is to decide on a list of common faults and whether those faults are ‘critical’ on ‘non-critical’.

The next step is to enter the fault details into the Traka32 software. Please refer to the Adding Fault Details
section for more details.

If your system is configured to allow faults to be logged at the cabinet, after you have added all the relevant
faults, print a list of the fault indexes and descriptions, laminate them and stick them next to the Pod of each
Traka System. When users return an iFob they will be prompted to enter a fault code. The fault codes can be
looked up on the fault list next to the Pod.

Set up the user records of the engineers who will be repairing the faults and assign them with access level
200 as well the access levels of all the iFobs they will need access to. When a critical fault is logged, the only
users that can remove the iFob are those with access level 200 as well as the access level of the iFob, until
the fault has been cleared.
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53.19.5.3 ADDING FAULT DETAILS

A Fault Detail is a type of fault applicable to the items your iFobs are managing. For example, if your iFobs are used to
hold vehicle keys, one applicable fault detail could be ‘Faulty Brakes’.

1. From the main toolbar click View, Fault List.
2. Select the Fault Details tab.

3. From the fault list click on the Faults menu followed by Add New.

Faults | Reports Filter _¥§ Search Clear All Columns -
& Edit Fault Fault Details
Add New
42 Delete Tanme | Fault description
X Close

NOTE: If you already have a fault record open you can create a new record by simply clicking on
the ‘5& button.

4. Enter the relevant information for the Fault Detail...

B resomts-tearey
disgetcon MAx %

Crirzal

Chasch 1o ke comisd ouf .

Critical: Select whether the fault will be a ‘critical’ or *non-critical’ fault.

Index: Select the index number from the dropdown. The range of humbers available will be dependent on
whether you selected ‘critical’ or *‘non-critical’, and only unused numbers will be displayed. Critical faults have
an index range from 1 to 127, and non-critical faults are between 128 and 255.

Description: Enter a description for the Fault. This description will appear in the Outstanding Fault List in the
‘Fault Name’ column.

Check to be carried out: Enter a description for the work to be carried out in order to fix this fault.

5. To Save your changes, simply click on ﬁ or, to Cancel your changes, simply close the window and click

‘No’ when asked to save the changes.
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53.19.5.4 EDITING FAULT DETAILS

1. From the main menu click on View, Fault List.
1. Select the Fault Details tab.
2. From the fault list simply double click on the fault record you wish to edit or select the record and click on
the Faults menu followed by Edit Fault.
Faults | Reports Filter & Search Clear All Calumns
. | Fault Details ;|
& AddNew |
Fault descript)
& Delete Replace Brake Pads
3. The selected fault record will open. Edit the appropriate details.
Mispencoe SBE QG
Citical Critcdl Faudt o - [om -
Detenphon [Wom Brakes
Check o b camed o ..
Fleplace Buske Pads
4. To Save your changes, simply click on ﬂ or . To Cancel your changes, simply close the window and click
'No' when asked to save the changes.
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53.19.5.5 DELETING FAULT DETAILS
1. From the main menu click on View, Fault List.

2. Select the Fault Details tab.

3. From the fault list simply click on the fault record you wish to delete, click on the Faults menu followed by
Delete.

Al Columns hd

4. Click Yes to confirm you want to delete the fault detail.

Fault Detaits - (Broken Light) E ——

ﬁ Are you sure you wank to delete this fault?

ve | mo

NOTE: If you already have a fault record open you can delete the record simply by clicking on the

R

button.
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3.19.5.6 LOGGING FAULTS

Faults can be logged against an iFob directly from the Traka32 software and also at the Traka System when an iFob is
returned. Once a Fault has been logged, it will appear in the Outstanding Faults list. Critical Faults will be coloured
Red, and Non-critical Faults will be coloured Yellow in the Outstanding Faults list.

Faults Reports Filter 8 Search Cleas All Columng .

Outstanding Faults I Faul Detais |

Fawilt 1D

Faudt prsribes | Fondl nisns | Ulni whsa logged
] Elroden Light

SFeb-ZNG 1409 OO Systens |
SFeb20E 1407

The system viewer will show iFobs with Faults logged against them highlighted with a blue spanner icon ’ The panel
to the right will show the fault that has been logged against the selected position. If there is more than one fault, and
one of them is critical, the critical fault will be shown here. Otherwise, the fault shown will be the ‘oldest’ fault.
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T T e ] e A ¥
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Logging a fault will also generate a ‘Fault Added’ iFob event. If no fault code is entered, a ‘Fault code not entered’
event will be generated.

Logging Faults in Traka32
1. From the main menu click on View, Fault List.

2. Select the Outstanding Faults tab.
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3. From the fault list click on the Faults menu followed by Add New.

Ewltsl Reports Filter | M4 Search Clear All Colurmns -

&2 Edit Fault
- ] Faul Detais |
B Addlen | Faudt name | User who logged faull | Time faul was logged | Relaled posilion | Relsted ¢

NOTE: If you already have an outstanding fault record open you can create a new record by simply

&

4. A new blank outstanding fault record will be created.

clicking on the button.

Al e B Chose .aig d':’;:-

Fault Dedniis I

[ 1281 Backeons Light
[Sytemn
Praitin Q001 'l Ferdt Cleaped -

Fandt Firpaeed

Dretasly of woek, comied out

5. Select the appropriate fault from the dropdown list, and then specify the system and position number you
wish the fault to apply to.

6. To Save your changes, simply click on ﬁ
‘No’ when asked to save the changes.

or . To Cancel your changes, simply close the window and click

7. Once a new fault record has been saved, Traka32 will communicate with the system and the fault will appear
in the Outstanding Faults list.

Eaults Reports Filter ﬁ‘_iearch Clear All Columng -

Outstanding Faults I Faul Detais I

Faul ID_ Faull number | Faul name | User who logged fout [T il Wesloged | Reloled position  Relsted system | Fob No.

 11:3d {0001 | System 1 |0

Logging Faults at the Traka System

NOTE: To enable logging faults at the Traka System the option must first be enabled in the firmware
configuration. See the Fault Logging Overview section for more details.
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1. When a user returns an iFob to the system, if the iFob has no existing fault a message will appear on the LCD
asking them if they wish to enter a fault code.

Please Enter Fault Code

#=Ye= #¥=MNo

If the iFob has an existing fault you can add another fault (up to a maximum of 5 faults) providing you have
‘Extended Fault Logging’ enabled in the firmware. The existing fault(s) will be displayed on the LCD briefly
before then asking if you wish to enter a fault code.

NOTE: A user with access level 200 will also be able to edit/clear any existing faults at this point.
See the Clearing Faults section for more details.

2. Press the # (hash) key for ‘Yes’ and you will then be prompted to enter a fault code against the iFob.

3. Enter the appropriate fault number from the list of fault details generated in the Adding Fault Details section,
and then press the # (hash) key.

Flease Enter Fault Code

For Slot x: _

4. The system will then show you which fault code you have logged against the iFob.

Fault Code 1Ha
ToSlot

5. If your system is configured with the ‘Extended Fault Logging’ option allowing multiple faults to be logged
against one position, the LCD will then revert back to the fault screen allowing you to add more faults (up to a
maximum of five). Select ‘No’ once you have finished adding faults.

Please Enter Fault Code

#:=Ye=s *¥:=No

6. Once any faults have been logged you can Read All System Data from Traka32 to update the Outstanding
Faults list and System Viewer with the new faults. If your system has Auto-Comms enabled it will send the
fault details to Trak32 upon the next communication.
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53.19.5.7 CLEARING AND REPAIRING FAULTS

Faults can be cleared at the Traka system when returning the iFob, and can also be cleared or repaired from Traka32.
Once a fault has been cleared it will disappear from the Outstanding Faults list. When a fault is marked as repaired, it

will remain in the list but will be highlighted as repaired and shown in the system viewer with a pink spanner icon.
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When faults are cleared the system will generate a ‘Fault Cleared’ iFob event.

Clearing and Repairing Faults in Traka32

1. From the main menu click on View, Fault List.
2. Select the Outstanding Faults tab.
3. From the Outstanding Faults List select the Fault you wish to clear or mark as repaired, and then click on the
Faults menu followed by Clear Fault.
NOTE: Faults shown in Red are critical, faults shown in Yellow are non-critical.
| | Eaults |Eep-uns Eitter 8§ Search Clear Al Columng -
it F.
GELESR | Fouoemss |
42 ClearFault |
& AddNew | (Faukname  [Uses who logged foul _Time a0k Waslogaed)| Ficloled position | Rielsted system [¥Fob No.
Squasky Hinge  Traks Engiresr 25Fab-2016 1409 0010 System 1 1]
* Close Punctue Traka Enginesr 5Feb-2016 1407 04 Spstem 1 0
Warn Brakes  Traks Enginesr Spstem 1 L]
4. The Outstanding Fault window will appear. From hear you can select either ‘Fault Cleared’ or ‘Fault Repaired’
by checking the corresponding tick box, and also add details of any work carried out.
Fault Cleared: Selecting ‘Fault Cleared’ will remove the fault from the iFob and delete the Outstanding Fault
record from the list.
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Fault Repaired: Selecting ‘Fault Repaired’ will highlight that the fault has been repaired but will not clear the
fault or remove it from the list. This can be useful to highlight that a repair has been carried out but has not
yet been approved or checked for clearing.

/B Outstanding Faut - (Broken Light. Fault 1D = 63)

[

|:',"-,‘:|[l|.;.- =n Light
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dem |

Fault Repaaed :

it oo wach conmatd cudd

5. Select either ‘Fault Cleared’ or ‘Fault Repaired’ and click Save & Close. If you selected ‘Fault Cleared’, Traka32
will communicate with the Traka System removing the fault from the iFob. The fault will also have
disappeared from the Outstanding Faults list.

Faults Reports Filter 8§ Search Clear All Calumns -

Outstanding Faults | Faul Detais |

Faul D |Fauk number |Faul name  User who logged fault | [Time [suliwias logged | Rielasted postion  Rielsted system | Fob No. |

3 129 Squeaky Hinge  Traka Enginess 25Feb2016 1409 0010 System | 0
&5 2 Punchue Teska Enginess EFeb-2016 1407 0014 System 1 0
1 |WomBrakes |[TiskaEnginesr  |25Feb-2016 14:07 |00 [Spstem1 |0 |

Clearing Faults at the Traka System

NOTE: To enable clearing faults at the Traka System the option for Fault Logging at the cabinet must first
be enabled in the firmware configuration. See the Fault Logging Overview section for more details.

In order for a user to clear a fault at the Traka System they must first have access level 200.

1. When a user with Access Level 200 returns an iFob with a fault to the system a message will appear on the
LCD showing the current fault code(s) for a few seconds followed by a message asking them to enter a fault
code. This second message will have the existing fault code already displayed.

Current Fault Code
2,128,123

Please Enter Fault Code
For Slot x: 1258_
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2. If you wish to clear this fault, press the * (star) key to delete the fault code and then press the # (hash) key.
If you do not wish to clear the fault, simply press the # (hash) key without deleting the number to keep the
fault.

If the iFob has multiple faults, the LCD will then display the next fault number allowing you to delete the
number to clear that fault too.

3. Once you have cleared/skipped through all of the existing faults, the LCD will then ask if you wish to enter a
fault code. This enables you to both clear faults and add any new faults that may have been found within the
same transaction.

Please Enter Fault Code

#=Ye=z %®=MNo

4. Once any faults have been cleared you can Read All System Data from Traka32 to update the Outstanding
Faults list and System Viewer with the new status. If your system has Auto-Comms enabled it will send the
cleared fault details to Trak32 upon the next communication.

23.19.5.8FAULT LOGGING ON IFOB REMOVAL
NOTE: This option is only available on 8bit RFID Lockers with version 6.08.033 firmware.

NOTE: This section assumes the user has prior knowledge of the operation of the Fault Logging feature.
Please read from the start of the Fault Logging section of this guide and then refer to this section on how
to log a fault on iFob removal.

To be able log a fault when removing an iFob, the Fault Logging option will need to be enabled in the systems
firmware. With Fault Logging enabled you have the option of entering a fault code when certain iFobs are removed
from the system. This is configured on an individual iFob basis.

1. From the System Viewer right click the iFob you wish to configure.
2. Select 'Edit iFob Details'.

3. Tick the box that states 'Prompt For Fault On iFob Removal'.

4. Click 'Save & Close'.

5. When a user next removes that iFob they will be asked to enter a fault code.
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23.19.5.9 FAULT LOGGING VIA IMMOBILISORS
Fault Logging allows users to log and report problems or faults with Data Loggers (Immobilisors). Whenever an iFob
has had a fault logged against it via the Immobilisor and has been replaced in the cabinet, the user is prompted to key
in a fault code for that particular Immobilisor.

NOTE: You can only log Critical Faults at the Immobilisor.

The first stage of implementing Fault Logging is to decide on a list of common faults that are split into the two
categories of critical and non-critical.

e No Fault has an index of 0.
e  (Critical faults have an index between 1 and 127.

e  Non-Critical faults have an index between 128 and 255.

Enter the fault details into the Traka32 software. Please refer to the Adding Fault Details section for more details.

After you have added all the relevant faults, print a list of the fault indexes and descriptions, laminate them and stick
them next to the Pod of each Traka System.

Set up the user records of the engineers who will be repairing the faults with access level 200 as well the access levels
of all the iFobs they will need access to.

When a critical fault is logged the only users that can remove the iFob are those with access level 200 as well as the
access level of the iFob until the fault has been cleared.

When users return an iFob they will be prompted to enter a fault code. The fault codes can be looked up on the fault
list next to the Pod.

Immobilisor Fault Logging is not compatible with our standard cabinet Fault Logging. If you require
standard Fault Logging you must run this option on a separate System.

How to log a fault to the Immobilisor

Insert your vehicle iFob into the receptor barrel of the Immobilisor and the LED on the Acceptance button will be
flashing green intermittently. Press and hold the acceptance button for 10 seconds to receive the following sequence of
flashes.

NOTE: If the driver discovers a fault whilst the vehicle is active, they must remove the iFob and re-insert it
to the receptor barrel to log a fault to the Immobilisor.

1 1 1 1 1 1 - R R

w1
Ea Y
w1
Fa
L
Py
s
AT
Wl
AT
w1

1 1 1 1 1 [ S S

This indicates that the fault has successfully been written to both the Immobilisor and the iFob. This series of flashes
will continue until you remove the iFob from the receptor barrel of the Immobilisor. You can now to go back to the
cabinet and return the iFob, upon which you will be confronted by a message on the LCD requiring you to enter a fault
code.

Flease Enter Fault Code
For Uehicle 1:

Enter your previously configured fault code and press # then close the door.

NOTE: Whilst you have a fault logged against an iFob, that particular iFob will not work in the Immobilisor
again until the fault has been read from the iFob via Traka32 and the Immobilisor has been reset using a
service iFob.
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Viewing the Fault List

After returning your iFob to the cabinet go to the Traka32 software and Read All System Data, then at the top left of
the screen click View > Fault List.

=
CX System viewsr
B jFob List
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5 Immobilisor List

You will notice there is now an outstanding fault stored in the iFPP tab waiting to be repaired or cleared (see below).
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1. The Fault ID box shows the unique number assigned to the fault by Traka32.

2. The Fault number shows which Fault Code was logged against this particular transaction.
3. This is the name of the fault that was given when creating the fault details.

4. The User who logged the fault.

5. The Date and time the fault was logged.

6. The description of the Immobilisor the fault has been logged to.

7. The Address of the Immobilisor.

8. The Immobilisor Type.

9. The repaired box (if ticked) shows that the Immobilisor has been repaired.

Double click the outstanding fault and the details window will appear. The greyed out section on the left is information
about the Immobilisor and the fault itself and is unchangeable at this point.

This window gives you the options of repairing the fault and/or clearing the fault, also there is a notes section at the
bottom were you can specify the work carried out on the vehicle. After selecting the appropriate options click the Save
& Close button in the top left corner.
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NOTE: If a fault is repaired then the fault will still be present in the outstanding fault list within Traka32,
also the box in the repaired section will now be ticked. Only when a fault is cleared will it be removed from
the Outstanding Fault List completely.

Fault Reports

Each Immobilisor fault that is logged to Traka32 is saved in a report. You are able to view reports for Outstanding
Faults and Fault History. To view the reports of the Immobilisors that have had faults logged against them and then
been cleared and/or repaired click in the top left corner Reports > Crystal Reports > Faults > iFob Per Person

Fault History Report.

Reporks |
| Cryskal Reparts g Events P
Transaction Reports # iFobs 3
K5 Immobilisor 4 Keys »
A software Audit Users ’
Faults 4 iFob Per Truck Fault History Repart
Systems  # iFob Per Truck Cutstanding Faulks

iFob Per Truck Fault Exception Repart

iFob Per Person Faulk History Report

iFob Per Person Cutstanding Faulks

This report gives information on every fault logged, whether it’s been cleared, repaired or just logged to the software.
The report will look as pictured below.

iFob Per Person Fault History Report
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You will notice on the last line the sections that specify when the fault was cleared are empty because the fault has
only been repaired and not yet cleared.
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The other report shows you only the Outstanding Faults that have yet to been seen to. To view the reports of the
Immobilisors that have only outstanding faults logged against them go to the top left corner of Traka32 and click
Reports > Crystal Reports > Faults > iFob Per Person Outstanding Faults.

Reporks |
| Crystal Reparts » Everts W
Transackion Reports  # iFobs 3
K9 Immobilisor » keys r
A software Audit Users >
| Faults 4 iFob Per Truck Fault Hiskary Repart
Systems P iFob Per Truck Cutstanding Faults

iFob Per Truck Fault Exception Report
iFob Per Person Fault Hiskory Report

iFob Per Person Cutstanding Faulks

The Report will look as pictured below and is very similar to the Fault History report however this report only shows
Outstanding Faults that have not been cleared or repaired. You can print off both versions of the reports if desired.

NOTE: A fault that has been repaired will remain on the outstanding fault list report until it has been
cleared.

iFob Per Person Outstanding Faults trak=s

Imim. Dasariptian Type W, Address  User wha lapged fauh Tirn e fault win Fault Mumbsr Faul Ham s Repaired Cliansd  User whe cleared  Tims Faulk was
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Tl Data Logaper 1 o Baron 1 ann e TS Ce3 25015 1 Dot Logper Faul Fabn Fales

Resetting the Immobilisor

After you have cleared the fault from the Traka32 software the Immobilisor itself needs to be reset using a Service
iFob. Service iFobs are usually Grey however with iFob Per Person systems we use Green Service iFobs. If you haven't
done so already, you need to make sure your Service iFob has 'Permit Clear Fault at Vehicle' option enabled in order to
reset and clear all the faults recorded at the Immobilisor. By default 'Permit Start Vehicle' & 'Permit Diagnostics' are
automatically ticked and greyed out when the 'Permit Clear Fault at Vehicle' option is selected.
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Insert the Service iFob into the receptor barrel of the Immobilisor and hold the acceptance button straight away before
the ignition starts to receive the following sequence of flashes.
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After holding the button for 10 seconds the sequence will change and the Red LED will be removed from the sequence.
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This symbolizes that the fault has been cleared from the Immobilisor and that you can now reuse a vehicle iFob.
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3.19.6 FIFO FOR KEY CABINETS

53.19.6.1 FIFO FOR KEY CABINETS OVERVIEW

First In, First Out (FIFO) is an option that automatically gives access to the iFob that has been in the cabinet for the
longest time for each access level.

For example, if a user has access level 1, they have authorisation to remove any iFob with access level 1. However,
using the FIFO option they will be restricted to only removing the access level 1 iFob that has been in the cabinet for
the longest time.

If a user has access levels 1 and 2, they have authorisation to remove any iFobs with access levels 1 and 2. However,
with the FIFO option they will be restricted to only removing the iFob with access level 1, and the iFob with access
level 2 that have been in the cabinet for the longest time.

FIFO is available from version 3.07.00 of the 16-bit firmware.

FIFO uses LED’s to indicate the position of the authorized iFob(s). Therefore FIFO only Intelligent Receptor Strips (IRS)
are supported with this option.
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53.19.6.2 ENABLING THE FIFO OPTION

In order for the FIFO option to be used it must first be enabled in the 16-bit configuration file. Once enabled, it can be
switched off if required from the 16-bit configuration wizard.
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