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Welcome to the TrakaWEB User Guide. This guide has been prepared in order to assist you with every aspect of
TrakaWEB ranging from logging in, to adding users and running reports.

The guide will assist you with the use of TrakaWEB in conjunction with both Traka Touch Key Cabinets and Traka
Touch Locker Systems.

The content of this user guide was documented against the following software versions:
e TrakaWEB V3.16

e Traka Touch V3.1

e Integration Engine - For information regarding the latest version, please refer to the relevant
Integration documentation

NOTE: Please refer to the Traka support site for the latest compatibility information of TrakaWEB and
Traka Touch products.

https://support.traka.com
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GDPR COMPLIANCE INFORMATION

Traka supplies Key Cabinets and intelligent Locker systems. These products keep keys & assets safe from unauthorised
access and allow only authorised users to remove and return the keys/assets they are entitled to. Traka systems give
full accountability of who has (or had) which keys/assets and at what time and date.

This is usually managed by software that runs on either the Traka product and/or the client’'s computer network. To
achieve all this, the Traka products hold personal information in order to identify individual users as well as the
keys/assets. Examples of this are the storage in the Traka products of names, email address, PIN/card numbers and
other detailed personal information required by a Data Controller (any organisation using the Traka systems).

Please be aware that under General Data Protection Regulations (GDPR) any Data Controller “shall be responsible for,
and be able to demonstrate, compliance with the principles of GDPR"”. With regards to the personal data held on Traka
products, the company or organisation that owns and operates the Traka system is the Data Controller as they are
responsible for obtaining that data and for determining the purpose and legal grounds for which it is to be used.

Traka are happy to confirm that its products have the functionality & protection in place for an organisation to meet
GDPR obligations including the fulfiiment of the following rights to individuals (please note that to fulfil these
requirements a process of using the software reporting process and/or exporting screen shots will be required):

to be informed how their personal data is being used

to access the personal data that is being held

to rectify if any of their personal data is inaccurate or incomplete
to erase and delete personal data

to restrict processing of their personal data

to obtain a copy of their personal data

to object to their personal data being processed

On this basis, operators of Traka systems are reminded that they must take into account their obligations and
responsibilities under GDPR when carrying out the following:

Determining what personal data is to be held within the system and the legal grounds for doing so

Obtaining the personal data from individuals and inputting it to the system

Determining the appropriate access controls for the system and the data held on it

Defining who is able to process the personal data and putting in place the appropriate Data Processor

Agreements

¢ Understanding the requirements for, and implications of, sharing the personal data with other systems that
are integrated to the Traka system

¢ Removing/deleting/erasing personal data from the system (including any backup copies) and dealing with

Subject Access Request or Data Breaches

For more information about GDPR in relation to Traka products and systems, please contact GDPR@traka.com
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INTRODUCING TRAKA

About Traka

Originally, the manufacturer of one of the world's first electronic key management systems in 1990 - we are now
considered as world leaders in innovative technology for sophisticated, intelligent key management systems and lockers
solutions to manage and control access to your most important assets. In April 2012 Traka was acquired by ASSA ABLOY,
the world leader in door locking solutions.

Traka is used extensively in the UK and in over 30 countries worldwide supported by our network of distributors and
resellers. Our market sectors span many industries and include Distribution and MHE Management; Fleet Management
in Police, Road Haulage and Car Dealerships; Property Access Control in Prisons, Secure Units, Hospitals, Hotels, Schools,
Universities and Managed Accommodation; Equipment, Asset Management and Control in Casinos, Petrochemical,
Mining, Airports, Docks, Railways, Quarries, Military and Emergency Services.

Traka Service

Customer satisfaction is our top priority — at Traka we pride ourselves on building long term partnerships from initial
hardware installation, through the system software configuration and user training and finally in providing on-going
customer support via our helpdesk. Project Management begins from the moment that you decide to place your order
with Traka. Our specialist Customer Account Managers work behind the scenes with our sales team to ensure a seamless
handover.

The service provision you can expect from Traka will include...

e An experienced engineer to install the system at your site

e A project manager to help you plan your system configuration - your keys, users, their permissions and reports
you want to prepare

e Training for your users and administrators

e  Aftercare from our account management team

e Telephone assistance using our dedicated help line direct to our UK support center

e Optional 3- and 5-year maintenance contracts are also available
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2. TRAKAWEB

2.1 PREREQUISITES

Before attempting to use TrakaWEB, please ensure you have read and completed the most recent versions of the
following user guides:

TDO0013 - TrakaWEB Installation & Configuration Guide
UDO0061 - TrakaWEB Getting Started Guide

UDO0011 - Traka Touch User Guide (for Key Cabinets)

UDO0090 - Traka Touch Locker User Guide (for Locker Systems)

What is TrakaWEB?

TrakaWEB is a web-based administration suite for centrally managing Traka Touch systems. Developed to support any
organisation or industry managing an unlimited number of items.

Prerequisites for TrakaWEB
The following Server specifications are recommended:

¢ Windows Server 2019 with IIS10
(3GHz Xeon, 8GB RAM, 500 GB HD)

¢ Windows Server 2016 with IIS10
(3GHz Xeon, 8GB RAM, 500 GB HD)

¢ Windows Server 2012 R2 with IIS8.5
(3GHz Xeon, 8GB RAM, 500 GB HD)

¢ Windows Server 2012 with IIS8
(3GHz Xeon, 8GB RAM, 500 GB HD)

¢ Windows 10 (Professional or Enterprise editions) with IIS10
(3GHz i3, 8GB RAM, 500 GB HD)

¢ Windows 8.1 (Professional or Enterprise editions) with I1S8.5
(3GHz i3, 8GB RAM, 500 GB HD)

¢ Windows 8 (Professional or Enterprise editions) with IIS8
(3GHz i3, 8GB RAM, 500 GB HD)

e  64-bit support
Physical or Virtual machine support

The following Databases are supported:

e SQL Server (incl. Express version) may be configured to ‘Mixed Mode Authentication’ or ‘Windows
Authentication’.

The following Client Browsers are supported:
¢ Internet Explorer (latest version recommended, support up to v3.13 TrakaWEB only)
e Google Chrome (latest version recommended)
e Moazilla Firefox (latest version recommended)

e Safari (for Mac only - latest version recommended)
e Microsoft Edge (latest version recommended)
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2.2 CAUTION

Great care has been taken to ensure that the Traka hardware and software works correctly but it is impossible to
guarantee that there are no errors in a computer program or that hardware failures will not occur. Remember also that
if someone enters the wrong information errors may also occur and careless use of the hardware can cause damage that
no design can withstand.

Only you can check that the system works properly in your particular application both initially and on a regular basis.
We would ask you to consider how you would operate your business should you be unable to access the keys due to a
hardware or software failure. We would also recommend you implement some contingency plan to cover such an
occurrence.

For these reasons, Traka and their agents and distributors cannot assume liability or responsibility for any consequences
under any circumstances arising from the use of the Traka equipment and programs. The product is sold only on the
basis of this understanding. If this is not acceptable to you then please return the equipment and software prior to its
use for commercial purposes for a complete refund.

Copyright © 1997-2023 Traka
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2.3 WARRANTY TERMS AND CONDITIONS

Traka UK Warranty and Annual Maintenance and Support Agreement

Traka systems are provided with a 12-month warranty, starting on the day of installation. During this warranty period
Traka will provide parts and labour to repair any fault caused though manufacturing defect.

After the expiry of the warranty period, an annual maintenance and support agreement may be purchased, which covers
the cost of parts and labour to repair on a planned next working day response any fault caused through normal use of
the equipment. In addition, the maintenance and support contract includes an annual system check and free upgrades
to the PC software. The annual charge for this will be 15% (subject to distance) of the list price of the equipment covered.

Items covered by the Warranty and Annual Support Agreement

Hardware

All parts provided by Traka during the original installation. Where card or other readers are supplied by the Customer,
these parts are specifically excluded from the warranty and maintenance. Items purchased subsequent to the original
installation will be subject to an adjustment to the annual support agreement

Software

Traka will also provide free software upgrades as required during the period of the annual maintenance. Furthermore,
Traka will provide a login to our technical support web site where information on the latest upgrades is available and
where the latest software may be downloaded. Software upgrades are supplied on a self-install basis and requests for
Traka to install the software are not included within the warranty or annual support agreement.

Response Times

Traka offer a 9:00 to 5:30 support facility and guarantee a same or next working day response to any reported fault.
Where site visits are required, Traka will whenever possible attend on the next working day. Working days are Monday
to Friday excluding Bank holidays.

Exclusions
Traka will not be responsible for any fault or damage or configuration change that occurs as a result of:

Inadequate user training

Software reconfiguration

Use of the software on a non-supported version of the Windows operating system
Customer re-installation on a different version of the operating system

Accidental damage

Vandalism, sabotage or terrorism

Noncompliance with the Customers responsibilities as detailed below

NouhkwnNe

If a warranty or support visit is required to repair systems damaged as a result of these exclusions, Traka reserve the
right to place a lower priority on the call and cannot guarantee the same response times to repair such failures.

If response to repair any fault or to reconfigure any settings is required due to these exclusions Traka will charge at their
usual site visit rates.

If as a result of the site visit, the system failure was subsequently found to be caused by these or other exclusions,
Traka will charge for both parts and labour at the prevailing rates.

Use of the equipment and Backing up the data
The Customers responsibilities are to: -

1. Ensure that the Traka hardware and software is used in a proper manner by competent trained employees
only and in accordance with the Traka User Guides.

2. Provide the Traka support engineer full access to the Traka system and TrakaWEB. This may include
making available access keys and passwords.

3. Ensure that all Traka systems are connected to the TrakaWEB database and are regularly backed up.

4. Not alter or modify the hardware or software in any way whatsoever nor permit it to be combined with any
other system without the prior written consent of Traka.

5. Not request, permit or authorise anyone other than Traka to provide any maintenance services in respect

of the hardware or software while the maintenance agreement is in effect and not subject to notice of

termination.

Co-operate fully with Traka personnel in the diagnosis of any error or defect.

Ensure in the interests of health and safety that Traka personnel while on the Customer’s premises for the

purpose of this agreement are either at all times accompanied by a member of staff familiar with the

premises and safety procedures or trained in respect of the site health and safety procedures.

No

Limitation of Liability

Traka shall not be liable for any direct, indirect or consequential loss or damage howsoever caused, arising from
this agreement, the software, the hardware, its use, application support or otherwise, except to the extent
which it is unlawful to exclude such liability.

Database
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Traka shall not be liable for any direct, indirect or consequential corruption or loss of data arising from
modification to the Traka database not conducted using the proper TrakaWEB tools provided. Any reparation to
a Traka database required to be carried out by a Traka Engineer, where the database structure has been

tampered with using other software programs (non-Traka software programs) such as Microsoft SQL Server
will be charged for accordingly.

Virus

Traka warrants that it will use all reasonable endeavours to ensure that the software is supplied free of computer

viruses and has undergone rigorous virus checking procedures prior to delivery in line within current best
practices.
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2.4 COPYRIGHT

This manual and the programs to which it refers are copyrighted and all rights reserved. You are not permitted to:

e  Copy this manual by any means
e Allow other people to have copies of the programs
e Use the programs on more than one machine at a time

Any such actions may be regarded as intent to defraud, and action may be taken.

2.5 CONTACT

Should you need assistance with your Traka products, please feel free to contact us by any of the means below. If
however you purchased your Traka products through a distributor and you require assistance then please contact your
distributor first.

Web Addresses

From our main website you can access our technical support website where you keep up to date with all the latest
downloads and information.

Traka Website: http://www.traka.com

Email

If you have any questions regarding any aspect of Traka, please feel free to email us.
Enquiries: info@traka.com

Support: support@traka.com

Telephone and Fax

If you have any questions regarding any aspect of Traka, please feel free to call between the hours of 09:00 and 17:30
GMT/BST.

Telephone: +44 (0)1234 712345

Facsimile: +44 (0)1234 713366

Technical Support Helpline
Telephone: 0333 355 3641

Postal Address
You can also write to us.

Address:

Traka

30 Stilebrook Road
Olney
Buckinghamshire
MK46 5EA

United Kingdom
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3. GETTING STARTED

3.1 CHANGING THE LANGUAGE

TrakaWEB along with Traka Touch is multi-lingual and can display the whole web layout in various languages. These can
be set on a per user basis so that when each user logs into TrakaWEB it will automatically change to the appropriate
language. You can also change the language whilst browsing through TrakaWEB by clicking the small arrow button next
to the language name, which will show a list of the currently supported languages. Simply select the desired language.

() English (UK)
English (UK)
English (US)
auy=ll
Cestina
Log On dansk

5 Nederlands L
suomi

Please enter your| Frangais kd.
Deutsch
User name Ny

Password Italiano

BERE
LatvieSu
Norsk
Polski
Portugués
pyccKkumn
slovencina
slovenscina
Espafiol
Svenska
Tiirkge
R (FRE)
EMnvika
magyar
Lietuviy
Romana
Catala

The page will then quickly refresh with the newly selected language.

NOTE: The language selector is always accessible from the top of the page regardless of where you are in
TrakaWEB.

AJFLET.

2= —BEIRAT—FEANL TS o

-y

_Lh’j‘a

AT =F

QA AED
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3.2 LOGGING INTO TRAKAWEB

Once you have completed the installation and commissioning of TrakaWEB, open a new window in your web browser
and navigate to your TrakaWEB URL and you will be presented with the login screen.

NOTE: Please view the provided user guide - TD0013 - TrakaWEB Installation & Configuration Guide for
more information on your TrakaWEB URL.

@ English (UK) Log On | traka.com
e
Log On
Please enter your username and password.
User name

Password

Enter your user name and password and select the ‘Log On’ button.

NOTE: If the autofill options have not been disabled in your web-browser, the Username and Password
information will be visible when you next access the login screen. To prevent this information from being
unintentionally saved or used, it is recommended that you disable the autofill options. For more information,
please refer to the Disable & Clear Auto-Fill Information section.

3.3 NO MORE ACCESS LEVELS

Traditionally, Traka have used 'Access Levels' to define whether a user can remove an iFob/item from the system.
Historically you would assign each item with an access level from 1-2560. The corresponding access level would then
need to be allocated to the user. For example, if items 1-10 had an access level of 1, then any user needing to remove
any of those items would also need access level 1 in their user details.

TrakaWEB does not use access levels; instead, you directly grant the user access to the item’s position in the system,

therefore giving them sufficient access. This bypasses the use for individual access levels. You can select which items
the user can remove in the User Details grid under item access tab.

3.4 TRAKA TOUCH SYNCHRONISATION

Once your system has been connected to TrakaWEB, all the items, users and general data from your Traka Touch
system will automatically be synchronised when you log in. After the initial Sync, TrakaWEB will communicate with
your system every 30 seconds to ensure all information is as up to date as possible.

The current status of your system is displayed in the detail panel on the system viewer page.
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3.5 HYPERLINKS

Throughout TrakaWEB, there are areas of text that are highlighted orange called hyperlinks. These hyperlinks can be
selected to take you from one page to another. This allows you to quickly navigate from one section to another without
cycling through different menus or clicking the forward and backward buttons on your browser. An example of a
hyperlink in TrakaWEB is shown below.

From the item panel on the system viewer, click the 'previous user' name.

1 Aston Martin

Status

Previous user: Aaron Kennedy

You will automatically be taken to the Edit User page, which holds all the information about the user.
He e

Aaron
Kannady

Aaron Kennedy

NQua Enghsh (UK) v

taitids’

Tachnical Ihustrator
01234 712345

Choose Féde  No file chosen

oy dka.com
Main Traka Offico

ME46 SEA
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3.6 TRAKAWEB INTERFACE

3.6.1 GENERAL INTERFACE

Each area of TrakaWEB displays different information and therefore varies in layout and style; however, a general
interface is maintained consistently throughout TrakaWEB. Located at the top of each page is a black and orange
banner which will display certain buttons and information that are used in every aspect of TrakaWEB.

1 2:°3" 4 5 6 7

1 - Home Button @
When selected, the Home button will take you from the page you are currently viewing back to the system viewer
page.

2 - Help Button @
Selecting this button launches the built in TrakaWEB User Guide.

3 - Information Button @
Clicking this will show a small dialogue box that tells you what version of TrakaWEB you are using along with
licencing information and support details such as telephone and email addresses.

4 - Language Selector @I

Selecting this button will display a list of languages that TrakaWEB currently supports. Selecting one of those
languages will automatically change all text on screen to the specified language. This can also be set on a per user
basis, ensuring that all text will automatically change when the user logs into TrakaWEB/Traka Touch.

5 - User Name
Here the currently logged in user’s name is displayed.

6 - Log Off Button
Clicking this will log you out of TrakaWEB.

7 - Traka Website Link
Clicking traka.com will take you to the main Traka website.

8 - Page Name & Icon
Each page of TrakaWEB will display the title of that page along with an icon.
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http://www.traka.com/

|3.6.2 GRIDS

Throughout TrakaWEB, there are various places that use grids to display important information. Each will vary slightly
in what columns are displayed or what size they are. However, the navigation through each grid is the same.

Tabs & Columns

Each grid is made up of one or more columns and often has at least one tab. Columns can be added, moved and
deleted from a grid simply by using the Show/Hide Grid Columns tool located at the top of the page in the Ribbon
Toolbar.

Tabs Columns

21/03/2013 16:51:53

Admin Access 21/03/2013 16:28:37 ADMIN USER4
App Startup 21/03/2013 16:11:43

Memory OK 21/03/2013 09:58:33

Any combination of columns can be saved and stored for later viewing. These are known as Layouts. Please refer to
the Layouts Overview for more details.

Filtering Data

The information in each column of a grid can be sorted by ascending or descending order. To achieve this, simply click
on the empty space of a column header to toggle the information from random to ascending first. Click again to sort to
descending first.

Position ‘h Position ‘h Position
AN i

2 9

19 3 8

4 4 | 7

5 5 6

1 | ¢ | 5

8 7 4

20 8 | 3

10 9 2

9 10 1
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Often there is a chevron button next to the column name. These also offer different options for filtering information. In
the example below, the system chevron has been dropped down to show the names of all systems in the selected
region. By default, the column always shows 'All' the system names. Clicking one of these names will automatically
display that specific system. The option 'Blank’ will display any system without a name whereas; 'Non-Blanks' will
show every system that has a name.

(Al) &
Reception (Blanks) ‘
TT15893 (Non blanks) ‘E
Reception Reception |
Reception TT15893 -
TT15893
TT15893
Reception
TT15893
Reception

It is also possible to sort information on multiple columns. For example, clicking the position column will sort the
position number ascending first i.e., 1, 2, 3 etc. Holding the shift key on your keyboard and selecting another column,
e.g., system, will then sort the position number by the system name.

At the bottom of each grid is the page selector. You can click the number of the page you require or alternatively by

clicking either of the < > buttons will move the page along one page at a time. To navigate to the very first or last
page click the << or >> respectively.

Unauthorised Item Returned 19/03/2013 10:18:31

Page 1 of 2 (22 items) 12 0 ©

Often there is also the option to select how many lines of data you can view on each page. This is only applicable if
you have many lines of data that cannot be shown together. Selecting the drop-down arrow from the Page Size form
in the bottom right hand corner will allow you to select how many lines of data will be displayed on each page.

Page size: \] § Page size: 10 ﬁ' 7
10
25
50
100
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Grouping Information by Column

Most grids in TrakaWEB have the functionality to group information by the column. To tell if the grid you are viewing is
able to group by columns, there will be a 'grouping bar' located above the grid just under the ribbon toolbar that
displays the message 'Drag a column header here to group by that column'.

NOTE: If the ‘grouping bar’ is not visible, select the ‘search’ button in the ribbon toolbar.

~

J b,

Qustornise

SR I Yl
[ Expant

@) Taka pic
! Fagieq

(&) Ground Floor

Symtam

Drag 2 column header here to group by that column

System

Ground Floor

Description

Aston Martin Huldng

In System

Who

Aaron Kennedy

When v

04/04/2013 18:58:37

Grownd Floor

Ground Floor
Grownd Floor
Ground Flooe
Ground Floor
Ground Floor
Ground Floor
Ground Floor
Ground Flooe

L0 3 BN N R S

page1of2(20eems) €9 ©

Key
Research &

ford transit

-
»

-
e OV e NSV A W N

In System

I System
In System
In System
In System
In System
In System
In System
In System

Aaron Kennedy
Aaron Kennedy
Aaron Kennedy

03/04/2013 16:14:52

03/04/2013 16:14:58
03/04/2013 16:15:05
03/04/2013 16:15:22
14/03/2013 14:06:32
14/03/2013 14:06:32
14/03/2013 14:06:33
14/03/2013 14:06:33
14/03/2013 14:06:33

Pagosie | 10 H

In the grid in the example below, the 'position' column has been added to the grouping bar. This allows you to view
each position number individually. By expanding each line, you will see the details for that position number across all
systems in the database. If you had three systems, you would see three separate lines with details on that position
number in each of the three systems.

|ii;;‘?5 [OEAEIEVEN Rl

(&) Traka pic
Regran

(&) Ground Floor

Syman

Postion -

Ground Fleor
Posttion: 2

Ground Floor
Position: 3
) Ground Floar
Posftion: 4
Position: 5
Posttion: 6
Position: 7

g o o

’-\

Pagelof2(13cems) €9 ©
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Aston Martin Bulding Key  In System
Research & Development  In System

ford transit In System

uD0018

Aaron Kennedy

Asron Kennedy

Aaron Kennedy

04/04/2013 16:59:37
03/04/2013 16;14:52

03/04/2013 16:14:58

Pageate ' 10 u
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Grant All/Revoke All

The Grant All/Revoke All buttons are a quick way to allocate or deallocate access of all items to a user. They can be

used in relation to Item Access

Groups and Item Access.

1. At the Edit User screen, click on the Item Access tab.

Ttem Access Groups

<

© Create Fiter

Item Access

B
New System
New System

New System

O0o0ojojooon

«
Page 1 of 1 (10 items)
? Fiter

| New System |
[ New System

New System
[ New System [

New System
New System |

Access v Name

No data to display

Nodatatopagnate €3 O © ©

Access ystem =« (v Pos. - Detaill Detal 3 Detal 4

1 0001

2
3 Reception . 0003
5 | ! | I
5
6 Ground Fioor . 0006
7 Frrst Foor [ 0007
= ! ! 1 1
5 !
10

(<R PO X >

Page sze:

v) Detal5

Page sze:

~ Everyone Group (v

ECH - |

2. Clicking on the Grant All button will place a tick in every box in the Access Grid.

Item Access
Revoke All
Access System « (v) Pos. « Detall Detail 2 v Detal3 v Detal4 V) Detal5 Type v
v New System 1 Reception 0001
1~ New System 2 Key
New System i 3 Reception [ 0003 Key
vl New System ‘ 4 [ Key
vl New System | 5 | Key
[ New System [ 6 Ground Floor [ [ 0006 Key
New System ‘ 7 First Foor 0007 Key
New System | 8 [ Key
™ New System | 9 ] Key
[ New System 10 | Key
‘ »
Pagelofi(toters) €30 10 Page sze: \—ZTE
¥ Create Fiter
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The same function can be applied to filtering the information in the grid.

Item Access

system = © Pos. - Detai1

| New System

] New System

1
O New System 3
6
&

O New System

Page 1 of 1 (4 items) 1

(v) Detai2

| Reception
Reception
Ground Floor
First Floor

© Deti3

v

0003 Key
0006 Key
0007 Key

Page see:

20 3

Qear

Access  System - Pos. ~ Dewmll (v) Demi2 (@ Dewla (v Detmi4  (v) DemiS  (v) Type V)

® | New System 1 Reception
vl New System 3 Raception 0003 Key
v New System 6 Ground Floor 0006 Key
vl New Syster 4 First Floor 0007 Key
)
Page size: 20 &3

Page 1 of 1 (4 items) 1

¥l @ Mot Is bbnk([Detal 21) And [System] Equals 'New Svstem’

NOTE: A similar process can be applied when setting up Users and Items in Access Schedules by clicking
on Select All or Remove All.

3.6.3 TOOLBARS

53.6.3.1 NAVIGATION TOOLBAR

At the bottom of each screen, you will notice the Navigation toolbar. From here, you will be able to navigate to the
different pages of TrakaWEB such as the System Viewer, Users and Systems etc. See the diagram below for a
breakdown of each area.

- s B i

iFobs Realtime

Activity

Software Systems

Settings

Users Items Reports

System
Viewer

Clicking on these buttons will take you to the corresponding page. However, there are two exceptions to this. Items
and Software Settings have sub menus that will appear when they have been clicked once.

-Item Booking
-Outstanding Faults
-Item Access Groups

-Items
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— Access Schedules

—Item Types

— Activity Types

— User Groups

—User Field

—Regions

— Software Permissions Groups
— Notifications

— Fault Definitions

— Reasons

[1‘:\
[Zi

Clicking the orange arrow at the end of the toolbar will minimise it to the left-hand side of the screen. Clicking a
second time will restore it to its original size.

® § & W [ § m C G

For more information on the other pages of TrakaWEB, please review the Main User Guide section.
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23.6.3.2 RIBBON TOOLBAR

Located at the top of most pages throughout TrakaWEB is the Ribbon Toolbar. From here, you can select various
options that are specific to each page e.g., if you were currently viewing the User page you would see the following
ribbon toolbar.

@ Default @ Reception ‘ !,‘ ‘:;‘ ‘f \7‘”

R 0 Cyat BN T — o
negion System Edit Customise

Bxport

The drop-down sections on the toolbar consist of System, Region and Status selection. Clicking the small arrow
button next to the system or region name will display a list of the systems/regions that currently exist in your
database. For more information, please see the separate topics for Systems and Regions. The status selection will
only be found in some areas of TrakaWEB, such as the User List. This allows you to filter the users if they are active
or inactive. You can also select an ‘All’ option to view all users.

Filtering

There are several ways to filter information in TrakaWEB by using the ribbon toolbar. On the right hand side of the
toolbar, you will see columns such as Region, System, Status, Type etc. These change throughout TrakaWEB and
apply to the page you are currently viewing.

Simply select the drop-down arrow and select one of the supplied options and the corresponding grid will filter the
information accordingly. For example, below is an image of the user list. In this instance, the customer has a
database with many systems that are also in different regions and many users who have access to various items.

’* i- “ |< 0 H TR % '?4 x3 | @ vetait | & At sysserms | () (A8 sers) |
[ ' |l g : | : |

9 Super Admin

9@ Marcus Bunting

@  Tmows 1055 E:';‘ii”""" 01234 712345

@ | Smon Duay [5 o .;:ﬁw'o 276

@  Smonfled 2365 Accounts Assstant | 01442 878660

Buness
@  Fredenc Genex 1255 Devekpment 01234 712345
Manager

@  Wayme Kynaston 1793 K Sales 01234 712345 07854 902199

@  Srmon Marsteld 2585 Reet Mansge 01234 712345 07199 856585

@  MckMushdl 2569 i Searity  g1366 375085

- ] Peter Mather 1777 Fnance Manasger 012 S

=) Stave Newel 1033 3:1.,;”‘ 01234 S

9 Paud Robireon

@  SumSliter nz Tochncal Support 01234 712345 07111 123112

@ Matthew Trickett 1078 LU 01234 712345

vried Wt e Software
@ Darssl Waters 1049 Deveper
o
@  Wendy Weston 3256 opeid Sk 01234 712345 07795 164552
o Duncan Wirnes 1266 Techrical Ovector 01234 712345 08111 111111
> ’

Page 1 of 1 (17 tems Page see: |20 R

To find all the users that are in a specific region, simply select the Region drop down selection arrow and choose a
region from the pre-configured options.

12 3 A o
i £S t oot : et

Research & Development

This will then narrow down the list of users to those who are only in the specified region. You can further strengthen
this search by selecting a specific system within the region.

LR ONFHRS f=x3 v.[wiv | ©) Al usairs)
! = ! t port. | e et
TRC22120
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Now the results have been filtered twice making it easier to find the information that is required.

],1-,: L& ]sa.n LACIEIRY R

(V) Research & Developmen | (V) TvC22120

() (A% Users)
Al

? Quatonme 1 Egport | Pagun " Syssem
S Deply Namo = SuffNumber (v Postion Tol
Aaron Kernedy 1050 Uyl 01234 712345
@ | sy Tabut o 01234 712345
9 Darved Waters 1045 SOD fwars

§

Pagelofi(aters) DO 10O

T Cregte Fiter

Common Buttons in TrakaWEB

Page e 20

The buttons and options on the ribbon toolbar will change according to the page you are currently working on.
Several common buttons appear in many places throughout TrakaWEB. Please see below for button descriptions.
Please use the hyperlinks to view more information about the feature the buttons represent.

[9]
0
5
D
2
i
o
,
o
5

Add

Edit

 Jinale 3

Delete

Save

Save & Return

UEE

Cancel & Return

Customise Options

Search

Show/Hide Grid Columns

Save Layout

Rename Layout

Delete Layout

e JEJEED

Select Layout

Export Options

:

# Export to PDF
=
=

F

Export to Excel
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53.6.3.3 GENERAL OPTIONS

- Add

When viewing such pages as users or items, you can click the Add button to add a new user/item/group etc. to the
database.

F | Edit

()

When viewing such pages as users or items, you can highlight an existing user or item and click the Edit button to edit
that particular user/item/group etc.

x Delete

When viewing such pages as users or items, you can highlight a line of data and click the Delete button to delete that
user/item/group etc.

f{ Save

The Save button can be found in various places throughout TrakaWEB, selecting it will save any changes you have
made or are currently making.

| Save & Return

The Save & Return button can be found in various places throughout TrakaWEB. Selecting it will save any changes you
have made and take you back to the previous page.

@’ Cancel & Return

The Cancel & Return button can be found in various places throughout TrakaWEB. Selecting it will cancel any changes
you have made and take you back to the previous page.
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4. MAIN USER GUIDE

4.1

RIBBON TOOLBAR

4.1.1

CUSTOMISE OPTIONS

4.1.1.1

SEARCHING

Throughout TrakaWEB, you can Search grids for specific information. Selecting the search button from the ribbon
toolbar will enable you to search for a user, activity, item description etc. directly from each column in the grid.

The example below shows the search feature being used on the Activity grid from the system viewer. Although the
grids throughout TrakaWEB are different, the principle of the search tool remains the same.

1.

2.

Click the search button from the ribbon toolbar.

Each column in the grid will have its own search field. If you want to know what activities transpired between
two dates, then you would search those dates in the 'When' column. In the example below the name Duncan
has been entered into the 'Who' column of the Item Activity grid.

Item Activity Access

System Activity ~ Items

|

Item Returned
Item Removed
Item Returned
Item Removed
Item Returned
Item Removed

Unauthorised Item Returned

Item Removed
Item Returned
Item Removed
Item Returned
Item Removed

V10.9 29/11/22

| 15/03/2013 16:44:40
' 15/03/2013 16:44:16

15/03/2013 16:44:03

| 15/03/2013 16:40:35

15/03/2013 16:37:55
15/03/2013 16:37:43

| 15/03/2013 15:56:09

15/03/2013 15:56:02

' 15/03/2013 15:55:59

15/03/2013 15:55:57

. 15/03/2013 15:55:55

15/03/2013 15:55:53

uD0018

owcan | ¥

' Tim Davis

Tim Davis

' Andrew Palmer

Andrew Palmer

Duncan Winner
Duncan Winner

'~ Aaron Kennedy
- Aaron Kennedy

Aaron Kennedy

'~ Aaron Kennedy

Aaron Kennedy
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TrakaWEB will now search for any activities that have transpired against anyone with the name Duncan.

System Activity = Items

Item Activity Access

Item Returned
Item Removed
Item Returned
Item Removed

| 15/03/2013 16:37:55
15/03/2013 16:37:43
| 13/02/2013 13:17:57
13/02/2013 11:57:51

A Duncan Winner
Duncan Winner
- Duncan Adams
Duncan Adams

v @ Begins with(TWho], 'Duncan’) Clear

TIP: As you can see in the example above, there are two users with the same first name. Therefore, to find
the specific data’ add as much information as possible into your searches. In this example, adding a
second name would narrow the search down to a particular user rather than a group of users who share a
first name.

Item Activity Access

Item Returned
Item Removed

v @ Begins with(TWhol, 'Duncan’)

4 15/03/2013 16:37:55
15/03/2013 16:37:43

Duncan Winner
Duncan Winner

Clear

Search Filters

When the search feature is enabled, a small grey icon will appear at the right-hand side of the search field. Clicking
this will display a small drop-down box with several filtering terms that can be applied to your search. For example,
selecting the term 'begins with' is useful when searching a user’s first name.

[ ¢

Clearing Searches

v ins with
Tim Davis g :
I Contains
im Davis
: Doesn't contain
Andrew Palmel Ends with
Andrew Palme| Equals
Duncan Winne Doesn't equal

Duncan Winne

Clicking 'Clear' in the bottom right-hand corner of the grid will clear the current search and the grid of all information
before the search took place.
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Filter Builder

The Filter Builder allows you to add multiple filters to each search. After you have entered a search term, such as the
name Duncan into the 'Who' column, the bottom left of the grid will display the current filter setting. In the image
below, the filter was set to ‘Begins with Who' and the search term was 'Duncan'. Which means any activities generated
by anyone named Duncan will be displayed in the activity grid. At the bottom left-hand side of the grid in red text are
the details of the current search. Clicking that text will open a new window that will allow you to add multiple filters to
one search, narrowing your results and making it easier to find the information you are looking for.

Item Activity Access System Activity Items

Activity (V)  When Who

Item Returned 15/03/2013 16:37:55 Duncan Winner
Item Removed 15/03/2013 16:37:43 Duncan Winner
v @ Begins with(TWho]. 'Duncan’) Clear

The Filter Builder will list the filters used to generate the last search. In this case, the filter was set to the column
'Who' (highlighted blue), the value searched against was 'Begins With' (highlighted green) and the search term was
'Duncan’ (highlighted grey).

Filter Builder (X

And ©
Who Begins with Duncan &

“oc e

Clicking 'And' will add another filter to the list. Each filter is split into three definable sections. The first is the column
section highlighted in blue, the second is the filter value highlighted green and third is the search term highlighted in

grey.

NOTE: Each definable section such as columns (highlighted in blue) will be different for each page of
TrakaWEB you are viewing, e.g., using the Filter Builder to search in Item Types, there will only be one
option for the columns section as you can only search by the name of the item type.

Filter Builder (X

And ©
Who Begins with Duncan &

Activity Begins with <enter a value> &

O =
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24.1.1.2 LAYOUTS OVERVIEW

A Layout is a combination of columns you can apply to most of the grids across TrakaWEB. After you have added or
removed columns from a particular grid, you can save that particular selection which is known as a 'Layout'. Once
saved, the layout will keep the columns in the order which you left them when it was saved.

In the example below, the user is currently on the_System Viewer page with position two highlighted and is now

looking at the Access tab on the Activity & Access grid. By selecting a layout that has already been saved, you can see
that two extra columns have appeared providing more information about the users who have access to position two.

Standard Layout Custom Layout

Duncan Winner > Duncan Winner 07652685771 Technical Darector
Axron Kennedy v Aaron Kernedy 07702836791 Technical [hustrator

w B » w B

NOTE: All layouts are exclusive to the grids or tabs, which they are made for. For example, you cannot
create a layout for the grid on the User List page and then apply it to the grid on the Items page. Each grid
contains different information concerning the data it represents. Layouts from other grids may not be
applicable to the information on other pages.

NOTE: If you are viewing or creating a new layout and leave the page and return, the grid will
automatically switch to the default layout, and you will need to Select a Layout.

i

Creating a layout - Show/Hide Grid Columns

T

——% How to Rename a Layout

How to Save a Layout

-~
k

—*/ How to Select a Layout

How to Delete a Layout
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54.1.1.3 SHOW/HIDE GRID COLUMNS

Throughout TrakaWEB, there are many grids that display important information for the page you are currently
viewing. For example, the System Viewer has the Activity & Access Grid, which has four different tabs that display all
the information for the currently selected position. The Show/Hide Grid Columns button allows you to add or remove
fields of your choice to the tab you are currently viewing. Once you have added a field to the grid, it becomes a
column that you can move or remove.

When adding extra fields to a grid, it is important to remember that each tab is different and the fields that can be
placed and taken away will vary from grid to grid. In the example below, we have selected the field 'Mobile' to be
added to the grid.

1. From the ribbon toolbar, select the Show/Hide Grid Columns button. A small window will appear with a
number of different fields to add to your existing columns. Depending on the page you are viewing and the
current data on screen, each grid or tab will have a different selection of columns for you to select and
customise. In the example below, the fields you can select from are relevant to user i.e., mobile number,
fax, email etc. These fields are definable in the User Fields.

Ttem Activity System Adlivity | Rems

Who
Tim Davis

Duncan Winner
Aaron Kennedy

e 1O Page size 1'10 ﬂ

Field Chooser (%)

2. To add a column to your grid, simply drag and drop the desired field between the other columns. The black
arrows will indicate where the new field will fit into the grid.

Tem Activity | JETee - ¥
Who

Tim Davis

Duncan Winner
Aaron Kennedy

Q1O Page size ‘110 [~

Field Chooser w
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3. Once the field is placed, the grid will show the data that field represents. In this case, the 'mobile' field was
added, therefore, if the users listed in the grid have a mobile number entered into their user details page, it
will now be displayed here.

tem Aty | [T System Ativity | Rems

Mobile

07896584111
Duncan Winner 07892685771
Aaron Kennedy 07702856791

@ 1 é‘} Page size [10 n

4. You can add multiple fields to a grid by simply following steps 1-3.

Senior Software Developer

Duncan Winner 07892685771 Technical Director
Aaron Kennedy 07702856791 Technical Ilustrator
_— Page sie -/

5. If you have a specific set of columns that you may wish to view again, you can save them and give them a
unique name. This is known as a Layout. Please review the following topic to Save a Layout.
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1 4.1.1.4

SAVE LAYOUT

After you have customised a grid by adding, moving or deleting columns/fields, you have the option to save that
selection so that you can later return to the same grid and select a pre-configured layout without having to select
different columns/fields.

1.

2.

3.

4.

Tl
.
k

V10.9 29/11/22

Click the ‘Save Layout’ button at the top of the page in the Ribbon Toolbar.

The following window will appear prompting you to assign a name to the layout. You have the option of

saving a new layout or overwriting an existing one.

Save Layout

@ Specify a new name for the layout

{Advanced User Information

LS EEE

Enter a name for the layout and click Confirm.

The layout is now saved and can be renamed, deleted or selected from the Ribbon Toolbar.

How to Rename a Layout

How to Delete a Layout

How to Select a Layout

uD0018
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24.1.1.5 RENAME LAYOUT

After a layout has been saved, you can rename it at any time if you wish to do so.

1. Click the Rename Layout button at the top of the page in the Ribbon Toolbar.

2. The following window will appear prompting you to select a layout and enter a new name.

Rename Layout

Specify a new |

iayout name.
{lnformation

Choose 1ayout from list below to be renamed:
Advanced Usar Information
Email
Default
postcode
Fax & Notes

Bl S

3. Once you have selected the desired layout and typed in its new name, click the Confirm button.

4. The layout is now saved against its new name. You can delete or select it from the Ribbon Toolbar.

How to Delete a Layout

*
s

How to Select a Layout
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4.1.1.6 DELETE LAYOUT
After a layout has been saved, you can delete it at any time if you wish to do so.
1. Click the Delete Layout button at the top of the page in the Ribbon Toolbar.

2. The following window will appear prompting you to select a layout to delete.

Delete Layout

Advanced User Information
Site & Telex

Email

Default

postcode

Fax & Notes

| conim _J  Cancel |

Once you have selected the desired layout click the Confirm button.

w

The layout has been deleted and is no longer selectable or editable.

»

Creating a layout - Show/Hide Grid Columns

How to Save a Layout

How to Rename a Layout

EJE JsJiE]

How to Select a Layout
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24.1.1.7 SELECT LAYOUT

After a layout has been saved, you can select it and any other layouts at any time.

1.

2.

3.

4.

1]

H
T|
®

V10.9 29/11/22 uD0018

Click the Select Layout button at the top of the page in the Ribbon Toolbar.

The following window will appear prompting you to select a layout to view.

Select Layout

Site & Telex
Email
Defauilt

postcode
Fax & Notes

[ comn |1 concet

Once you have selected the desired layout click the Confirm button.

The previous layout being displayed on the grid will now change to the newly selected layout.

Creating a layout - Show/Hide Grid Columns

How to Save a Layout
How to Rename a Layout

How to Delete a Layout
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4.1.2 EXPORT OPTIONS

54.1.2.1 EXPORT TO PDF

In TrakaWEB, it is possible to export the data from whatever grid you are viewing into PDF format. Simply select the
Export to PDF button from the ribbon toolbar and TrakaWEB will open a new tab in your browser with the currently

viewed data into a PDF.

D Vet TEhadey T i e et Tyvten e LopmtL iR 1T etlded Laaad B

v P sech - e Mo ®

Sonin X -

Activity When 1 Who
Unauthorised Item Returned |04/04/2013 16:59:37'
Illegal Handover |04/04/2013 16:59:37

AdminVOyefriqler of Empty Slgtjm[M/2013715:59:33 'Aarpn Kenngdy |
Admin Override of Empty Slot |04/04/2013 16:59:22 |Aaron Kennedy

ERETS YRS SN (T e = e i |
trsak a Region:  Traka plc
¢ \ System:  Ground Floor
ASSA ABLOY
Item Activity Date: 15/04/2013

Item Removed |04/04/2013 16:59:20 | Aaron Kennedy |
Item Returned }03/04/2013 16:14:45 |Aaron Kennedy |
Item Removed 03/04/2013 16:14:40 Aaron Kennedy |
Item Returned 122/03/2013 09:18:45 Aaron Kennedy |
Item Removed  |22/03/2013 09:14:59 Aaron Kennedy |
Item Returned |21/03/2013 14:57:56 Aaron Kennedy |
Item Removed ;20/03/2013 14:16:51 Aaron Kennedy |
Item Returned 120/03/2013 10:57:13  Aaron Kennedy |
Illegal Handover {20/03/2013 10:57:12 Aaron Kennedy
Item Removed 120/03/2013 10:56:59 | Duncan Winner |
V10.9 29/11/22 ub0018
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54.1.2.1 EXPORT TO EXCEL

In TrakaWEB, it is possible to export the data from whatever grid you are viewing into a Microsoft Excel format. Simply
select the Export to Excel button from the ribbon toolbar and TrakaWEB will generate a new tab in your browser with

the currently viewed data into an Excel Spreadsheet.

V10.9 29/11/22

Unauthorised Item Returned | 04/04/2013 16:59
Tlegal Handover

04/04/2013 16:59

Admin Override of Empty Slot |04/04/2013 16:59
Admin Ovemide of Empty Slot |04/04/2013 16:59

Item Removed
Item Returned
Item Removed
Item Returned

10 | tem Removed

Item Returned
Item Removed
Item Returned
Tlegal Handover
Ttem Removed

04/04/2013 16:59
03/04/2013 16:14
|03/04/2013 16:14
|22/03/2013 09:18
22/03/2013 09:14
121/03/2013 14:57
"|20/03/2013 14:16
20/03/2013 10:57
20/03/2013 10:57
|20/03/2013 10:56

uD0018

.Aafqn Kennedy :
:Aaron Kennedy
Aaron Kennedy

‘Aaron' Kénne@y

.Aaron Kennedy 3
'Aaron Kennedy
|Aaron Kennedy “
| Aaron Kennedy |
| Aaron Kennedy |
:Aaron Kennedy
Aaron Kennedy |
Duncan Winner |

Page 47 of 452

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



4.2 SYSTEM VIEWER

The System Viewer allows you to see a representation of your Traka Touch system on your PC. This is the 'Home'
screen of TrakaWEB that will appear each time you log in. From here, you can view all the activity of each system in
the database. Only one system can be viewed at a time.

Log Off | traka.com

traka

( @ (@ | &) English (UK) Super Admin
\1 @ System Viewer

© Recapton i!i'v‘ =l .»E_‘i»»uu £ ) 5 |

Customise

iFob Activity | IFob Access O

User Logged Out 21/11/2019 11:52:46

() Default

Door Closed 21/11/2019 11:52:45
Door Opened 21/11/2019 11:52:36
User Logged In 21/11/2018 11:52:28
System Online 21/11/2019 11:50:16
Battery Disconnected 21/11/2019 11:49:15
App Startup 21/11/2019 11:49:14
System Offiine 21/11/2019 11:48:15

App Closed 21/11/2019 11:47:33
User Logged Out 019 11:46:21
Admin Access 21/11/2018 11:45:26

User Logged In 21/11/2019 11:45:23
User Logged Out 21/11/2019 11:44:18
Door Closed 21/11/2019 11:44:17
(/"'\\ R ion Door Opened
¢ 4 — Status: @ 21/11/2019 11:54:18 ser ogged I
‘\ 7 User Logged Out
__4 System communicating OK Door Closed
Door Opened
4 User Logged In
a2 i2 - © Page size 2 o
¥ Create Filter
Status: @ iz,
Current user: Traka Manage:

Taken at: 11/21/2019 11:52:40
Previous user: User 2

1 - General Interface

The General Interface is the buttons and options located at the top of each page in the black and orange banner. This
interface will display certain buttons and information that are used in every aspect of TrakaWEB no matter where you
navigate to. Please follow the link for more details about the TrakaWEB Interface.

2 - Ribbon Toolbar

The Ribbon Toolbar is located at the top of most pages throughout TrakaWEB and contains buttons and drop down
menus relevant to each section.

V Recepbon

© Detsun Wiiael (T4 ][] (0] ) ] 5] ‘“‘" ‘{

The drop down section to the left of the ribbon toolbar is for System and Region selection. Clicking the small arrow
button next to the system or region name will display a list of the systems /regions that currently exist in your
database. For more information, please see the separate topics for Systems and Regions.

The buttons on the right in the "Tool' section are only relevant to the system viewer page. Other buttons in the
'Customise' & 'Export' sections can be found in other places in TrakaWEB. Please see below descriptions of each "Tool'
button and Hyperlinks to the relevant topics.
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i

Edit iFob ~ | Edit Items == | Remote Release "= | Remote User Login Transfer Ownership

For more information on the ‘Customise’ & ‘Export’ buttons, please review the ribbon toolbar topic.

3 - System Display

The System Viewer displays an interactive image that represents the type of Traka Touch system you have. The
colours and icons of the iFobs/Items in the system viewer change depending on their current status. These icons also
differ between Key Cabinets and Locker Systems.

The drop-down sections to the left of the Ribbon Toolbar are the System and Region selection. Clicking the small arrow
button next to the System or Region name will display a list of the Systems/Regions that currently exist in your

database.

Key Cabinet Status Icons

No iFob defined

iFob currently in the system with no items attached

iFob currently in the system with items attached

iFob with no items currently out of the system

iFob with items currently out of the system

iFob currently out of the system and under a curfew

iFob currently out of the system and is overdue

iFob currently in the system and has a fault logged against it

iFob currently in the system and has a repaired fault logged against it

iFob in the wrong slot. The X shows the where the iFob has been incorrectly located
iFob in the wrong slot. The v shows the where the iFob should be correctly located

No information available on the related iFob and/or item

VOOOOL0D00

Locker System Status Icons

- Asset currently in the system with no item defined

- Asset currently in the system with item defined

- Asset with no item defined currently out of the system
4t

- Asset with item defined currently out of the system

- Asset currently out of the system and under a curfew

QO

- Asset currently out of the system and is overdue
- Asset in wrong compartment. The X shows where the asset has been incorrectly located

- Asset in wrong compartment. The v shows where the asset should be correctly located

WINSIEY

= - Asset has become undetectable

NOTE: The Locker System status icons will not update for Non-RFID Locker Systems as it is not possible to
detect if an asset is present in the system.
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4 - System & Item Detail Panels

The system & Item Detail Panels will be located either below the cabinet image (if the system is a Key cabinet) or to the
right of the Locker/System Viewer Grid (if the system is a Locker). The first panel shows the status of the system and
the second shows the status of the item for the currently selected position.

New System
Status: @ 20/11/2019 11:39:14

System communicating OK

2 Meeting Room

Status: @
Current user: User 1
Taken at: 11/20/2019 11:30:55

Previous user: Traka Admin

Item overdue at 20/11/2019 11:32:55

System Detail Panel

The System Detail Panel shows the status of the Traka Touch system. It will display the system title, date & time at the
system, and the connection status. If the status LED is green, that indicates the system is currently connected to
TrakaWEB. If the LED turns red, this will mean there has been a disconnection, check the network cable has not been
removed and ensure the system is switched on.

Item Detail Panel

The Item Detail panel shows the iFob or item description, the user who currently has the item, when it was taken, the
previous user who removed the item and if the iFob/item has a curfew. In the image above, position 2 is highlighted;
therefore, the Item Detail Panel is showing a red LED indicating that a curfew has been placed on the item and is
overdue. In this case, the iFob/item had a curfew and should have been returned to the system at 11:32 on the 20/11/19
but has not been returned. Therefore, a message has appeared at the bottom of the panel stating that the item is
overdue.

5 - Item Activity & Access Grid
To the right of the cabinet image is the Item Activity & Access grid. This grid will display...

The last 30 days of activities for the items in the selected position.

The last 30 days of activities for the iFob (RFID Tag if it is a locker system) in the selected position.
All users who have access to the iFob/item in the selected position.

The last 30 days of system activity.

The items defined for the selected position.

Item Activity

The item activity tab displays the last 30 days of activities for the item(s) in the selected position. This grid will
show you who removed and returned the item and what time it was removed/returned. You can run various reports
for a more in depth look at these activities.

In a Traka Touch Key Cabinet, multiple items can be attached to an iFob; therefore, the item activity tab will display
individual lines for each of the items attached to that iFob when it is removed/returned.

= Badiial | Fob Activity | | iFob &c

Systern Activity Items

Unauthorised Item Returned 15/03/2013 15:56:09
Item Removed 15/03/2013 15:56:02 Aaron Kennedy
Item Returned 15/03/2013 15:55:59 Aaron Kennedy
Item Removed 15/03/2013 15:55:57 Aaron Kennedy
Item Returned 15/03/2013 15:55:55 Aaron Kennedy
Item Removed 15/03/2013 15:55:53 Aaron Kennedy
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iFob Activity
The iFob activity tab displays the last 30 days of activities for the iFob in the selected position.
If your system is an RFID Locker System, it will not contain iFobs. Therefore, the term ‘iFob’ is referring to the ‘RFID

Tag’. It is not possible to attach more than one item to an RFID Tag. Therefore, once an item has been defined, the
Item Activity and iFob Activity tabs will display the same events.

Ttern Activity iFob Access | | Systern Activity | | Ttems

Activity :/ ) When Who

Return Notes Mot Bntered 01/09/2014 09:50:21 BAaron Kennedy
Item Retred | D109/201409:90:16 | Aarch Kennedy
Item Remaved | 0Y/09/01409:30:14 | Aarcn Kennedy
Refturn Notes Not Entered | 20/0R/2014 11:35:46 | Aarch Kennedy
Item Returred | 29/03/2014 11:35:42 #arcn Kennedy
Itemn Remaved | 20/02/2014 11:35:41 | Aarcn Kennedy
| o iHavicad Tram Roh rnad 20/M 14 110ad4

iFob Access

This tab lists the users who currently have access to the selected position.

Ttem Activity | iFob Sctivity | (IREEEERE=EEN < Systern Activity | Ttems

Who

Duncan Winner

Aaron Kennedy

System Activity

This table is very similar to the 'Item Activity'. It displays the last 30 days of activities that have occurred at the
system, e.g., Door Opened, Door Closed, Admin Access etc.

Item Activity iFobActimty | IFob Access  [REEESURIER

Activity (V)  When Who

Door Closed 15/03/2013 15:56:03 Aaron Kennedy
'Door Opened | 15/03/2013 15:55:39  Aaron Kennedy
Admin Access | 15/03/2013 11:40:18

Admin Access » 15/03/2013 09:58:11

Memory Low | 14/03/2013 17:21:03

Memory OK | 14/03/2013 17:20:23

Items

This tab displays the details of the items currently attached to the iFob/RFID Tag. These description details are
definable from the_Edit Item Type section.

Item Activity  (Fob Activity | iFobAcosss System Activity
iFob Description

red car 2,Safe Key

red car 2,Safe Key

6 - Navigation Bar

At the bottom of each page in TrakaWEB, you will notice the Navigation toolbar. From here, you will be able to navigate
to the different pages of TrakaWEB such as the System Viewer, Users, and Systems etc.
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4,2.1 TRAKAWEB SYSTEM VIEWER GRID

Due to the many permutations of physical locker designs, it is not always possible to display the interactive image of the
locker within the TrakaWEB system viewer. Currently, there are only a subset of locker images available to use and so
to resolve the issue, a System Viewer Grid is used. The System Viewer Grid shows the status of the physical system
within TrakaWEB without having to display an image of the actual locker or cabinet.

Configuration of the System Viewer Grid is done within TrakaWEB Admin on a per-system basis. Although the option is
available for both cabinets and lockers, the option to customise the TrakaWEB System Viewer Grid is specific to lockers

only.

NOTE: When configuring cabinets, a user has the option to either view the system viewer grid or the
interactive image within the system viewer in TrakaWEB.

System View Option and Custom Product Type

After launching the TrakaWEB Admin Application, the System Configuration screen will be displayed.

System Configuration [ ystem Design l Feature Options l Software Update |

Lgun oy

1. Locate the Product Family drop down menu to choose a specific system type.

System Details
System

Product Family
Serial Number
IP Address
MAC Address
Comms Engine
Region

Software Version

V10.9 29/11/22

‘New System | ] Online
S-Series v | Software Version
M-Series OS Version
S-Series
L-Series
[ S
Demonstration Series
Comms Engine on UKOLND-A11436 v |  Postions
vDefauIt v Rows

Columns
Save
uD0018

02.10
43

[] Allow Ping
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The screen will change to display the default locker image.

System Configuration | System Design | Feature Options | Software Update |

2. Click on the ‘System Design’ tab to edit the selected system type.

System Configuratior ] System Design I

eature Options ] Software Update

3. Within the System Design tab, click on the ‘Use System Viewer Grid display’ tick box.

e —

V10.9 29/11/22

Product Bulder Delete Extension Add Extension Save
V| Uss System Viewer Gad display
Physical  Inteface
Door , Prod.:d Type ) Start Postions Rt Court No
| Traka Touch M 2 vl
> | 1 20 0 0
ub0018

Page 53 of 452

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



If the system to be configured is a locker, the ‘Custom’ option will be made available from the Product Type drop down
menu. The custom product type is a product type that should be used when there is no system image available for the
locker. When using the custom product type the user will be required to manually enter a number into the ‘Positions’

field for this system. The maximum value that can be entered will be 150.

Product Builder Delete Extension Add Extension
Use System Viewer Grid Display
| Door Product Type Start Positions ggf'cal Egﬂﬂ’cal INn‘!Jerface
: T ; - —
v | h R

NOTE: The maximum value that can be entered within the ‘Positions’ field is 150. If this value is exceeded,
an icon will appear in the left-hand box. Hovering the mouse cursor over the icon will display a message

informing the user of this.

Product Builder Delete Extension Add Extension
Use System Yiewer Grid Display
| i Physical ~ Physical  Interface
MDDDI Product Type Start Positions Stat  Count No
: v
l N ] Custom I— 1 160 ‘ 0 1] 0
Product Builder Delete Extension Add Extension
Use System Viewer Grid Display
i Physical ~ Physical  Interface
‘ Door Product Type Start . Positions Stat Count No
| [v] | ‘ ‘
EZ 0 0
For Custom product type please enter position value between 1 and 150 I

NOTE: If ‘Custom’ has been selected, the '‘System Viewer Grid’ must be used with that particular system.
The tick box to select the ‘Use System Viewer Grid Display’ will be ticked and greyed out and the Product

Builder will also be disabled.

With the ‘Custom’ option enabled, a generic image will be displayed in place of the usual system image to indicate that
this system is a custom type and that no image is currently available.

nDd

@ System Viewer

System Corfiguration | System Design | Feature Options Software Update

~) "
Statun: © 24/00/2016 14:06
Cannectad
1

St Q

CHQUSTT (UR) v

O

V10.9 29/11/22
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-
<
(1] LN
v " =2 - scm
(Y] 10 o
o M
System Details
System New System 6 ] Online
Product Family Lockers
Serial Number
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TrakaWEB System Viewer

When TrakaWEB is launched, the System Viewer page will check to see if the current system should be displayed by
an image or a System Viewer Grid as it loads. If the System Viewer Grid display is to be used, then the status
information will relocate from the bottom left of the page to the top right of the page above the activity grids location.

The System Viewer Grid layout will change depending on which return type the system has been assigned. A typical

System Viewer Grid may appear as shown below:

(&) English (UK)
<@ System Viewer
r 3 8 B
Region System Edit
Locker
[ 1 | Pool Car Out OF System Status: © 24/03/2016 14:06:08
Q 2 | Pool Van In System Connected
Q 3 | Stock Van In System
(1] 4 | Spare Vehicle In System i
Q 5 | Vehicles - Finance In System StatLB:O
[ ] 6 In System
-] 7 In System
(1] 8 | FD3 In System
Q 9 | FD2 In System iFob Activity  iFob Access
Q 10 | FD1 In System
Q 11 | Stationery In System Vi
Q 12 | Clothing Tn System Item Removed 24/03/201
Q 13 | Shredding Cabinets In System Ttem Returned 23/03/201
L 14 | Joan - Desk Out O System Irem Removed 23/03/201
Q 15 | Unit 12 Gas In System Ttem Returned 22/03/201
@ 16 In System Tllegal Handover 22/03/201
[ ] 17 | Martyn Baker Out Of System Ttem Removed 22/03/201
Q 18 | HR1 In System Item Returned 21/03/201
Q 19 | HR2 In System Tllegal Handover 21/03/201
Q 20 | HR3 In System Item Removed 21/03/201
1 4 Item Returned 18/03/201
1 Page size: Ttem Removed 18/03/201
§ Ttem Returned 18/03/201
@ Create Filter
Item Removed 18/03/201
Ttem Returned 18/03/201
Ttem Removed 18/03/201
Ttem Retumed 17/03/201

Fixed Return

For a fixed return system, each physical position will be represented by a row within the System Viewer Grid. Each row

will be divided into columns as shown below.

[ ] 1 | Pool Car Qut Of System

(Y] 2 | Pool Van In System

(Y 3 | Stock Van In System

(Y] 4  Spare Vehicle In System

(Y] 5  Vehicles - Finance In System

- [ In System

- 7 In System

(1) 8  FD3 In System
6 9 | FD2 in System

V10.9 29/11/22
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Random Return to Single System

For a Random Return to Single System, each physical position in the system will be represented by a row in the
System Viewer Grid. A row will also be displayed for each iFob that is not in the system.

When an iFob is removed from the system, its position will remain but its icon will turn grey to show that the iFob is
not in the system. A new row will then be added to the bottom of the grid to show which particular iFob has been
removed. Its Index, Description and Status will also be displayed. This is shown in the example below.

The iFob’s in position 6 and 7 have been removed from the system. Two new rows are created at the bottom of the
grid reflecting their current status.

(1] 1 1 | Silver Ford Focus In System
(Y] 2 Z2 | Red Ford Focus In System
(1] 3 3 | Silver Ford Focus In System
(Y] 4 4 | Silver Mercedes In System
(7] 5 5 | Grey Audi In System
] 6 Out Of System
T 7 Out Of System
- B 8 In System
- ! g In System
(] 10 10 In System
T & | Transit Van 2 Out Of System
T 7 | Transit Van 1 Out Of System
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4,2.2 RIBBON TOOLBAR BUTTONS

14.2.2.1 REMOTE RELEASE

This option allows you to remotely release an iFob/Item or open a locker compartment door from the system for a user.
Clicking the Remote Release button will open a small window, which will prompt you to select a user to release an item
to. Simply highlight the desired user and select Remote Release. Alternatively, you can select the 'unknown user' tick
box if you wish to release the iFob/item to a user who is not in the database.

You have the choice to release it to both users who do have access to the iFob/item, and users who do not.

The pop-up window will now give a real time update of the removal process. The door on the Traka Touch system or
Locker System will now open and prompt the user to remove the iFob/item.

14.2.2.2 REMOTE USER LOGIN

This option allows someone using TrakaWEB to remotely log another user into the system. Selecting this icon from the
ribbon toolbar will present the Web user with a pop-up box allowing them to select a user to allow access to the system.

If the user has access to only items, the system will display the item selection screen and automatically open the system
door (on Key Cabinets). If the user has admin/report permissions, they will be given an option to remove items or enter
the admin/reports menu etc.

4.2.2.3 TRANSFER OWNERSHIP

This option allows you to transfer the ownership of the item(s) in the selected position to another user whilst the item(s)
is/are already out of the system. Clicking the Transfer Ownership button will open a small window, which will prompt
you to select a user to transfer to. Simply highlight the desired user and select Transfer.

You have the choice to transfer it to both users who do have access to the item, and users who do not.

The pop-up window will now display the details of the transfer process. TrakaWEB will now show that the user who
currently has the item out of the system has changed.
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4.3 USERS

Within TrakaWEB, users can be added, edited and deleted. This may be achieved on a user-by-user basis as outlined in
this section, or multiple users can be edited at once by using the Multi-Select/Multi-Edit feature.

4.3.1 USERS LIST

From the Navigation Toolbar select the ‘Users’ icon. If you already have users set up in your Traka Touch system, then
this list will be populated with all of those users along with all the other users in the database. If you have not added
any users to your system, you will need to Add Users.

+/7 %

Edit

@ (All Regions) @ (All Systems) @ (All Users)

Region System Active

=

Customise

Expért

~(v) staffNumber (V) JobRole (V) Tel

O @ Office Manager 2345 Office Manager 01234 456765
s Production
O 9 Production Manager 0987 Manager 01234 456567
O " ] Standard User 1 4567 Standard User
O @ Standard User 10 8765 Standard User
4 14
Page 1 of 2 (26 items) 1200 Page size: iZO n

@ Create Filter

Region, System & Active Filters

When looking at the user list, you can filter which users are displayed by using the Region, System and Active drop-
down filters located on the right-hand side of the Ribbon Toolbar. Clicking the arrow button next to each field will show
you a list of selectable filter types, depending on what has been configured. For more information, please refer to the
Regions and Systems topics.

Sync Column

This column shows the current synchronisation status of the user to the currently selected system. There are three main
icons that indicate what state the synchronisation is in. A green LED indicates that the user is fully synchronised with all
Traka Touch systems they should be. A red LED indicates a sync failure, check that the system is switched on and can
communicate with TrakaWEB. Lastly, a rotating loading graphic shows that TrakaWEB is attempting to synchronise the
user with the Traka Touch System.

Show/Hide Grid Columns

Throughout TrakaWEB, there are many grids that display important information for the page you are currently viewing.
For example, the user list will automatically display the default user fields e.g., staff position, telephone number, fax
number etc. The Show/Hide Grid Columns button allows you to add or remove fields/columns of your choice to the grid.
Every grid is different and will provide different fields to add to the grid. The user list will allow you to add any or all of
the eleven user detail fields.
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|4.3.2 USER DETAILS

The user details window allows you to add and edit user details. From the ribbon toolbar, select the user’s icon. If you
have already got users set up in your Traka Touch system, then this list will already be populated with all those users.

‘:}: \?J.!?U |BE

©) (all Regions) ©) (all systems) ©) (all users)
Region System Active

Edit

O o Office Manager 2345 Office Manager 01234 456765
: Production
O ™ ] Production Manager 0987 itaoe 01234 456567
O @ Standard User 1 4567 Standard User
O " ] Standard User 10 8765 Standard User
4 »
Page 1 of 2 (26 items) 1200 Pagesize:[20 |l

¥ Create Filter

Details

Here you enter general information about the user such as nhame, mobile number, language etc.

¥ | oy
HP G
Edit
System Access Item Access Reglon Access Web Access History
User
Forename: Traka
Surname: Administrator =
Display Name Override:
Display Name: Traka Administrator
Details
Language: System Default v ‘
Staff Number: 1234
Job Role: Administrator -
Tel: 01234 123123
Fax:
Mobile: Choose File | No file chosen
Email: traka_admin@traka.com
Site:
Building: Main Office

Street, Town:
Postcode:
Notes:

N

Forename & Surname
Enter the name of the user. It is essential that these fields be completed.

Display Name Override

If this option is enabled, then you can add/change how the user’s name is displayed on screen at the Traka Touch.
E.g., if the Forename & Surname fields have your full name ‘Duncan Winner’, you could enable Display Name
Override and enter ‘Duncan Winner - Technical Director’.

Language

When users identify themselves to the System, the instructions on the touch screen will be displayed in the
selected language. If the default language is selected, then the default language of the Traka Touch System will
be displayed.
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User Details

There are eleven detail fields available to store details about the user. Each field will have a default heading that is
assigned when you install TrakaWEB, for example, email. You can change the headings of each field from the User
Fields page.

User Picture
Here you can add a picture of the user. Once selected, this image will display next to their name.

System Access

Here you define the systems the user has access to along with other settings such as Keypad/Card ID, PIN expiry date,
Authorisation etc.

‘HH‘U'| { TIEE IE™ ki’“'*‘

27/08/2021 09:01:53
27/08/2071 09:01:53 |
27/08/2051

1111

|~
5%
[~

26/09/2021 al None

NOTE: There are two levels of access when using a Traka Touch system: Primary and Secondary. A primary
level of access can be one of the following: Card ID, Keypad ID or Fingerprint ID. This means any one of
those forms of ID will allow you access to the system. The secondary level of access is an optional PIN
(Personal Identification Number). If a user has a PIN, they will be required to enter this at the system
following the input of their primary access (Card ID, Keypad ID or Fingerprint).

Card ID
Here you can input your swipe card ID number. Alternatively, you can swipe your card at the reader, click the Read Last
Card Swipe button from the Ribbon Toolbar and have TrakaWEB automatically fill in the field for you.

Keypad ID
Here you can input your keypad ID number. This is the primary ID number that will grant the user access to the system.

Enrolment ID

Enrolment ID is used in conjunction with either a Card Reader or the Sagem Fingerprint reader. This feature allows you
to set a temporary enrolment number that can be emailed to a user so that when he or she enters this enrolment number
at the system they will immediately be prompted to swipe their card or enrol their fingerprint. Clicking the 'Random
Enrolment ID' button from the ribbon toolbar will automatically fill this field with a random six-digit number.

NOTE: The user will need to have been setup for email notifications in the Admin App.
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PIN

Here you can input your PIN (Personal Identification Number). This is a secondary level of access that can be used in
addition to a Keypad ID, Card ID or Fingerprint. E.g., if you have a card ID as your primary level of access, when you
log into the system you will be prompted for your PIN after swiping your card.

PIN Expiry Date

This field allows you to enter a date for when the user’s PIN will expire. After this date, the user will be required to
change their PIN the next time they access the system. If you wish the PIN to forever remain active, leave this area
blank.

PIN Force Change
Select this option to force the user to have to change their PIN. If selected, the user will heed to change their PIN the
next time they access the system.

Fingers Enrolled
Here it will display how many fingers the user currently has enrolled to the system. This is only valid for systems using
the Sagem Fingerprint reader.

Active
Tick this selection box on or off to make the user active or not active in all systems and regions.

Start & Expiry Date
Select the start & end date and time for the when the user is active.

Permit Expiry Date
Certain users may have licences, certificates or permits that require being kept up to date. Setting an expiry date in this
field will show you when the users permit(s) will expire.

Authoriser Group
When using Authorisers, they may be added to different groups depending on authorisation requirement. You may then
select from the drop-down menu, the Authoriser Group that you wish to assign the user to.

System Access Grid
The system access grid will display all systems across every region within the database. From here, you can select which

systems the user has access to, admin & report permissions etc. These options may be refined by assigning roles to
users through software permissions groups. This will in turn reflect the user’s roles on Traka Touch. For more information
on User Roles for Traka Touch, refer to UD0011 - Traka Touch User Guide.

NOTE: The System Access Grid will display different options depending on which feature options are enabled
on the system. The example below is typical of a grid with no feature options enabled.

9 v N m Default v ] System Default & Absolute v Hour:1 {5 Minute:0 5}

Page 1 of 1 (1 items) 1 Page size 2 B

System Access Grid

Effective
Simply select the tick box named Effective to allow the user to access the system.

System
This column will display the name of the system.

Region
This column will display the region to which the system belongs.

Active
Check this box to make the user active and allow them to use the Traka Touch system. E.g. access the system,
remove items, run reports etc (anything the user is permitted to do).

No. of Items
This column will show how many items the selected user currently has access to.

Super Admin
The Super Admin role will grant/revoke the user with all the Admin roles regardless of any of them being selected

or deselected.
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System Admin
The System Admin Role will provide a grant/revoke ability to administer Systems settings, including doors admin if
the system is a locker, but will not eanble to ability to edit user records.

User Admin
Selecting this option will provide an Admin role to grant/revoke the ability to edit User records such as adding or
removing users or assighing items to users.

Items Admin
Selecting this option will add an Item admin role which will grant/revoke the ability to administer Item records,
enabling a user to access items or replace damaged or broken iFobs.

System Reports
Selecting this tick box will allow the user to view & run reports at the Traka Touch system.

Allowance

Allowance can restrict the total number of iFobs/items users can have out of the system at any one time. Using the
drop down selection box, you are able to select a quantity or alternatively, select unlimited for no restriction. The
maximum will be however many iFobs/items you have in the selected system.

Authoriser
Selecting this option will enable the user to authorise certain activities such as another user removing items. Please
refer to the Authoriser section for more information.

Authorisation Override
Selecting this option will enable an admin user to self-authorise. If an item requires authorisation, a user with this
option ticked will bypass the authorisation process.

Curfew

Curfews are used to reduce the amount of time an iFob/item is out of a system, or how long a user can have an
iFob/item in their possession. There are two different types of curfew; Relative & Absolute. You can set these curfews
against both users and iFobs/items. This is a very useful feature within businesses that have shift patterns and users
taking many iFobs/items from various systems, as it will highlight if they are not returned to the system by the end
of a users’ shift. Please refer to the Curfews section for specific details.

Each of the Admin Roles on the System Access Grid can be enabled or disabled for different users through Software
Permissions Groups as shown below.

| System Events

Users

o
-\

| Create
Delete
| Edit

Edit Emergency Open Role
v| Edit Items Admin Role

Edit Super Admin Role
Edit System Admin Role

| Edit System Reports Role
Edit User Admin Role

QR RS
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Item Access
Here you can grant/revoke access to items across all systems and regions.

Item Access Groups
You can also grant or revoke access to an entire group of items by using the Item Access Groups section.

Item Access Grid

Simply checking the Access box next to the desired position will allow the user to remove that item from the system.
Selecting the Grant All button will tick all the access boxes allowing the user access to everything. Selecting ‘Revoke All’
will untick everything removing all access respectively.

HP “"m islj_il“)f?f’s} © g types)
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NOTE: For more information on Software Item Access Restrictions, refer to the Software Permissions
Groups section.

Region

Here you can place the user into a Region. Simply tick the access box on the left of the region you wish the user to
belong to.

lH,i,t-P.;e_?Iz»'»ﬂi‘;-ﬁ:i%._ig,*i,,',"“ |
Ao oede G Export
Detal SVstem Access 1tesn Acoses Regon Acess Wity Aczess Hisory

¥ Al Regions

Aroess e Regon -V
£ Dafaut
Pagetofi(titoms) €301 O Page se o B
¥ Crsate Flter
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Selecting the All Regions tick box will put the user in all regions automatically.

Web Access

In the Web access tab, a user can be given a separate username and password that will allow them to log into TrakaWEB.
It is possible to assign a user to a software access group here as well. For more information on Web Access groups,
please see the Groups section.

[Pl

Lisar _
Detats Systam Actess Rem Access Fsgon Histoey
Wob Logn
Web Windows User Name Andrew Palmer
Web User Name Andrew
Web Password weanne
Web Access Group Plaase Salsct l_-]

4.3.3 ADDING USERS

1. From the Navigation Toolbar select the Users icon. If you already have users set up in your Traka Touch system
or they have been added here before, then this list will already be populated.

@ (All Regions) @ (All Systems) @ (All Users)
Region System Active

®| /0% %

Customise

Staff Number (v Job Role

O o Office Manager 2345 Office Manager 01234 456765
: Production

O 9o Production Manager 0987 Manager 01234 456567

O "} Standard User 1 4567 Standard User

O ) Standard User 10 8765 Standard User
« »
Page10f2(26items) 3B 12900 Page size: BL!
@ Create Filter

2. To create a new user, click the Add button.

Hilo|
‘ _ Edt
Details System Access Item Access Region Access Web Access History
User
Forename: Traka
Surname: Administrator
Display Name Override: (=]
Display Name: Traka Administrator
Details
Language: System Default v
Staff Number: 1234
Job Role: Administrator
L
Tel: 01234 123123
Fax: -
Mobile:  Choose File | No file chosen
Email: traka_admin@traka.com
Site:
Building: Main Office
Street, Town:
Postcode:
Notes:
%
V10.9 29/11/22 uD0018 Page 64 of 452

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



3. The new user record will now open. Input the appropriate details. For more information, please review the User

Details section.

4. When you are finished, click the Save & Return button to go back to the user list. To add more users repeat

this process from step 2.

4.3.4 EDITING USERS

1. From the ribbon toolbar, click the Users icon. If you already have users set up in your Traka Touch system or
they have been added here before, then this list will already be populated.

LR

Edit

@ (All Regions) @ (All Systems) @ (All Users)

Region System Active

(] o Office Manager
O 9 Production Manager
| @ Standard User 1
O " ] Standard User 10
4
Page 1 of 2 (26 items) 3 2 0 Q

@ Create Filter

2345

0987

4567
8765

Office Manager 01234 456765
Production
Manager 01234 456567

Standard User
Standard User

»

Page size: [20 Aﬂy

2. Highlight the desired user and click the Edit button. Alternatively, you can double click the desired user.

Q)
Edit
System Access Item Access
User
Forename: Traka
Surname: Administrator
Display Name Override:
Display Name: Traka Administrator
Details
Language: System Default
Staff Number: 1234
Job Role: Administrator
Tel: 01234 123123
Fax:
Mobile:
Email: traka_admin@traka.com
Site:
Building: Main Office
Street, Town:
Postcode:

Notes:

Region Access Web Access History

Choose File | No file chosen

3. The selected user record will now open. Edit the appropriate details. For more information, please review the

User Details section.

4. When you are finished, click the Save & Return button to go back to the user list. To edit more users, repeat

this process from step 2.

NOTE: A User with the edit User Permission will be able to access the History tab to view an audit trail.
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4.3.5 DELETING USERS

GDPR Statement: To retain the audit history, such as a sequence of activity that has affected a specific
operation, procedure or event. It is recommended that the User details are maintained & not fully deleted
from the database. With this in mind, the preferred option to remove a User from a Traka system is as
follows:

¢ Define the user as inactive so that the user cannot use the Traka system(s) any more
¢ Replace the User ‘Forename’ & ‘Surname’ with non-specific details such as ‘Former employee#1’

It is also recommended that a backup of the database be made after the above changes are completed & all
previous database back-ups destroyed.

This process also maintains compliance with the ‘General Data Protection Regulations’ (GDPR).

1. From the ribbon toolbar, click the Users icon. If you already have users set up in your Traka Touch system or
they have been added here before, then this list will already be populated.

(&) (all Systems) (&) (All Users)

f-#- .5-8}‘- EE K k}‘.’f‘ x|

(V) Default

) Alan Fieary 1788 MRD Engneer 07999 866655
9 Alex Scott 1326 K Sales 01234 712345 07854 902229
Operations
9 Anne Lakeway a576 Development 01234 712345 07695 07658
Manager
) Ben Farrar 1233 K S3es 01234 712345 07990 754347
Intagration 234 712345
9 Bily Tabutt E & 01234 712345
»
; " 00 ¢ v B

7 Craate Fiter

2. Highlight the desired user and click the Delete button.

3. A message window will appear asking you to confirm the deletion of the selected user. Click Delete.
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Please confirm you want to delete the user

Forename: Aaraon
Surname: Kennedy
Display Name: Aaron Kennedy
Staff Number 1989

Position: Technical Hlustrator
Tel: 01234 712345
Fax:

Mohbile:

Email: ak@traka.com
Site:

Building:

Street, Town!

Postcode:

Notes:

4. The user will now be permanently deleted and disappear from the user list.

4.3.6 USER FIELDS

User Fields are the title headings of the personal credentials in the user details page. Instead of the default staff
number, position etc. you can customise them to suit your business requirements.

1. To change these, simply click the Software Settings icon from the Navigation toolbar and select the User Fields
button.

User Fields

2. The User Fields page will then be displayed.
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i’.;
.

Edit

Field ~  Desaiption
User Identification Headings

Field 01 | | Forename

Field 02 | |Surname

User Custom Detail Headings
Field 01 | |Staff Number

Field 02 | [Job Role ]

Field 03 | |Tel

Field 04 | |Fax

Field 05 | |Mobile

Field 06 | |Email
Field 07 | |Site

Field 08 | |Building

Field 09 | |Street, Town

|

l
J
|
|
l
|
l
\
\

Field 10 | | Postcode ]

Field 11 | [Notes

User Identification Headings

|

Mandatory

ojo|o|go|jo|jojojo(ojo|g

ojooojojoojoojo|g

Display Name Order

——

[2

iNot Included

(Not Included

‘ Not Included
1\Not Included
iNLtlncIuded

| Not Included

[Notindudes |

lNot Included
}’Not Included

mot Included

) (1) ) 3 ) ) )

L <

Here, you can define the two fields that are by default used for the forename and surname. Simply enter the new text

into the corresponding text boxes.

« Display Name Order

The display name drop-down selection boxes allow you to change which order the fields appear. e.g. If you rearrange
forename -2 and surname -1 the Traka Touch will display 'Winner Duncan' instead of the default 'Duncan Winner'.

User Custom Detail Headings

These are the eleven definable fields that appear on the first tab on the user details. Simply enter the new text into

the corresponding text boxes.

¢ Mandatory Tick Box

Checking this box will force the logged in TrakaWEB administrator to populate that particular field when creating a new
user. E.g. if the mandatory check boxes were selected for the fields 'Job Role', ‘Email” and ‘Mobile’, when the
TrakaWEB administrator next creates a new user, they will be forced to enter data into those fields which will be

marked by a red asterisk (*) before they are allowed to continue as shown in the example below.
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Use

Forename: Traka
Surname: Admin
Display Name Override: ]

Display Name:

Details

Language: System Default v

Staff Number:

* Job Role: | IUser Detail Value Required
Tel:
Fax:
* Mobile: I lUser Detail Value Required
* Email: I lUser Detail Value Required
Site:
Building:

Ctroot Town:*

e Duplicate Check Tick Box

Checking this box will allow TrakaWEB to search if the identical credentials have been entered against the same field
to another user before the details are saved. E.g. if the duplicate check box was ticked for the field 'Mobile' and a
TrakaWEB administrator is creating a new user and attempts to enter a mobile number that is already assigned to
another user, TrakaWEB will inform you and will not allow you to continue.

¢ Display Name Order

The display name drop-down selection boxes allow you to change which order the fields appear. E.g. if you rearrange
forename -2 and surname -1 and mobile -3 the Traka Touch will read 'Winner Duncan 07896852148’ instead of the
default 'Duncan Winner'.

3. Once you have selected the desired options, click the Return button to go back or click the history tab to view
past records of changes you have made to each field.
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History Tab

This tab keeps a record of all the changes made to each field name and the user who made them. This is useful if you
ever want to know what the field titles used to be.

-
Date Action Feld Name User Ol Value New Value
11/04/2013 11:20:08 Modified Field10 Super Admin Fostcode
11/04/2013 11:20:08 Modified Feldd Super Admin Fax
11/04/2013 11:20:08 Modified Feldl1 Super Admin Notes
11/04/2013 11:20:08 Modffied Fields Super Admin Building
11/04/2013 11:20:08 Modified Fleldl Super Admin Stadf Number
11/04/2013 11:20:08 Modified Feld3 Super Admin Telex
11/04/2013 11:20:08 Modified FeldS Super Admin Mobde
11/04/2013 11:20:08 Modified Feld2 Super Admin Position
11/04/2013 11:20:08 Modified Fleld9 Super Admin Street, Town
11/04/2013 11:20:08 Modified Field7? Super Admin Ste
Page 1 of 4 (33 gems) 3 4
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4.4 ITEMS

4.4.1 ITEM LIST

From the Navigation Toolbar, click the Items icon. You will then be taken to the Items list. All the items in your Traka

Touch system will automatically synchronise when you log into TrakaWEB (providing you enabled communications from
your Traka Touch system).

e

LU SE (E IR Y

>

Ceatorse

HE

(V) oefaut

Spon

(&) (il systoms)

Sy

! @ (Al Types)
Type

R&D 2
TKC15683

R&D 2
TKC15693

R&D 2
TXC15893

RSD 2
TKC15893
R&D 2
TKC15853

Oownstars
Comdor
TXC10001

R&D 2
TXC15893
R0 2
TXC15853

R&D 2
TXC15893

RE&D 2
THC15893
R&D 2
T™XC15893
RED 2
TKC15693
R&D 2
THC15893
R&D 2
TXC15893
RED 2
THE15893
R&D 2
TXC15893

RED 2
TKC15893

Axon's
Cuphoard

Axon's Drawer
Billy's Drawer
Tim B's Drawer

Steve's Drawer

Mark W's Drawer
Mark 05 Drawer
Tim D' Dcawer
Simon's Drawer
azhar's Drawer
Dan's Drawer

Andrew's Drawer

Jasson's Riing
Cadinst

R&D Software
Cupboard
RED Hardware
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Sh4

532

354

0

FMos1

FN106

Steve Bumpheey

Out OF Systen

in Systom

In Systim

In System

in Systee

in Systom

In Sysam

In System

In System

in Srstem

Siman Divey

Siman Dorey

Tim Bown

Steve Howson

Mk Yaliams

Unlnown Usex

MWk D

Acha Malid

Simon Dixey

Duncan Winnes

Unknown Uses

Duncan Winnes

Jasan O Cannar

Mk Wilkoms

Dan Watan

Mak VWb ams

i

B

Pagel of 1 (17 tems)
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Page swee 20 n

The list shows all the items that are currently in your Traka Touch system, their current status & various definable detail
columns. The list that is displayed will depend on the Region, System & Item Type filters that are currently selected on
the Ribbon Toolbar. To view only items that are from a specific region/system or are of a specific type, you must select

the appropriate filter.
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4.4.2 ADDING A NEW ITEM
Adding a new item to the system can be achieved in two ways. You can either:

1. From the System Viewer, select the position for the new Item.

o

New System
Status: @ 16/01/2019 11:39:57

System communicating OK

5

Status: @
Previous user: Unknown

2. From the Ribbon toolbar, select the Edit Items ¢/ button.
You will now be taken to the New Item page.

Or:

3. From the Navigation Toolbar, select Items.

You will now be taken to the Items page, showing a list of all the items currently in the system.

’ o 7 |8<| 58| B F Tl =% | ©@iregons) ©) (all systems) ©) (Al Types)
Edit Customise Export Region System Type

System ~ (V) Pos. ~ Detsi1 (V) Detai2 (V) Detai3 (V) Detai4 (v) Detai5 (V) Status(v) Who () When

New System 1 In System 16/01/2019 10:48:51

New System 2 In System 16/01/2019 10:48:51

New System 3 In System 16/01/2019 10:48:52

New System 4 In System 16/01/2019 10:48:52

P f

Page sze: |20 [

[

Page 1 of 1 (4 tems)

@ Create Filter

4. From the Ribbon Toolbar, click on the Add + button.

You will now be taken to the New Item page.
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At the New Item page, you can enter specific details for the Item in the Details section.
Details

Type
Here you can assign the Item Type e.g. a locker key, car key, door key etc.

Details Fields

The detail fields that follow will change depending on the selected item type. Please refer to Adding New Item
Types or Editing an Item Type for further details. Or alternately you can edit the selected item type by selecting
the 'Edit item' button from the ribbon toolbar under tools.

1/

Tools

H ||

iFob

Home System:

Home Position:
Current System:
Current Position:
Tag No.:

iFob Description:

Attach iFob Detach iFob

Detais

Type: Key E}
Area:
Location:
Manager:

Key Number:
Owner:
Section:
Reference:
Location:
Type:
Acquired Date:

Notes:

Selecting the Attach iFob button from the Details page will direct you to the iFob Selection window. Here, you will see
a list of available positions that remain available in the system.

5. Select an available position and then click on OK.

iFob Selection

BOELIOCYREEETES

ustomise

Export

System = (V) Pos. ~ Description (V)

New System 7 In System
New System 8 In System
New System 9 In System
New System 10 In System

Page 1 of 1 (4 items)

=

¥ Create Fifter

You will now be directed back to the Details page.
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NOTE: With an item selected, you may also use the ‘Detach iFob’ button to remove an item from the selected
position.

iFob

Home System: New System
Home Position: 8

Current System: New System
Current Position: 8

Tag No.: 0

iFob Description:

Attach iFob Detach iFob

Details
Type: Key l':[

Once completed, click on Save & Return from the Ribbon Toolbar. This will take you to the Items list page, showing
the newly added Item in the existing list.

[?]ﬂ © (Al Regions) © (all systems) ©) (Al Types)
CBgot | Regon | syem | . Twe

LI EENEAE IEIRY

Sustarmize

System ~ (V) Pos. ~ Detal1l (V) Deti2 (V) Deti3 (V) Detal4 (V) Dewi5 (V) Status(v) Who

New System 1 In System 16/01/2019 10:48:51
New System 2 In System 16/01/2019 10:48:51
New System 3 In System 16/01/2019 10:48:52
New System 4 In System 16/01/2019 10:48:52
New System 5 In System 16/01/2019 10:48:52
< »
Page1of1(6items) €3 @ 1 © € Page size: thg]
@ Create Filter
The process can be repeated to add more new items.
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4.4.3 EDITING AN ITEM

1. From the system viewer, highlight an iFob or locker compartment with an item defined and then select the
Edit Items button from the ribbon toolbar. Alternatively, using the navigation toolbar at the bottom of the
screen, click the Item button. From the item list, highlight the desired item and click the Edit button from the
ribbon toolbar.

2. If you clicked Edit Item from the system viewer page, you will be presented with the Details tab on the New
Item details page. You will be able to see the details currently defined for that position. From here, you can
edit the system details in the Details section as shown below.

H|Ple
Edit

Features Access Schedules  History

iFob

Home System: Reception
Home Position: 1
Current System: Reception
Current Position: 1
Tag No.: 0

iFob Description:

Attach iFob Detach iFob

Details
Type: Key
Area:
Location:
Manager:
Key Number:
Owner:
Section:
Reference:
Location:
Type:

Acquired Date:

Notes:

Clicking Edit Item Type will take you to the Edit Item Type detail page where you can redefine all the item’s details
and descriptions.

‘\H Faad SRR BlEE
Edit Custemise Export
Type Faults Reasons Features History
Name: Key
Details
Field - Description (%) Mandatory (¥)  Duplcate Check (v)  iFob Description Order ~)
Field 01 | |Area | O O |Not Included [~]
Field 02 [Location | O O [Not Incuded -]
Field 03 | |Manager | O O Not Included [ ]
Field 04 [Key Number | O O [Notincuded
Field 05 | [Owner | O ] n [-]
Field 06 | [Section | O O Mot
Field 07 = |Reference | ] O [Not Included
Field 08 | [Location | O O |Not Included
Field 09 |Type | m} m} |Not Included
Field 10 | [Acquired Date | O 0 [Not Included ]
Field 11 | |Notes | | O Not Included
B
Page 1 of 1 (11 items) % Page size: 20 &3

@ Create Fiter
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3. If you navigated directly to the Item Page, then you will currently be looking at the Item list. This list will have
every item defined for any position in the database. Highlight the item you wish to edit and click the Edit

Item button. You will then be directed back to the Edit Item page.

As well as being able to Edit Item Type, at the New Item page, you can also select Edit iFob. This page enables you to
edit the details of an iFob. It also contains the Items tab, which again will allow you to add or edit items. This page
also contains the Features tab, iFob access and History tab.

uﬂ, #le

Edit

System

System:

Position:

Current Position:
Status:

Serial Number:
Details

Manual Description:

Description:

System Access
Tag No:

Authorisers:

Items

Red Ford Focus

iFob Access History

4. The history tab keeps a record of all the changes made to the data in each field and who made the changes.
This is useful if you ever want to know what the field details used to be.

‘HH’Qf

Date

16/04/2013 16:57:27
16/04/2013 16:57:27
16/04/2013 16:24:37
16/04/2013 16:20:16
16/04/2013 16:20:16
16/04/2013 16:20:16
16/04/2013 16:20:16
16/04/2013 16:20:16
16/04/2013 16:20:16
16/04/2013 16:20:16

Page 1 of 2 (12 rRems)

Field Name User

Detailo2 Super Admin
Detailol Super Admin
Detailo? Super Admin
Detailos Super Admin
Detallos Super Admin
Detailo? Super Admin
Detailo2 Super Admin
Detallos Super Admin
Detail03 Super Admin
Detailos Super Admin

area 2
area 1
ref

New Value

area

key type
location 1
ref

area 2
owner
manager
key number

5. When you have completed editing the item, click the Save button or click Save & Return to be taken back to

the Item List.
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If an iFob does not have an item assigned to it and you click Edit Items, you will be taken to the ‘New Item’
page. Here, you can assign a new Item Type, such as a key, to an iFob.

‘ﬁNew Ttem ﬁ"é
Bl 171

\ Edit. | Toals |
System
Region: Default
System: New System
Free iFobs Only:
Position: 0001 (Red Ford Focus)
Details
Type: Key
Area:
Location:
Manager:
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4.4.4 DELETING AN ITEM

1. From the Item List, select the desired item and click the Delete button.

+E

]3| © g ragens

System v Postion RemDetaill 1 v NemDetad 2. (v Nem Detad 3 (v Rem Detadl 4 v Rem Detadd 5 (v Status
Ground Floor 1 Aston Martin John Xent In System
Ground Floor 1 Building Key Duncan Winner 896523 Duncan Winner  In System
Ground FHoor 2 | Motoroks
Research &

Ground Floor 2 Devel " Duncan Winner  G8AN220 In System

< i M 4 »
Pagetofi(anems) @ O 4 © © pagesie [ 10 [l

2. A window will appear asking for confirmation to delete the item.

Please confirm you want o delete he rem
Description:

Key Nurnber;

3. Once deleted, the item will no longer be in the items list.

V10.9 29/11/22 uD0018 Page 78 of 452

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



4,45 ADDING AN ITEM TO AN IFOB

NOTE: If your system is an RFID Locker System, it will not contain iFobs. However, this section will still be
relevant and the term ‘iFob’ will be referring to the ‘RFID Tag’ in a Locker System.

TrakaWEB by default has an item type already created named 'Key'. This item type can be used at any time.
TrakaWEB also allows you to create your own item types and assign them to iFobs on the system viewer. Therefore,
you could create an item type called Car Keys, and then create twenty car keys that you can then assign to the iFobs.

NOTE: It is possible to add up to 5 Items to a single iFob and they must all be of the same item type.

1. From the system viewer, highlight a position that currently does not have an item assigned. Then using the
Ribbon Toolbar, select the Edit Item button.

2. You will be presented with the Details page. Here, you can edit the details as required and select the item
type from the drop-down menu.

3. Select the Item Type and then select the Attach iFob button.

{ B P | 14]4e
Edit Toals

iFob

Home System: Reception
Home Position: 1

Current System: Reception
Current Position: 1

Tag No: 0

iFob Description:

| Detach iFob

Type: Key v
Area:

Location:
Manager:

Key Number:
Owner:
Section:
Reference:
Location:
Type:
Acquired Date:

Notes:
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The iFob Selection screen will now appear, showing a list of all the iFobs in the system that currently have not been
assigned items. From the drop-down menu on the ribbon toolbar, it is possible to view All iFobs or Free iFobs Only.

System ~ (V) Pos. = | Description. ()

2 In System
3 In System
4 In System
5 In System
5 In System
7 In System
8 In System
9 In System
0 In System

Reception
Reception
Reception 1

Page sze: [0 &

4. Select an iFob that you wish to add the item to.

In System
In System
In System
In System
In System
In System
In System
In System
In System

5. Once you have made your selection, click on OK and you will return to the New Item page.

6. Click on the Save button to complete the process.

On returning to the System Viewer, you will now see the item has been added to the selected iFob. Repeat
the process to add items to the remaining iFobs as required.

o

Reception

Status: © 06/09/2021 12:10:05

System communicating OK

1

Status: @

Previous user: Traka Admin

NOTE: It is possible to change headings of the detail fields by Editing the Item Type.
After you have entered all the required details click the Save & Return button. This will take you to the items list for

the system you are currently viewing. Clicking the Cancel button will return you to the Item Types page without saving
the new item details.
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4.4.6 ITEM ACCESS GROUPS

Item Access Groups allow you to restrict users to only being able to access certain items. They are particularly
beneficial, as you do not need to give each user individual access to each item/system, which could take some time
depending on how large your work force is. Groups work by allowing items (across multiple systems) to be accessed
by a group. You can then give users access to the groups they need, therefore allowing the users to remove/return the

items they need.

NOTE: For more information on Software Item Access Restrictions, refer to the Software Permissions

Groups section.

NOTE: For information on Common Item Access Groups, please refer to Random Return to Multiple

Systems.

1. Select the Item Access page via the navigation toolbar. The Item Access Group list will then be displayed.

+ .’5_-. ®

Harmer

Apeiurits

A1 Ancess - Diroctors
Chaaning Cupboard
Customes Flng Cupboand
Farst fud Cupboard
Flest Vebadie Keys
R

Kiery Test Grougs
Markoatirg

MR

Unit 4

wending Machine Stock

2. Click the Add button.

eI I =1 x | () Dafault

3.  You will then be prompted to enter a group name.

HH‘QJ‘i

4. Click the Save button to enable the Region, Item Access, Users & History tabs. At this point, you can select
the option 'Everyone group'. An ‘Everyone Group’ automatically makes all users a member of the Item Access
Group (removing the need to manually add them to the group individually), where the User’s region and Item

Access Group’s regions match.

APl

Edit
DEEIE | Region

Name:

Everyone Group:

V10.9 29/11/22

Item Access Users History

Warehouse Storage
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5. Next, select the region or regions you wish to apply to the group.

JErEE LR

Details Item Access  Users History
Grant All Revoke All

Defaulk
O Region 1
O Region 2
O Region 3
Page1of 1 (4tems) €0 & 1 £ £

¥ Create Fiter

6. The Item Access list will display all the items in the database. The items listed here will depend on what
systems are in the region/s you selected on the previous page. Here you can select which items the group will
have access to. Simply check the box in the access column for the relevant items. Alternately, you can right
click within the grid and select Grant All from the context menu.

NOTE: For more information on using the context menu, please refer to the Item Access section within
Multi-Select/Multi-Edit.

525 SO CI e el
- Detallsm Region ;Jsers Hls(oryw

Access \j System ~ (V. Pos. ~ Detai 1 Y) Detai2 \j Detai 3 \j Detal 4 \:ﬂ Detail 5 v Tyg

Tag
No

AL |
O Select All on Page ‘ key
O Deselect All On Page Key
Deselect All |
m] ‘ Key
Add ip | |
O rou Key
| Grant Al | | |
o | Key
Revoke Al | | S
romme
o 4 System g | ! ! ! | e
Home
o v System 7 | ‘ Ee i
Home
O I System 8 | . | Key
= , Home o | vo

7. The Users tab will display a list of available users. To add users to the group, you can select them individually
by left clicking on the checkbox to the left of the user. To add them to the current group, right click and select
the option from the context menu.

B@Egﬂﬁ
B Edit

Details = Region  Item Access [RUZIES History

staff )y Job
Number =" Role

Member (v Display Name v

Select All on Page
Deselect Al On Page
o ° Deselect Al

O o .

Page size: 20 n

Page 1 of 1 (4 tems)

Add Selected Users to Item Access Group

P Create Fitter Remove Selected Users from Item Access Group
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NOTE: For more information on adding users to Item Access Groups using the context menu, please refer
to the Item Access section within Multi Select/Multi Edit.

8. Once you have finished, click the Save and Return button or select the History tab. The history will show
you a record of when the group was added, who by, what the name is and if it has been changed.

A S OEIE I IRY =l
Cancel Customise Export
Details Region Item Access Users
When Action (V) Field Who oud New
12/05/2021 12:18:19 | Modified Name Super Admin Group 1 Warehouse Storage
Page 1 of 1 (1 items) 1 Page size: ﬂ‘
@ Create Fiter

4.4.7 ITEM TYPES

In TrakaWEB, you can create your own item types that you can later assign to positions. This is useful as you may for
example, have many different types of 'key' instead of one generic term to fit many types, e.g. Car Keys, Door Keys,
and Building Keys etc. Alternatively, in a locker system for example you may have Radio, Laptop, and Mobile Phone etc.

1. Select Software Settings from the Navigation Toolbar and from there, click the Item Types button.

Item Types

This will take you to the Item Types list where all the existing items are displayed. By default, TrakaWEB has a standard
item type called ‘Key’ ready to be used. From here, you can add, edit and delete item types along with using the search
tool to find specific items and finally exporting the item data to an Excel Spreadsheet or PDF document.

You can assign multiple items of the same type to any position in the system.
‘1- A 8‘ > R ‘I?" x,"‘

Accounts

Bowrd Room
Caaning Keys
Company Safe
Custorner Profies
Orectors Sute

Frrst g Cupboxrd
Floet Vehicks

HR Office
Intemationad Offce
Key

Myketng Stock
Mezanere Cio0
MHE Keys

Teanng Room
Uniform Stock

unt 4

Vendng Machine Stock
Waehoue Storsge

19 itesy 1 Page see: 120 K

Please follow the links below for more information on adding, editing, deleting, searching & exporting.
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24.4.7.1 ADDING NEW ITEM TYPES

To create a new Item Type, you must click Software Settings and select the Item Type icon from the Navigation Toolbar.

1. The current item type list will then be displayed. If you have never added an Item Type before then you will
see the TrakaWEB default item type 'Key'. To add another type, click the Add button.

|+::“l“ %W =

Cuitomise Eipq +

Accounts

Board Room
Cazning Keys
Companty Safe
Customner Profiies
Cwectors Sute

Frst A Cupboxrd
Fleet Viehicks

HR Office
Intermnationad Office
Key

Myketng Stock
Mezarree Cig0
MHE Keys

Tranng Room
Uniform Stock

Unt 4

Vendng Machine Stock
Warehouse Storsge

Pageiofi(1gitems) €0 10 Pagesee; 120 B

° Create Fiter

2. The Item Type page will now appear. Here you can specify a name for the item type.

Name Security Door Key
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3. Click the save button. You will then be taken to the details page. Here you can enter the information that relates
to the item type.

K alo il B RS

hams Security Door Key

Fiid 01 | Ky Number v 2 Not [nchuded v
Fedd 02 | Owner v Not Inchuded b
Feid 03 Make O Not Inchuded v
Fiid 04 | Saction [ Not Inchuced e
Fiid 05 Location ] Not Inchuded v
Fiedd 06 Not Inchuded o
Fieid 07 C Not Inchuded [~
Fioid 08 Not Inchided d
Field 09 [ Not Inchuded [+
Field 10 Not Inchaded bd
Fiedd 11 C Not [ncluded ad
> 2 &

Description

There are eleven fields that you can enter details about the new item type e.g. if it is a key, you may want to add a
description such as make, owner or model etc.

Mandatory Tick Box

Checking this box for will force the logged in TrakaWEB administrator to populate that particular field when adding this
item to a position. E.g. if the mandatory check box was selected for the field 'Key Number', when the TrakaWEB
administrator next creates a new item from this item type they will be forced to enter data into the 'Key Number' field
before they are allowed to continue.

Duplicate Check Tick Box

Checking this box will allow TrakaWEB to search if the identical credentials have been entered against the same field
to another item before the details are saved. E.g. if the duplicate check box was ticked for the field 'Key Number' and
a TrakaWEB administrator is creating a new item and attempts to enter a number that is already assigned to another
item, TrakaWEB will inform you and will not allow you to continue.

iFob Description Order

You can select which fields you want as the iFob descriptions (if any). Simply use the drop down selection boxes and
set them in numerical order.

4. Once you have selected the desired options, click the Save & Return button to go back to the previous page or
click the history tab to view past records of changes you have made to each field.
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History Tab

This tab keeps a record of all the changes made to each field name and the user who made them. This is useful

if you ever want to know what the field titles used to be.

@ :__‘,I au .H .’1 -* ‘_‘i | [ x

g 2 4 Rl »'} »

£dn Custormite ) Esport

=
Dsta * Action Fiokd Nama User
07/11/2014 10:56:58 Modifed Fiedd S Super Admin
07/11/2014 1056:52 Modifed Felc 4 S &
07/11/2014 10:56:17 Modfed Fiedd 3 Supte Admin
07/11/2014 10:52:31 Modified Field 2 SUpar Admin
07/11/2014 10:52:17 Modifed Field 1 Supee Admin
Pagelofl(Srens) €3O 1 © %

7 Create Fiter

Ckd Vo

Now Vol

Location

Mse

Very Number

Now complete, you can now navigate to the Items section via the Navigation Toolbar and begin to create as many

items of that item type that you require. Please see the Adding an Item to an iFob topic for more details.
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24.4.7.2 EDITING ITEM TYPES

1. Select Software Settings from the Navigation Toolbar and from there, click the Item Types button.

Item Types

2. Once the Item list appears, highlight the desired item and select the edit button. In this example, Security Door
Key has been selected.

QLT

e xR
- -

ot l

Accounts

Bowrd Room
C2aning Keys
Companty Safe
Custorner Profiies
Qwectors Sute

Frst A Cupboxrd
Fleet Vehicks

HR Office
Intermationad Office
Key

Myketng Stock
Mezarnere C300
MHE Keys

Trarng Room
Uniform Stock

unt 4

Vendng Machine Stodk
Waehouse Storsge

Page 1 of 1 (12 items 3 Papacze: 20 K

T Oreate Fiter
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3. The Item details page will now appear. Here you can change the name of the item itself and the eleven definable
fields that relate to the Item Type.

L=IC2 SENEAE 1E1E Yedled)
N

Desorption v Manditory v Duphcate Check (v Fob Description Oroer

Fid 01 | Key Numbee ~ 2 Not Inchudod [~}
Fed 02 | | Owner 1 ] Not Inchuded d
Fiid 03 | | Make (W o Not Inchxded ~]
Fiid 04 | | saction O 0o Not Incuded j -
Fid05 | Location O (m] Not Inchaded [~}
Fiedd 06 m} (] Not Inchuded =
Fieid 07 O o Not Inchuded ¥}
Fiokd 08 o o Mot Inchuged -
Fiekd 09 (] O Not Inchuded [~}
Fieid 10 u] =] Not Inchaded [~
Field 11 o o Not Inchaded ad

Pagalcfl(litenrs) DO 1O Paga s 2 |

P Croate Fiter
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4.5 REPORTS

4.5.1 REPORTS OVERVIEW

Reports are a compilation of information or activities that have occurred at the system. There are eight standard
categories of reports within TrakaWEB; each category has one or more reports to generate. Please use the links below
to view the appropriate report category.

General Reports

Status Reports

Exceptions Reports

Permissions Reports

Reason Reports
Regions Reports

Utilisation Reports

Diagnostics Reports

NOTE: Only Optional Features that have been enabled will be displayed in the reports screen. For information
regarding Cost Option reports, please refer to the Feature Options section.

NOTE: Before submitting a report, ensure that the required language has been specified otherwise the report
may not display correctly due to different date formats i.e., DD/MM/YYYY or MM/DD/YYYY.

Most of the reports in TrakaWEB use a start and end date to filter search results. Clicking the arrow next to start time/end
time will show a small calendar allowing you to select specific times from which you wish the report to retrieve data.

| 90 March 2020 >T>

Mon Tue Wed Thu Fri Sat Sun
] 24 25 26 27 28 29 1

A 3 3 4 5 & 1 8 \o/
E @ H

9 10 11 12 13 14 gis

16 A7 18 15 20 2% 22 ‘. "
93 94 25 95 27 W 29 -
30 31 1 2 3 4 5 Ll —
0
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4.5.2 GENERAL REPORTS

The General Reports comprises of 2 report categories:

e Activity Report
e Central History Report

Activity Report

The Activity Report provides a pre-filter page specific to all system, iFob and Item Activity. It is divided into 3 sections

to allow for a date range, activity type and a specific record selection. It will allow a maximum return of 60000
records.

1. Click the banner named General to expand the General category.

2. To view the Activity Report, click on the banner and select View This Report.

General

View This Report

This report shows all system, iFob and item activity.

Activity Report

» Central History Report

You will now be presented with the pre-filter page for the Activity Report.

Activity Report

(D The Activity Report will only return a maximum of 60000 records
Please select the filter parameters below:

Step 1: Select Date Range

Date From: |09/03/2020 00:00:00 |l Date To:  (09/04/2020 23:59:59 [l Duration: 32 days
Step 2: Select Activity
Activity Category:* n Activity:* ﬂ

Step 3: Select Specific Record [4 Enable Section

Prefilter Specific Record Selection

Regions: Default n System: n

[ user:
[ iFob:
[ item:

o Activity
ek Records 0

From the above example, the pre-filter page is divided up into 3 steps, concluding with a Submit option.
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Step 1: Select Date Range

The Select Date Range comprises of 2 drop-down options to allow you to select both a start date and an end date. It
will also display the overall duration.

Step 1: Select Date R:

Inge

ate From <] Date To: 09/04/2020 23:59:59 |

(<1<

March 2020 (5I»]

Mon Tue Wed Thu Fri Sat Sun

9 10 1 12 13 - E
16 17 18 19 20 2 S
B 24 5 % 2 -
00:00
30 31 -
[
St Select Date Range
09/03/2020 00:00:00 |4 e T -

Step 2: Select Activity

Q0 April 2020 (51>]

Mon Tue Wed Thu Fri Sat Sun

- g .
$ 23
6 7 8 9 10
L
13 14 15 16 17 -
20 21 2 B M * o

32 days

32 days

The Select Activity comprises of 2 drop-down menus. From the Activity Category menu, you can select from a list
of different categories. These can be either selected individually or all at once. From the Activity menu, you can select
from a list of different activities. These also can be selected individually or all at once.

Step 2: Select Activity
Activity Category:*
] Select Al
[7] System
] Fob
] Key
Locker
] Alarm
| Reakme Actvty
[ Rack
[] Release
[] Retumn
[ Software
] Emai

] User

V10.9 29/11/22

n Activty:*
Q [ Select A

] Bawery UK
| Battery Dsconnected
] Battery Connected
] Door Opened
[] Door Opened Manualy
] Door Left Open
[C] Door Closed
Daar Nat Onensd

uD0018
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Step 3: Select Specific Record

The Select Specific Record is an optional step. It can be enabled by selecting the Enable Selection checkbox as
shown below.

— Step 3: Select Specific Recort Enable Section ’

Prefilter Specific Record Selection

Regions: Default ﬂ

System: \ ﬂ

[] user:
[ Fob:
[ item: [

NOTE: If the checkbox is not selected, activity records will still be generated for the options selected in
Step 2 as shown in the example below.

-~ traka
Acti Report —_—
. LA ASSA ABLOY
[0%L ords
Date From: 09/03/2020 00:00:00 [ 09/04/2020 23:59:59 [ 32 days
Activty Category:* [Fob -] Actrty:*  [Item Retumed -]
Step 3: Select Specific Record [ Enable Section
o
Activity
[ swm | Records 23
1. From the drop-down menus, select the required Region and System.
2. Select the User drop down and select from the list of users.
Step 3: Select Specific Record [ Enable Section
Prefilter Specific Record Selection
Regons:  |Defauk [~ System:  New System [~
& User ] ”
& Fob. Manager
[ item Super Admn
| Traka Admin
Traka User 1
Traka User 2
Traka User 3
3.

Depending on the system type, select from the drop-down menus for either iFob or Item.

Once you have finished making your selections, click on the Submit button.

Activity
ﬂ Records 3

The final report will provide a summary of the options that were selected and the overall report for those options

|| 0] ) 5

Customise

= x|
=

Export

Date From: 14/03/2020
Activity Category: Fob
<< Edit Filter

Date To: 14/04/2020 Who: Traka Admin iFob: New System 9
Activity: Item Removed

jection

09/04/2020 12:20:51 New: System 9

Item Removed Traka Admn
09/04/2020 12:16:16 New System 9 Item Removed Traka Admin
Page 1 of 1 (2 tems) P Page sze: |20 [l
@ Creat r
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Central History Report

The Central History Report provides a pre-filter page that will show any changes that have been made to records and
settings within TrakaWEB. It is divided into 3 sections to allow for date range, actions and a specific record selection.
It will allow a maximum return of 1000 records.

1. Click the banner named General to expand the General category.

2. To view the Central History Report, click on the banner and select View This Report.

» Activity Report

Central History Report

View This Report

A report showing changes that have been made to records and settings within Traka Web, such as user record, item records etc.

You will now be presented with the pre-filter page for the Central History Report.

- traka
‘ Central History Report s
ASSA ABLOY
(@ The Central Hstory Report wil only retumn a maximum of 1000 records
Please select the fiter parameters below:
Step 1: Select Date Range
Date From: 09/03/2020 00:00:00 & Date To: 09/04/2020 23:59:59 | Duraton: |32 days
Step 2: Select Action and Object
Acton:* n Object:* n
Step 3: Select Specific Record  Enable Section
Prefilter Specific Record Selection
Regions System:
Who Made the Change
Who:
Specific Record Changed
User:
Fob.
Item:
Submé Audit Records 0

-3 *a 5] i

From the example above, the pre-filter page is divided up into 3 steps, concluding with a Submit option.
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Step 1: Select Date Range

The Select Date Range comprises of 2 drop-down options to allow you to select both a start date and an end date. It

will also display the overall duration.

Step 1: Select Date Rang
date From s
Q0 March 2020 00

Mon Tue Wed Thu Fri Sat Sun

9 100 11 12 13
16 17 18 19 2
23 24 25 26 27

09/03/2020 00:00:00 &4 e T

Step 2: Select Action and Object

09/04/2020 23:59:59 & bor 32 days

M s 32 days
Q0 April 2020 (51>

Mon Tue Wed Thu Fri Sat Sun

-
1 2.9 * -

6 7 8 9|10

L K
13 14 15 16 17 <
20 21 2 23 M * o
27 28 2 3

23:59 =

The Select Action and Object section comprises of 2 drop-down menus. From the Action menu, you can select from
a list of different categories. These can be either selected individually or all at once. From the Object menu, you can
select from a list of different categories in relation to the selected actions. These also can be selected individually or all

at once.

Step 2: Select Action and Object

Action:* n

[] Access Added
[Z] Access Removed
[C] Added

[C] Added To

[7] Created

[] Deleted

] Modified

[C] Removed From v

V10.9 29/11/22

Object:* ﬂ‘
| [ Select Al Q
] Access Schedule
[_] Dictionary
[ Fauk
] Fauk Definition
iFob
] Item

] Item Access Group
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Step 3: Select Specific Record

— Step 3: Select Specific Recor Enable Section

Prefilter Specific Record Selection

Regions: \[Defaut ﬂ System: ﬂ
Who Made the Change

] Who: [ El
Specific Record Changed

[ user:

[ Fob: @l

[ 1tem: -

NOTE: If the checkbox is not selected, activity records will still be generated for the options selected in
Step 2 as shown in the example below.

EE Central History Report

(D The Central History Report wil only return @ maxmum of 1000 records.
Please select the fiter parameters below:

Step 1: Select Date Range

Date From: | 20/03/2020 00:00:00 ﬂ; Date To:  20/04/2020 23:59:59 ﬂ Duration: |32 days

Step 2: Select Action and Object

Action:* Created; Modified HJ Object:* ‘lUser n

— Step 3: Select Specific Record [J Enable Section

Prefilter Specific Record Selection

Regions: defauk [ﬁl System: §1
Who Made the Change

Who: E
Specific Record Changed

User: [~ |

Fob: E

Item: [~ |

Audit Records 19

1. From the drop down menus, select the required Region and System.

2. To specify who made the change, select the checkbox and then click on the Who drop down and select from
the list of users.

— Step 3: Select Specific Record 4 Enable Section

Prefilter Specific Record Selection

Regions: Default n] System: W
Who Made the Change

Who:

Manager A
Super Admn
[JUser: | Traka Admin
[ Fob: Traka User 1
[ Item: |Traka User 2
Traka User 3
| Traka User 4 v

Specific

V10.9 29/11/22 uD0018 Page 95 of 452

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"




3. Select the User drop down and select from the list of users.

—Step 3: Select Specific Record [4 Enable Section

Prefilter Specific Record Selection

Regions: l Defauk

System:

Who Made the Change

[¥] Who: ‘

Specific Record Changed

User:

[ Fob: Manager

[ item: |Super Admn
Traka Admin
Traka User 1
Traka User 2
Traka User 3
Traka User 4

>Kil [ 4]

4. Depending on the system type, select from the drop down menus for either iFob or Item.

Once you have finished making your selections, click on the Submit button.

Audit Records { ©)

The final report will provide a summary of the options that were selected and the overall report for those options.

s : traka
E Central History Report : :
ASSA ABLOY
] ] - 3
001% )
< g e Export
Filter summary:
Date From: 20/03/2020 00:00 Date To: 20/04/2020 23:59 User Edited: Who:
Action: Created, Modified Object: User
<< Edit Filter Selection

When Object Record Action Field Who Oid New

20/04/2020 14:34:37 User Traka User 7 Modified Keypad ID Super Admn oo HRREERS,

20/04/2020 14:34:37 User Traka User 7 Modified Active Super Admin False True

20/04/2020 14:33:36 User Traka User 6 Modified Keypad ID Super Admn i i

20/04/2020 14:33:36 User Traka User 6 Modified Active Super Admin False True

20/04/2020 14:32:34 User Traka User 5 Modified Keypad ID Super Admin it bacsdiosd

20/04/2020 14:32:34 User Traka User 5 Modified Active Super Admn False True

20/04/2020 14:31:41 User Traka User 4 Modified Keypad ID Super Admin TR WERIAEES,

20/04/2020 14:31:41 User Traka User 4 Modified Active Super Admn False True

09/04/2020 11:27:59 User Manager Modified Keypad ID Super Admin WREERRES SRS
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4.5.3 STATUS REPORTS
The Status Report comprises of 2 report categories:

e  Current Item Status Report
e  Curfew Status Report

Current Item Status Report
This report shows all items and their system status, e.g. whether or not it is in the system.

1. Click the banner named Status to expand the Status category.

2. Click Current Item Status Report to expand the information drop-down box, which will contain a brief
description of the report.

View This Report
A report showing items and  they are in or out of a system.

3. Select ‘View This Report'.
4. The report will automatically generate.
5. You can export the report as a PDF or into an Excel Spreadsheet by selecting the respective buttons from the
ribbon toolbar.
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Curfew Status Report

This report shows all items that are out of the system and the curfews set against them.

1. Click the banner named Status to expand the Status category.

2. Click Curfew Status Report to expand the information drop-down box, which will contain a brief description
of the report.

3. Select ‘View This Report'.

4. The report will automatically generate.

5. You can export the report as a PDF or into an Excel Spreadsheet by selecting the respective buttons from the
ribbon toolbar.
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4.5.4 EXCEPTION REPORTS
The Exception Reports comprises of 5 different report categories:

e Alarms Report

e Attempted System Access Exception Report
e Item Returned by a Different User Report

e Not seen in a While Report

e  Overdue Report

Alarms Report
This report shows any alarms that have been triggered.
1. Click the banner named Exceptions to expand the Exceptions category.

2. Click Alarms Report to expand the information drop-down box, which will contain a brief description of the
report.

» General

» Status

View This Report

A report showing alarms.

» Attempted System Access Exception Report
» Item Returned by a Different User Report
» Not Seen In A While Report

» Overdue Report

» Permissions
» Regions
» Utilisation

» Diagnostics

3. Select ‘View This Report’.

4. You will be presented with the event report page. From here, you can select the time frame you wish the
report to gather information from. Selecting the start or end date will allow you to input the specific days and
times for the report. See Reports Overview for further details.

5. After selecting the date and time the report will automatically generate.

6. You can export the report as a PDF or into an Excel Spreadsheet by selecting the respective buttons from the
ribbon toolbar.
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Attempted System Access Exception Report
This report shows any attempts to access a system using an unknown Card ID, Biometric, Enrolment ID or PIN.
1. Click the banner named Exceptions to expand the Exceptions category.

2. Click Attempted System Access Exception Report to expand the information drop-down box, which will
contain a brief description of the report.

» General

» Status
» Alarms Report
Attempted System Access Exception Report
View This Report

A report showing attempts to access a system with an unknown Card ID, Keypad ID, Biometric or Enrolment ID or PIN. Where an
unknown Card ID has been used, the Card ID will be displayed in this report.

» Item Returned by a Different User Report
» Not Seen In A While Report

» Overdue Report

» Permissions
» Regions
» Utilisation

» Diagnostics

3. Select ‘View This Report’.

4. You will be presented with the event report page. From here, you can select the time frame you wish the
report to gather information from. Selecting the start or end date will allow you to input the specific days and
times for the report. See Reports Overview for further details.

5. After selecting the date and time the report will automatically generate.

6. You can export the report as a PDF or into an Excel Spreadsheet by selecting the respective buttons from the
ribbon toolbar.
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Item Returned by a Different User Report
This report shows any items that were removed from the system and then later returned by a different user.
1. Click the banner named Exceptions to expand the Exceptions category.

2. Click Item Returned by a Different User Report to expand the information drop-down box, which will
contain a brief description of the report.

» General

» Status

» Alarms Report

» Attempted System Access Exception Report
Item Returned by a Different User Report
View This Report
A report showing items that were taken and returned by different users.

» Not Seen In A While Report

» Overdue Report

» Permissions
» Regions
» Utilisation

» Diagnostics

3. Select ‘View This Report’.

4. You will be presented with the event report page. From here, you can select the time frame you wish the
report to gather information from. Selecting the start or end date will allow you to input the specific days and
times for the report. See Reports Overview for further details.

5. After selecting the date and time the report will automatically generate.

6. You can export the report as a PDF or into an Excel Spreadsheet by selecting the respective buttons from the
ribbon toolbar.
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Not Seen in a While Report
This report shows all items and iFobs that have been absent from the system for a long period of time.
1. Click the banner named Exceptions to expand the Exceptions category.

2. Click Not Seen in a While Report to expand the information drop-down box, which will contain a User-
determined time scaled description of the report.

Exceptions

Not Seen In A While Report

View This Report

A report showing iFobs and items that have not been back to the system for a long time (e.g. lost items).

3. Select ‘View This Report'.

4. The report will automatically generate. The default duration is set to 30 days but can be adjusted by selecting
the chevrons.

E_é Not Seen In A While Report

5. You can export the report as a PDF or into an Excel Spreadsheet by selecting the respective buttons from the
ribbon toolbar.

V10.9 29/11/22 uD0018 Page 102 of 452

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



Overdue Report
This report shows all items in the system that have an overdue curfew.
1. Click the banner named Exceptions to expand the Exceptions category.

2. Click Overdue Report to expand the information drop-down box, which will contain a brief description of the
report.

Exceptions

Overdue Report

View This Report

A Report Showing iFobs and items which have an overdue curfew.

3. Select ‘View This Report'.
4. The report will automatically generate.

5. You can export the report as a PDF or into an Excel Spreadsheet by selecting the respective buttons from the
ribbon toolbar.

NOTE: If any optional features have been enabled, an extra report named ‘Data Entry Exception Report’
may also be available.
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4.5.5 PERMISSIONS REPORTS

The Permissions Report comprises of 4 report categories:
e Item Access by Item Report
e Item Access by User Report

e Web Access by Group Report
e  Web Access by User Report

Item Access by Item report
This report shows a list of items and under each item is the user who has access to it.
1. Click the banner named Permissions to expand the Permissions category.

2. Click Item Access by Item Report to expand the information drop-down box, which will contain a brief
description of the report.

View This Report

A report showing 3 list of ilems and under each item, who has access to that items,

3. Select ‘View This Report’.
4. The report will automatically generate.

5. You can export the report as a PDF or into an Excel Spreadsheet by selecting the respective buttons from the
ribbon toolbar.
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Item Access by User report
This report shows a list of users and under each user is what items they have been granted access.
1. Click the banner named Permissions to expand the Permissions category.

2. Click Item Access by user Report to expand the information drop-down box, which will contain a brief
description of the report.

View Ths Report
A report showing a list of users and under each usar, what itemrs they have access to.

3. Select ‘View This Report'.
4. The report will automatically generate.

5. You can export the report as a PDF or into an Excel Spreadsheet by selecting the respective buttons from the
ribbon toolbar.
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Item Access by Item Access Group Report

This report shows a list of Item Access Groups and the item access associated with them.
1. Click the banner named Permissions to expand the Permissions category.

2. Click Item Access by Item Access Group Report to expand the information drop-down box, which will
contain a brief description of the report.

Perr

Item Access By Item oup Report

View This Report

1 A List of Ttem Access Groups and under each Item Access Group, details of each item the Item Access Group provides access to.

3. Select ‘View This Report'.
4. The report will automatically generate.

5. You can export the report as a PDF or into an Excel Spreadsheet by selecting the respective buttons from the
ribbon toolbar.
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Web Access by Group Report
This report shows a list of web access groups and the users who have access to them.
1. Click the banner named Permissions to expand the Permissions category.

2. Click Web Access by Group Report to expand the information drop-down box, which will contain a brief
description of the report.

View This Report
A report showing a list of web access groups and under each group, who has access to that group.

3. Select ‘View This Report’.
4. The report will automatically generate.
5. You can export the report as a PDF or into an Excel Spreadsheet by selecting the respective buttons from the
ribbon toolbar.
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Web Access by User Report
This report shows a list of web access groups and the users who are in those groups.

1. Click the banner named Permissions to expand the Permissions category.

2. Click Web Access by User Report to expand the information drop-down box, which will contain a brief
description of the report.

View This Report
A report showing a list of users and which web access group they are a member of.

3. Select ‘View This Report'.
4. The report will automatically generate.
5. You can export the report as a PDF or into an Excel Spreadsheet by selecting the respective buttons from the
ribbon toolbar.
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4.5.6 REASON REPORTS

Reason Logging is a cost option feature that allows a user to log the 'reason' they are removing/returning the item at
the system. You can run specific reports of which reasons are most commonly used and which items they are used on.

Reasons Report

Running this report will show what 'reason' was logged against which item and the user who removed/returned the
item, the date & time, system etc.

1. Click the banner named Reasons to expand the Reasons category.

2. Click Reasons Report to expand the information drop-down box, which will contain a brief description of the

report.

View This Report

A report showing all reasons given when an item was released or returned.

3. Select ‘View This Report’.

250812014 11:5:32

29/08/2014 11:35:17
29/0B/2019 09:33:34
29/08/2014 09:27:55
2508/2014 09:27:07
22/08/2014 11:38:00

s S B anets L i royasadis N

meicflctems) O0LOO e (20

4. You can export the report as a PDF or into an Excel Spreadsheet by selecting the respective buttons from the
ribbon toolbar.
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Reasons on Release Chart

This report will graphically display the reason items are removed from the system. This is clearly represented by a pie
chart diagram, which shows the most common uses of the items and the reasons that are logged against them when
they are removed.

1. Click the banner named Reasons to expand the Reasons category.

2. Click Reasons On Release Chart to expand the information drop-down box which will contain a brief
description of the report.

» General

3 Status

» Exceptions
3 Fermissions

3 Regions

Reasons

r Reasons Report

Reasons On Release Chart

View This Chart

A chart and report showing the number of times reasons were given when an item was released over a specific timeframe. This can be
filtered by System, Item Type and kem.

3 Reasons On Return Chart

3 Utilisation

3 Diagnostics

3. Select ‘View This Report’.

You can filter this report by start date, end date, regions, type (item types) and items from the ribbon toolbar.
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Personal Use
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General Maintainance
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Annual Service
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You can export the report as a PDF or into an Excel Spreadsheet by selecting the respective buttons from the ribbon
toolbar.
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Reasons on Return Chart

This report will graphically display the reason items are returned to the system. This is clearly represented by a pie
chart diagram, which shows the most common uses of the items and the reasons that are logged against them when
they are returned.

1. Click the banner named Reasons to expand the Reasons category.

2. Click Reasons On Return Chart to expand the information drop-down box which will contain a brief
description of the report.

» General
3 Status
3 Exceptions
3 Permissions
3 Regions
3 Reasons Report
3 Reasons On Release Chart
View This Chart

A chart and report showing the number of times reasons were given when an item was returned over a specific timeframe. This can be
filtered by system, item type and specific item.

r Utilisation

3 Diagnostics

3. Select ‘View This Report’.

You can filter this report by start date, end date, regions, type (item types) and items from the ribbon toolbar.
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4. You can export the report as a PDF or into an Excel Spreadsheet by selecting the respective buttons from the
ribbon toolbar.
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|4.5.7 REGION REPORTS

Users by Region Report
This report shows a list of regions and which users have access to each region.
1. Click the banner names Regions to expand the Regions category.

2. Click Users by Region Report to expand the information drop-down box, which will contain a brief
description of the report.

View This Roport

A report shawing a list of regions and under each region, who & a member of that ragion.

3. Select ‘View This Report'.
4. The report will automatically generate.
5. You can export the report as a PDF or into an Excel Spreadsheet by selecting the respective buttons from the
ribbon toolbar.
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|4.5.8 UTILISATION REPORTS

Activity Chart
This report/chart shows how many times an item has been removed from the system.
1. Click the banner named Utilisation to expand the category.

2. Click Users by Activity Chart to expand the information drop-down box, which will contain a brief
description of the report.

View This Repost
A report & chart showing how many tmes an fem was taken out of the system.

3. Select ‘View This Report'.
4. The report will automatically generate.

5. You can export the report as a PDF or into an Excel Spreadsheet by selecting the respective buttons from the
ribbon toolbar.
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4.5.9 DIAGNOSTICS REPORTS
The Diagnostics Report comprises of 2 report categories:

e iFob Undetectable Report
e Command List Report

iFob Undetectable Report
This report shows the number of times each iFob/item has gone undetectable in the last 30 days.
1. Click the banner names Diagnostics to expand the Diagnostics category.

2. Click iFob Undetectable Report to expand the information drop-down box, which will contain a brief
description of the report.

. Gereral
’ Statins
’ Exceptiony

» Permissions
’ Regons

’ Llisston

Fob Undetectable Report

vw Tt Report

This report shows $ha number of times sach Fob has gone undatectzble I the last 30 days

’ Commiand Liut Report

3. Select ‘View This Report’.
4. The report will automatically generate.

5. You can export the report as a PDF or into an Excel Spreadsheet by selecting the respective buttons from the
ribbon toolbar.
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Command List Report
This report shows how many times an item has been removed from the system.
1. Click the banner named Diagnostics to expand the Diagnostics category.

2. Click Command List Report to expand the information drop-down box, which will contain a brief description
of the report.

View This Report
This report shows 3 kst of all Commandds

3. Select ‘View This Report'.
4. The report will automatically generate.

5. You can export the report as a PDF or into an Excel Spreadsheet by selecting the respective buttons from the
ribbon toolbar.
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4.6 SOFTWARE SETTINGS

4.6.1 REGIONS

14.6.1.1 REGIONS OVERVIEW

Regions allow for TrakaWEB users to only access or edit the information on Systems, iFobs, Items and Users within
their specified region(s). Multiple Regions provide much increased flexibility for customers with more complex web and
system access requirements. An example of where Multiple Regions maybe necessary, is where an organisation has
many Traka systems spread geographically and each region has one or more TrakaWEB Admin users that are only
responsible for maintaining their own region(s). In addition some organisations may choose to regionalise by

department e.g. Sales, Finance, Engineering, where each department has a TrakaWEB Administrator who can only see
Traka Systems and Users within their department(s).

Below is a graphic representation of how Multiple Regions could be defined.
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4.6.2 REGION VISIBILITY RULES

There are various ‘Region Rules’ that may be used to describe the behaviour of data visibility and data manipulation
within TrakaWEB.

These rules are important due to the way in which Administrators and Data entities such as Item Access Groups may
belong to more than one region. Therefore, the rules have been defined to help describe which users can see what.

So, for example, a user such as an Administrator logging into TrakaWEB must only be able to see Data that relates to
the region(s) that they are a member of.

NOTE: It is worth taking into consideration that a System can only belong to a single Region but an
Administrator, User or Item Access Group etc. can belong on one or multiple Regions.

The rule descriptions are as follows:
e  Wholly Contained Regions
e Partially Contained Regions

e  Multiple Levels of Filtering
e Visible Regardless of Filtering

Wholly Contained Regions:

The *Wholly Contained Regions’ rule describes Data that will only be visible to the Administrator that is logged in, when
both the Administrator and the Data Entities meet the following parameters:

e They are members of the same Region but at the same time
e They are NOT members of other regions that are outside the scope of the logged in Administrators Regions

This will allow an Administrator who is logged in to have overall control of data and prevent anyone else that is not a
member of the same region set from changing it.

The table below is an example of TrakaWEB already setup with 3 Regions. The Regions are named A, B and C. ‘All
Regions’ refers to A, B and C collectively.

Administrator Data Entity

All Regions Region A Region B Region A & B Region A,B& C
(meaning A, B & C)
All Regions Granted Granted Granted Granted Granted

(meaning A, B & C)

Region A & B - Granted Granted Granted -
Region A,B& C Granted Granted Granted Granted Granted

Partially Contained Regions:

The ‘Partially Contained Regions’ rule describes Data that will only be visible to an Administrator that is logged in when
both the Administrator and Data Entities meet the following parameters:

e They are members of the same Region but at the same time
e They are ALSO members of other Regions that are outside the scope of the logged in Administrators Regions

This will allow an Administrator who is logged in to have the ability to only allow them to edit their portion of
particular regional Data. They will be unable to edit Data outside of their region set. Under the ‘Partially Contained

Regions’ rule, common Data spanning multiple Regions will not be editable but may still be editable under the
‘Wholly Contained Regions’ rule.
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The table below is an example of TrakaWEB already setup with 3 Regions. The Regions are named A, B and C. ‘All
Regions’ refers to A, B and C collectively.
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Multiple Levels of Filtering:

Whilst considering regional visibility within TrakaWEB, there are 2 levels of filtering that can be applied to certain
features or areas of the software that meet the following conditions:

e  The regional visibility of the logged in Administrator
e The selected regional visibility of the Data being edited

Consider the following example:

e An Administrator may be creating a User record
e  The Administrator is a member of Regions Default, A & B
e The Administrator places a User into only Region A

This will now affect what access rights the Administrator can grant to the User (from the Item Access tab). This
limits the list to any Item Access Groups that are a member of Region A — under the ‘Partially Contained Regions’
rule, but only allowing Item Access Groups that are a member of Region A only - the *Wholly Contained Regions’
rule.

This is shown below:

(@) | (V) English (UK) Super Admin |Log Off | traka.com
Filter Level 1 traka
User s

® @
‘m

ASSA ABLOY
| o B e | %A
Bl < |58 |5 | )= | =) 50
Edit Customise Expofl |
Details System Access Item Access Region Access ‘eb Access History

All Regions

Administrator can pick
from a list of their Regions J‘

E.g. Default, A& B

Page size: 20 &

Super Admin | Log Off | traka.com

ol

Cudtomy 2 Type

Hi &

Edit

Details System Accpss Reglon Access Web Access History

Item Access Groups

List of Item Access Group is filtered down to
include those that are a member of Region A
groups (Rules #1 & #2) but only those that are
wholly contained (Rule #1) can be selected.

Page 1 of 1 (3 items)

¥ Create Filter

Item Access
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Visible Regardless of Regions:

For the ‘Visible Regardless of Regions’ rule, some features of TrakaWEB software will be accessible to all Administrators
irrespective of Region visibility such as:

. Item Types
e  Software Permissions Groups
e Activity Types

4.6.3 ADDING A NEW REGION

Regions allow TrakaWEB users to see and access only the information from Systems, Items and Users within their
specified region(s). Regions are particularly useful when managing many systems spread across a large area.

1. To add a new region, you will need to navigate to the Regions page. Using the Navigation Toolbar at the
bottom of the page, select Software Settings, then from the mini menu click Regions. This will display the list
of all the current regions within your database.

[ - 5 ® { l =<3l

Export |

Marketing
Research & Development

Page 1 of 1 {2 Rems) 1 Pagesze: | 10
2. Click the Add button.
3. You will then be prompted to enter a region hame e.g. Research & Development.
‘ H ¥ &

Name Research & Development

4. Once you have entered a name, you can click the Save & Return button.

5. You will now be taken back to the region list, which will be populated with the newly added region. To add
more regions simply click the Add button and restart the process from step 1.
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4.6.4 MSME

4.6.5 EDITING A REGION
Editing a region allows you to rename an existing region. To edit a region, you will need to navigate to the Regions
page.

NOTE: Please keep in mind that all the systems, users and groups will stay assigned to the region even
after it has been renamed.

1. Using the Navigation Toolbar at the bottom of the page, select Software Settings, then from the mini menu
click Regions. This will display the list of all the current regions within your database.

| x7
~ -

+ LR

Rogen Search Export

Marketing
Research & Development
Page 1 of 1 {2 Rems) D ] Page size | 10 u

2. Highlight the region you wish to edit and click the Edit button.

3. You will then be able to rename the region. In the example below the Research & Development region has
been renamed to Production.

HIP | HP o
= Svw
Nama Research & W p Name Producton
”’

4. Click the Save button.

5. Select the History tab. You will notice that a full history of changes made to that region is listed here. This
clearly shows that the region has been renamed on the 21/03/13 by Aaron Kennedy and has been changed
from Research & Development to Production.

HP

Setd

Y -

Date Action Field Name User Ofd Vale New Value
21/03/2013 12:23:00 Modified Name A K dy Ry ch & Develop Production
21/03/2013 08:34:36 Modified Name Aaron Kennedy Software & Development Research & Devedopment
21/03/2013 08:33:50 Modified Name Aaron Kennody Research & Development Software & Development

6. Click Save & Return and you will now be taken back to the region list. You will notice that the region you
have just renamed has been updated in the list. To rename more regions, simply click the Edit button and

restart the process from step 1.
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4.6.6 DELETING A REGION
To delete a region, you will need to navigate to the Regions page.

1. Using the Navigation Toolbar at the bottom of the page, select Software Settings, then from the mini menu
click Regions. This will display the list of all the current regions within your database.

5 = b}
o+ || ()
Ragon Seach Export
Marketing
Research & Development
Page 10f 1 {2 Rems) & < 1 . Page size | 10 u

2. Highlight the region you wish to delete and click the Delete button.

3.  You will then be prompted by a message asking if you wish to permanently delete the region, select Delete.

1’1’ Delete Region

Please confirm you want to delete the region

Marketing

4. You will now be taken back to the region list. You will notice that the region you have just deleted is no longer
in the list. To delete more regions, simply restart the process from step 1.

V10.9 29/11/22 uD0018 Page 122 of 452

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



4.7 SOFTWARE PERMISSION GROUPS

Software Permission Groups define what areas of the software users have access to within TrakaWEB. The default
group is the ‘Super Admin’ group, which has full access to TrakaWEB. However, you may want a user to be able to
create and edit another user’s details but not be able to delete them. Alternatively, you may want to grant a manager
access to the Items and iFobs within their group, but not to the rest of the business. Using the expandable list, you

can quickly select what permissions the group does or does not have.
The two subsections below will demonstrate how to create the two examples given.

To assign a software permission group to a user, refer to Permission Groups.

4.7.1 CREATING A NEW SOFTWARE PERMISSIONS GROUP

1. Using the navigation toolbar at the bottom of the page, click Software Settings, then select Software

Permissions Groups.

2. You will now be taken to the Software Permissions Groups landing page. The only Group initially present will

be ‘Super Admin’.

NOTE: By default, the ‘Super Admin’ group will have access to all permissions, which cannot be edited by

another Group.

3. To create a new group, click on the Add button.

o -
l 23| Software Permissions Groups

BRI IRYEE

Customise

+)0 %

m— it

Exbon

Super Admin
Page 1 of 1 (1 items) 1

@ Create Filter

4. You will then be prompted to enter a group name.

H o
Edit

Software Permissions Group JRZIESE

Details

Name: Permissions Group 1
Permissions

Grant All Revoke All

& || All Permissions
& ] web
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5. Under the name field are two expandable tick boxes, one named ‘All Permissions’, and the other named
‘Web’. You can now expand the ‘Web’ list and select which permissions you wish the group to have access to.
For example, you may want any users within this group to be able to create and edit users but never able to
delete them or allow them to edit System admin or System Reports Roles. To do that, simply expand the
‘pages’ tab, and then expand the ‘users’ tab and select Create & Edit. Ensure that the remaining roles remain

unticked as shown in the example below.

[Hieple

Software Per...

Groups

Item Booking
Realtime Activity
Reports

Software Settings

B -

Systems
System Viewer

*

New Permission Group

W Users
v Create
Delete
v Edit

n

Edit Emergency Open Role
Edit Items Admin Role

Edit Super Admin Role
Edit System Admin Role
Edit System Reports Role
Edit User Admin Role

Selecting the ‘All Permissions’ box will allow all permissions to that group.

Bt

Name:

& v All Permissions

Permissions Group 1

=

v

]

)

o

Web

v/| Features

& |v/| Groups
@ |v Item Booking
« Realtime Activity
| Reports
& |V Software Settings
@& |v Systems

@ [/ System Viewer

NOTE: If you select the title of a group of options then all the sub options within that list are also selected.
E.g., iFobs list consists of Edit & Delete. By selecting the header ‘iFobs’, you will activate all the sub

options.

Once the group has been created, you can assign it to a user in Permission Groups.
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| 4.7.2 PERMISSIONS

The following is a list of all the Software Permissions in TrakaWEB.

Software Perms... [z Sl
= v Scheduled Reports

Details I V] create
Name: New Permissions Group |- V] Delete
Permissions = V] Edit

= v Software Settings

& || All Permissions = v Access Schedules
& V] Web | V] create
& | Features L V| Delete
| Full upload -V Edit
|- /] Read Last D ~ || Activity Types
é /| Remote Release & v Fault Definitions
| | To Anonymous User | v| Create
- /] To Any User | (/] Delete
' To Authorised Users - V| Edit
|V Remote User Login & v Ttem Types
= v/ Transfer iFob Ownership |/ Create
f |v! To Any User L /] Delete
\v/! To Authorised Users L /] Edit
& % Options & |V Notifications
L | Event Times Dl
é ' Notifications /| Delete
= v Extended Categories v Edit
/] Advanced & || Reasons
| Software ] Create
|v| Unrestricted Software Item Access L [/ pelete
=) -{ Pages ~ v/ Edit
= v Items
L 7 create ¢ T Rjgl:;te
b belete L V] Delete
- v Edit
é ' Outstanding Faults - e
‘ = /| Software Permissions Groups
] ke LV Create
8 L ER L v! Delete
- |V Clear Faults 2 Edit
- |/ Repair Faults
& [ Pairing = v/ User Fields
v Create > ) e
) Delete = V| User Groups
o Ede | Create
é v IFOb: \ | Delete
L |v Delete - b Edt
| Edit (v} Systems
& V Groups o/ Edit
= v Item Access Groups 9. |«7].System Viewver
] o | iFob Access
v/ Delete v! iFob Events
 Edit v/ iFob trems
/| Edit Everyone Group TR RS
& v Ttem Booking Y
= |v Book For Others = v Users
- | Allow only authorised items to be booked /) Ereete
/| Allow all items to be booked [jibeiete
& v Book For Yourself ! Edit
! Allow only authorised items to be booked /! Edit Emergency Open Role
' Allow all ftems to be booked LEEOERE A e
L [/ Realtime Activity ‘- || Edit Own User Record
& v Reports - || Edit Super Admin Role
= | Filtered Reports - || Edit System Admin Role
V! Create - |v| Edit System Reports Role
| Delete |v/| Edit User Admin Role
- v Edit
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24.7.2.1 PERMISSIONS DETAILS

= v All Permissions

= v Web

All Permissions:

WEB
By default, the *Web’ list will be expanded and will allow you to select which permissions you wish the group to have
access to.

14.7.2.2  FEATURES

= |v Features
v/| Full Upload
v Read Last ID

Features:

Full Upload
Selecting this checkbox will enable a user to perform a full upload of users, iFobs and events to TrakaWEB.

Read Last ID
Selecting this checkbox will read the last card ID presented to a 16bit system within a user record on the Edit User
page.

= ' Remote Release
v/ To Anonymous User
v To Any User
v To Authorised Users

Remote Release:

To Anonymous User
Selecting this checkbox will enable a user to release an iFob/item to a user who is not in the database.

To Any User
Selecting this checkbox will enable a user to release an iFob/item to any user in the database

To Authorised User

Selecting this checkbox will enable a user to only release an iFob/item to a user who has been granted access to that
item.

v/ Remote User Login

Remote User Login
Selecting this checkbox will enable a user to remotely log another user into the system.
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= v Transfer iFob Ownership
| To Any User

| To Authorised Users

Transfer iFob Ownership:

To Any User
Selecting this checkbox will enable a user to transfer ownership of the item(s) in the selected position to any user in
the database whilst the item(s) is/are already out of the system.

To Authorised Users
Selecting this checkbox will enable a user to transfer ownership of the item(s) in the selected position whilst the
item(s) is/are already out of the system, providing the user has been granted access to the item(s).

14.7.2.3 OPTIONS

= |« Options
v Event Times

v/ Notifications

o

= v EBxtended Categories
v/ Advanced
v/ Software
v Unrestricted Software Item Access

Options:

Event Times
Selecting this checkbox will enable a user to view the times at which events occurred.

Notifications
Extended Categories:

Advanced
Selecting this checkbox will enable a user to edit any advanced category related email notifications.

Software
Selecting this checkbox will enable a user to edit any software category related email notifications.

Unrestricted Software Item Access
Selecting this checkbox will enable a user to ‘Edit Own User Record’ when ticked and will enable users to edit their own
software group details. It will also restrict and unrestrict item access in the Item Booking feature.
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14.7.2.4 PAGES

= |V Pages
= v Items
' Create
' Delete
| Edit

Pages

Items:

Create
Selecting this checkbox will enable a user to add new items to the system.

Delete

Selecting this checkbox will enable a user to delete existing items from the system.

Edit
Selecting this checkbox will enable a user to edit existing items in the system.

= | Outstanding Faults

v Create

Outstanding Faults:

Create

Selecting this checkbox will enable a user to create outstanding faults in TrakaWEB.

= v Edit
v/ Clear Faults

/| Repair Faults

Edit:

Clear Faults
Selecting this checkbox will enable a user to clear existing faults in TrakaWEB.

Repair Faults
Selecting this checkbox will enable a user to repair existing faults in TrakaWEB.
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= |v Pairing
v/ Create
| Delete
v/ Edit

Pairing:

Create
Selecting this checkbox will enable a user to create Item or Locker Pairing rule in TrakaWEB.

Delete
Selecting this checkbox will enable a user to delete an existing Item or Locker Pairing rule in TrakaWEB

Edit
Selecting this checkbox will allow a user to edit existing Item or Locker Pairing rules in TrakaWEB.

= || iFobs
| Delete
| Edit
iFobs:
Delete

Selecting this checkbox will enable a user to delete an existing iFob in TrakaWEB.

Edit
Selecting this checkbox will enable a user to edit an existing iFob in TrakaWEB.

= v Groups
= v/ Item Access Groups
v Create
| Delete
v Edit

v Edit Everyone Group
Groups

Item Access Groups:

Create
Selecting this checkbox will enable a user to create Item Access Groups in TrakaWEB.

Delete
Selecting this checkbox will enable a user to delete existing Item Access Groups in TrakaWEB

Edit
Selecting this checkbox will enable a user to edit existing Item Access Groups in TrakaWEB

Edit Everyone Group
Selecting this checkbox will enable a user to edit an Item Access Group if it is set as an Everyone Group in TrakaWEB.

V10.9 29/11/22 ubD0018 Page 129 of 452

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



il
2%

Item Booking

| Book For Others

K]

| Allow only authorised items to be booked
' Allow all items to be booked

v Book For Yourself

i

| Allow only authorised items to be booked
| Allow all items to be booked
Item Booking

Book For Others:
Allow only authorised items to be booked

Selecting this checkbox will enable a user to only book authorised items for others in TrakaWEB.

Allow all items to be booked
Selecting this checkbox will enable a user to book all items in the system for others in TrakWEB even if they have not
been granted access to them.

Book For Yourself:
Allow only authorised items to be booked
Selecting this checkbox will allow users who have been granted access to particular items to be able to take them

during a booking.

Allow all items to be booked
Selecting this checkbox will allow users to take all booked items even if they have not been granted access to them.

NOTE: If Unrestricted Item Access is unticked, the user will only be able to grant items to others that the
booking user has access to.

| Realtime Activity

Realtime Activity:
Selecting this checkbox will allow a user to access the Realtime Activity page in TrakaWEB.
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= |« Reports

= |v| Filtered Reports
v Create
v Delete
« Edit

= | Scheduled Reports
v Create
v| Delete
v Edit

v View Reports
Reports

Filtered Reports:

Create
Selecting this checkbox will enable a user to create Filtered Reports in TrakaWEB.

Delete
Selecting this checkbox will enable a user to delete existing Filtered Reports in TrakaWEB.

Edit
Selecting this checkbox will enable a user to edit existing Filtered Reports in TrakaWEB.

Scheduled Reports:

Create
Selecting this checkbox will enable a user to create Scheduled Reports in TrakaWEB.

Delete
Selecting this checkbox will enable a user to delete existing Scheduled Reports in TrakaWEB.

Edit
Selecting this checkbox will enable a user to edit existing Scheduled Reports in TrakaWEB.

View Reports
This will allow a user to view all available reports in TrakaWEB.

= v Access Schedules
« Create
' Delete
v Edit
| Activity Types
Software Settings

Access Schedules:

Create
Selecting this checkbox will enable a user to create Access Schedules in TrakaWEB.

Delete
Selecting this checkbox will enable a user to delete existing Access Schedules in TrakaWEB.

Edit
Selecting this checkbox will enable a user to edit existing Access Schedules in TrakaWEB.

Activity Types
Selecting this checkbox will enable a user to access the Activity Types page within Software Settings in TrakaWEB.
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= v Fault Definitions
v Create
v Delete

v Edit
Software Settings

Fault Definitions:

Create
Selecting this checkbox will enable a user to create Fault Definitions in TrakaWEB.

Delete
Selecting this checkbox will enable a user to delete existing Fault Definitions in TrakaWEB.

Edit
Selecting this checkbox will enable a user to edit existing Fault Definitions in TrakaWEB.

Activity Types

Selecting this checkbox will enable a user to access the Activity Types page within Software Settings in TrakaWEB.

= v Ttem Types
v Create
v Delete
v Edit

Software Settings
Item Types:

Create
Selecting this checkbox will enable a user to create Item Types in TrakaWEB.

Delete
Selecting this checkbox will enable a user to delete existing Item Types in TrakaWEB.

Edit

Selecting this checkbox will enable a user to edit existing Item Types in TrakaWEB.

= v Notifications
v Create
v/ Delete
v Edit
Software Settings

Notifications:

Create
Selecting this checkbox will enable a user to create Email Notifications in TrakaWEB.

Delete
Selecting this checkbox will enable a user to delete existing Email Notifications in TrakaWEB.

Edit
Selecting this checkbox will enable a user to edit existing Email Notifications in TrakaWEB.
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= |« Reasons
+ Create
v Delete
v Edit

Software Settings
Reasons:

Create
Selecting this checkbox will enable a user to create Reasons in TrakaWEB.

Delete
Selecting this checkbox will enable a user to delete existing Reasons in TrakaWEB.

Edit

Selecting this checkbox will enable a user to edit existing Reasons in TrakaWEB.

= | Regions
v| Create
| Delete

v Edit

Software Settings
Regions:

Create
Selecting this checkbox will enable a user to create Regions in TrakaWEB.

Delete
Selecting this checkbox will enable a user to delete existing Regions in TrakaWEB.

Edit

Selecting this checkbox will enable a user to edit existing Regions in TrakaWEB.

= v Software Permissions Groups
v’ Create
| Delete

| Edit

Software Settings
Software Permissions Groups:

Create
Selecting this checkbox will enable a user to create Software Permissions Groups in TrakaWEB.

Delete

Selecting this checkbox will enable a user to delete existing Software Permissions Groups in TrakaWEB.

Edit

Selecting this checkbox will enable a user to edit existing Software Permissions Groups in TrakaWEB.

NOTE: The ‘Edit Own User Record’ option is greyed out when Unrestricted Software Item Access is
unticked. This means that members of that Group will not be able to edit their own Software Group

details. Therefore, they will not be able to upgrade the group to Full Admin access. For more information,
please refer to UD0260 - TrakaWEB Version 4 User Guide.
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= |« User Fields

V| Edit

Software Settings
User Fields:

Edit
Selecting this checkbox will enable a user to edit the user details on the User Fields Page in TrakaWEB.

= v User Groups
+ Create
' Delete
v Edit
Software Settings

User Groups:

Create
Selecting this checkbox will enable a user to create User Groups in TrakaWEB.

Delete
Selecting this checkbox will enable a user to delete existing User Groups in TrakaWEB.

Edit
Selecting this checkbox will enable a user to edit existing User Groups in TrakaWEB.

= v Systems
' Edit
Systems:

Edit
Selecting this checkbox will enable a user to edit existing Systems in TrakaWEB.

&= vl System Viewer
| iFob Access

iFob Events

'

' iFob tems
« Ttem Events
v

System Events

System Viewer:

iFob Access
Selecting this checkbox will enable a user to view the iFob Access panel on the System Viewer page in TrakaWEB.

iFob Events
Selecting this checkbox will enable a user to view the iFob Activity panel on the System Viewer page in TrakaWEB.

iFob Items
Selecting this checkbox will enable a user to view the Item Activity panel on the System Viewer page in TrakaWEB.

Item Events
Selecting this checkbox will enable a user to view the Items panel on the System Viewer page in TrakaWEB.

System Events
Selecting this checkbox will enable a user to view the System Activity panel on the System Viewer page in TrakaWEB.
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= v Users
v’ Create
Delete
Edit
Edit Emergency Open Role
Edit Items Admin Role
Edit Own User Record
Edit Super Admin Role
Edit System Admin Role

Edit System Reports Role

RS ISSES NS

Edit User Admin Role

NOTE:
The ‘Edit’ option must be checked for a user to be able edit other user credentials and roles in TrakaWEB.
A user cannot edit users in Software Permissions Groups that have higher permissions than themselves.

The ‘Edit Own User Record’ option is greyed out when Unrestricted Software Item Access is unticked. This
means that members of that Group will not be able to edit their own Software Group details.

Users:

Create
Selecting this checkbox will enable a user to create/add users to the system.

Delete
Selecting this checkbox will enable a user to delete existing users from the database.

Edit
Selecting this checkbox will enable a user to edit existing users on the database.

Edit Emergency Open Role
Selecting this checkbox will enable the user to grant other users with the Emergency Open role in TrakaWEB.

Edit Items Admin Role
Selecting this checkbox will enable the user to grant other users with the Items Admin role.

Edit Own User Record
Selecting this checkbox will enable a user to edit their own user record.

Edit Super Admin Role
Selecting this checkbox will enable a user grant other users with the Super Admin role.

Edit System Admin Role
Selecting this checkbox will enable a user to grant other users with the System Admin role.

Edit System Reports Role
Selecting this checkbox will enable a user to grant other users with the System Reports role.

Edit User Admin Role
Selecting this checkbox will enable a user to grant others with the User Admin role.
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4.7.3 CREATING A RESTRICTED ADMIN ACCESS GROUP

Occasionally, you may want to grant a group with limited Admin rights. For example, you may want a Manager to be
able to administrate the Items, iFobs and Groups within their department, but not have access to the assets outside of
their department.

This however is not related to the functionality of Regions whereby an Administrator may only edit users that have the
same or lower region set as the user they are editing. For more information on the rules applicable to Regions, please
refer to the Regions section.

NOTE: This feature is only available in TrakaWEB 3.7.0 and above.
NOTE: A member of a restricted admin group cannot edit their own group, or the Super Admin group.

1. Using the Navigation Toolbar at the bottom of the page, click Software Settings, then select Software
Permissions Groups.

2. To create a new group, click on the Add button.

L o P JESIE G IR T Yl

Edit Customise Export

Permissions Group 1
Super Admin

Page 1 of 1 (2 items) 1

¥ Create Filter

3.  You will then be prompted to enter a group name.

wa .Sl s
Hirio
Edit
Software Permissions Group History
Details
Name: Area One Admin

Permissions
= [_| All Permissions
@ [ ] web
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4. Under the name field are two expandable tick boxes, one named ‘All Permissions’, and the other named ‘Web’.
You can now expand the ‘Web’ list and select which permissions you wish the Group to have access.

‘H H o

Name: Area One Admin

= @ All Permissions

- @ Web

“ Features
= Options

Event Times

Notifications

Unrestricted Software Item Access I
Pages

B (B i B

v Items

v| iFobs

2

Groups

3

@

v
v Item Booking
v Realtime Activity
v Reports
) Software Settings
Systems
- System Viewer
= W Users
v Create
v| Delete
v Edit
v

Edit Emergency Open Role

AN

Edit System Admin Role
v| Edit System Reports Role

NOTE: The ‘Edit Own User Record’ option is greyed out when Unrestricted Software Item Access is
unticked. This means that members of that Group will not be able to edit their own Software Group
details. Therefore, they will not be able to upgrade the group to Full Admin access.

NOTE: If a restricted admin creates a new Item Access Group, the admin user will be automatically
added to that Group, so that they are able to perform administration to it.

Once the group has been created, you can assign it to a user in Permission Groups.
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4,7.4 RESTRICTIONS APPLIED TO UNRESTRICTED SOFTWARE ITEM ACCESS

Once the restricted admin user logs into Traka Web, they will notice that when they attempt to edit an Item, iFob
or Item Access Group, anything that they do not have admin rights to, will be greyed out and not available to edit.

traka
‘* Items
ASSA ABLOY
lﬂ!:ﬁl@lii‘@@@mhﬂl@www |[Quoes _ |Oues) ‘
\ | Customise. [N T (RS — ...} e
System ~ (v) Pos. Detai 1 : V) Detal3 (V) Detatd (v) 2% status () Who
15/01/2020 10:34:37.
15/01/2020 09:37:38
5~Wiy:Loc. 4 W Transporter | IFOBL Diesel Siver In System | Unknown User | 15/01/2020 09: 37 39
5-Way_Loc s | ww Transporter | IFOB2 Diesel Siver In System | Traka Admn | 15/01/2020 10:34:47
< >
Page1of1 (Szems) A Q1O page sze:[20 [

¥ Create Fiter

Items

l iFobs

I El' \|I©; ‘;”DD[_mﬁ © (Al Regions) — l@(AuSvﬁems) - |

System = (V) Pos, +

SWay_Loc.. Office Safe Ground Main Office

Ohéy Buckigpanehke In System Traka Admin 15/01/2020 10:34:37
Office Supplies Cupboard
S-Way_Loc.. Ground Main Office Olney In System Unknown User 15/01/2020 09:37:38
Buckinghamshire
iR v v
S-Way_Loc Ground Main Office Olney In System Traka Admin 15/01/2020 10:34:43
Buckinghamshre
O |@ | swaylec. 4 | VW Transporter IFOB1 Siver | In System Unknown User 15/01/2020 09:37:39
O @ |swaylec S | VW Transporter IFOB2 Siver | In System Traka Admin 15/01/2020 10:34:47
Page1of1(Stems) DB 1O page sze: (20 [
¥ Create Fiter
iFobs
traka
[h] Item Access Groups )
ASSA ABLOY
-J"J
Page1of1(2kems) IG 1 O page sz:[20 |l ﬂ
¥ Create Fiter
Item Access Groups
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A further security protocol set in place is that if a user is assigned to the Restricted Admin Access Group, and has been
granted ‘Software Permissions Groups’ access, they will only be able to create a group with the same access level, or
lower than their own. Any options that they do not have access to themselves, will be greyed out and will not be
selectable.

‘H H'u"

Software Permissions Group

Details

Name: Area Two Admin

Permissions

i ]

(-1
= Items
Create
Delete
Edit
& | | Outstanding Faults
= iFobs
Delete
Edit
= Groups
- Item Access Groups
Item Booking

£ Book For Others
Book For Yourself
Realtime Activity
Reports
Software Settings

- Access Schedules
Activity Types
& Fault Definitions

© Item Types

& Notifications
& Reasons
+ Regions
- Software Permissions Groups
£ User Fields
-
-
Create
Delete
Edit

Edit Emergency Open Role

Edit System Admin Role
Edit System Reports Role
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4.8 IFOBS

4.8.1 IFOB LIST

NOTE: If your system is an RFID Locker System, it will not contain iFobs. However, this section will still be
relevant and the term ‘iFob’ will be referring to the '‘RFID Tag’ in a Locker System.

From the Navigation Toolbar at the bottom of the screen click the iFob icon. You will then be taken to the iFob list. All
the iFobs in your Traka Touch system will automatically synchronise when you log into TrakaWEB (providing you enabled
communications from your Traka Touch system). The list shows all the iFobs that are currently in your Traka Touch
system, their current status & various definable detail columns. To only view the iFob from a specific region or system
you must select the appropriate filter from the Ribbon Toolbar.

| i_ (%) Teaka pic (V) Ground Floot
iFe

(E2 RN I 3 Yl

) agon Systen

Drag a column header here to group by that column

v

| 22/03/2013 09:18:55

Mechanical
v Ground Floor 2 Engineering ,Research In System Asron Kennedy 21/03/2013 14:58:06
& Development
] Ground Floor 3  ford ranst In System Aaron Kennedy 18/03/2013 17:03:57
) Ground Foor B In System 14/03/2013 14:06:31
- Ground Floor S In System Asron Kennedy 20/03/2013 10:56:02
~ Ground Floor 6 In System 14/03/2013 14:06:32
=) Ground Floor 7 Waly In System 14/03/2013 14:06:32
- Ground Floor 8 In System 14/03/2013 14:06:33
) Ground Floor 9 In System 14/03/2013 14:06:33
<9 Ground Floor 10 In System 14/03/2013 14:06:33
v : © © U -

Region & System Filter

When looking at the iFob list you can filter which iFobs you wish to view by defining the Region the system belongs to,
and the system the iFob belongs to. Clicking the small arrow button next to each field will show you a list of selectable
systems & regions (providing that your database has more than one region and system). For more information, see the
Regions and Systems topics.

Sync Column

The status of the iFob is defined by a graphic next to the iFob description. If the status image is green then all events
from the iFob are up-to-date and have been read back to TrakaWEB. If the events from the iFob have not been read
back from the Traka Touch system then the image will turn red.

Show/Hide Grid Columns
Throughout TrakaWEB, there are many grids that display important information for the page you are currently viewing.
For example, the Users page has the Users List Grid, which displays all of the users within the database. The Show/Hide

Grid Columns button allows you to add or remove fields/columns of your choice to the grid. Every grid is different and
will provide additional fields. The User list will allow you to add any or all of the eleven user detail fields.
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4.8.2 IFOB DETAILS

NOTE: If your system is an RFID Locker System, it will not contain iFobs. However, this section will still be
relevant and the term ‘iFob’ will be referring to the ‘RFID Tag’ in a Locker System.

The details tab displays a range of information for the selected iFob, including the iFob description and the system the
iFob belongs to. These are listed in more detail below.

Reception
1
Reception
1
In System

E94862050000

7

Aston Martin Keys

Tag No. 2

Authorisers: 1 E

System

System
Displays the name of the system the iFob belongs to.

Position
Displays the position in which the iFob is located in the system.

Status
This field will show the status of the iFob e.g. Out of the System.

Details

Manual Description

Check this box to enable the description field below. If this box is unchecked then the description from an assigned
item to that iFob can be used. Refer to ‘iFob Description Order’ in the Adding New Item Types section for more
information.

Description
Here you can view the iFob description. This can be automatically generated by the item details, or you can change
the description by checking the Manual Description tick box above and entering manually.

System Access

Tag No
This section allows you to enter a tag number for the iFob position.

Authorisers

From this drop down selection box, you can choose how many users are required to authorise the release of this
iFob/item.
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Features
The features tab allows you to switch any pre-enabled options on or off. From here, you can also set item curfews.

For more information on Features, please refer to the Feature Options sections of this document.

Curfew Value

Curfew Type
Curfews are a non-cost option built into TrakaWEB and are used to reduce the amount of time an item is out of the

system, or how long a user can have an item in their possession. Please view the Curfew Topic for more details.
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Items
The items tab has information on the items attached to the iFob, the system the item belongs to, and the serial number

of the iFob the item is assigned to etc. You can delete the item from the iFob by clicking Delete or edit the item by
clicking Edit. To create a new item you can simply click New Item.

NI -

Cetais Featres lems FOD Acress sty
System
System THC22120
Position 1
Status In System
Serial Number 31250050000
Key
Nevw em
Eot | Research & ™Moo 1 In 0 Research & Duncan GBAIDZ20

Delets  Development

iFob Access

This tab shows a list of users who currently have access to the selected iFob.

Senior Software
Developer
Duncan Winner Technical Director
Aaron Kennedy ;&m akStraka.com
Pagetofi(3eems) €9 © 1 © © Page see 10 -
History

The History tab will show you a record of when the item was added, who by, what the name of the item is and if it has
been changed.

|iﬂ; W s.eij
< b P—

Cetails Feanros ttams Fob Access

Date Action Field Nome  User Oid Value New Valoe
23/04/2013 Super Motorola,Research &
16:44:00 Modified  Description Adenin Development Research & Development
22/04/2013 Super dedgndgn,Research &
09:35:12 Modffied  Description Adenin Development Motorola,Research & Development
22/04/2013 Super Aadandan B h 2 Daval
b Modffied | Descripton - Pt - gndg ch & 9
18/03/2013 Super Mechanical Engineering Research &
09:10:56 Modffied ' Description denin (Research & Development Development
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4.9 SYSTEMS

|4.9.1 SYSTEMS

From here, you can view or edit the systems you currently have in the database.

(R0 Y EREINE G Tk B S
J__sreen Sumones.

‘,n'j' x !
L& &

Eport

System Serial Number P Address Region
Ground Floor TRC12345 10.0.1.101 Traka ple
Reception TKC20004 10.0.1.157 Default
System 1 TKC1 0.0.0.0 Default
System 10 TKC10 0.0.0.0 Default
System 100 TKC100 0.0.0.0 Default
System 101 TXC101 0.0.0.0 Default
System 102 TKC102 0.0.0.0 Default
System 103 TKC103 0.0.0.0 Default
Systemn 104 TKC104 0.0.0.0 Default
System 105 TKC105 0.0.0.0 Default
Page 1 of 21 (204 Lems) D O 1 2 31 ¢ & A o o Page sae 10 n

Show/Hide Grid Columns
Throughout TrakaWEB, there are many grids that display important information for the page you are currently viewing.
For example, the Users’ page has the Users’ List Grid, which displays all of the users within the database. The Show/Hide

Grid Columns button allows you to add or remove fields/columns of your choice to the grid. Every grid is different and
will give different fields to add to the grid. The User list will allow you to add any or all of the eleven user detail fields.
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4.9.2 EDITING A SYSTEM

1. From the Navigation Toolbar, select the Systems icon.

2. You will then be taken to the Systems page. Select the system you wish to change and click the Edit button.

Serial Number IP Address
Production ‘ TKC23250 192.168.0.250
Main Office TKC21689 192.168.0.200

Reception TKC23135 | 192.168.0.150

<

Page 1 of 1 (3items) 0 (4 >

\ 77

& Create Filter

3. The Edit System page allows you to change the name of the system it belongs to.

E Edit System - Reception

22

Edit 1S
o
Details
Title: Reception
Region: Default

4. Once the change has been made, click the Save and Return button to be taken back to the systems list.
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4.10 REALTIME ACTIVITY

The Realtime Activity Grid allows you to view up to 24 hours’ worth of activities and alarms that transpire at the Traka
Touch system. From here, you can view who triggered the activity, the date and time it occurred, the system the activity
took place, the position in the system the activity affected (if any) etc.

You cannot remove any activities from this grid manually and after 24 hours the list will update and show the most
recent activities. You can view the history of activities that took place by running a General > Activity Report.

The customise tools in the ribbon toolbar will allow you to search the grid for information, add columns to the grid and
create, edit and delete layouts. Please review the ribbon toolbar topic for more details.

Q Reattime Activity

l_, | | il -f-{ -’1 ‘x e -’“ "’.' i‘f"}&-(ﬁ.-w Cloared Alwms l
Tock Caaomes £t Chaed Mg

When ~ Sptem  (v) Podton #cb Descptin 2ctivty who 2arrm Chaseod
10/06/2014 10:51:49 TKC22120 0 Door Gosed Axon Kennady

10/06/2014 10:51:498 TRC2120 S Itern Rernoved Axon Kernedy

10/06/2014 10:51:45 TRC22120 9 Itern Raturned AN on Kennedy

10/06/2014 10:51:44 TKC22120 9 Itern Removed Axon Kernedy

10/06/2014 10:51:39 THC22120 9 item Raturned Axon Kennedy

10/06/2014 10:51:37 ™C2120 9 Itern Removed Axon Kennody

10/06/2014 10:51:32 TRC22120 10 Item Remaved Axon Kennedy

10/06/2014 10:51:2% T®C22120 0 Door Opened Axon Kernady

10062014 10:51:10 ™C22120 0 Dooe Gosad Axon Keonedy

10/06/2014 10:51:09 TRC22120 4 itern Removed Axon Kennady

10/06/2014 10:51:06 TR (22120 3 Itern Rernoved Axon Kernedy

10/06/2014 10:51:03 TXC22120 2 tem Removed Aon Keooady

10/06/2014 16:50:9¢ TRC2120 1 Itern Rermoved Axon Kernedy

10/06/2014 10:50:50 THC22120 0 Door Openad Axon Kennedy

10/06/2014 000003 THC22120 0 oidionty b

Page 1 of 1 (19 tems) BYIODO Page we 120 B

To view the full list of activities, select the Software Settings button from the Navigation Toolbar and click the Activity
Types button as shown below.
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This will display all the activity types that exist within the Traka Touch system.

kolii"ﬁ-ili“i 02|

anm -
Actmty = fadume Actwty Al Actity Actmity Colour

Ak Access C C | TN

admin Cveende of Emoty Siot I @ 2 Wooxcer @
Adimin Oveende of Undetectabla Fob ~ “i W #5000 §

Al Items Retumed in Survedance Mods & v [Tereeeer ©

Agp Closed i ¥ Wsrooo B

App Stato & “ [Terrrrs ©
Appkcation Upgrada Comgleted ¥ & [Cererre B
Appheation Upgrade Faded v i W0 B
Appbcation Upgrada Requasted i v [Hercco0 B
Authortsation Approved v o [lerrre B
Buthorisation Cancelied ~ ~ [Tewre W
Authoriation Denied vl ~ [Tesereee B
Battory Critcdl i i Wsresco B

Battery Low i “ [Terrccon B

Battery OK ¥ (8 [Joreeree §d
Battery/Alarm Panel Clased ~ wi Wsrocc0 B
Battery/alam Pansl Opan “ v | [l |

CAN Device Redetectablo “ 0 [Cewrrs B

CAN Device Undatectabie ~ & Mmoo B
Command Nat Recogrised vl v [Toeeeer ©
Paelofe(11omems) P 123156600 pagee: 20 B

The column to the right of the activity name is the Realtime Activity check box. When ticked, the corresponding activity
will appear in the activity grid when triggered at the Traka Touch system.

[l EEER

Espiet

Actmty = fiagume Actwty Alamm ACtinty Actmity Colour

Adimin Access 2 . y

Creating Alarms
Activities can be turned into alarms by checking the Alarm Activity box. This will allow you to assign a colour to the

activity via the colour column. Simply select a colour from the drop down selection box, or enter a hexadecimal value
of your choice to achieve the exact colour required.

\ii\-ﬁiii%

Actmty = fagume Actiwty Alam Actity Actmity Colonx

Adimin Access v v o

When the activity is triggered at the system, it will appear in the activity grid as an alarm. The alarm will be highlighted
with the colour you assigned to it.

(;_1 1 ii | ﬁ - 3 ’( 9] @Exclude Cleaced Alarns
S m Clnared plprma
* System v Postion  Fob Descrption Actwity YWho Alsm Caxed
u
10/06/2014 10:51:49 THC22120 0 Door Gosad Axon Kernedy
10/06/2014 10:51:48 THCZ2120 9 [tem Remaoved Aaxron Kernedy
10/06/2014 10:51:45 THC22120 e Itam Returned Aaron Kernady
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Clearing Alarms
To clear an alarm from the grid, simply click the alarm cleared check box. If you have multiple alarms listed in the grid,
you can select the clear all alarms button (shown below) from the ribbon toolbar.

A

You can view all the alarms you have cleared by selecting 'Include Cleared Alarms' from the drop down selection box on
the ribbon toolbar. The alarms will still be marked as cleared but they will now be visible again on the activity grid.

"" J S0 H TR w n' l:.iuje‘ile.;-:lo.::vms
—— T excude Cloared Alarms

Alarms that have been cleared can be viewed in the Exception > Alarms Report.
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4.11 AUTHORISER

Authoriser is a standard option within TrakaWEB and Traka Touch. It can be assigned to a User in a situation where an
elevated level of security is required. When a User requests a specific Item/iFob from the system, another User with the
Authoriser role will also be required to access the system with their ID prior to the Item/iFob being released. Authorisation

is applied to items or iFobs and up to three Authorisers may be assigned per Item/iFob.

There is also an option whereby a user with the Authoriser role must be in a different User Group to the person requesting
the Item/iFob but will not be permitted to remove an item themselves. Whilst setting up a User with the Authoriser role,
they can be assigned with an override option. This will enable them to remove specific Items/iFobs without requiring

Authorisation for themselves.

NOTE: A system with non-locking receptor strips will release an item without prompting authorisation.

The Authoriser role can also be setup within Traka Touch. For more information on the Traka Touch process for

Authorisation, please refer to UD0011 - Traka Touch User Guide.

4.11.1 ASSIGNING A USER WITH THE AUTHORISER ROLE

1. Access the User list by selecting the User icon from the Navigation toolbar.

If you already have users set up in your Traka Touch system, then this list will be populated with all of those users along
with all the other users in the database. If you have not added any users to your system, you will need to Add Users.

2. Select a User to edit and then navigate to the System Access tab.

The option for assigning a user with the Authoriser role is located on the System Access Grid.

3. Click in the Authoriser check box to assign the selected user as an Authoriser.

Details Item Access Region
User
Forename: Authoriser
Surname: User 1
Display Name Override:
Display Name: Authoriser User 1
Details
Language: System Default
Staff Number:

Page 1 of 1 (1 items)

9 Cre ilter

System Default

1

[~ | vl O

None

Page size:

20 K

4. If the selected User is also to have the Authoriser Override role, click in the Auth. Override check box.

0

Page 1 of 1 (1 items)

¥ Create Filter

V10.9 29/11/22

System Default

1

[~ ] ( v )

uD0018

None

Page size:
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5. Once completed, click Save & Return.

4.11.2 SELECTING ITEMS THAT REQUIRE AUTHORISERS

1. Select the iFob icon from the Navigation Toolbar.

2. Double click to select an iFob from the list.

Region
v St v
In System
In System
In System
In System
In System

In System

In System 0
27/01/2020 08:36:46
27/01/2020 08:36:47
27/01/2020 08:36:47

In System
In System

In System

gesae: 20 [

You will now be taken to the Edit iFobs page.
3. From the Edit iFob Details page, select the Features tab and then expand the Item Authorisation panel.

H ¥

Edit

Details  WEEEDE  Ttems iFob Access  History

Authorisation required upon removal: | None v
Authorisation required after retun: | None v
Authorisers must be from different groups

Authoriser must be granted access to this iFob

v Curfew

You will notice two drop-down boxes. One for Authorisation required upon removal and one for Authorisation
required after return.

4, Select the Authorisation required upon removal drop-down and assign the required number of Authorisers.

B

Edit

Details Items iFob Access History

Item Authorisation

Authorisation required upon removal: |None M

Authorisation required after return: | None

Authorisers must be from different gr

Authoriser must be granted access to | 2 Authorisers

* Curfew

5. Select the Authorisation required after return drop-down and assign the required number of Authorisers.
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P
Edit
Details ttems | [‘iFob Access | [ History

Item Authorisation

Authorisation required upon removal: | 1 authoriser [~]

Authorisation required after return:  None

Authorisers must be from different grd None
Authoriser must be granted access to | C——

2 Authorisers
» Curfew
3 Authorisers

The Authorisers must be from different groups checkbox will remain unticked as it only applies to Authorisers
from different groups and so is not required for standard Authorisation.

FPlo

Edit

Details Ttems | iFobAccess | History

Authorisation required upon removal: None v
Authorisation required after retum:  None v

Authorisers must be from different groups -
Authoriser must be granted access to this iFob

¥ Curfew

Another check box is also available; Authoriser must be granted access to this iFob.

\ﬂll@i’ \@?!
Edit
Details Ttems | iFobAccess | History

Item Authorisation

Authorisation required upon removal: None v

Authorisation required after retum: None V—

Authoriser must be granted access to this iFob

¥ Curfew

With this check box ticked, Authorisers can only grant authorisation on iFobs that they have access to.

6. Once complete, click on Save & Return.

4.11.3 TAKING ITEMS/IFOBS

A user may access the system using their Keypad ID, Swipe Card or Fingerprint to remove an Item. However, if the
Item they wish to take requires Authorisation, a message will request that they ask an Authoriser to access the system
first.

; traka
ey
ASSA ABLOY

¢ Pos 1:

Item 1 requires authorisation,
Please ask authoriser 1 of 1 to swipe their Card or
enter their Keypad ID.

a\l-hn—t
S (0 N
L © o | W

Cancel
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NOTE: If the user has the Auth. Override enabled, they will be able to remove any Items/iFobs that have
been assigned the Authoriser requirement.

For more information on the Traka Touch procedures for removing Items/iFobs, please refer to UD0O011 - Traka
Touch User Guide.

4.12 AUTHORISER FROM A DIFFERENT GROUP ON REMOVAL & RETURN

In certain work environments, particularly Casinos, a rule maybe enforced that requires the Authoriser be from
another department or ‘User Group’.

As TrakaWEB will be required for associating a User to a User Group, this option will not be available for standalone
systems.

Clicking a check box will enable Authorisers from different groups. This will not be available if the Traka Touch App
version does not support this functionality.

This option is compatible with FRSS & RRSS Key Cabinets and RFID Locker Systems.

4,12.1 ENABLING THE OPTION

1. From the iFob screen, select the Item/iFob to which you wish to apply the authorisation.

=i x" IRAE IR “?” X3 | ©) (i Regions; ) (A Systems)

LI 2L S L O L O O

2. From the Edit iFob Details page, select the Features tab and then expand the Item Authorisation panel.

H H\ ‘@‘\
Edit

Details Ttems iFob Access History
Item Authorsation

Authorisation required upon removal: None -

Authorisation required after return: None v
Authorisers must be from different groups
Authoriser must be granted access to this iFob

¥ Curfew

You will notice two drop-down boxes. One for Authorisation required upon removal and one for Authorisation
required after return.

3. Select the Authorisation required upon removal drop-down and assign the required number of Authorisers.

I

Edit

Details Items iFob Access History

Authorisation required upon removal: None ‘_\:1

Authorisation required after return: [ None

Authorisers must be from different gr

Authoriser must be granted access to | 2 Authorisers

| 3 Authorisers
» Curfew = — -
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6. Select the Authorisation required after return drop-down and assign the required number of Authorisers.

pﬁ kPl
Edit

Details Items iFob Access  History

Authorisation required upon removal: ' 1 Aythoriser vj
Authorisation required after return:  None
Authorisers must be from different gr None’ :

Authoriser must be granted access to

» Curfew

2 Authorisers
3 Authorisers

After selection, the checkbox for Authorisers must be from different groups will now be available. Place a tick in
the box.

Hirlo

Edit

Details Ttems | | iFob Access | | History

Item Authonsation

Authorisation required upon removal: | 1 Authoriser v

Authorisation required after return: |4 authoriser

Authorisers must be from different groups
Authoriser must be granted access to this iFob

» Curfew

NOTE: It is important that this check box is ticked; otherwise, the functionality will not be available for
authorisers from different groups.

Another check box is also available; Authoriser must be granted access to this iFob.

Hiro

Edit

Details Items iFob Access | History

Item Authonsation

Authorisation required upon removal: | 1 Authoriser V)
Authorisation required after return: |4 authoriser v
Authorisers must be from different aroups

Authoriser must be granted access to this iFob

» Curfew

With this check box ticked, Authorisers can only grant authorisation on iFobs that they have access to.

7. Once complete, click on Save & Return.
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4.12.2 CREATING USER GROUPS

The next stage in the process of enabling an authoriser from a different group is to create a new User Group for users
and Authorisers.

1. From Software Settings on the Navigation Toolbar, select the User Groups icon.

2. At the User Groups page, click on the Create button to create a new group.

009
'&. User Groups

[+ ]2 %¢ <[z == DOREE

Edit Customise Export

User Group Name

No data to paginate

@ Create Filter

3. At the next page, you will be required to enter a name for the new group.

.’,&.’. Create New User Group
Hrlo|

Edit

Details

User Group: I Group 1 I

4. Once completed, click on Save & Return and you will see the new group on the User Groups page.

NOTE: You must create at least two groups as depending on how many Authorisers are required, they
must each be in a different group to the user requiring the Item/iFob.
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4.12.3 EDITING USER GROUPS
Should you need to change the name of an existing User Group, it can be edited.

1. Select User Groups from Software Settings on the Navigation Toolbar.

2. Select the group to edit and then click on the Edit button.

GEXCEEEY

Export

User Group Name

Group 2

Page1of1(2items) €9 €9 1 & &2
@ Create Filter

3. Edit the name of the User Group and then click on Save & Return.

.’,& Edit User Group Group 1

-

User Group: Group 1

&

4,12.4 DELETING A USER GROUP
Providing there are no Users assigned to it, the group may be deleted if it is no longer required.

1. Select User Groups from Software Settings on the Navigation Toolbar.

2. Select the User Group to delete and then click on the Delete button.

E%@@ 1% %

Customise Export

User Group Name

Group 2

Page 1 of 1 (2 items) €9 €9 1

£

@ Create Filter
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You will then be required to confirm that you wish to delete the selected group. Selecting the Delete button will
remove it and selecting Back to List will return to the list of User Groups.

8 Delete User Group

Are you sure you want to delete the selected user group?
Group 1

4.12.5 ASSIGNING USERS TO USER GROUPS

After the required User Groups have been created, you can then assign Users to them. In the following example, two
Groups have been created. One group for the User taking the taking the Item/iFob and a second group for the Authoriser.
Selecting None will prevent the user from accessing any items that require authorisation.

1. From the Users list, double click on a User to edit them.
2. From the System Access tab, locate the Authoriser Group dropdown menu.
3. From the dropdown menu, select a User Group to assign the selected User.

Active: 4
Start Date: 127/01/2020 00:00:00 ||
Expiry Date: 127/01/2050 00:00:00 |§d
Permit Expiry Date: \'27/01/2050 i
Authoriser Group: Group 1 n1
None
Group 1
Group 2

4. Repeat the above process to assign the authoriser to a different User Group.
5. Once completed, click on Save & Return.

4.12.6 REMOVING & RETURNING ITEMS

NOTE: The user must be assigned to a User Group or they will not be able to remove or return items that
require authorisation.

NOTE: The Authoriser must be assigned to a User Group or they will not be able to provide the required
assistance to release or return an Item/iFob.

For more information on Using Traka Touch with Authoriser from a Different Group, please refer to UD0011 —
Traka Touch User Guide.

V10.9 29/11/22 uD0018 Page 156 of 452

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



4.12.7 AUTHORISER GROUP COLUMN

An additional column may be added to the User page. This will enable you to view which users are in which group. For
clarity, this column may also be filtered if there are many users on the system.

1. Navigate to the Users page and select Show/Hide Grid Columns from the ribbon toolbar.

B

() Default
Re_gi(

2. From the Column Chooser, click and drag the Authoriser Group option to a position on the grid.
LA IR AL L Yl
< Edit | Customise _ Export

Column Chooser Display Name (v) élrl;i::rser ~(©
Sync  Disple v

TrakaUser 1§ Group 1
Authoriser Group v) a ° ! 2
O d o @  Authoriser 1 | Group 1 2345
] ) Autho V) O @  Authoriser 2 ‘ Group 2 3456
T u] @  TrakaUser2 | Group 2 5676
= = e = S ‘ el =
I
a @ Autho O @ | Authorier3 | Group 3 3456
Tr: Forename |
u s ! ok _® [m] @  Authoriser 4 | Group 4 4567
O ‘ Traka eseee—esseswes—— o @ | TrokaUser4 Group 4 6543
T m @ TrakaUsers None 1324

The Authoriser Group Column will display all the available User Groups and the users that are associated with them.
Using the down arrow at the top of the column it is possible to filter which users are associated with individual User
Groups.

EAOSOREER

Authoriser @

Sync Display Name (Vv S

Number

™ ] Traka User 1 Group 1
O & | Authoriser 1 Group 1

<
Page1of1 (2tems) €2 @1 £ £

[ @ [Authoriser Group] Equals 'Group 1'

By selecting the ‘eye’ icon on the ribbon toolbar, the user groups may also be grouped. This way, you can expand the

group list and view the user details for the Authoriser Group.
O B e CEORCENE

Authorser | ()
Drag a coumn header here to group by that column Group: -

Authoriser Oy Staff

v
Sync Display Name (v, ) N i el
0 Group Number 0 Sync Dsplay Name (v Kimber V) Job)
‘ Al Al | I || I— |
Traka User 1 5678 T

Expart

S8

@Defaul:

O o Group 1 =] Authoriser Group: Group 1
Ll &  Authoriser 1 Group 1 2345 C O &  TrakaUser1 5678 Trak
1 | @  Authoriser 2 Group 2 3456 f ] @ Authoriser 1 2345 Offic

1 ] Authoriser Group: Group 2
O &  TrakaUser2 Group 2 5678 T R Ao Gos oo
O @  TrakaUser3 Group 3 5432 [ Authoriser Group: Group 4

1 Authoriser Group: None
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4.12.8 SOFTWARE PERMISSIONS

A Software Permissions category is provided within Software Permission Groups with Create, Edit and Delete

permissions.

1. From Software Settings on the Navigation Toolbar, Select the Software Permissions Groups icon.

2. From within the Software Settings tree, locate User Groups. From here, you can allocate the Create, Delete

and Edit permissions.

Reports

= W Software Settings

&

8@

I

Access Schedules

Activity Types

Fault Definitions

Item Types

Notifications

Reasons

Regions

Software Permissions Groups
User Fields

D@

User Groups
V| Create

v Delete

v| Edit

*

3. Once completed, click on Save & Return.
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4.12.9 AUDITING

A user with the User Groups Edit permission enabled will be able to access the History tab. Here, an audit trail for the
User Group’s history and Item Access Group history is visible and any changes made, such as additions, updates or

deletions may be viewed.

User

To access the audit data for users:

1. Navigate to the Users Page.
2. Double click on the required user.

You will now be taken to the Edit User page for that user.

3. Click on the History tab.

‘ Edit User - Authoriser User 4

Rl

Edit

User
Forename:

Surname:

Display Name Override:

Display Name:

Details
Language:
Staff Number:
Job Role:

Item Access Region Access Access Schedules ~ Web Access

Authoriser

User 4

Authoriser User 4

System Default v

Authoriser

traka
ASSA ABLOY

The history page will display the audit information for that user as shown in the example below.

The Old Value and New Value columns show any changes that have occurred such as a user being moved out of an
existing group (Old Value) and into another (New Value).

iFob information is divided into three segments and divided by a pipe character:

Home System | Home Position | iFob Description (if present)

ML

Cancel Customise

Details System Access
Date ~ Action
12/02/2020 11:35:00 Modified
12/02/2020 11:34:15 Added To
12/02/2020 11:34:13 Added To
12/02/2020 11:34:11 Added To
12/02/2020 11:34:08 Added To
12/02/2020 11:17:24 Modified
12/02/2020 11:05:35 Access Added

13/07/7070 11-05:35

Item Access Groups

Access Added

To access the audit data for Item Access Groups:

1. Navigate to the Item Access Groups page.
2. Double click on the required Item Access group.

V10.9 29/11/22

Item Access Region Access Access Schedules | Web Access
Field Name Who Old Value
User Group Super Admin Group 4
Item Access Group Super Admin
Item Access Group Super Admin
Item Access Group Super Admin
Item Access Group Super Admin
User Group Super Admin
iFob Super Admin

= AT
uD0018

New Value

Group 2

Access Group 4
Access Group 3
Access Group 2
Access Group 1
Group 4

New System | 10

lew Svstem | 9
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You will now be taken to the Edit Item Access Group page for the selected Item Access Group.

3. Click on the History tab.

H Edit Item Access Group - Access Group 1

Rl

Name:

Everyone Group:

Access Group 1

Users

]

The history page will display the audit information for that Item Access Group as shown in the example below.

The OIld Value and New Value columns show any changes that have occurred such as access being revoked to a
group (Old Value) and granted to another (New Value). This creates a record for each iFob.

iFob information is divided into three segments and divided by a pipe character:

Home System | Home Position | iFob Description (if present)

BN e
Cance! e e

12/02/2020 11:46:59
12/02/2020 11:46:57
12/02/2020 11:46:54
12/02/2020 11:46:18
12/02/2020 11:46:17
12/02/2020 11:46:15
12/02/2020 11:46:13
12/02/2020 11:23:30
12/02/2020 11:23:28

Page 1 of 1 (9 items)

V10.9 29/11/22

Access Added
Access Removed
Access Removed
Access Removed
Access Added
Access Added
Access Added
Access Added
Access Added

X< Fl>

Users

Field Name

iFob
iFob
iFob
iFob
iFob
iFob
iFob
iFob
iFob

Who

Super Admin
Super Admin
Super Admin
Super Admin
Super Admin
Super Admin
Super Admin
Super Admin
Super Admin

uD0018

Old Value

New System | 1
New System | 4
New System | 2

Page size:

New Value

New System | 6

New System | 5
New System | 4
New System | 3
New System | 2
New System | 1
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4.13 CURFEWS

Curfews are a non-cost option built into TrakaWEB and Traka Touch and are used to reduce the amount of time an item
is out of the system, or how long a user can have an item in their possession. There are two different types of curfew,
Relative & Absolute. You can set these curfews against both users and items. This is a very useful feature within
businesses that have shift patterns and users taking many items from various systems, as it will highlight if items are
not returned to the system by the end of a user’s shift.

NOTE: For more information regarding Curfews and Traka Touch, refer to UD0011 - Traka Touch User Guide.

Status Icons & Activity

Any items out under curfew or overdue will be shown on the system viewer and will be kept up to date as often as
TrakaWEB communicates with the Traka Touch system(s).

®- When this icon is displayed, the item is currently out under a curfew.

.- When this icon is displayed, the item is out under a curfew and is overdue.

You will also see an activity generated on overdue items in the Activity Grid.

24.13.1.1 USER CURFEWS

Curfew Types

Absolute
This curfew allows you to set a time by which all the users’ items should be returned. For example, if you set the curfew
to 17:30, all items taken by the user before this time will become overdue if not returned by 17:30.

Relative

This curfew allows you to set a length of time for which the all the users’ items may be out of the system. This time limit
is set in multiples of Days, Hours and Minutes to a maximum of 365 days, 23 hours and 59 minutes. Thus, if you expect
the item to be returned within 1 hour, you should complete the curfew accordingly. If the item is not returned within 1
hour, an activity will be generated and displayed in the Activity Grid.

Setting up a User Curfew
1. To set a user curfew highlight the desired user from the user list and select the Edit button.
2. Select the System Access tab. The grid at the bottom contains a column named Curfew Value. Using the

drop-down box, select the type of curfew required against the system you wish the curfew to apply and the
time or number of days, hours and minutes (depending on the curfew type).

v
222 s 17/03/2016 =
17/03/2046

17/03/2046 kniaaics A

iecine  Sysem v Wegoe v/ Adwe  StiOwe  DoryDets  Afmn  fepors  Alwance o, of B
| Ground Floor Traka pic v 14/03/2032 2
Racopton Dufaut v 2270321

System Dafaut ¥ 2/032013

3. Once you have completed the curfew select one of the Save options at the top of the window.
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14.13.1.2 IFOB CURFEWS

Curfew Types

Absolute

This curfew allows you to set a time by which an item should be returned. For example, if you set the curfew to 17:30,
the item will become overdue if not returned by 17:30. If the item is removed after 17:30 it must be returned by 17:30
the following day.

Relative
This curfew allows you to set a length of time for which an item may be out of the system. This time limit is set in
multiples of Days, Hours and Minutes to a maximum of 365 days, 23 hours and 59 minutes.

Setting up an iFob Curfew

NOTE: If your system is an RFID Locker System, it will not contain iFobs. However, this section will still be
relevant and the term ‘iFob’ will be referring to the '‘RFID Tag’ attached to the asset inside a Locker
Compartment.

1. To set an iFob curfew, highlight the desired position from the system viewer and select the edit iFob button.
Alternatively, you can select the iFob icon from the navigation toolbar, then from the iFob list highlight the
desired iFob and select the edit iFob button.

2. The iFob details will then appear. Navigate to the Features tab.

3. At the bottom of the window, you will notice the curfew fields. From the drop down box, select which type of
curfew you wish to set e.g. Absolute or Relative, then set the desired time or number of days, hours and
minutes (depending on the curfew type).

» Reason Logging
» Custom Message
» Notes Logging

» Fuel Logging

» Distance Logging

» Location Logging

Curfew
Curfew Type: None B
None
Absolute
Relative

4. Once you have completed the curfew, select one of the Save options at the top of the window.

Traka Touch

1. When a user accesses the Traka Touch System and attempts to remove an item, they will be presented with a
message similar the following.

traka
ASSA ABLOY
Lee“r‘lewe\l
Pos 1: Receprlﬁnn Key
‘ The item is due back by
17:30

Continue? Logout

Yes No
Lookup

2. Clicking ‘Yes’ will release the item.
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NOTE: By selecting ‘Yes’, the user accepts that the item must be back in the system by the time stated in

the message.

3. Remove the item from the system.

The item is now under curfew and will become overdue if it is not returned to the system by the stated time.

4.13.2 SETTING UP CURFEWS IN TRAKA TOUCH

The functionality of TrakaWEB Curfews can also be applied to the Traka Touch System. As with ‘Absolute’ and
‘Relative’ Curfews, a specific time or a set number of days, hours and minutes can be applied. These can also be

applied to both ‘Items’ and ‘Users’.

Setting up an Item Curfew

1. Access the Traka Touch System and click on ‘Admin’.

traka
‘—|
ASSA ABLOY

Welcome Rob, please select an option below:

Reports

Admin

I Know What I Want

Logout

2. You will now be taken to the ‘Administration’ screen. Click on ‘Items’.

traka
L*
ASSA ABLOY

O

Serial No.: TKC23135

AdminiStration MAC Address: 04-CB-10-80-00-57

App version: 01.07,4370.0001

0S Build version: 2.7

SQL CE DB version: 1.0.40

CB FW version: 2.3.2 {15/02/2016)
DY FW version: 1.0.7 (28/09/2010)

Battery backup capacity

Flash disk used space

s R N\ (2 ~ N £ g )
T — {
- il
‘ @ E i W “ |}
\ B\ 7 & =0 N /
Users General Network Reader Config
) D 6 = D) (6 N
o
. \ S ¥ G B \§ /
: Exit
Alarms Clock Data Power Help Diag
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3. Select the item you wish to apply the Curfew against and then click on ‘Edit’.

traka
s e
ASSA ABLOY

&a Item administration —_— Al Ttems P
Home Serial Number Description Status Slot

Setup
2 E94862050000 Silver Ford Focus In 2 Edit
3 682C62050000 HR Department In 3 g
4 B58C63050000 Store Room In 4 Remove
5 1BED61050000 Filing Cabinet In 5
6 724C62050000 Reception Key In 6 AV
7 35AB61050000 Maintenance Store In ¥
8 C64962050000 Meeting Room In 8
9 D6F04F050000 Training Materials In 9 Eooit
10 7C5264050000 Garage key In 10

Exit

4. The next screen allows you to change the description of the Item if required. Click on ‘Options’ to continue.

traka
fem— .
pee Ttem administration

Position: 1 Serial No.: 324975030000
Description: Red Ford Focud] =

- MNP -
Bl B
Bl

Options I

Save

dudadd o

At the next screen, you will be presented with the option for ‘Specific time of day’ and ‘Number of days, hours and
minutes’. The buttons immediately below will enable you cycle up and down through the units corresponding to Days,
Hours and Minutes. Once you have set the Curfew, click ‘Save’.

V10.9 29/11/22

traka E

I—1 -

ASSAABLOY |
e Item administration

This item does not require authorisation >

Curfew Type: None
Item due back in 365 day(s), 23 hour(s), 59 minute(s) Specific time of day

Day(s): A Hour(s): A Minute(s): A
Details
v v v : ]
Save
Cancel
uD0018
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Setting up a User Curfew

1. Access the Traka Touch System and click on ‘Admin’.

traka
el
ASSA ABLOY

Welcome Rob, please select an option below:

I Know What I Want

Logout

Reports Admin

2. You will now be taken to the ‘Administration’ screen. Click on ‘Users’.

A$AABLOY

Serial No.: TKC23135 Battery backup capacity
Ad m In IStratIon MAC Address: 04-CB-1D-80-00-57 _
App version: 01.07.4370.0001
0S Build version: 2.7 Flash disk used space
CB FW version: 2.3.2 (15/02/2016)
DV FW version: 1.0.7 (28/09/2010)
\ D A N £ N @ N Y
F 2] | |
e |ov sl Lt
& - 7 G iy 7 S 8 /
Users Items General Network Reader Config
6 N\ (6 ~ o N\ £ D 1§ E 2
N G y & Yy 9 ¥ G 7\ /
5 Exit
Alarms Clock Data Power Help Diag

3. Select the User you wish to apply the Curfew against and click ‘Edit’.

V10.9 29/11/22

A$AABLOY

User administration All Users
Forename Surname Ad o
min Reports Add
Test User Edit I
Super Admin O O
Dave Jones Delete
Al Vv
Import
Export
Exit
uD0018
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4. The next screen will allow you to edit details about the User if required. Click on the ‘Access’ button.

traka
ASSA ABLOY

Py User administration

Forename: Traka
Surname: Admin
Display Name: Traka Admin
Keypad ID: 1234 PIN:
Card ID: Language: (Ergl;gh (UK) -
Enrolment ID:

Bl =]
Bl L L B—
T P

5.  You will now be taken to the ‘User Administration’ screen. Click the ‘Options’ button to continue.

traka
e
ASSA ABLOY

P User administration

9
Access: All None Admin Reports

6 60 o o o o o o o
1 2 3 4 5 6 7 8 9 10
gr—
Options

Save

Cancel

6. You will now be taken to the next ‘User Administration’ screen. Click on the ‘Next’ button.

traka

\—!

ASSA ABLOY
P User administration

User Active Date: 09/03/2016 00:00

v

User Expiry Date: 09/03/2046 00:00

PIN Expiry Date: 09/03/2046 00:00

Force user to change PIN on next login:

> 0O 0 v |v

Allow user to authorise iFob and/or system access: Next
—
No Item Allowance enforced. v Save
Cancel
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7.

At the next screen, you will be presented with the option for ‘Specific time of day’ and ‘Number of days, hours

and minutes’. The buttons immediately below will enable you cycle up and down through the units
corresponding to Days, Hours and Minutes. Once you have set the Curfew. Click on ‘Save’.

V10.9 29/11/22

B ———
ASSA ABLOY

Py User administration
User Curfew Type: \one
Item due back in 2 day(s), 12 hour(s), O minute(s) e i
Day(s): Hour(s): A Minute(s): A
v v
Details
Save I
Cancel
uD0018
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4.14 EMERGENCY OPEN

The Emergency Open option will be a standard feature on all Traka Touch Locker systems using Traka Touch v2.3 and
above with TrakaWEB v3.3 and above. It will allow a user with the option enabled on their profile to open all the doors
on a Locker system. This will be achieved in sequential order and as quickly as possible by simply pressing the
Emergency icon- on the Traka Touch screen.

The option can be enabled on a user-by-user basis. The Emergency Open option will open all doors regardless of the
users’ assigned access rights or any access schedules that may have been allocated to the user and/or item.

Any other cost options such as Notes Logging or Reason Logging will be overridden and will not be displayed. Curfew
functionality will remain, but no prompts will be made available.

If your system is a stand-alone configuration i.e., it is not connected to TrakaWEB, the option to grant or revoke the
Emergency Open permission to a User maybe carried out in Traka Touch. For more information, please refer to UD0O090
- Traka Touch Lockers User Guide.

Should the Emergency Open option be activated or deactivated at any time, an event will be recorded to show any
activity. These events may also have alarm relays programmed against them or the event may be used to trigger an
email notification.

Whilst the Emergency Open option is activated and 1 or more doors remain open, the configured auto-logout timeout
will not apply. All the doors must be closed before the user is logged out.

4.14.1 ENABLING THE OPTION

1. To enable the Emergency Open option, select a user from the users’ list within TrakaWEB and then select Edit.

©| 88 °H) 1 R "%

= | x4 | ©) (all Regions) ©) (All Systems) © (All users)
e %

Region System

(V) staff Number ) Job Role ©) Tel
@ | Super Admin
| * | Fault Adn Use [E—— | ——| —— —
< ITtem User 1
L J Item User 2
Page 1 of 1 (4 items) 1 Page sze: (20 Rl

9 Create Fiter

2. At the Edit User screen, select the System Access tab.

H &
o
Details System Access Item Access Region Access Web Accass History
User
e e
Sumame: Administrator

Display Name Override: 3
Display Name: Traka Administrator J

Details

Language: System Default % =

Staff Number: 1234
Job Role: * Administrator =

Tel: 01234 123123
Fax:
Mobile: = Choose File | No fil chosen
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3. Towards the bottom of the page, the Emergency Open option will be available. Click on the check box to
enable it as shown below.

H P& -1 Rl [50[RS | =25

I Edt Todk Custamise Export

Detalls oo Access G| | e Access | | Reghon Acesss. | | Weh Access. | Hitory

System Access

Card 1D: Adtive:

Keypad ID: 1111 Start Date: 271082021 09:01:53 [
Enrciment ID: 278207 09:01:53 [
PIN: 27/08/2051 -1
PIN Expiry Date: w2 W Hone -]
PIN Force Change: o

Pingers Envoled:

) e » 8

4. Once completed, click on Save & Return.

4.14.2 SOFTWARE PERMISSION GROUP

To enable a user to edit the value of the Emergency Open option within TrakaWEB, a user with the Admin role can assign
the Enable Emergency Open Role within the Software Permission Group.

1. From the Navigation toolbar, select the Software Permissions Groups icon.

2. From the software Permissions Groups page, select the Group you wish to apply the Permission to.

o
@ Software Permissions Groups

[+ L[ %]ol % ®R| =)
Edit Customise Export

Group Name
New Permission Group
Super Admin
Page1of 1 (2items) €9 €9 1
@ Create Filter

V10.9 29/11/22 uD0018 Page 169 of 452

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



3. At the next page, navigate through the Permissions Group Tree and place a tick in the check box for the Edit
Emergency Open Role.

Details

Name: New Permissions Group
Permissions

Grant All Revoke All

= @ All Permissions

= W@ Web
é || Features
é- || Options
= @ Pages
é— | Items
é— || iFobs
§ || Groups
é || Ttem Booking
L Realtime Activity
é- |_| Reports
é || Software Settings
é || Systems
é— || System Viewer
= W Users
L || Create
L | Delete
L | Edit

L[M Edit Emergency Open Role ]
L || Edit tems Admin Role

| Edit Super Admin Role

| Edit System Admin Role
|| Edit System Reports Role
|| Edit User Admin Role

I e e

r

4. Once complete, click on Save & Return.

4.14.3 USING EMERGENCY OPEN

With the Emergency Open option enabled, access the Traka Touch system using keypad, fingerprint or card. You will
then be presented with the following screen:

O s
ASSA ABLOY

Welcome Fault Admin User, please select an option below:

I Know What I Want

0]

Admin Emergency

Logout
1. Next, select the Emergency icon- on the Touch screen. All the doors to the Locker system will now open

sequentially.
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As the doors are opening, a progress bar will display the door count during the process. A flashing Emergency Open
message will also be displayed at the top of the screen to show that the Emergency Open option has activated.

Emergency Open traka
ASSA ABLOY
Emergency Open
Opening all available lockers...
I I
2/5

You will now be taken to the ‘I Know What I Want’ screen. Here you will be shown all the items currently in the system
and their status. The item icons will change as the items are removed from the system.

NOTE: Closing all the doors at this stage will automatically log you out and return to the main login screen.

&

Emergency Open

Fault Admin User

ooV

traka
—_—
ASSA ABLOY

Emergency Open

Fault Admin User

»' 00000

traka
—_—
ASSA ABLOY

Logout

Lookup

Logout

Lookup

If you choose to select the Logout button on the screen without first closing all the doors, you will remain logged in
until all the doors have been closed as detailed below.

2. Select the Logout button to exit.

V10.9 29/11/22

Emergency Open

Fault Admin User

uD0018

traka
ASSA ABLOY

l Logout l

Lookup
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If 1 or more doors remain open, you will not be fully logged out and you will see the following screen indicating which
doors remain open:

Emergency Open traka |

Please close all doors to allow login.

PLEASE CLOSE THE DOOR
1,2,3,45

NOTE: The Emergency Open message will continue to display on the screen if one or more doors remain
open and the configured auto-logout timeout will not apply.

3. Close any open doors as required. You will then be taken back to the main login screen and the Emergency
Open will be deactivated.

ASSA ABLOY |

To access the system, enter your 1D D
or press Search to find an item
1123
4 5 6
1 7 89
) e
0 4
Search Help New PIN Enrol
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4.14.4 EMERGENCY OPEN WITH FAULT LOGGING
The Emergency Open option with Fault Logging enabled will operate with much the same functionality as with a standard
setup Locker system. The main difference will be noted if a Locker contains an item with one or more critical faults

logged against it. Lockers containing items with critical faults will not be opened by the Emergency Open process.

The example below shows a Locker system containing non-critical and critical faulty items.

In System
In System

» 1
@ 2
(4] 3
® -
®

1. With the Emergency Open option enabled, access the Traka Touch system using keypad, fingerprint or card.

In System

2. Select the Emergency icon on the Touch screen.

traka
Welcome Fault Admin User, please select an option below:
I Know What I Want
Admin EOgSiE

The doors will now open sequentially as described previously, except any doors to compartments containing items with
critical faults.

NOTE: The message on the Touch screen will now indicate that 1 item could not be released due to a
critical fault.

3. Click on OK to continue.

Emergency Open traka

ASSAABLOY
Clesng in 3
Emergency Open

Opening all available lockers...

1 item(s) not released due to critical faults.
Click OK to continue.
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A user with the Fault Logging Admin role will be able to select the item from the touch screen.

4. Select the item with the critical fault.

Emergency Open traka

Fault Admin User

CLL L L

Logout

Lookup

At the next screen, you will be required to acknowledge that the item has a critical fault.

5. Select the Continue button to accept the critical fault.

Emergency Open m

ASSA ABLOY
P )
&
Pos 1: has critical faults.
Please acknowledge these item faults by clicking ‘Continue' below:

Broken Case @

[Continue ] Cancel Help

The door will now open allowing access to the item with the critical fault.

NOTE: As the I Know What I Want screen will continue to display after the Emergency Open procedure,
you may also choose to reopen any doors that you may have closed.

Events will be recorded anytime the Emergency Open Feature is activated and deactivated. Events can be viewed in
Reports in TrakaWEB.

4.15 GRANT/REVOKE EMERGENCY OPEN IN TRAKA TOUCH

If your system is a stand-alone configuration i.e., it is not connected to TrakaWEB, the option to grant or revoke the
Emergency Open permission to a User maybe carried out in Traka Touch.

1. After logging in, select the user that you wish to grant the Emergency Open option to and then select Edit and
then Access.

traka

ASSA ABLOY

2 User administration 7% All Users b

Traka User 2 a [m]
Traka User 3 O O
Traka User 4 ] S
Traka User 5 O O Import
Traka User 6 a [m]
Traka User 7 O O Export
Exit
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2. At the next screen, select the Roles button.

D — ]
ASSA ABLOY

- User administration

A“SS: i Hone

% 6 ©0 o 6 6 o 6 o ©o
1 [IEO8 [ I NSl G 7 Il RO IO

Options
Save

Cancel

A new window will appear displaying a list of roles.

3. Navigate through the list and select the Emergency Open role. The icon will change to a tick as shown below.

V
—_—

- User administration

User Roles

Item Access Schedule Override

oK

Pptions

Save

Cancel

4. Once completed, select OK and then Save and Exit.

When the user who has been granted the Emergency Open permission logs into the system, they will see the option

for Emergency Open available on the screen.

& traka
3
ASSA ABLOY

Welcome Admin, please select an option below:

I Know What I Want

E)e]

Reports Admin Emergency

Logout
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4.15.1 REPORTS

Events will be recorded anytime the Emergency Open feature is activated and deactivated. Events can be seen in Reports

within TrakaWEB.

1. From the Navigation Toolbar, Select Reports.

=

At the Reports page, select the General tab followed by the Activity Report tab and then select View This Report.

Activity Report

This report shows all system, iFob and item activity.

The next page will display a list of Activity Events. In the example below, events can be seen generated for instances
where the Emergency Open feature was activated and deactivated.

Customise

06/02/2019 09:25:36
06/02/2019 09:25:36

06/02/2019 09:25:35
06/02/2019 09:25:33
06/02/2019 09:25:30
06/02/2019 09:25:27
06/02/2019 09:25:26

06/02/2019 09:24:38
06/02/2019 09:24:23
06/02/2019 09:24:22
06/02/2019 09:24:21
06/02/2019 09:24:20

06/02/2019 09:24:20
06/02/2019 09:24:18
06/02/2019 09:16:43
06/02/2019 09:16:43

06/02/2019 09:16:42
06/02/2019 09:16:40
06/02/2019 09:16:38
06/02/2019 09:16:37
<

Page 1 of 24 (461 items)

@ Create Fiter

New System
New System

New System
New System
New System
New System
New System

New System

New System

New System

New System

New System

New System
New System
New System
New System
New System
New System
New System
New System

= |[x3

|18 % % %R

W

W s s,

[IN

(M
[

User Logged Out

Emergency Open
Deactivated

Door Closed
Door Closed
Door Closed
Door Closed
Door Closed

Door Emergency
Opened

Door Emergency
Opened

Door Emergency
Opened

Door Emergency
Opened

Door Emergency
Opened

Emergency Open
ivated

User Logged In
User Logged Out

Emergency Open
Deactivated

Door Closed
Door Closed
Item Returned
Door Closed

® 07/02/2019 09:46

Fault Admin User
Fault Admin User

Fault Admin User
Fauft Admin User
Fault Admin User
Fault Admin User
Fault Admin User

Fault Admin User

Fault Admin User

Fault Admin User

Fault Admin User

Fault Admin User

Fault Admin User

Fault Admin User
Fault Admin User

Fault Admin User
Fault Admin User
Fault Admin User

Fault Admin User
Fault Admin User

»

Page sze:[20 [

From the Realtime Activity icon on the Navigation Toolbar, a list of alarms generated from the activation and

deactivation of the Emergency Open feature can be viewed.

1. Select the Realtime Activity icon from the Navigation Toolbar.

The next page will now display the list of generated alarms as shown in the example below.
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‘L &@[ﬂljlﬁ’i L‘. 2 @Exdude Cleared Alarms
[Tools: Customise Export Cleared Alarms

Pos. Ta iFob Description

No.

06/02/2019 09:25:36 | New System User Logged Out
06/02/2019 09:25:36  New System Emergency Open Deactivated
06/02/2019 09:25:35 | New System S Door Closed
06/02/2019 09:25:33 = New System 4 Door Closed
06/02/2019 09:25:30 | New System 3 Door Closed
06/02/2019 09:25:27 = New System 2 Door Closed
06/02/2019 09:25:26 | New System 1 Door Closed
06/02/2019 09:24:38 = New System i1 Door Emergency Opened
06/02/2019 09:24:23 | New System 5 Door Emergency Opened
06/02/2019 09:24:22 = New System 4 Door Emergency Opened
06/02/2019 09:24:21 | New System 3 Door Emergency Opened
06/02/2019 09:24:20 = New System 2 Door Emergency Opened
06/02/2019 09:24:20  New System Emergency Open Activated
06/02/2019 09:24:18 = New System User Logged In
06/02/2019 09:16:43 | New System User Logged Out
06/02/2019 09:16:43  New System Emergency Open Deactivated
06/02/2019 09:16:42 | New System 5 Door Closed
06/02/2019 09:16:40 = New System 4 Door Closed
06/02/2019 09:16:38 = New System 4 Item Returned
06/02/2019 09:16:37 = New System 3 Door Closed
‘
Page 1 0f20 (382items) QA @ 1 2 3 4 19220080

@ Create Fiter

4.16 RRSS (RANDOM RETURN TO SINGLE SYSTEM)

Fault Admin User
Fault Admin User
Fault Admin User
Fault Admin User
Fault Admin User
Fauft Admin User
Fault Admin User
Fault Admin User
Fault Admin User
Fault Admin User
Fault Admin User
Fauft Admin User
Fault Admin User
Fault Admin User
Fault Admin User
Fault Admin User
Fault Admin User
Fault Admin User
Fault Admin User
Fault Admin User

This feature is available from TrakaWEB V2.3.0 and Traka Touch Application V1.6.0.

NOTE: This feature is currently not available for Locker Systems.

RRSS (Random Return to Single System) allows any iFob belonging to a system to be returned to any position within
that system. It will also support more iFobs than receptor sockets (up to a maximum of 720 iFobs in total).

NOTE: To use the RRSS feature you must first have it enabled in the configuration file.

USEFUL TIP: Use the 'I Need To Search’ option when removing iFobs for ease of locating required items.

54.16.1.1 IFOB LIST

With the RRSS feature enabled, the iFob list displays an additional column named Index. In addition to this you can
enable the Current Position column to allow you to see the current location of each Item.

EITEARIEIRY

Customise

a B

Edit

Export Region

Index - Description

@ Default @ Lee's device

A

Page 1 of 1 (10 items)

=

@ Create Filter

NOTE: The ‘Pos.’ column for RRSS systems is not used.

V10.9 29/11/22 uD0018

@ | Ground Floor 1 1 | Reception In System Lee Mewell
@ | Ground Floor 2 2 | Warehouse In System Lea Mewell
@ | Ground Floor 3 3 In System
@ | Ground Floor 4 4 In System
- Ground Floor 5 5 In System
@ | Ground Floor 6 6 In System
@ | Ground Floor 7 7 In System
@ | Ground Floor 8 8 In System
- Ground Floor a 9 In System
@ | Ground Floor 10 10 In System

30/07/2015 15:09:08
30/07/2015 15:09:05
30/07/2015 14:28:48
30/07/2015 14:28:49
30/07/2015 14:28:49
30/07/2015 14:28:49
30/07/2015 14:28:50
30/07/2015 14:28:50
30/07/2015 14:28:51
30/07/2015 14:28:51
3
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Index

During the Item Setup process, each iFob is assigned a unique index number. This index number will stay with the iFob
for life. It is possible for this index number to be larger than the total number of positions available in the system as the
RRSS feature supports more iFobs than receptor sockets.

NOTE: The process for setting up the items at the Traka Touch system can be found in the Traka Touch User
Guide (UD0011) in the RRSS section.

;4.16.1.2 IFOB REPLACEMENT
From time to time, you may be required to replace an iFob that has become lost or damaged. During the replacement
procedure, TrakaWEB will transfer all allocated items from the old iFob to the new iFob. The old iFob will remain in the

iFob List, but as an unallocated iFob. The system will also generate an ‘Item Replaced’ event.

NOTE: The Item Replacement procedure can be found in the Traka Touch User Guide - UD0011 in the RRSS
section.
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;4.16.1.3 GRANTING ACCESS TO ITEMS

Granting access to items in a RRSS system is carried out in the same way as on a Fixed Return system. The only
difference is that the Item List shows the index numbers rather than the position numbers.

Simply navigate to the Item Access tab on the Edit User page and select the Items the user requires access to by ticking
the boxes in the Access column.

AP [ [ O
SRS —_Y- e e e ———
Details System Access Region Access Web Access History

Item Access Groups

=  Everyone Group v

No data to display

] »
Mo data to paginate 9 &9 & & Page size: 10 ﬂ
® Create Filter

Item Access

Grant All Revoke All

Pos. ~ Index - Detail 1 v) Det@l2 (v) Dewil3 (v) Detal4 (v) Details
Ground Floor 1
Ground Floor 2
Ground Floor 3
Ground Floor 4
Ground Floor 5
Ground Floor 6
Ground Floor 7
Ground Floor 8
Ground Floor ]
Ground Floor 10
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4.17 ACCESS SCHEDULES

Access Schedules is a cost option that is used within TrakaWEB to impose time restrictions on iFobs/items over and
above the normal access rights needed to access them.

Before it can be used, it will need to be enabled on your Traka Touch system by installing a configuration file. This is
usually carried out by Traka during production but if need be, you can add the configuration file to your own existing
system. Please contact Traka or your distributor for further details.

The functionality of Access Schedules is based on the following requirements:
e To grant/restrict access, any users who are included in a schedule will only be allowed access to iFobs/items
when the schedule is active. Outside of this time, they will only have access to no iFobs/items at all.
e The access restrictions will not prevent a user from returning an item, only taking it.

e Locking receptor strips on key cabinets and locker doors will physically restrict access to items however, Non-
Locking receptor strips are unable to enforce this.

e If an Item is physically removed outside of the allowed access schedule (e.g. on a non-locking system) then
an ‘Item Removed outside Schedule’ event will be recorded.

e A schedule restriction can be overridden on an Item (not a user) by a special role called ‘Item Access
Schedule Override’.

e  Software permissions will control who can administer the Access Schedules.

NOTE: A best practice would be to keep users and item/iFobs in separate Access Schedules to avoid
potential confusion.

4.18 CREATE A NEW ACCESS SCHEDULE

1. From the Navigation Toolbar, click on ‘Software Settings’, then locate and click on the Access Schedules icon.

[
L+ ]

[a]

’O
E‘j’
[£i
(=]

2. At the next page, click on the i-'-a Create icon

You will now be taken to the New Access Schedule page.
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3. Add a name for the Access Schedule and then check the required boxes for the schedule interval and create
the start and end time. An example is shown below:

traka

@New Access Schedule
= ASSA ABLOY

(@ By setting the Start Time earlier than the End Tirne, the schedule will end on the following day.

Detais

Name: Night Shift

Schedule

Interval: Mon  Tue Wed Thu Fri Sat  Sun Start Time End Time
o o [2200 & 06:00 )

NOTE: In the example above, the start time is set for 22:00 and the end time is 06:00. The Access Schedule
for Friday will end on Saturday morning even without the check box for Saturday being ticked.

4. Once completed, click on }—?‘ Save & Return.

NOTE: Only 1 Access Schedule can be applied to an iFob/Item record.

NOTE: Up to 2 Access Schedules can be applied to a User record per system.

4.19 APPLYING ACCESS SCHEDULES TO USERS AND IFOB/ITEM RECORDS

1. Click on the Access Schedules icon on the Navigation Toolbar.
2. Select the Access Schedule you wish to apply to a User or iFob/Item as shown below.

3

= || A
11“ '

Customise Expact

Day Shift
Night Shift

Page 10f 1 (2 items) 1 Page sze: (20 [

¥ Create Fiter

You will now be taken back to the Access Schedule page, displaying the selected Access Schedule.

@Edit Access Schedule - Night Shift

Regions Users Items History.

@ By setting the Start Time earlier than the End Time, the schedule will end on the following day.

Details
Name: |Might Shift
Schedule

End Tire
|os:00

Interval: Mon  Tue Wed Thu Fri  Sat  Sun
LIl ]

Selecting the tabs along the top of the page will allow you to control how you wish to apply the Access Schedule.
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4.19.1 REGIONS

The Regions tab allows you to select different regions, which will be affected by the selected Access Schedule.

History

Access v Region

Default:
Page 1of 1 (1items) €0 € 1 € &3

¥ Create Filter

4.19.2 USERS

The Users tab allows you to select individual users that will be affected by the Access Schedule. Selected users will not
have access to iFobs/Items outside the specified schedule unless they have been given the Item Access Schedule

Override permission.

EIEIEY

Customiss

[P

Access Schedule Regions

Items History.

@ Access schedules applied to a user will restrict access to any items within the associated system.

@ Select All and Remove All will take into account any applied filters across all pages.

System:

Number (V) Job Role v) v) Fax v)  Mobie

Production

John Smith 2946 ety

Techrical
0 e Tustrator
Sarah Brown 1031 HR Manager
m] Steve Adams 13692 Shipping
[m] Super Admin

Pl

Page 1of1(6items) PO L OO Page size: 2 M

7 Create Fiter

Associated Users

Reception Sarah Brown
Page 10f1 (2items) B QL O Page size: 20 &
¥ Create Fiter
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4.19.3 ITEMS

The Items tab will allow you to select which iFobs/items are affected by the specified schedule. All users will be restricted
from accessing any selected items outside of the schedule unless they have been given the Item Access Schedule

Override permission.

|ﬂf_tr,tcg\g@iml L
Edit Custamise Expart
R o e

© Allusers will be restricted from accessing the selected itarms outside of this access schedule,

@ select All and Remave Al will take into account any applied filters across all pages.

) oetall (V)

Type

Detsl2 (V) Detal3

() Detald

L] Reception 1 Silver Ford Focus

L] Reception 2 Red Ford Focus A1
u} Reception 3 siver Ford Focus a1
O Reception 4 Siver Mercedes A2
u] Reception 5 Grey Audi a2
O Reception 6 Transit Van 1 BL
O Reception 7 Transit Van 2 Bl
O Reception 8

O Reception 9

m] Reception 10

“

Page 1 of 1 (10 items)

@ Create Fiter

Main Car Park
Main Car Park

Executive
Parking

Executive
Parking

Loading Bay
Loaciing Bay

Page size:

If an item has already been assigned to an Access Schedule, you will be unable to select it within any other schedules.
Its check box will appear greyed out. This is because only one access schedule can be applied to an iFob/item.
Attempting to click on the check box will display the following message:

Warning

« Night Shift

Item is already assigned to the following Access Schedules.

4.19.4 HISTORY

The History tab will display all the recent history of created Access Schedules. An example is shown below:

&< 8w =
12|l [ V=l Jle Sl dir2lles)
ICancel Customise Export
Access Schedule Regions Users. Ttems
Date > Action Field Name User
22{11/2016 13:28:34 Modified End Time Super Admin
22112016 13:28:34 Modified Start Time Super Adrmin
Page 1 of 1 (2items) & %
@ Create Fitter
V10.9 29/11/22 uD0018

Old Value

17:00
08:00

Page size:

New Valug

15:00
13:30

EN - |
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4.20 EDITING ACCESS SCHEDULES

2. Once the Access Schedule has been created, Click on Save and Return.

NOTE: The rotating sync icons will now appear green to indicate that the Access Schedules are now in place
and have been synced to the relevant Traka Touch systems.

[F[L 3|1 % % %%

v =
Edit Customise Expart

Sync  Name

& | Day Shift
@  Night Shift

4

Page 1of1 (2items) € Q@ 1 © &

@ Create Filter

4.20.1 EDIT USER

1. To edit an Access Schedule applied to a user, select the user icon from the Navigation Toolbar.

2. At the Users page, double click on the user you wish to edit. This will then take you to the Edit User page for
that specific person.

3. Click on the Access Schedule tab located at the top of the screen.

The next screen shows the Access Schedules which are currently applied to that user.

‘ Edit User - Steve Adams Ltr\alfé,
ASSA ABLOY
e
it ustomise Sport. |
Details System Access Itemn Access Region Access Web Access History

@ Access schedules applied to this user will restrict access to any items within the associated system.

System: Reception ﬂ

Access Schedules

Access i ‘\; Mame
Might Shift
O Day Shift

Page size: 20

Page 1of 1 2items) R @ 1 © €3

@ Create Filter

Associated Access Schedules

Access Schedule

Reception Night Shift

4 »
Page 1 of 1 (1 items) Page size: 20 ﬂ
@ Create Filter
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Here, you may filter the list of Access Schedules and which systems are affected by them, restricting the user any
access to the one currently selected.

Details System Access Item Access Reglon dccess

(1) aAccess schedules applied to this user will restrict access to any items within the associated system.

System: \Reception E

Access Schedules

To select which Access Schedule/s you wish to apply to the user, select one or more boxes as shown in the example
below:

Access Schedules

Access
Might Shift
O Day Shift
4
Page 1of 1 (Zitems) &4 (¢ 1

@ Create Filter

4.20.2 EDIT IFOBS/ITEMS

1. To edit an Access Schedule applied to an iFob/Item, click on the iFob icon on the Navigation Toolbar.

2. At the iFobs page, double click on the description you wish to edit. This will then take you to the Edit iFob
page for that specific iFob/item.

3. Click on the Access Schedule tab located at the top of the screen.

The next screen shows the current Access Schedules which are currently applied to that iFob/item. Clicking in the
check box will apply the restrictions to all users of that system outside of the schedule unless they have the Item
Access Schedule Override permission.

Details Features Items iFob Access Access Schedules  JEEISRE

@ Access schedules applied to this iFob will restrict access ta any users of the system unless the user has the Item Access Schedule Override permission.

Night Shift
m] Day sShift
Page 1 of 1 (2 items) 1 Page size: ‘[207 ﬂJ
@ Create Filter
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4.20.3 EDITING THE TIME PICKER FOR 12 HOUR TIME FORMAT

As the US locale uses the 12hr time format, it is necessary to edit the AM or PM suffix in TrakaWEB manually. For

example, instead of changing to 12:00 PM when incrementing from 11:00 AM, the time will go back to 12:00 AM as
shown below.

Start Time End Time Start Time End Time
6:00 A5 (6:00 AM

1. To adjust the suffix, click on AM or PM and click on the arrow to adjust the increment.

Start Time End Time Start Time End Time
eooam B [1200 I eooam B [12:0000

4.20.4 ITEM ACCESS SCHEDULE OVERRIDE

It is possible to allocate a user the Item Access Schedule Override permission. This will allow them to take iFobs/Items
regardless of an Access Schedule being in place against the item.

To allocate a user with the permission:
1. Select the user icon from the Navigation Toolbar.
2. Double click on the user you wish to allocate the permission to.
3. At the Edit User screen, click on the System Access tab

You will now be taken to the Edit User, System Access screen.

4. Locate the Item Access Schedule Override checkbox by scrolling to the right of the screen.
5. Place a tick in the check box to enable the permission as shown below.

Itern Access
@ Mo, of Items  Item Handover @ Curfew Schedule
Override
[unlmited 7§ ] None v
] >
Page 1 of 1 {2 items) 1 Page size: |20 ,n‘
¢ Create Filter

NOTE: If a user, who has the Access Schedule Override permissions, needs to access an item outside of
the allowed time and that item is kept in either a FIFO or Advanced FIFO system, that user also needs to

have FIFO Override permissions in order to get to the required item. For more information, refer to
UDO0232 TrakaWEB FIFO and Advanced FIFO User Guide.
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4.21 TRAKA TOUCH

With an access schedule in place, it will not be possible for users to take items displayed as, G outside of the
allocated schedule. When a user typically accesses the system and attempts to take an iFob or item, the following
screen will be presented:

traka
ey
ASSA ABLOY
o Traka Admin
b Held:

FOSTTOOITITOUT

Help

Lookup

If the user clicks on a position, they will see the following message:

P semewae
ASSA ABLOY

PeY Access is denied until 17:00 on Thursday.

Help

Lookup

Any users who are included in a schedule will only be allowed access to iFobs/items when the schedule is active.
Outside of this time, they will have access to no iFobs/items at all, and if they are not an admin user or do not have
reports access, they will not be allowed to log in and will instead the following message:

; traka |
HASS Sy
ASSA ABLOY |

To access the system, swipe your ID card D
or press Search to find an item

Welcome Dave Jones, you are registered on the system
but have not been granted access to any items.

kokkk

®)

Search Help New PIN Enrol

N A=
O (UT N
Lt © o | W

NOTE: During an active schedule, anyone with access may take an item. Outside of the active schedule,
only users with the Item Access Schedule Override permission will be able to take items.
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4.22 DELETING AN ACCESS SCHEDULE.

1. Click on the Access Schedule icon within the Navigation Toolbar.
2. Select the Access Schedule you wish to delete and click on Delete.

a2 B ENEAR JEARY el
Customise: Export

Sync  MName

* | Day Shift
@ | Night shift

4
Page 1of 1 (2items) &2 €9 1 € &3

@ Create Filter

You will then be presented with the following screen asking you to confirm that you wish delete the selected Access
Schedule.

3. Click on Delete.

Are you sure you want to delete the 'Day Shift' access schedule?

Details
Name: Day Shift
Schedule
Interval: Mon  Tue  Wed  Thu
v v v
Cancel
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4.23 ACCESS SCHEDULES ‘UMBRELLA SYNC STATUS’

The Access Schedule Landing Page displays the sync status of a Schedule for all associated systems. If an Access
Schedule is changed, the change will have a direct impact on all systems associated with that schedule.

Depending on the number of systems associated with the access schedule, the status icon will reflect the overall current
status in relation to the sync process.

e Green icon - sync on all systems successful

e Red icon - sync on all systems unsuccessful

e Orange icon - Combination of both successful and unsuccessful sync

e Spinning icon — Combination of successful, unsuccessful and pending sync

\)) Access Schedules m
ASSA ABLOY
LA IICOEAE IEIEY E;m@

L ] AM Weekday Shift
< >
Pagelofi(litems) B3 @1 © £ Page size:

% Create Fiter

Clicking on the sync status icon will display a window showing all the systems affected by the schedule change and
their current sync status.

e Green icon - sync successful
e Red icon - sync failed
e  Spinning icon - sync pending

€1 (1 korrs) €3 19 rage seo:[20 B

Page 1 )
! Access Schedule Synchronisation Status o

T et FRer

Page10f12tems) IO 1O O page se=: (10 [
| VCeate Fiter
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4.24 USB CHARGE STATUS INDICATION

24.24.1.1 USB CHARGE STATUS INDICATION OVERVIEW

This feature can only be used with RFID Locker Systems and is supported from TrakaWEB V2.1.59.1, and Traka Touch
Application V1.5.4327.1.

Locker systems can be fitted with optional hardware to allow the charging of USB devices inside locker compartments.
This hardware also has the ability to detect whether or not the item in the compartment is currently on charge, if it is
fully charged, or if the item has a charge fault.

For more details on how this feature is implemented and used on the Traka Touch Locker System, please refer to the
Traka Touch Lockers User Guide — UD0090.

24.24.1.2 ACTIVITY AND REPORTS

The USB Charge Status Indication feature can generate the following activities. These will all be generated and displayed
in the Item Activity grids and on Reports.

Uy VAl Fob Activity  iFob Access  System Activ

Item On Charge

Item Off Charge

Item Charged

Item In With Charge Fault
Item In But Not On Charge
Unidentified Item On Charge
Unidentified Item Charged
Unidentified Item Charge Fault
Unidentified Item Off Charge

Activit
Item In but Not On Charge
Door Closed

Item On Charge

Overdue Item Returned

Item Returned

Door Opened

Unidentified Item On Charge
Item Off Charge

Item Overdue

Door Closed

Unidentified Item On Charge

USB Charger Undetectable

e USB Charger Redetectable

Door Opened
Door Closed
Item Off Charge
Item Removed
Door Opened
Door Closed
Item On Charge
Item Returned

When

23/12/2014 13:48:48
23/12/2014 13:26:48
23/12/2014 13:26:48
23/12/2014 13:26:47
23/12/2014 13:26:47
23/12/2014 13:26:45
23/12/2014 13:26:27
23/12/2014 13:26:13
23/12/2014 13:25:30
23/12/2014 13:24:50
23/12/2014 13:24:50
23/12/2014 13:24:44
23/12/2014 13:24:32
23/12/2014 13:24:32
23/12/2014 13:24:21
23/12/2014 13:24:15
23/12/2014 13:20:49
23/12/2014 13:20:49
23/12/2014 13:20:38

23/12/2014 13:26:48
23/12/2014 13:26:48
23/12/2014 13:26:47

23/12/2014 13:26:47
23/12/2014 13:26:45

23/12/2014 13:26:27
23/12/2014 13:26:27
23/12/2014 13:26:13
23/12/2014 13:26:13

TT Locker 1| Pod1
TT Locker 1| iPod1
TT Locker 1 [Pod1
TT Locker 1 | iPod1
TT Locker 1 | iPod1
TT Locker 1 | iPod1
TT Locker 0

TT Locker 1 iPod1
TT Locker

Door Closed
Item On Charge

Overdue Ttem Returned

Item Returned
Door Opened

Unidentified Ttem On Charge
USE Charger Redetectable
Ttem Off Charge

USB Charger Undetectable

Daniel Waters
Daniel Waters
Daniel Waters
Daniel Waters
Daniel Waters

23/12/2014 13:24:50
23/12/2014 13:24:50
23/12/2014 13:24:44
23/12/2014 13:24:32
23/12/2014 13:24:32
23/12/2014 13:24:21
23/12/2014 13:24:15

23/12/2014 13:23:06

23/12/2014 13:23:00
23/12/2014 13:22:59

V10.9 29/11/22

TT Locker 1| iPod1
TT Locker 1 iPod1
TT Locker 1| iPod1
TT Locker 1 | iPod1
TT Locker 1 iPod1
TT Locker 1 iPod1
TT Locker 1 iPod1
TT Locker 4  iPod4
TT Locker 4 | Pod 4
TT Locker 4 | Pod 4

Door Closed

Unidentified Ttem On Charge
Door Opened

Door Closed

Item Off Charge

Item Removed

Door Opened

Ttem In but Not On Charge

Ttem In with Charge Fault
Ttem On Charge

uD0018

Daniel Waters
Daniel Waters
Daniel Waters
Daniel Waters
Daniel Waters
Daniel Waters
Daniel Waters

O
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4.25 SAGEM FINGERPRINT READER

The Sagem Fingerprint reader is an optional system that Traka implements to identify a user before allowing access to
a system. With the correct operating system version and application version installed, to activate the Sagem
MorphoSmart Fingerprint Reader you simply need to plug the reader in. There are no specific reader configuration
options that need to be set for the reader to work - it is simply plug & play.

Hardware Requirements
Sagem Reader Models
The following Sagem MorphoSmart Fingerprint Reader models are currently supported.

e MSO CBM 4MB IDENTLITE - 3000 user capacity (up to 2 fingers each) (Sagem Part n0:252711976)
e  Other variants have not been tested.

Traka Touch Operating System

For the Sagem MorphoSmart Fingerprint Reader to work with Traka Touch, the Traka Touch System must have Windows
CE build version 1.9 or later installed.

NOTE: If a Traka Touch Base Board or Process Module has to be swapped for any reason, replacements
might not have Windows CE version 1.9 installed as default and so please specify Windows CE version 1.9
or later when raising an RMA request!

If you connect a Sagem MorphoSmart Fingerprint Reader to a version of Windows CE less than 1.9, when
you plug the reader in you get a Windows CE dialogue pop up requesting the Driver Name.

Traka Touch Application

For the Sagem MorphoSmart Fingerprint Reader to work with Traka Touch, the Traka Touch System must have Traka
Touch Application version 01.02.4256.41 (07-Sep-12) or later installed.
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4.25.1 ENROLMENT

1. Open the User List and click New to create a new user record. If you already have users in the database,
highlight the desired user and click the Edit button.

2. Enter the user credentials as needed and click Access, or if you are editing an existing user simply click
Access.

3. Using the on screen buttons, give the user appropriate access to positions in the system and/or admin and
report access. If you are editing an existing user simply, click Options.

4. Set the active and expiry dates for the user and their PIN (if applicable) along with the item allowance, item
authorisation and PIN changing options, then click Enrol. If you are editing an existing user simply, click
Enrol.

traka
ASSA ABLOY |
- User administration

Ervol 2 firgers A v Enrol

Cancel

The enrolment page will show how many fingers the user currently has enrolled and will allow you to select how many
fingers you wish to enrol for that user.

NOTE: You can enrol a maximum of two fingers per user.
5. When you wish to continue, click the Enrol button.

6. The user will then need to place their finger onto the reader.

traka |
——— ey i i
ASSA ABLOY
- User administration
Place fincer 1 on the reader
Ervol Frger 10f2
Cxnre 1of3
progress I | v
Save
Cancel
Cancel

7. The progress meter will quickly move to 100% and you will see a fingerprint with a green tick, indicating that
the capture was successful. You will need to do this three times for each finger you wish to enrol.
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When enrolling, it is important you align your finger to the centre of the Enrolment Module and lay your finger flat to

receive accurate results.

Correct

Incorrect

Do not move finger when enrolling
Do not press too hard

Correct

Incorrect

Place your finger on the enrolment module. Do not slide or roll finger on and off

NOTE: If your finger is not properly positioned the reader may have trouble enrolling you. If this happens,
Traka Touch will prompt you to complete one of following actions to help...

L]

Move Finger Up

= | Move Finger Left

l Move Finger Down

Press Harder

b Remove Finger

s Place Finger

"= | Move Finger Right

8. If the templates have been successfully captured, the message ‘Finger Position OK’ will be displayed.

L
ASSA ABLOY !

- User administration

Finger position OK

Evolfrger 1 of 2
Cxnre 1of3
e - e
Save
Cancel
Cancel
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If you chose to enrol two fingers, then you will be prompted to place the second finger on the reader and begin
the enrolment process again.

NOTE: If you choose to add a second finger to a user record after they have already enrolled with a first,
they will be taken through the enrolment process from the beginning, which means they will need to enrol
their first finger again.

9. Once the user has enrolled, click the Save button to be taken back to the user list. After 30 seconds, the system
will synchronise with TrakaWEB and the user details will be updated.

Re-Enrolling
If you wish to change the Fingerprint template that you have saved to the user, simply click the 'Enrol' button and
go through the enrolment process again.

Cancel Button
By clicking the Cancel button during enrolment, you will be taken back to the enrol screen where you can select
how many fingers to enrol. Doing this will erase any fingerprint templates and information from the specified user.

4.25.2 REMOVING A FINGERPRINT TEMPLATE

Under GDPR, the organisation must have procedures in place to enable users to withdraw their previous consent for
their biometric (finger) data to be used for this process, and users must have been informed of how to initiate this
process. Once consent has been withdrawn, the organisation must remove the data from the system. The user will then
need a Keypad ID to access the system.

1. Log into the Traka Touch system and navigate to the User Administration page.

X t' ka
ASSA ABLOY
P User administration o Al Users B
Search: Add
B SUiname HRECINGN Dot

Admin o u Edit
Traka Admin
Authoriser User 1 O O Delete
Traka User 1 | O
Traka User 10 m] O S
Traka User 11 (] ) Import
Traka User 12 ] m}
Traka User 13 m] O Export
Traka User 14 [m] O
Traka user 15 m| O Exit

2. Select the enrolled user you wish to edit and navigate to the User Administration Enrolment page.

The User Administration page will now display an additional Clear button for an enrolled user.

R traka
———————
ASSA ABLOY
2 User administration
1 Fi lled
naers enrolle Clear
Errol 1 fingers

AV Enrol

Details

Save

Cancel

3. Select the Clear button.

You will be presented with a message warning you that the user may no longer be able to access the system if their
template is removed.
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4. Select the Yes button.

traka
—_—
ASSA ABLOY

Are you sure you wish to clear this users' template?
This may prevent them accessing this system until they have enrolled again.

Yes

The users’ template is now removed from the database. The User Administration page will remain visible should the user

require re-enrolling.

5. Once completed, select the Save button.

‘ traka
——————
ASSA ABLOY

User administration

0 Fingers enrolled

Ervol 1 fingers

AV

Enrol

Details

Save

Cancel
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| 4.25.3 IDENTIFICATION

‘Identification’ is simply the process of the Traka system recognising a user in normal daily use. The user must be
enrolled before they can do this. At the Traka System:-

Fingerprint Only

1. Touch the screen to bring the system out of idle mode. The Sagem reader will illuminate red. This will
continue until the system moves back into idle mode.

2. Place your finger on the reader.

3. Once your ID has been verified, you will be able to continue to remove items or make a selection.

Fingerprint and Keypad ID/Card ID

1. Touch the screen to bring the system out of idle mode. The Sagem reader will illuminate red. This will
continue until the system moves back into idle mode.

2. Place your finger on the reader or enter your Keypad ID/swipe your Card at the reader.

3. Once your Fingerprint ID and/or Keypad ID/Card ID have been verified, you will be able to continue to
remove items or make a selection.

Fingerprint and PIN

1. Touch the screen to bring the system out of idle mode. The Sagem reader will illuminate red, this will
continue until the system moves back into idle mode.

2. Place your finger on the reader.
3. You will then be prompted to enter your PIN.

Once your Fingerprint ID and PIN have been verified, you will be able to continue to remove items or make a selection.
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MULTI-SELECT/MULTI-EDIT (MSME)

5.1 USERS

The Multi-Select/Multi-Edit or MSME feature within TrakaWEB can significantly reduce the workload of a user with the
Administrator role. It provides the user with the ability to add multiple users to Item Access Groups and Systems. It is
also an effective method of making users active or inactive on a system as well as deleting them. This is achieved by
using the right mouse button to display a context menu, which will allow the user to choose from a humber of options.

5.2 THE CONTEXT MENU

The Context Menu is central to the functionality of Multi-Select/Multi-Edit and is available by right clicking the mouse
within the grid or left clicking on the down arrow button above the check box column. This will display a menu with a
series of options. Greyed-out options will only be made available if one or more users have been selected.

Select All on Page ect All on Page

Deselect All On Page elect All On Page

Deselect All Deselect All

Select All on Page

Selecting this option will enable the user to select all the users listed on the current page at once.
Deselect All on Page

This option will enable the user to deselect all the selected users on the current page at once.
Deselect All

If users are selected on one or more pages, this option will enable them all to be deselected.
Delete Selected

This option will enable the user to delete all selected users over multiple pages.

Set Active on Systems

Choosing this option will display a list of available systems. This will allow any selected users to be set as active on one
or more systems.

Set Inactive on Systems

This option will enable a user to remove user activity on one or more systems.
Set Users Active

Selecting this option will set any selected users to Active.

Set Users Inactive

Choosing this option will set any selected users to Inactive.

Add User Curfew

Selecting this option will allow an Absolute or Relative curfew to be added to one or more users.

V10.9 29/11/22 uD0018 Page 197 of 452

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



Remove User Curfew

This option will allow an Absolute or Relative curfew to be removed from one or more users.

Set User Systems Allowance

Selecting this option will enable a user to set the System Item Allowance for systems within a selected region for one

or more users.

5.2.1 SELECTING USERS
Users can be selected individually or by using the

1. From the Navigation toolbar, select Users.

You will then be taken to the Users page. If you al
be populated with all of those users along with all
your system, you will need to Add Users.

context menu to select them on a page-by-page basis.

ready have users set up in your Traka Touch system, then this list will
the other users in the database. If you have not added any users to

© (Al Regions) ©) (all systems) © (all users)
Region System Active

Staff Number (v Job Role

O o Office Manager

(] " ] Production Manager

=} 9@ Standard User 1

O @ Standard User 10
Page1of2(26items) 3P 1200
@ Create Filter

2345 Office Manager 01234 456765

Production
0987 Manager 01234 456567
4567 Standard User
8765 Standard User

Pagesize: (20 [

2. To select individual users, click in the check boxes located to the left.

Office Manager 2345 Office Manager 01234 456765

O
| Production Manager ‘ 0987 :;Id:g‘gm 01234 456567
Training Manager ‘ 3456 } Training Manager | 01234 345345
| Vehide Manager ‘ 5432 ‘ Vehide Manager 01234 789987
O Standard User 1 4567 Standard User
] > Standard User 10 8765 Standard User

NOTE: Above the column of check boxes, a number will display how many users are currently selected
across all pages. This is a useful way of monitoring how many users remain selected, even if there are no

users selected on the current page.

N[00
L

Super Admin
Traka Administrator
Office Manager 2

Production Manager

| Training Manager

? Vehide Manager
Standard User 1 4
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3. To select all the users on the current page, right click and choose the option Select All on Page.

2[5 15 W

2O
oot |

0

°
L
L]
L
o
[
o
o
L
[
o
o
@
o

00 0|0 00ooooooooo

Sync
] Super Admin

Display Name v

Staff NumB
1234

Super Admin

Traka Admin

Traka HR Manag
Traka IT Manage]
Traka
Traka Sales M:
Traka User 06
Traka User 07
Traka User 08
Traka User 09
Traka User 10
Traka User 11
Traka User 12
Traka User 13

EIAEIRMLIE N IR Yeled
: I cwtomise | Bgort |

) Default
Region

Sync | Dsplay Name

=

Traka Admn

Office Manager

Tx er 5
| Traka User 6

02
v
v
~
===
2
~
%

Producton Manager

Trainng Manager

Staff Number (v

Job Role

Adminsstrator

Manager
Traning Manager

Vehide Manager

Traka User

Traka Uses

This will select all the check boxes for all users on the current selected page only. You may also choose to Deselect All
on Page or, if there are users selected over multiple pages, you can Deselect All.

NOTE: There is no option to select all users at once. This could potentially lead to a situation where they

may be

accidentally deleted.

5.2.2

DESELECTING USERS

Users can be deselected individually, on a page-by-page basis or all at once.

1.

2.

To deselect an individual user, click on the corresponding check box located to the left.

O Office Manager
Production Manager

' Training Manager

[ Vehide Manager
Standard User 1

» Standard User 10

1O

Training Manager
Vehide Manager
Standard User

Standard User

Office Manager

Production
Manager

Ulda4 143123

01234 456765
01234 456567

| 01234 345345
01234 789987

To deselect all the users on the current page, right click and choose the option Deselect All on Page. This will
have no effect on selected users on other pages.

)

=
e
Ex|

aQ Qg

IR AR<|
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Sync

.

Display Name

| cuner admin

Select Al on Page

Deselect Al On Page

Deselect Al

Delete Selected

Set Active on Systems
Set Inactive on Systems
Set Users Active

Set Users Inactive

Add User Curfew
Remove User Curfew

Set User Systems Allowance
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3. To deselect all the users across all pages, right-click and choose the option: Deselect All.
A SMELIEY el
A ISe (9

Sync  Display Name

N
=]

| cinor admio

Select All on Page

P Deselect Al On Page
EXX
Il Delete Selected

I Set Active on Systems

Set Inactive on Systems

Set Users Active

<
»

:

<
»

L

|
g

Set Users Inactive
Add User Curfew

<l

Remove User Curfew
Set User Systems Alowance

5.2.3 DELETING USERS
The context menu option for deleting users will only apply when one or more users are selected. This also applies to
using the delete button at the top of the page. Once the delete option is selected, a window will appear requesting

confirmation.

NOTE: A user will not be able to delete themselves if they are logged into TrakaWEB using their own
credentials.

1. To delete the selected users, right click and then choose the option for Delete Selected.

. E@@’@@@@@D

v
> Sync  Display Name V)

4

@ | super Admin 12
@ | Super Admin
1 | Admin
Select Al on Page
Deselect Al On Page
Deselect Al P

Set Active on Systems

BN

©

Set Inactive on Systems

——

Set Users Active

Set Users Inactive

Add User Curfew

Remove User Curfew

Set User Systems Alowance

Ve lwin g

o Traka User 13

A message will appear, requesting conformation that you wish to delete the selected users. Choosing No will close the
window and return to the Users page. Select Yes to start the process.

Delete Users
Are you sure you want to delete 4 users?

TN B
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A window will appear displaying the progress and status. Once completed, click on the Close button. If the process
was successful, the selected users will be removed.

Delete Users

Status: Complete
Progress: 3 of 3
Not processed: 0

Your request to delete a batch of user records has been sent to the Traka
Web server and the status is shown below.

If you click Close before the status is complete, please be aware that the
changes requested may not show in Traka Web until the batch processing
has completed successfully.

5.2.4 SETTING USERS ACTIVE ON A SYSTEM

Using the context menu to set a user active on a system is a more efficient method than navigating to the System

Access tab.

1. Select the user that you wish to set as active on a system by right clicking and choosing the Set Active on

Systems option.

O

Super Admin 1345

| @ | TrakaAdmin | 9945

| Tralg HR Manacer 4543

| Tra

OOoojooooooooogl

ACICICICI0C)

Tra

Select Al on Page

Deselect Al On Page
Deselect Al

Delete Selected

Set Inactive on Systems
Set Users Active

Set Users Inactive

Add User Curfew

Remove User Curfew

Set User Systems Alowance

Traka User 14 | 2967

A new window will appear displaying a list of all the available systems.

Set Users Active on Systems
Ploas

v

olect one or more systems below that you would ke to make vour selected users active upon and then select Continue.

Tithe -V
0
v
o Garage
O Man Office
1] Office 1
u] Office 2
0 Production
O Reception
Pagelofi(rems) DO 1O page see: [20 [l
2 Craate Fites
[ o |
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2. Select the systems that you wish to allocate to the user and then click on Continue.

Set Users Active on Systems
lect one or more systems below that you would like to make your selected users active upon and then select Continue,

Title -

[ e
& | Garage
Main Office
Office 1
Office 2
| Production
| Reception

o oo

page size: 70 I

Page1of1(6items) €3 @1

¥ Saeate Filter

[ oo | o |

A message will appear asking for confirmation that you wish to set the user or users’ active on the selected systems.

Selecting No, will close the message and return to the Users page. Select Yes to start the process.

Set Users Active on Systems
Are you sure you want to set 1 users active on the chosen systems?

EECEE RN

A window will appear displaying the progress and status. Once completed, click on the Close button. If the process
was successful, the selected users will be set as active on the assigned systems.

Set Users Active on Systems

Your request to make a batch of user records active on selected systems
has been sent to the Traka Web server and the status is shown below.

Status: Complete
Progress: 3 of 3
Not processed: 0

If you dlick Close before the status is complete, please be aware that the
changes requested may not show in Traka Web until the batch processing

has completed successfully.

NOTE: Clicking on Close before the status is complete will not cancel the operation. The batch process will

continue to run and any changes will not be displayed until the process has completed.

The user will now be set as active on the selected systems as can be seen in the example below.

V10.9 29/11/22

O Garage Region 1 O O
[~ O Main Office Region 2 O O O 0
@ O Office 1 Region 3 | O O
™ ] O Office 2 Region 3 O O O 0
O Production Region 1 O O
O Reception Region 2 O O
ub0018

Page 202 of 452

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



5.2.5 SETTING USERS INACTIVE ON A SYSTEM

Setting users as inactive on a system will remove their ability to use whichever system or systems are selected from
the list of those available.

1. Select the users that you wish to set as inactive on systems. Right click and choose Set Inactive on Systems
from the context menu.

A window will now appea

%R =

iCsiomisc— O

[
I e |

Sync  Display Name

<

’ o Super Admin
[T (E Select Al on Page
’. @ Deselect Al On Page
Deselect Al

Delete Selected

Set Active on Systems
Set Users Active
Set Users Inactive
Add User Curfew

8 Q

1|O|O|O|Oo|Ooja|ojoa

0000666666

Remove User Curfew

Set User Systems Alowance
Traka User 11 7685

r displaying all the available systems.

2. Select which systems you wish to set as inactive to the users.

Set Users Inactive on Systems
Please select one or more systems below that you would like to make your selected users inactive upon and then select Continue.

Garage
Main Office
| office 1
| office 2
Production

v
v

(IR JR<|

Reception

<

4 »

Page1of1(6items) €3 Q10D Page size:
@ Create Filter

e oo

A message will be displayed requesting confirmation that you wish to set the selected users inactive on the chosen
systems. Selecting No will close the message and you will return to the Users page. Select Yes to start the process.

Set Users Inactive on Systems
Are you sure you want to set 4 users inactive on the chosen systems?

EECEE TN
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A window will appear, displaying the status of the process. Once completed, click on Close. If successful, the selected

users will then be set as inactive on the selected systems.

Set Users Inactive on Systems

Your request to make a batch of user records inactive on selected systems
has been sent to the Traka Web server and the status is shown below.

Status: Complete
Progress: 24 of 24
Not processed: 12

If you click Close before the status is complete, please be aware that the
changes requested may not show in Traka Web until the batch processing
has completed successfully.

NOTE: Clicking on Close before the status is complete will not cancel the operation. The batch process will

continue to run and any changes will not be displayed until the process has completed.

NOTE: In the example above all four users were not assigned to any of the three available regions,

therefore the 'Not Processed’ result is '12’.

5.2.6 SETTING USERS ACTIVE

Using the context menu through the MSME feature can set a user as Active without having to navigate to the System

Access tab.
1. Select the users you wish to set as active.

N ESEIE eI

Customise

Export

() (All Regic
Re

Display Name ‘Y,‘ Staff Number \? ) Job R@
O 9 Super Admin 1234 | Super /
 lswesimn o |l

Traka Admin 9945 | Traka A

Traka HR Manager 4543 ‘ HR Maj
v _ Traka IT Manager 3542 ‘ IT Ma
O | @ Traka Marketing Manager 2276 | Marketi
o .707 | Traka Sales Manager " 1095 | Sales M

2. Right click and choose Set Users Active from the context menu.
(]2 %] <o % = %=
I TS __ Cusiomise

Expor
Sync  Display Name V) Staff Numb

4

D o s A dmaie,
= Select Al on Page
= Deselect Al On Page

Deselect Al
Delete Selected
1| Set Active on Systems

NS Y

»
>
[
) 1| SetInactive on Systems
|
0 Set U Inactive
I| set users Inactive
@ |
® il Add User Curfew
51| Remove User Curfew
o |
[
L

ojojooo

| Set User Systems Afowance

oono

Traka User 11 7685

V10.9 29/11/22 uD0018

Page 204 of 452

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



A message will be displayed requesting confirmation that you wish to set the selected users as active. Selecting No
will close the message and you will return to the Users page.

3. Select Yes to begin the process.

Set Users Active
Are you sure you want to set 4 users active?

BTN T

A window will appear, displaying the status of the process. Once completed, click on Close. If the process was
successful, the selected users will then be set as active.

Set Users Active

Your request to set a batch of users active has been sent to the Traka Web
server and the status is shown below.

Status: Complete
Progress: 4 of 4
Not processed: 0

If you click Close before the status is complete, please be aware that the
changes requested may not show in Traka Web until the batch processing

has completed successfully.

NOTE: Clicking on Close before the status is complete will not cancel the operation. The batch process will
continue to run and any changes will not be displayed until the process has completed.

5.2.7 SETTING USERS INACTIVE

Similar to Setting Users as Active, using the context menu through the MSME feature can set a user as Inactive
without having to navigate to the System Access tab.

1. Select the users that you wish to set as Inactive.

[ RR]T

v

4

@ (All Regions)
Rediop,

Sync  Display Name V) Staff Number (v) JobR

O 9 Standard User 4 7890 Stand
o Standard User 5
e Standard User 6

Qg

o Standard User 7
o Standard User 8
@ Standard User 9 1827 Stand

m] 3

4

Page 2 of 2 (26 items) @ e 120©
@ Create Filter
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2. Right click and choose Set Users Inactive from the context menu.
LA IRINLAC E IR O
‘ Edit ] Export |

Customise
Display Name \}ﬂ Staff Number

Cunar Admin

Select All on Page
Deselect Al On Page
Deselect Al

Delete Selected

O
O ") Set Active on Systems 276

7[]7 T | Set Inactive on Systems 6957
O o Set Users Active 9767
R
O ) Add User Curfew 697
O o Remove User Curfew 447
0 ) ‘ Set User Systems Allowance , ;;397
(| @ Traka User 11 7685
O O | TrakaUser 12 | 9078

A message will be displayed requesting confirmation that you wish to set the selected users as inactive. Selecting No
will close the message and you will return to the Users page.

3. Select Yes to begin the process.

Set Users Inactive
Are you sure you want to set 4 users inactive?

EECHE BTN

A window will appear displaying the status of the process. Once completed, click on Close. If successful, the selected
users will then be set as inactive.

Set Users Inactive

Your request to set a batch of users inactive has been sent to the Traka
Web server and the status is shown below.

Status: Complete
Progress: 4 of 4
Not processed: 0

If you click Close before the status is complete, please be aware that the
changes requested may not show in Traka Web until the batch processing

has completed successfully.

NOTE: Clicking on Close before the status is complete will not cancel the operation. The batch process will
continue to run, and any changes will not be displayed until the process has completed.
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5.2.8 ADD USER CURFEW

The Add User Curfew option will enable you to apply either a relative or absolute curfew to a user and select the region

and system on which the user is active.

1. Select the user or users to which you wish to apply the curfew.

LAEIBNEALIEIC

Customise

Sync  Display Name v

O @  TrakaIT Manager | 3542 L mTMe
7 | @  TrakaMarketing Manager | 2276 | Marke

2. Right click and select Add User Curfew from the context menu.

CIACSEEEIEIRY
Edt | Customise

=
By

v
~  Sync Display Name v) Staff Nu

nar Admin L1234
Select Al on Page
i Deselect Al On Page

Deselect Al

O l 5 Delete Selected 3542
76 7| T Set Active on Systems R
O ! Y Set Inactive on Systems ’1 09’5
O ! @ Set Users Active 5976
O ] ) Set Users Inactive '8843
S b
7|:|7 ! T’ Remove User Curfew lsaa7
0 |T Set User Systems Alowance 2039
N K‘ > ' Traka User 11 . 7685

3. A window will now appear. You can now select the system, the region and the type of curfew that you wish to

apply.

Add Curfew to Users

Pisase select one o more systems and curfew bebow that you woud Ike to 0 to the users selected and then select Continue.

Page tof1(ttems) ROL O D Absolie page seo: (20 |l
& @ [Ttle] Equak Man Office’ And [Regan] Equals Defaul’ Clear

4. Select Continue to progress with adding the curfew information.

For an Absolute curfew, use the arrows to enter the required hours and minutes.
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A A

For a Relative Curfew, use the arrows to enter the required days, hours and minutes.

5. Once you completed the selection, click on Continue.

A message will be displayed requesting confirmation that you wish to add the curfew. Selecting No will close the
message and you will return to the Users page.

6. Select Yes to begin the process

Add Curfew to Users

Are you sure you want to add the curfew to 3 users?

EECEE

A window will appear displaying the status of the process. Once completed, click on Close. If successful, the curfew
will be added to the selected users.

Add Curfew to Users

Your request to add curfews to the selected users has been sent to the Traka
Web server and the status is shown below.

Status: Complete
Progress: 3 of 3
Not processed: 0

If you click Close before the status is complete, please be aware that the
changes requested may not show in Traka Web unti the batch processing has

completed successfully.

NOTE: Clicking on Close before the status is complete will not cancel the operation. The batch process will
continue to run and any changes will not be displayed until the process has completed.

5.2.9 REMOVE USER CURFEW

The Remove User Curfew will enable you to remove an absolute or relative curfew that has been applied to one or
more users.

1. Select the user or users whom you wish to remove a curfew.

-3 = o

v)
Sync  Dsplay Name V) staff Number (v

) Super Admin 1234

Traka Admin

[» Traka HR mnaée;
O 9 Traka IT Manager 3542 T Mz
O " ] Traka Marketing Manager 2276 Mark:
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2. Right click and select Remove User Curfew from the context menu.

RAEAEIEINEIE L IRY
o Edit Customise

ElE
| Expor

Sync  Display Name V) Staff Numbél

1234

s‘ss

Set Active on Systems

Set Inactive on Systems
Set Users Active
Set Users Inactive
Add User Curfew

697
7

Set User Systems Allowance
L —

o

110|0(0(0(0|0|0|0

A window will now appear. You can now select the system of the region for the curfew that you wish to remove.

Remove Curfew from User

w that you would e

Pagelofi(ttems) DOTO D pagesze: (20 [
% % [Xth] Euals Recepton’ And (Regon] Eouals ‘Defauk’ Cloar

3. Select Continue to progress with the curfew removal.

A window will appear requesting confirmation that you wish to remove the curfew from the users.

4. Select Yes to begin the process.

Remove Curfew from User

Are you sure you want to remove the curfew from 3 users?

A window will appear displaying the status of the process. Once completed, click on Close. If successful, the curfew
will be removed from the selected users.

V10.9 29/11/22

Remove Curfew from User

Your request to remove curfew from the selected users has been sent to the
Traka Web server and the status is shown below.

Status: Complete
Progress: 3 of 3
Not processed: 0

If you click Close before the status is complete, please be aware that the
changes requested may not show in Traka Web unti the batch processing has

completed successfully.
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5.2.10 SET USER SYSTEMS ALLOWANCE

The Set User Systems Allowance option will enable a user to set the System Item Allowance on systems within a
selected region for one or more users.

1. From the Users page, select the region that you wish to select the systems for allocating the User Systems
Allowance.

() (All Systems)
System

JEIeY

Sync  Display Name ) stffnumber () SRk
' ~| Ground Floor

| @ | 1234 01234 123456

‘ Super Admin

[l Super Admin

2. Select the user or users that you wish to set the User Systems Allowance.

Sync  Display Name Staff Number v Job Role
0 | @ | SuperAdmin 1234 ' Super Adm
O @ ] Super Admin | 1345 ' Super Adm

M | | Traka User 09 5447 | Traka User

3. Right click within the grid and select Set Users Systems Allowance from the context menu.

Sync  Display Name v)  Staff Number |

| @
| @

Select All on Page
Deselect Al On Page

Delete Selected
Set Active on Systems
Set Inactive on Systems
Set Users Active
Set Users Inactive
Add User Curfew

O
] Remove User Curfew
0o T
O @ Takuseril 7685
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4. At the next screen, select the system or systems for the selected region by clicking in the checkbox to the

left.

Set Systems Allowance for Users

Please select one or more systems and then select the alowance per system. Select Continue to apply the alowance to the s:

v

v)  Region - (v)  Alowance

[ 2|l e

<

Reception Default System Default

Pagelof1(iitems) A @ 1 O &

@ Create Fiter

[come | o |

5. Over to the right of the screen, select the drop down menu in the Allowance column and select the Item
Allowance for the selected users.

nce per system. Select Continue to apply the alowance to the selected users.

V) Regon

System Default]

6. Now Select the Continue button.

A window will now appear requesting confirmation to Set Systems Allowance for Users.

7. Select Yes to continue.

Set Systems Allowance for Users

Are you sure you want to set a system alowance for 5 users?

[T [

A window will now appear showing the progress and status of the process.

8. Once completed, click on the close button.

Set Systems Allowance for Users

Your request to set a system alowance for the selected users has been sent to
the Traka Web server and the status is shown below.

Status: Processing
Progress: 1 of 5
Not processed: 0

1f you click Close before the status is complete, please be aware that the changes
requested may not show in Traka Web unti the batch processing has completed

successfully.

The selected users will now be granted the specified item allowance for the selected system(s) for that particular

region.
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5.3 ITEM ACCESS GROUPS

Using MSME to assign Users and Items to Item Access Groups utilises the same functionality as assigning Users to
systems. A User with the Administrator role will be able to select one or more users by using a context menu and

selecting which Item Access Group that they will become a member. As well as assigning users to an Item Access
Group, they can also be removed.

5.3.1 THE CONTEXT MENU

The functionality of the Context Menu is made available by right clicking the mouse within the grid or left clicking on the
down arrow button above check box column. This will display a menu with a series of options. Greyed-out options will
only be made available if one or more users have been selected.

Select Al on Page (&5 l =
0 1 Sfect Al on Page
Deselect Al On Page it Al O Page
Deselect All Deselect Al
¥ Add Al Fitered Users to Item Access Group
Add Al Fitered Users to Item Access Group 123
Remove Al Fitered Users from Item Access Group
Remove Al Fitered Users from Item Access Group 234
- UInCe Mandyer 234

Select All on Page

Selecting this option will enable the user to select all the users listed on the current page at once.
Deselect All on Page

This option will enable the user to deselect all the selected users on the current page at once.
Deselect All

If users are selected on one or more pages, this option will enable them all to be deselected at once.
Add All Filtered Users to Item Access Group

With a number of filtered users on a page such as users of the same job description for example, this option will enable
you to add those users to a specific Item Access Group.

Remove All Filtered Users to Item Access Group
This option will enable you to remove all the filtered users on the page from a specific Item Access Group.

Add Users to Item Access Groups

This option will enable the user to assign selected users to a specific Item Access Group.

Remove Users from Item Access Group

Choosing this option will enable the user to remove one or more users from a specific Item Access Group.
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5.3.2 SELECTING ITEM ACCESS GROUPS

You will be required to have one or more Item Access Groups created to proceed with using the MSME functionality.
Information for creating Item Access Groups can be found in the Item Access Groups section.

1. From the Navigation Toolbar, select the Item Access Groups icon from the Items option.

You will then be taken to the Item Access Groups page, showing a list of existing groups.

m‘Wi” i =) ﬁl i mm I ,;’(:,,;
’1' 4|8 | T8 | ) R O pefaute
Edit Customise Export

Group 1

Group 2

Group 3

4

Page 1 of 1 (3 items) 1

2. Select a group by double clicking on it or by selecting it and then clicking on the Edit button.

You will now be directed to the Edit Item Access page.

5.3.3 SELECTING USERS TO ASSIGN TO ITEM ACCESS GROUPS

1. From the Edit Item Access Group page, select the Users tab.

H|P &

Edit
Region Item Access Users Histor

Name: Group 1
Everyone Group:

NOTE: If any of the Item Access Groups have the Everyone Group option ticked, the Users tab will not be
available.

H Pl
Edit
Region Item Access History
Name: Group 1
Everyone Group: v
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The next page will display all the available user details.

[ERZEEEARS

Details. Region Ttem Access. History

Sync  Member Display Name

o e Standard User 3 1224 lsj‘s‘;dﬂ"

[m] o Super Admin

o e Traka Administrator 1224 administr... | 93223
o e Office Manager 245 b g;é%s
o e Production Manager 0987 ;’:::gﬂ:n oz
o ) Training Manager 2456 Lr;:az‘: gg;s
o e Vehicle Manager 5432 ;g:;’;ef iz
o e Standard User 1 4567 S@dard

o e Standard User 10 6543 lsz:dam

NOTE: It will be noticed that there is an empty column titled ‘Member’. For users that are assigned to
groups, the corresponding Member box will be ticked.

2. Select individual users to assign to the Item Access Group by clicking on the check boxes to the left.
Beel s
segon e s o

o) Job
Role

Sync  Member Display Name

Standard User 3

Standard
User

Super Admin
Traka Administrator Administr.
| [ office
Manager
Production
Manager
Training 01234
Manager 345345
Vehide 01224

Office Manager

Production Manager

Training Manager 3456

3 |§LC
(3

> Vehicle Manager )

NOTE: Above the check box column, the number of selected users is displayed.

3. If you wish to select all the users on the page, right click and choose Select All on Page.

(Bl

Details || Region || Item Access [{VEH Hlsluy

M ” Staff Job 4 * 2 Staff
s Sync  Member (v) Display Name M N ne Roke 4 Number

— %
‘ Select Al on Page -
%

Deselect Al On Page
Deselect Al

g
<J

Add Al Fitered Users to Item Access Group
Remove Al Fitered Users from Item Access Group fice

1<}

g
-y
g
<

Production Manager

o|o|o|0|o|oo

‘Training
Manager

This will select all the check boxes for all users on the current page only. You may also choose to Deselect All on Page
or, if there are users selected over multiple pages, you can Deselect All.
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5.3.4

ADD USERS TO ITEM ACCESS GROUPS

1. With the users selected, right click and select Add Selected Users to Item Access Group.

|\H\PP|@’“©\E_E AR IRYRE
Edit Customise Export
Details | Region | Item Access MIEES History

You will be presented with a confirmation window asking if you wish to add the

Staff
Number

Job
Role

|
Select Al on Page

Deselect Al On Page

Deselect All

Add Selected Users to Item Access Group

Remove Selected Users from Item Access Group
Manager Manager

O R
<

Training

Group. Selecting No, will return you to the list of user details.

2. Click on Yes to proceed.

selected users to the Item Access

Add Users to Item Access Group

Are you sure you want to add 4 users to this item access group?

B BT

A window will appear displaying the progress and status. Once completed, click on the Close button. If the process
was successful, the selected users will be added to the Item Access Group.

Add Users to Item Access Group

Your request to add a batch of users to this item access group has been sent
to the Traka Web server and the status is shown below.

Status: Complete
Progress: 4 of 4
Not processed: 0

1f you dlick Close before the status is complete, please be aware that the
changes requested may not show in Traka Web until the batch processing
has completed successfully.

NOTE: Clicking on Close before the status is complete will not cancel the operation. The batch process will
continue to run and any changes will not be displayed until the process has completed.

The Users page will now be updated. A tick is visible in the Member column for all users assigned to that group.

V10.9 29/11/22

Staff

Sync  Member Y

Number

uD0018

O ™ ] Office Manager | 2345

O [ ] Super Admin

O " ] Traka Admin 1234 Administr...
O ) Office Manager v 2345 ‘ a;ﬁ'f:ger
O " ] Office Manager 2345 a:::ger
o @ e | e
O " ] Training Manager | 3456 L?ﬂ?gr
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NOTE: The tick in the Member column will only appear for users whom are members of the selected Item
Access Group.

The process can then be repeated for assigning users as members of other Item Access Groups.

5.3.5 REMOVE USERS FROM ITEM ACCESS GROUP

As well as adding users to an Item Access Group, it may also be necessary to remove one or more users from an Item
Access Group.

1. Select the Item Access Group from which you wish to remove user access and then click on the Users tab.
2. Select the assigned users that you wish to remove from that group.

|z SRRy e

Details | Region @ Item Access [MIESS History

Display & Staff . Job
Sync  Member (v P v

Number ' Role

‘ Office Manager | 2345

Super Admin

Traka Admin Adminstr....

Manager
Office
Manager

Production Production | 0123
Manager Manager 3456

‘ Office Manager Oifee

‘ Office Manager

3. Right click and choose the option Remove Selected Users from Item Access Group.

}B@@’@@@Q@ {%@

Details | Region | Item Access [MIEZS History

isplay o) Saff Job

Di
sync || Member ()| e Number ' Role

| Office Magage:
Select All on Page

Deselect Al On Page
Deselect Al
Add Al Fitered Users to Item Access Group

Remove Al Fitered Users from Item Acce

Add Selected Users to Item Access Group

‘ Remove Selected Users from Item Access Group

) " ] Training Manager = 3456 ‘T.'a"",g‘ (?l

You will be presented with a confirmation window asking if you wish to remove the selected users from the Item
Access Group. Selecting No, will return you to the user details list.

4. Click on Yes to proceed.

Remove Users from Item Access Group

Are you sure you want to remove 4 users from this item access group?

EECEE BT
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A window will appear displaying the progress and status. Once completed, click on the Close button. If the process
was successful, the selected users will be removed from the Item Access Group.

Status: Complete
Progress: 4 of 4
Not processed: 0

has completed successfully.

Remove Users from Item Access Group

Your request to remove a batch of users from this item access group has
been sent to the Traka Web server and the status is shown below.

If you dlick Close before the status is complete, please be aware that the
changes requested may not show in Traka Web until the batch processing

NOTE: Clicking on Close before the status is complete will not cancel the operation. The batch process will

continue to run and any changes will not be displayed until the process has completed.

5.3.6 USING THE FILTERING OPTION

Using the filtering option for Users in MSME is very similar to adding and removing selected users. The following is an

example of using an applied filter to the Job Role column.

1. Apply the filter to the column. In this example, the job role of Traka User is used.

Details | Region | Item Access History

m} ) Traka User 1
O o Traka User 2
m] 9@ Traka User 3
O "] Traka User 4
=] o Traka User 5
m} ) Traka User 6
0 o Traka User 7
(] ) Traka User 8

6543

1324

1325

0192
2938

Traka User

Traka User

Traka User

Traka User

Traka User

Traka User

Traka User

Traka User

0123
5678

0123
8765

0123
098

0123
0987

0123
1324

0123
9785

0123
1026

0123

2. Next, right click within the grid and select the option for Add All Filtered Users to Item Access Group.

|| 78] )] 5=

Customise

’HH‘-@?

Edit

‘u" x3
)

2

Export

Details | Region | Item Access History

Sync Member (v) DSPRY

Name

Select Al on Page
Deselect Al On Page
Deselect Al

o Traka User 6

1(0(0O0|0O|0(0

1325

Add Al Fitered Users to Item Access Group

Remove Al Fikered Users from Item Access Group

Traka User
‘ Traka User

Traka User

‘ Traka User
‘ Traka User

Traka User

0123
5678

0123
8765
0123
0987

0123
0987

0123
1324

0123
978

The process for adding will now proceed according to the process used for Add Selected Users to Item Access

Group.

NOTE: If individual users have been selected from the filtered column, the Add Selected Users to Item

Access Group will apply.
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Removing filtered users is also very similar to the process for Remove Selected Users from Item Access Group.

3. With the filter in place, right click within the grid and select Remove All Filtered Users from Item Access
Group.

‘H\H"}wa»'}] £ %%

Edit | Customise Export

Details Region Item Access @ History

o e e P O B OB © e

00 | @ | selectAlon Page User | 2428
Deselect Al On Page 3

O el w vrer | 023
Deselect Al 2

O | @ | Add Al Fitered Users to Ttem Access Group User g;g"j
Remove Al Fitered Users from Item Access Group 0123

m} o User 5
C 0987

O L User | 9122

1324

/ Traka User 6 1325 Traka User | 0123

The removal process will now proceed according to the process used for Remove Selected Users to Item Access
Group.

NOTE: If individual users have been selected from the filtered column, the Remove Selected Users from
Item Access Group will apply.

5.4 SELECTING ITEMS TO ASSIGN TO ITEM ACCESS GROUPS

Once the users are assigned to Item Access Groups, it is possible to assign Items in a similar way.

5.4.1 THE CONTEXT MENU

The functionality of the Context Menu is made available by right clicking the mouse within the grid or left clicking on the
down arrow button above check box column. This will display a menu with a series of options. Greyed-out options will
only be made available if one or more items have been selected.

Select All on Page e
Deselect All On Page o ze'zz :E On Page |
Deselect All 0 ‘ : ren : ‘

= i Grant All ‘
R e Sele TFor - . O ! Revoke Al »

Home

Grant All E :)::em :
Revoke All SYstEm

Select All on Page

Selecting this option will enable the user to select all the items listed on the current page at once.
Deselect All on Page

This option will enable the user to deselect all the selected items on the current page at once.
Deselect All

If items are selected on one or more pages, this option will enable them all to be deselected at once.

Add Selected Item(S) to group

With one or more items selected, this option will enable them to be added to the group.
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Remove Selected Item(S) from group

With one or more previously assigned items selected, this option will enable you to remove them from the group.
Grant All

This option will enable you to grant access to all items

Revoke All

This option will enable you revoke access to all items in the group.

5.4.2 SELECTING ITEM ACCESS GROUPS

You will be required to have one or more Item Access Groups created to proceed with using the MSME functionality.
Information for assigning items can be found in the Item Access Groups section.

1. From the Navigation Toolbar, select the Item Access Groups icon from the Items option.

= || %A
e -

@ Default

ExpoT'

Group 1
Group 2
Group 3

]

Page 1 of 1 (3 items) 1

2. Select a group by double clicking on it or by selecting it and then clicking on the Edit button.
You will now be directed to the Edit Item Access page for the selected group.

3. Select the Item Access tab.
The next page will display a list of the items in the system.

4. Select individual items to assign to the Group by clicking on the check boxes to the left.

H|ePler <] 78] ] %= =]

Edit Custonise Export

betas | | Regon e (T
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NOTE: Above the check box column, the number of selected users is displayed.

5. If you wish to select all the users on the page, right click and choose Select All on Page.

[EIE3CA S EAEIE TEAEY HPl @
| Edit Customise Export it G IS Export |

Details | Region ‘ Users | | History | Details | Region Users || History

Tag

@ (@ . Tag =
Access (v)  System ~ (v, Pos. No Detail 1 Access (V) System ~ (¥ Pos. = T

Detail 1

l Select Al on Page
Deselect All On Page

i Deselect Al

il Add Selected Item(s) to group
Remove Selected Item(s) from group

This will select all the check boxes for all items on the current page only. You may also choose to Deselect All on Page
or, if there are items selected over multiple pages, you can Deselect All.

5.4.3 ADD SELECTED ITEM(S) TO GROUP

1. With the items selected, right click and select Add Selected Item(s) to Group.

(EEEE R
k———— e | Bt

Details | [ Region | (ERuNeed) Users | | History |

V)
Access (V) system = (¥ pos. = [0 pewi1 (V)

N
&

| 1
Select All on Page
Deselect Al On Page
Deselect Al
.
Remove Selected Item(s) from group
Grant Al
Revoke All

Q|

<

<

<

<

<
I

You will be presented with a confirmation window asking if you wish to grant access to the selected items. Selecting
No, will return you to the list of user details.

1. Click on Yes to proceed.

Grant access to the selected items

Are you sure you want to grant access to the selected tems.
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A window will appear displaying the progress and status. Once completed, click on the Close button. If the process
was successful, the selected items will be granted access.

Grant access to the selected tems

Your request to grant access to the selected items has been sent to the
Traka Web server and the status is shown below.

Status: Complete
Progress: 20 of 20
Not processed: 0

If you click Close before the status is complete, please be aware that the
changes requested may not show in Traka Web unti the batch processing
has completed successfully.

NOTE: Clicking on Close before the status is complete will not cancel the operation. The batch process will
continue to run, and any changes will not be displayed until the process has completed.

The page will now be updated. A tick is visible in the Access column for all access granted items in that group.

5.4.4 REMOVE SELECTED ITEM(S) FROM GROUP

As well as granting access to items for the selected group, it may also be necessary to remove access to one or more
items from a selected group.

1. Select the Item(s) from which you wish to remove access, then right click within the grid, and choose Remove
Selected Item(s) from group.

R

Edit Customise. R

Details | | Region Users History

&) |
= ~ Access (V) system - (& pos. = ::g Detail 1

Select All on Page
Deselect All On Page
Deselect All

Add Selected Item(s) to group

Remove Selected Item(s) from group

Grant Al

Revoke Al
' § T HOmE™ T =11
v System .

|| e 8

You will be presented with a confirmation window asking if you wish to revoke access to the selected items. Selecting
No, will return you to the user details list.

1. Click on Yes to proceed.

Revoke access to the selected items

Are you sure you want to revoke access to the selected items.
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A window will appear displaying the progress and status. Once completed, click on the Close button. If the process

was successful, the selected items will have their access revoked.

Revoke access to the selected items
Your request to revoke access to the selected items has been sent to the
Traka Web server and the status is shown below.

Status: Complete
Progress: 5 of 5
Not processed: 0

If you click Close before the status is complete, please be aware that the
changes requested may not show in Traka Web until the batch processing

has completed successfully.

NOTE: Clicking on Close before the status is complete will not cancel the operation. The batch process will
continue to run, and any changes will not be displayed until the process has completed.

5.4.5 GRANT ALL
Selecting the Grant All option from the context menu will grant access to all items in the selected group.

Right click within the grid and select Grant All from the context menu.

1.
Bl <88 % % 5 =) <)
Edit Customise Export

Details | Region Users History

© Ta
Acces@ System < @ Pos. ~ Nog Detail 1 @

Remove Selected Item(s) fro
| Grant All I

O
o | Revoke Al
O

| Select All on Page
Deselect All On Page
| Deselect Al
Add Selected Item(s) t

[m]
O
O

Home G
System

A message will appear requesting confirmation that you wish to grant access to all items

2. Click on Yes to continue.

Grant access to allitems
Are you sure you want to grant access to all tems
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A window will appear displaying the progress and status. Once completed, click on the Close button. If the process
was successful, all the items in the system will be granted access.

Grant access to al items

Your request to grant access all items to the this group has been sent to
the Traka Web server and the status is shown below.

Status: Complete
Progress: 60 of 60
Not processed: 0

If you click Close before the status is complete, please be aware that the
changes requested may not show in Traka Web until the batch processing
has completed successfully.

NOTE: Clicking on Close before the status is complete will not cancel the operation. The batch process will
continue to run, and any changes will not display until the process has completed.

Once completed, a green tick will display in the Access column next to every item listed in the system.

(Bl )i % H %R =) )

Edit __ Customise _ Bxport |

Details || Region Users History

o Access @ System - (2 Pos. ~ :"gg Detail
= e !
m e 2
o 7 ]S 3
O v s 4
O v | seem s
O e 6
— Home -

5.4.6 REVOKE ALL

It is possible to revoke access to all items that have access granted to them by selecting the Revoke All option from
the context menu.

1. Right click within the grid and choose Revoke All from the context menu.

HE Gl EH R

Edit Customise

Details Region Users History

©)

Access (V) System ~ (V) Pos. ~ N

Tag
0

7 Home
| Select All on Page

|
|
/| Deselect Al On Page
|
| Deselect Al
v 2

< &
/| Grnt Al

j| Revoke Al

v System

Home
v System %

ojo|o(O0|o(0|o
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A message will appear requesting confirmation that you wish to revoke access to all items in the group.

2. Click on Yes to continue.

Revoke access to the selected items

Are you sure you want to revoke access to the selected items.

A window will appear displaying the progress and status. Once completed, click on the Close button. If the process
was successful, all the items in the system will have their access revoked.

Revoke access to the selected items

Your request to revoke access to the selected items has been sent to the
Traka Web server and the status is shown below.

Status: Complete
Progress: 5 of 5
Not processed: 0

If you click Close before the status is complete, please be aware that the
changes requested may not show in Traka Web until the batch processing
has completed successfully.

NOTE: Clicking on Close before the status is complete will not cancel the operation. The batch process will
continue to run, and any changes will not display until the process has completed.
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6. FEATURE OPTIONS

6.1 FEATURE OPTIONS OVERVIEW

Features are a powerful set of configuration options that can be tailored to suit your needs. They can be enabled or
disabled through TrakaWEB Admin and can perform a highly configurable set of functions, depending on your
requirements. This guide has been prepared in order to assist you with all aspects of the Feature Options available for
TrakaWEB and how to use them in conjunction with your Traka Touch Key Cabinet or Locker system.

NOTE: Please refer to the Traka support site for the latest compatibility information of TrakaWEB and
Traka Touch products.

http://support.traka.com
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6.2 FAULT LOGGING

Fault Logging is a very powerful feature available for both Key Cabinets and RFID Locker Systems. It allows a user to
record faults against items, such as vehicles or laptops. Subsequently, depending on the criticality of the fault, access
can be restricted to those items to prevent further damage, wasted time or injury. An example of its use could be for a
flat tyre on a vehicle.
Fault Logging can be used in 2 ways:

1. Generate and clear faults at both TrakaWEB and the Traka Touch system.

2. Generate and clear faults using TrakaWEB only.

The way in which Fault Logging is used is determined in the configuration process and will already have been setup at
Traka. Should you require a change to this configuration please contact Traka or your Distributor.

6.2.1 ENABLING FAULT LOGGING

The Fault Logging feature will need to be enabled on your Traka Touch system by loading a configuration file. This is
normally done by Traka during production, but if you wish to add the feature to your existing system, please contact
Traka or your Distributor for further details.

Another configuration option is ‘Allow Fault Logging at System’, which controls whether faults are able to be added at
the Traka Touch by the user of the system. If this option is off, you will only be able to add faults using TrakaWEB.
Traka also sets up this sub-option configuration.

Once your Traka Touch system is configured for Fault Logging, you will need to set up additional options using the
TrakaWEB Administration application, as follows:

1. Launch the TrakaWEB Admin app, expand the System Management node in the tree on the left and choose
the system to be configured.

2. Select the Feature Options tab on the right and check the Fault Logging section. Here you will find the option
to set fault logging ON or OFF by default for all iFobs/items in the system.

NOTE: This default can still be overridden on an individual iFob/item basis.

System Configuration | System Design | Feature Options | Software Update
Fault Logging

System Defaut  |On Retum V‘
\Off ‘

Reason Logging
System Default | Off v

Notes Logging
System Default | Off v

Custom Messages
System Default  Off v

When Fault Logging is first switched on, all iFobs/items are set to: Fault Logging=System Default. This means that you
can set all iFobs/items to ON if you change the Fault Logging system default in the Admin App to ON, or alternatively,
set all iFobs/items to OFF if the Admin App is set to default: OFF. The table shows configurations for most scenarios:
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System Default

All items need Fault Logging ON All left at ‘System Default’

Most items need Fault Logging ON Change iFobs/items that do NOT participate
from Default to Fault Logging: OFF

Some items need Fault Logging OFF Change iFobs/items that DO participate
From Default to Fault Logging: ON

No items currently need Fault Logging OFF All left at ‘System Default’

6.2.2 ENABLING FAULT LOGGING ON A PER IFOB/ITEM BASIS
NOTE: This section only applies if your system is configured to allow faults to be logged and cleared at the
Traka Touch system.
It is possible to individually enable/disable the fault logging option on a per iFob/item basis.
1. From the system viewer select the desired position and select ‘Edit iFob’ from the Ribbon Toolbar.

2. Select the Features tab. The example here assumes that during setup, the Fault Logging system default has
been set to ‘On’. In which case, the following 3 options are available from the Fault Logging drop down.

e  System Default (On) - the iFob/item will follow the system default setting
e Forced Off - fault logging for this iFob/item will always be off even if the system default changes to ‘ON’
. Forced On for Return - will switch the option on for this iFob/item

NOTE: Fault logging will not operate on an iFob (RFID Tag on lockers) until it has one or more items allocated
to it and the item type of those items has faults defined. Once an item is allocated, it then has an Item Type.
Refer to the section Adding an Item to an iFob for more details.

’v, English (UK) You have 47 days left to use Traka Web Super Admin | Log Off | traka.com

S8BEdit Item - A1 Main Car Park traka
ASSAABLOY
E1EE7a [GES

Edit Tools

14 Reason Logging
» Custom Message

’ Notes Logging

Mode: Forced On for Return
Fuel Level (%): System Default (On for Return
[Forced Off

Forced On for Return
» Distance Logging

4 Location Logging

» Curfew

6.2.3 CREATING AND EDITING FAULT DEFINITIONS
When a Fault is logged against an item, the fault type must be selected from a predefined list of Fault Definitions. These
Fault Definitions may include faults such as ‘Brakes Faulty’, if referring to a vehicle, or ‘Cracked Screen’ if referring to a

Laptop, and any other fault that could occur to any type of item in your system.

NOTE: To create Fault Definitions the user must first have the correct Software Permissions. Refer to the
Fault Logging Software Permissions section for more details.
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1. To create a Fault Definition, select ‘Software Settings>Fault Definitions’ from the Navigation Toolbar.

2. Click the ‘Add’ button and the Fault Definition Details window will appear. From here, you can define a name
and any additional descriptions for the fault.

() English (UK) John Brown | Log Off | traka.com

o
|2| Fault Definitions -tra—ka1

()=
dit

=)
)| &

SR

Customise

Export

< (V) Fault Description

No data to display

No data to paginate Page size: 120 n

@ Create Filter

You can also select whether or not the fault is a ‘Critical Fault’. A Critical Fault, once logged against an item, restricts
that item from being removed from the system unless the user has specific permissions. See the section Define Users
That Can Take Critically Faulted Items for further details.
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The following two images show examples for the creation of Critical and non-critical Fault Definitions.

John Brown | Log Off | traka.com

o ra
|| New Fault Definition m
ASSA ABLOY

‘ Edit
Fault Definition History

Critical Fault:

Brakes
Fault Description: Check brake efficiency|

Fault:

English (UK) John Brown | Log Off | traka.com
traka
ot
ASSA ABLOY
Hielo
Edi
Fault Definition History
Critical Fault:

Fault: Paintwork

Fault Description: Paintwork scratched

3. Once you have finished creating the Fault Definition click ‘Save’. You can repeat this process for all Fault
Definitions you wish to create.

To enable the Fault Definitions to be selectable when logging a fault against an item, they must be assigned to an item
type. Refer to the section Selecting Fault Definitions for Item Types for more details.

All the Fault Definitions created will be stored in the Fault Definitions List. To access the Fault Definition List, select
‘Software Settings>Fault Definitions’ from the Navigation Toolbar.
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From here, you can Edit, Delete, or Add new Fault Definitions.

FLE=nEMRRT

Criscal Fauk Short Dexcription «v) Desrgtion v
Steening Fault Chveck stearing wheel play, and wheel/steenng wheet aligament
Brales fauty Check brake efficiency

Key stuck in barrel

Spare tyre condition Check pare

NOTE: If a user has removed an item from the system that has a ‘normal’ fault, and that fault definition is
then changed to ‘Critical’ in TrakaWEB, the Event Report will look like the user removed a critically faulted
item without the correct permissions (if that user does not have permission to remove critically faulted
items). It is best to edit the ‘Critical’ status of a Fault Definition when no items currently have that fault
logged against them. To check all current outstanding faults, refer to the Outstanding Faults List.

6.2.4 SELECTING FAULT DEFINITIONS FOR ITEM TYPES

In order for a Fault type to be selectable when returning an item to the system, it must first be assigned to an Item
Type. Up to 20 Fault Definitions can be assigned to a single Item Type.

1. Select ‘Software Settings’ and then ‘Item Types’ from the Navigation Toolbar.

2. Select the desired Item Type and click ‘Edit’ from the Ribbon Toolbar.

3. Select the Faults tab. A list of all created Fault Definitions will be displayed here. Select the Faults that are
applicable to this type of item by ticking the corresponding box in the *On Return’ column.

) English (UK) John Brown | Log Off | traka.com

traka

o
Edit Item Type - Ke:
@ i i ASSA ABLOY

P> 38 | ) ) e =%

Customise Export

Type Reasons History

Paintwork 2

Page 1 of 1 (2 items) 1 Page size: |20 nl

@ Create Filter
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4. The Preselected Fault column can be added in from the custom columns. This option allows you to select a
Fault Definition that will automatically be selected upon the return of an item of that type. Only one
preselected fault can be selected for each item type.

NOTE: See Show/Hide Grid Columns for details on how to show custom columns.

6.2.5 DEFINE USERS THAT CAN TAKE CRITICALLY FAULTED ITEMS

In order for a user to be able to take an item that has had a critical fault logged against it, the user must first be given

Fault Logging Admin permissions.

1. Select ‘Users’ from the Navigation Toolbar.

2. Highlight the user you wish to give Fault Logging Admin permissions to and select ‘Edit’.

3. Select the System Access tab. In the system list grid at the bottom of the page will be a Fault Logging Admin
column. Tick the box in this column against the corresponding system(s) for which you wish the user to have

Fault Logging Admin permissions.

NOTE: The user must also have been granted access to the item in order to take out a critically faulted item

(this includes RFID tags in lockers).

“‘f‘ﬂ

Tools

EMRAEEIE

Customise

EER7a

Edit

Details

System Access
Card ID:

Keypad ID: 1971
Enrollment ID:
PIN:

PIN Expiry Date:
PIN Force Change:

19/03/2016

Fingers Enrolled: 0

™ ] O system 1 Default
o vl System 2 Default
Page 1 of 1 (2 items) 1%
@ Create Filter

e | >H

Region Access

Export

Active:
Start Date:
Expiry Date:
Authoriser:
:ij Permit Expiry Date:

153

Web Access

System ~(v) Region (v) Active (v) Admin (v) Reports (v

K| &

History

@
18/02/2016
18/02/2066

19/02/2046

K| &

Page size:

Unlimited [-]

Unlimited Ei

NOTE: If a user, who has the Fault Logging Override permissions, needs to access a faulty item and repair
it and the system they are accessing is either a FIFO or Advanced FIFO system, that user also needs to
have FIFO Override permissions in order to get to the required item. For more information, refer to

UDO0232 FIFO and Advanced FIFO User Guide.
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6.2.6 RETURNING AN ITEM WITH A FAULT

NOTE: This section only applies if your system is configured to allow faults to be logged and cleared at the
Traka Touch system.

When returning an item with a fault to a Locker System, the user will be required to enter any fault details before
being granted access to the locker compartment.

NOTE: The fault will not be logged if the item is not returned to the locker compartment when the door is
closed, even after the user has entered any fault details. The fault details will not be saved if the item is
not actually returned.

NOTE: Should a situation arise where the tag cannot be read, or the item is damaged to the extent that it
will not physically fit in the locker, the fault must be logged at TrakaWEB against an empty locker
compartment. Refer to section 4.1.13 ‘Creating Faults Using TrakaWEB’ for more information.

When returning an item that has Fault Logging enabled, if the item does not have any existing faults, you will be
presented with the following screen:

traka
Yoo
‘ el

Pos 1: Red Ford Focus

Does this item have any faults?

Yes No

Pressing ‘No’ will skip the fault selection screen and return to the item selection screen.

If the Auto Timeout expires on this screen, the cabinet door is closed (on key cabinets) or the user otherwise logs out,
this will skip the fault selection screen and return to the item selection screen.

If you choose ‘Yes’ to select faults, you are presented with the following screen:

traka
ASSA ABLOY

' &

Pos 1: Red Ford Focus
Please select the fault(s) for this item:

Continue Cancel Help
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A list of the predefined Fault Definitions for the item type being returned is displayed here. Clicking the rows toggles
them between unselected and selected. The icon on the right will indicate with a plus sign which faults have been chosen.
Up to 20 faults may be shown in the list against an item.

If a preselected fault has been nominated and the item does not have any existing faults, then this preselected fault will
be automatically selected and displayed at the top of the list.

Critical faults will be shown with a light red background colour and red icon; non-critical faults will be displayed on a
white and grey background with a blue icon as shown below.

traka
T
ASSA ABLOY
4
Vel
Pos 1: Red Ford Focus
Please select the fault(s) for this item:

Paintwork

Continue Cancel Help

Once any faults have been chosen, clicking *Continue’ will accept the new fault(s) and the system will generate a ‘Fault
Entered’ event and create an Outstanding Fault record for each one chosen.

If the Auto Timeout expires on this screen or the cabinet door is closed (on key cabinets) or the user otherwise logs out,
a Fault Not Entered event will be generated.

6.2.7 REMOVING A FAULTY ITEM

Any user can remove items with non-critical faults providing they have been granted access to that item in the usual
way.

Items with one or more critical faults can only be taken by users who have Fault Logging Admin permissions selected in
their user record.

In either case, if an item with faults is requested (or just taken from a non-locking system), the user will have to
acknowledge any faults as follows:

traka
ey
ASSA ABLOY
U
C/
&
Pos 1: Red Ford Focus has critical faults.
Please acknowledge these item faults by clicking 'Continue' below:

v
Continue Cancel Help
Clicking ‘Continue’ will generate a ‘Fault Acknowledged’ event for each fault in the list.
V10.9 29/11/22 ubD0018 Page 233 of 452

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



On a non-locking Key Control system or a Locker system where the door is already open, if the user removes the item
and the user clicks the ‘Cancel’ button, the system will generate a ‘Fault Not Acknowledged’ event for each fault in the
list.

On a locking Key Control system or if the door is not open on a Locker system, clicking ‘Cancel’ or timing out will result
in the item not being released or the door not being opened on a locker system.

6.2.8 CLEARING AND ADDING ADDITIONAL FAULTS AT TRAKA TOUCH

NOTE: This section only applies if your system is configured to allow faults to be logged and cleared at the
Traka Touch system. Refer to the section Enabling Fault Logging for more details.

If a faulty item is taken out of the system by an authorised person and then returned (perhaps after some repairs
have been carried out), the system will show the fault list with any outstanding faults indicated at the top. The ‘Does
the item have any faults’ question will not be asked in this case.

s

ASSA ABLOY

4
‘;}9

Pos 1: Red Ford Focus

Please select the fault(s) for this item:

Steering
Door Lock @
Paintwork

Continue Cancel Help

You then have three options as follows:

1. Clearing: Existing faults can then be cleared by just clicking them in the list. For each fault deselected, the
fault list icon will include a green tick to indicate its cleared status. When the ‘Continue’ button is pressed you
will be asked to enter optional notes for each of the cleared faults in turn. See below for details.

2. Adding: If, for example, more faults are found when physically repairing a reported fault, more faults can be
added by selecting additional rows. For each fault added, the system will generate additional ‘Fault Entered’

events and create new Outstanding Fault records.

3. No change: Accept that the existing faults have not changed by doing nothing else except pressing the
‘Continue’ button.

Clicking the ‘Help’ button will present you with the following screen:

Fault :/}4\
Critical Fault /;,\

New Faults o 0
Cleared Faults 0

Ok
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For option 1, the below screen is presented for each cleared fault allowing you to enter optional repair notes. Any
existing fault notes that may have been entered from TrakaWEB will also be displayed here.

traka
L—‘I
ASSA ABLOY

4

[ Fault 1 of 2 cleared: 'Brakes'
4 Pos 1: Red Ford Focus
Please enter optional repair notes below:

Faulty brake line replaced]

12? -
. [o 10 N1/ T T " 0 o T l.
—— T = = s 5 \ y —amm  Arply All
L_ L ]
A)wSlwD bl Gl de i Kol s Gontinue
4
- Z | X C Vv Space JB Dl ” ' l Cancel

oe

Clicking ‘Apply All" will assign the same entered notes to all of the cleared faults.

Clicking ‘Continue’ will save the entered notes and either move on to the next cleared fault, or continue to the next
feature questions (if applicable).

If *Cancel’ is pressed, the notes being edited will not be saved, the displayed fault and any remaining faults selected to
be cleared will not be cleared and will remain on the item. If ‘Cancel’ has been pressed by mistake, remove and return
the item(s) to repeat the process.

Once finished, a ‘Fault Cleared’ event will be generated for each one, and the entered notes will be updated in the
appropriate fault records in TrakaWEB.
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6.2.9 ITEM SELECTION SCREEN WITH FAULTS

This is an example of how the Item Selection Screen might look on a system with Fault Logging enabled:

_tr‘aka
ASSA ABLOY
e ADMIN EXTR
. Held: 2, 31, 32, 33, 34, 35, 37, 39, 40

COCOTTTTTT
T XXX XX XX
COCTOTTTTT -
CCCCCO0CO0C0C =

Position 1: e - Item in with one or more critical faults
Position 2: @ - Item in with one or more non-critical faults
Position 3: e - Item held with one or more critical faults
Position 4: 6) - Item held with no faults

Position 5: e - Item in with no faults
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6.2.10 SYSTEM VIEWER FAULT DISPLAY
This is an example of the system viewer within TrakaWEB showing the different fault statuses. When you select a

position that has faults entered against it, the item status panel will show up to five fault names. Clicking any fault
hyperlink will take you to the corresponding fault record page.

@ System Viewer

‘ @ Region B

‘ () cabinet B

Region System

Cabinet B
Status: @ 03/03/2016 15:57:45
Disconnected

1 KR59 KWB
Status: @

Previous user: ADMIN EXTR

146 - new
Outstanding Faults; 129 - Steering Fault
128 - Brakes faulty

The Icons and their meanings are shown below:

0 - White spanner on blue background: Item is in and has one or more faults. No critical faults are present.

Q - White spanner on red background: Item is in, and has one or more faults and at least one is a critical fault.
a - White spanner on purple background: Item is in, and has all faults marked as ‘repaired’ but not ‘cleared’.
0 - White spanner on grey background: Item is out and has one or more faults. No critical faults are present.
0 - White spanner on grey background: Item is out, and has one or more faults and at least one is a critical fault.

0 - White spanner on grey background: Item is out, and has all faults marked as ‘repaired’ but not ‘cleared’.

NOTE: ‘Out’ fault statuses are only shown on Fixed Return systems.
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6.2.11 OUTSTANDING FAULTS LIST

The Outstanding Faults List can be found by selecting ‘Items>OQOutstanding Faults’ from the Navigation Toolbar.

’ Outstanding Faults

| | X
’-l-;ly@\\ssj-ﬁ&i\&\%i 22
| Edit Customise Export
Date Logged System ; Pos. Description \;\ :/ Repaired Logged By
.38: Admin K
22/02/2016 13:38:14 56 System 1 | Red Ford Focus Door Lock Super Admin
22/02/2016 13:38:14 55 g‘;‘;:g 1 | Red Ford Focus v Brakes Super Admin
19/02/2016 15:24:19 33 ?,"522‘,;‘ 2 v Brakes vl | Super Admin
4 »
Pagelof1(3items) €9 €4 1 € & Page size:

@ Create Filter

The example above shows the default columns that are presented in the Outstanding Faults List. These include details
such as who logged the fault and when, the system and position number, the fault name and whether or not it is a
critical fault, and if the fault has been repaired.

Optional columns can be added using the Show/Hide Grid Columns feature. These include:

e  Fault Definition Long Description
. Item Detail 1-11

e User Detail 1-11

e Repaired By

e Repaired Date

NOTE: There is no option to delete a fault. Faults will no longer show when they are cleared.

6.2.12 FAULT REPORT

To access the Fault Report, select ‘Reports’ from the Navigation Toolbar and then select ‘Fault Report’.

E_E Reiorts traka
ASSA ABLOY
3 General
3 Status

» Exceptions
» Permissions

» Regions

» Fault Report

3 Reasons
» Utilisation

» Diagnostics
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The Fault Report shows ‘cleared’ faults as well as outstanding faults. Various default columns are displayed containing
information about each fault, including any repair notes that may have been entered when the fault was cleared. Optional

columns can also be added. These include:

e  Fault Definition Long Description

e Item Detail 1-11
e User Detail 1-11
e Repaired By

e Repaired Date

EE Fault Report

2 |© 2210112016 15:10

Start Date

© 210212016 15:10

End Date.

Date Logged System (v Pos.  Description Fault V) Cleared Repaired ;:999"
AR Admin :
22/02/2016 13:38:14 Sisen 1 | Red Ford Focus Door Lock ‘ i i) Super Admin
Progress
Notes: C Jiockng & G
4
Repaired: Cleared:
g Admin Super
B 22/02/2016 13:38:14 55 | System i | Red Ford Focus Brakes Ak
s Admin Super
22/02/2016 09:35:26 54 | System 3 | Red Ford Focus | Door Lock v | Admin
.35. Admin Super
, 22/02/2016 09:35:26 53 | System 1 | Red Ford Focus | Brakes ! Admin
) Admin Super
22/02/2016 09:10:28 52 System 1 | Red Ford Focus Fault & kv
.40 Admin . =
19/02/2016 16:40:53 51 | System 2 | Silver Ford Focus Brakes Y. | Admin
37- Admin Super
19/02/2016 16:37:33 50 | System 2 | Silver Ford Focus | 33 v » . Adviin
A Admin g Super
[ 19/02/2016 16:37:33 49 | System 2 | Silver Ford Focus | Fault . L | Admin
- Admin v Super
19/02/2016 16:37:32 48 | System 2 | Silver Ford Focus | Brakes v Admin
1321 Admin . e
19/02/2016 16:32:06 47 System 2 | Silver Ford Focus 33 2 P
e Admin o Super
19/02/2016 16:27:00 46 System 2 | Silver Ford Focus 33 4 Adimin
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6.2.13 CREATING FAULTS USING TRAKAWEB

NOTE: TrakaWEB users must have the correct permissions in order to create faults using TrakaWEB. Refer
to the section Fault Logging Software Permissions for further details.

NOTE: When returning an item to a locker, the fault must be registered at Traka Touch before the door will
open, allowing access to the compartment. If the item is not returned to the compartment, Traka Touch will
not record the fault. So in the situation where the RFID tag cannot be read, or the item is damaged to the
extent that it will not fit in the compartment, the fault must be registered at TrakaWEB.

1. To create a Fault within TrakaWEB, select ‘Items>OQutstanding Faults’ from the Navigation Toolbar.

2. Click the ‘Add’ button in the Ribbon Toolbar.

3. Using the dropdown boxes in the Item window, select the Region, System and Item you wish the fault to
apply to. Once the item has been selected, a list of possible faults will be available to choose from in the
Outstanding Fault window. Select the fault you wish to add from the list.

. traka
’ New Outstanding Fault —_—
) 7‘ \7‘
HiFlo
Edit
Outstanding Fault
2 Item
Region Default - |
System: Admin System n
Item: 3: Ford Fiesta [~ |
V) Item Details
/) Outstanding Fault
FELLIRD 22/02/2016 15:41 (- |
Logged By: Super Admin
Fault: Paintwork [~ |

Critical Fault:
Fault Description:
Paintwork Scratched

~' Progress

4. Enter any fault/repair notes in the Notes field under the ‘Progress’ section.

5. Once complete, click ‘Save’ from the Ribbon Toolbar.
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6.2.14 EDITING AND CLEARING AN OUTSTANDING FAULT
Outstanding faults may be edited and optionally marked as repaired and/or cleared in TrakaWEB.
Once cleared, the fault will no longer appear in the Outstanding Faults List, but can be seen in the Fault Report.

1. To edit an outstanding fault, select ‘Items>Outstanding Faults’ from the Navigation Toolbar.

2. Highlight the desired fault and click ‘Edit’ from the Ribbon Toolbar. A window will appear displaying various
details for the selected Fault.

WV Edit Outstanding Fault - Brakes traka
ASSA ABLOY
‘\ﬂ Pl
Edit

Outstanding Fault JREIEGEY

A Outstanding Fault

Fault ID: 55

Date Logged: 22/02/2016 13:38
Fault Record Created: 22/02/2016 13:38
Fault: Brakes

Critical Fault: i

Fault Description:

Check brake efficiency

) Ttem

System:

Item:

v Ttem Details - Red Ford Focus

v Progress

3. Expanding the Progress sections will reveal options to update the status of the fault as ‘Repaired’ or ‘Cleared’
and also enter a date and time using the drop down calendar. You can also enter notes for the progress of the
Fault.

If you select ‘Repaired’, the Fault will remain in the Outstanding Faults List but the icon in the System Viewer will
change to highlight the fault has been repaired.

If you select ‘Cleared’, the fault will be removed from the Outstanding Faults List and the icon in the System Viewer
will show no faults. The fault record will still be visible in the Fault Report.

A Progress
Repaired: v
Date Repaired: 10/02/2016 00:00 [~
Cleared: 4]
Date Cleared: 19/02/2016 00:00 ﬂ

Notes:
Brake pads replaced and fluid levels have been checked.|
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Users must have the correct software permissions to be able to select the Fault Cleared or Fault Repaired tick boxes.
Without these permissions, the tick boxes will be read only. Please refer to the section Fault Logging Software

Permissions for further details.

NOTE: The Fault Repair functionality using the ‘Repair’ tick box is currently only available using TrakaWEB.
The 'Repaired’ status cannot be viewed or modified on the Traka Touch.

6.2.15 FAULT LOGGING EMAIL NOTIFICATIONS

In addition to creating and viewing faults in TrakaWEB, it is also possible to create a notification using the email
Notification Feature Option. For more information on email notifications, refer to section 5.6.

6.2.16 FAULT LOGGING SOFTWARE PERMISSIONS

To enable a user to create, edit and delete Fault Definitions, or to create/edit and repair/clear faults, they must be
given the correct software permissions.

1. Select ‘Software Settings>Software Permissions Groups’ from the Navigation Toolbar.

2. Either edit an existing group you wish to give permissions to by selecting the group and clicking ‘Edit’, or
alternatively create a new group by clicking the *‘Add’ button.

o
@l Software Permissions Groups

[+) %
Edit

|, | | R
S LY EE
Customise Export

@ Default ‘

Region

Group Name
NoOutstandingFaults
Permission groups - Rob
Super Admin

Page 1 of 1 (3 items) 3% Page size: [720 ﬁ}

& Create Filter

NOTE: An option for allocating Fault Logging software permissions might be to create 2 groups; one called
‘Fault Admin’ for users who can create/edit/delete Fault Definitions, and another called ‘Fault Repairer’ for

users who can create/edit and repair/clear faults.

3. The permissions for the ability to create/edit/delete Fault Definitions can be found by expanding
Web/Pages/Software Settings/Fault Definitions.
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4.

5.

6.

The permissions for the ability to create/edit, and repair/clear faults can be found by expanding

Web/Pages/Items/Outstanding Faults.

[F

& (W Pages
é [ Items

[ | Create
|| Delete
[] Edit
@ Outstanding Faults

[ | Create

- Edit
t Clear Faults
Repair Faults

iFobs
["] Delete

To assign users to the Software Permissions Groups select ‘Users’ from the Navigation Toolbar.

Select the desired user and click ‘Edit’. Select the Web Access tab and select the required group from the

Software Permissions Group dropdown box. Click ‘Save’ from the Ribbon Toolbar.

‘ Edit User - Super Admin

RG]

Details System Access Ttem Access

Web Login

Web Windows User Name:

—— oy

Web User Name: superadmin

Web Password: esessscese

Details

Software Permissions Group: | Super Admin v
Please Select. .
NoOutstandingFaults
Permission groups - Rob
Super Admin
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6.3 REASON LOGGING

Reason logging is a cost option that allows a user to log a 'reason' against the removal or return of an item. Reasons
are created within TrakaWEB, and are then selectable from a list at the Traka Touch system when either removing or
returning an item.

The example below shows how a Reason List in TrakaWEB might look for a Traka System containing keys for a fleet of
vehicles.
(%) English (UK) Super Admin | Log Off | traka.com

traka
ASSA ABLOY

ET Edit Item Type - Fleet Vehicles

Customlse

Expurt

<
<

Air Conditioning Gas Recharge

Air Conditioning Maintenance

K| E
Kl | Bl

General Use

<
)

Major Service

Minor Service

<
i

MOT

<
|

Refuel

<
<

Tyre Change

<
&

Winter Check

<
3]

Page 1 of 1 (9 items) 1 Page size: |20 =|
¥ Create Filter

Once set up, the user will be prompted to select a Reason for removing and/or returning the item depending on how the
Reason options have been configured.

Simon Dixey

T2FOB Ford Transit; KP1OWWW Seat Leon
Please select the reason for requesting this item:

Menu
Air Conditioning Gas Recharge
Minar Service: Help
Continue Cancel
ookup

The reason selected by the user is shown in the activity grid and can also be viewed in the Reason Reports.

Please read the following section for more detailed information and the process for setting up and configuring the
Reason Logging options to best suit your requirements.
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6.3.1 ENABLING THE OPTION

Reason Logging will need to be enabled in the system configuration and the Admin Application before it is usable in
TrakaWEB. To have it enabled within the configuration, you will need to contact Traka or your Distributor for further
details.

1. Enabling the option at its base level within the Admin Application will apply to all positions within the system.
An administrator who has the appropriate access to the Admin Application will need to select the desired

system and navigate to the Feature Options tab.

2. The Reason Logging section has a drop down box that consists of the following four options.

Reason Logong
System Defok | On Relesze :]
Off
Ths ophon sets On Rotum on esther Fob redease of

Fob retum, of both. On Release and Rebum

e  Off - will deactivate the option completely

¢ On Release - will activate the option when removing an item

e  On Return - will activate the option when returning an item

e On Return and Release - will activate the option when returning and removing an item

3. Select the desired option and click the Save button at the bottom of the application. This will update the Traka
Touch system as well as TrakaWEB.

It is possible to change the effect of the option on a per iFob/item basis. Please see the appropriate section below for
further instructions.

6.3.2 CREATING REASONS

To create a Reason, select the Software Settings button from the Navigation Toolbar and click the Reasons button as
shown below.

-
N

(a7
o

4
o

-
N
w

Reasons

(o]

The current reasons list will then be displayed. If this is your first time using reason logging, then the grid will be
empty and have no information populating it.
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1. Click the Add button.

2. A new form will appear allowing you to enter both a short and long description. The short description has a
maximum of 50 characters and acts as a summary on the Traka Touch screen when removing/returning the
item and in TrakaWEB system viewer. The long description has a maximum character length of 500 and
allows for a more detailed description, which is used for reports.

-] »
iH H &
£
Short Description Lock Broken
Long Oescrpton Nead 1o take the key fom he system t repar the lock.

3. Once you have finished, click the Save & Return button.
4. The list will now have the new Reason you just added.

FEFERESREER

Shoet Descrotion Long Desorption

Lock Broken | Need 1o take the bey from the systam to repsr the lock.

Paga sia 2 B

6.3.3 ADDING THE REASON TO YOUR ITEM TYPE

Before you can begin to use this option, you must ensure that each position you wish to use with Reason Logging has
an item defined. To assign an item to a position, please refer to the Adding an Item to an iFob topic.

Once an item has been defined, you will need to assign a Reason to the Item Type.

1. From the Navigation Toolbar select software settings, then click item types.

Item Types
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2. TrakaWEB will then display all the current item types that exist within the database. Highlight the desired
item type.

AR B IOR

Customneg

Export

é"g li_‘«'
Eal W

1tamn Type Nara

Accounts

Board Room
Cheaning Keys
Company Safe
Customer Profies
Drectors Sute
Frst Ald Cupboard
Flaat Vehicks
MR Office

International Office
esmwre—————————— |
Marketing Stock

Mezarrire Cago

MHE Keys

Traning Room

Uriform Stock

Unt 4

Viendng Machine Stock

Warehouse Storage

Paeiofifionems) € G1O O Pae e 120 B
3. Select the Edit button.
4. The item details form will open allowing you to change its information. Select the Reasons tab.

]L.Fjj! . ’e’]u [TIENE NENEY
| {40 " - Quatomigu

——
sl

Expiort.

Type  Roons IR

On Relsxe On Ratun

Account Engury O O
Ceanng o O
Data Protection (] (=]
fohughz a O

2 =
Mantensnce 0 O
MOT Test a (W]
Paperwork Archival O ]
Purge Old Accounts O O
Refusled . o
Refuelng O O
Setvice [ O
Paioti(2nems) (IBIODD Page soe: 20 §&

The reasons that you have created will be listed here. There are two columns - ‘On Release’ and ‘On Return’. Ticking
the appropriate boxes will determine which Reasons are available to be selected on either the removal or return of the
selected item type. The reasons that you have created will be listed here.
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6.3.4 CHANGING THE OPTION ON A PER IFOB BASIS

NOTE: If your system is an RFID Locker System, it will not contain iFobs. However, this section will still be

relevant and the term ‘iFob’ will be referring to the ‘RFID Tag’ in a Locker System.

To alter the option on a per iFob basis is simple and easy to do.

1. From the system viewer, highlight the desired iFob and click the Edit iFob button from the Ribbon Toolbar.

2. Select the Features tab.

3. From the Reason Logging drop down box, make the appropriate selection, e.g. Forced On for Release, Forced

On for Return etc.

NOTE: This will override the settings that have been applied in the Admin Application and will only apply

to this iFob.

NOTE: Selecting the system default will revert to the settings applied in the Admin Application. The

settings are displayed in brackets.

| !,‘ ¢ -',‘
Tools

| Hlrlo

Reason Logging

Mode: System Default (Off) E
‘System Default (Off)

[Forced Off

Forced On for Release

L Custom Message

’ Notes Logging

Forced On for Release & Return
» Fuel Logging

» Distance Logging
» Location Logging

» Curfew

4. Once you have selected the desired option click the Save and Return button.

6.3.5 TRAKA TOUCH

Users with access to the required item will need to identify themselves to the system and navigate to the item

selection screen.

1. Select the item they wish to remove.

2. A dialogue box will appear requesting that you select a reason for requesting the item. Select the reason and

click Continue.

NOTE: Clicking cancel will take the user back to the item selection screen.

traka
ASSA ABLOY

Asron Kerrody

Please select the reason for requesting this item:

Continue Cancel

L ockup

3. The item will now release from the system.
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6.3.6 ACTIVITIES

The system viewer displays a grid that holds the last 30 days of activities for the selected iFob/item in the system.
When a user selects a reason at the Traka Touch system when releasing/returning an item and clicks the Continue
button, a 'Return Reason Entered' and/or 'Release Reason Entered' activity will be generated in the Item Activity tab.

T

OO ACTtY jFobaccess | System Actvity

Retum Resson Entered 29/08/2014 09:40:55 Laron Kanecly
Item Returred 29/08/2014 09:40:46 Aaron Kernedy
Item Removed 29/08/2014 09:27:09 Baron Kernedy
Reease Reason Entered 29/08/2014 09:27:07 Aaron Kernedy
19 Page size 20 B

If a user returns an item and they do not select a reason and close the door, a 'Release Reason Not Entered’ activity
will be generated.

e

oD ACTtY jFobACcess | | System AcHty

Retum Resson Not Ertered 29082014 09:39:59 Baron Karnecly
Item Returred 29/08/2014 09:33:53 Aaron Kernedly
1tem Removed 29/08/2014 09:33:26 Baron Kernedy
Relaase Reason Entered 290812014 09:33:34 Aaron Kernedy
19 Page size 20 B

You can also see the Release/Return Reason in the detail panel on the system viewer. The reason is selectable, and
clicking it will take you to the Edit Reason page where you can edit the long and short description.

VOUeSSSeSEeS

TKC22120
Status; © 29/08/2014 08;25:36

Previous user: Aaron Keninedy

Release Reason: Lock Broken

6.3.7 REPORTS

You can run various reports to see which items have been removed/returned with what 'reason' logged against them.
Please refer to the Reason Reports section.
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6.4 NOTES LOGGING

Notes Logging is a cost option that allows a user to enter a note into an on-screen dialogue box at the Traka Touch
system when removing or returning an item. A maximum of 255 characters can be entered at any one time.

With Notes Logging enabled, when a user removes and/or returns an item, a window with a keyboard will pop up allowing
them to enter a note. An example is shown below.

_—
ASSA ABLOY

; }; Pos 1:

=4 Please enter any notes below:

Job Ref: Jon2014,/08, nys/f Shock Absorber Faulty, Removal and Replacement|

B L.
~ RTNR AR -
B ool o

The activity grid will display whether or not a note has been entered, and the entered note can be viewed from the Notes
Report in TrakaWEB.

Please read the following section for more detailed information and the process for setting up and configuring Notes
Logging.

6.4.1 ENABLING THE OPTION
Notes Logging will need to be enabled in the system configuration and the Admin Application before it is usable in
TrakaWEB. To have it enabled within the configuration you will need to contact Traka or your Distributor for further
details.
1. To enable the option at its base level within the Admin Application will apply to all positions within the
system. An administrator who has the appropriate access to the Admin Application will need to select the

desired system and navigate to the Feature Options tab.

2. The Notes Logging section has a drop down box that consists of the following four options:

~ Notes Loggrg

Syster Delauk [On Release and Retum =
o8
On Release

Thes option sets On Ratun on esther Fob selease of
Fob setum, of both

Off - will deactivate the option completely.

On Release - will activate the option when removing an item.

On Return - will activate the option when returning an item.

On Return and Release - will activate the option when returning and removing an item.

3. Select the desired option and click the Save button at the bottom of the application. This will update the Traka
Touch system as well as TrakaWEB.

It is possible to change the effect of the option on a per iFob/item basis. Please see the appropriate section below for
further instructions.
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6.4.2 CHANGING THE OPTION ON A PER IFOB BASIS

NOTE: If your system is an RFID Locker System, it will not contain iFobs. However, this section will still be
relevant and the term ‘iFob’ will be referring to the '‘RFID Tag’ in a Locker System.

To alter the option on a per iFob basis is simple and easy to do.
1. From the system viewer, highlight the desired iFob and click the Edit iFob button from the Ribbon Toolbar.
2. Select the Features tab.

3. From the Notes Logging drop down box, make the appropriate selection, e.g. Forced On for Release, Forced
On for Return etc.

NOTE: This will override the settings that have been applied in the Admin Application and will only apply to
this iFob.

NOTE: Selecting the system default will revert back to the settings applied in the Admin Application. The
settings are displayed in brackets.

17|59

Tools

B+l

Edit

» Reason Logging

» Custom Message

(i ]

Mode: System Default (Off) B
System Default (Off)
Forced Off

Forced On for Release
Forced On for Return
Forced On for Release & Return

» Fuel Logging
4 Distance Logging
Location Logging

» Curfew

4. Once you have selected the desired option click the Save and Return button.

6.4.3 TRAKA TOUCH

1. Users with access to the required item will need to identify themselves to the system and navigate to the item
selection screen.

2. Select the item they wish to remove.

3. A dialogue box will appear allowing the user to enter a note relating to the item.

NOTE: If the user selects Skip button, the item will be released but no notes will be entered against the

item.
traka
s ——
ASSA ABLOY

el Pos 1:
:7;{ Please enter any notes below:
1ob Ref: Jon2014/08, njs/f Shock Absorber Faulty, Removal and Replacement)

- SR
NP RNNRAN - S
Bl o] o

Click OK. The item will now be released from the system.
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6.4.4 ACTIVITIES

The system viewer displays a grid that holds the last 30 days of activities for the selected iFob/item in the system. When
a user enters a note at the Traka Touch system when releasing/returning an item, and clicks the OK button, a 'Return
Notes Entered' and/or 'Release Notes Entered' activity will be generated in the Item Activity tab.

=WV (iFob Activity | | (Fobaccess | [ Syctem Actvity | Tteme

Retum Notes Entered 29082014 09:41:22 Baron Kanedly
Item Returned 29/08/2014 09:41:04 Aaron Kernedy
Itemn Remnoved 29/08/2014 09:40:48 Baron Kernedy
Release Notes Entared 29/03/2014 09:40:46 Saron Kernedy
19 Page size: 20 B

If a user returns an item, they do not enter a note, and they select OK/Skip or close the door, a 'Release Notes Not
Entered' activity will be generated.

NOTE: No activity will be generated when a user removes and item and does not enter a note.

=DVl (iFob Activity | (iFobaccess | [ System Achvity | Tteme

Retum Notes Not Entered 29/08/2014 09:44:29 Aaron Kernedy
1tem Retured 29/08/2014 09:44:21 Aaron Kernedy
Itern Removed 29/08/2014 09:43:50 Aaron Kernedy
19 Page size: 20 &

You can also see the Release/Return Note in the detail panel on the system viewer.

VOoOooSeeSSS

TKC22120
Status: © 29/08/2014 09:41:16

2
Status: @

3

Srsee\rn:ous Aaron Kernedy
Release.  Job Ref! Jon2014/08, n/s/f Shock absorber Faulty, Rem
Note: oval and Replacement.

6.4.5 REPORTS

You can run various reports to see which notes were entered against an item and when it was released or returned.
Please refer to the Note Reports section.
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6.5 CUSTOM MESSAGES

6.5.1 CUSTOM MESSAGES

Custom Messages is a cost option that allows the Traka Touch to display a definable message to the user when they
remove or return an item. This message can be defined for each individual position in the system. This ensures that the
user is aware of any special condition that must be met in relation to the item.

Once setup, the message will be displayed when a user removes and/or returns an item depending on how the Custom
Messages have been configured. An example is shown below.

ASSA ABLOY -

Sirnon Dixey
1|

E2)

T2FOB Ford Transit; KPIOWWW Seat Leon
a Please ensura you refill the vehicle.

e

Menu

Help
oK

Lookup
The user can acknowledge the message by clicking OK. The activity grid will display whether or not this message has
been acknowledged.

Please read the following section for more detailed information and the process for setting up and configuring Custom
Messages.

6.5.2 ENABLING THE OPTION

Custom Messaging will need to be enabled in the system configuration and the Admin Application before it is usable in
TrakaWEB. To have it enabled within the configuration you will need to contact Traka or your Distributor for further
details.

1. To enable the option at its base level within the Admin Application will apply to all positions within the
system. An administrator who has the appropriate access to the Admin Application will need to select the
desired system and navigate to the Feature Options tab.

2. The Notes Logging section has a drop down box that consists of the following four options:

Custom Messages

System Defat | On Release and Retun :]
(1]
On Relaass
This option sets whel On Retun em on ether Fob releass
of Fob rsbuin, ot

Off - will deactivate the option completely

On Release - will activate the option when removing an item

On Return - will activate the option when returning an item

On Return and Release - will activate the option when returning and removing an item

3. Select the desired option and click the Save button at the bottom of the application. This will update the Traka
Touch system as well as TrakaWEB.

It is possible to change the effect of the option on a per iFob basis. Please see the appropriate section below for further
instructions.
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6.5.3 CHANGING THE OPTION ON A PER IFOB BASIS & CREATING A CUSTOM MESSAGE

NOTE: If your system is an RFID Locker System, it will not contain iFobs. However, this section will still be
relevant and the term ‘iFob’ will be referring to the '‘RFID Tag’ in a Locker System.

1. From the system viewer highlight the desired iFob.
2. Click the Edit iFob button.
3. Navigate to the Features tab.

4. From the Custom Messages drop down box make the appropriate selection, e.g. Forced On for Release,
Forced On for Return etc.

NOTE: This will override the settings that have been applied in the Admin Application and will only apply
to this iFob.

NOTE: Selecting the system default will revert back to the settings applied in the Admin Application. The
settings are displayed in brackets.

B’ 12|c9
Edit Toals
» Reason Legging
Mode: System Default (Off) [~
Custom Release Message: System Default (Off)

Forced Off
Forced On for Release
Forced On for Return

Forced On for Release & Return

Custom Return Message:

5. In the example below, 'Forced On for Release & Return' has been selected. This will display a message to the
user when they remove and return the item. You will now be able to enter the desired message into both
fields.

NOTE: The message fields have a maximum character length of 200.
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Mods Forced On for Release & Return v
SR HEaRE DEESsR Ploase note this vehicle can only be refueled with diesel.
Custorn Return Message Ensure that you have not left the vehicle empty of fuel.

6. Once you have finished, click the Save or Save and Return button.

6.5.4 TRAKA TOUCH

1. Users with access to the required item will need to identify themselves to the system and navigate to the item
selection screen.

2. Select the item they wish to remove.

3. A dialogue box will appear displaying the message that was previously entered in TrakaWEB.

traka |
ASSA ABLOY
Agron Keroedy
Please note this vehicle can only be refueled with diesel,
Menu
Help
oK
Lookup

4. Click OK to continue.

NOTE: The item will not be released unless the user selects the OK Button. If the user does nothing, the
message will disappear, allowing the user to make another item selection.

The item will now release from the system.
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5. If you have the system setup to show a custom message when the item is returned, the user will access the
system in the usual way, return the item to the correct position and receive the message on screen.

ASSA ABLOY

S Asron Kerrady

Ensure that you have not left the vehicle empty of fuel,

Help

L ookup

6.5.5 ACTIVITIES

The system viewer displays a grid that holds the last 30 days of activities for the selected iFob/item in the system. When
a user selects the OK button after removing/returning an item with a custom message, a 'Return Message Confirmed'
and/or 'Release Message Confirmed' activity will be generated in the Item Activity tab.

NenE AUVl |iFob Aty | | (FobAccess | Systam AcHvity

Actiwty v

Retum Message Confirmed
1tem Returned

1tem Removed

Release Message Confirmed

4

810

When

28/08/2014 18:50:05
28/08/2014 18:50:01
28/08/2014 15:49:42
28/08/2014 15:49:41

Page size

TtEme
Who
Laron Kernedy
Aaron Kernedy
Laron Kernedy
Baron Kernedy

Bl -

If a user returns an item that has a custom message and they do not select the OK button when the message appears,
a 'Return Message Not Confirmed' activity will be generated.

NenRaulivel |(iFob Actvty | | (FobAccess | System AcHvity

Actiwty v

Returm Mess age Not Confirmed
1tem Returned

1tem Removed

Release Message Corfirmed

4

810
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6.6 EMAIL NOTIFICATIONS

6.6.1 EMAIL NOTIFICATION OVERVIEW

The Email Notification System allows an email to be sent to one or more users when certain system conditions are met.
For example, this feature is useful to notify administrators if items are not returned on time, or to send a receipt to a
user who has taken an item.

The Email notification will need to be configured in the Business Engine before it is usable in TrakaWEB. For detailed
information on how to configure this, please review the ‘Email Configuration’ section in the latest version of the
TrakaWEB Installation & Configuration Guide - TD0013.

6.6.2 NOTIFICATION DETAILS

This section explains how to configure the email that will be sent upon a notification being triggered. This includes a
range of details such as types of trigger, recipient(s), subject, and the content of the email.

1. From the navigation toolbar at the bottom of the screen, select the Software Settings button.

2. Next, click the Notifications button.

3. You will then be taken to the Notifications page. Here is where all the notifications that you create will be
listed.

6.6.3 CREATING A NEW EMAIL NOTIFICATION

1. To create a new notification click on the ‘Add’ icon.

+ - 8| <58 B 5 %W
3 dit Customise Export
Enabled Name -
v Ttem or User Email
vl Item Removed Receipt
vl Item Returned Receipt
< | | »
Page 1 of 1 (3 items) F Page size: _Zpijv\
@ Create Filter
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;6.6.3.1 NEW NOTIFICATION DETAILS

1. The ‘New Notifications’ window will appear allowing you to enter specific details.

o
@ New Notification traka

Step 1 - Notification Details

Enabled: 7]
Name:

Category: — Select Category - !

Enabled: Tick this box to enable the notification.
Name: Enter the name you wish to give the notification.
Category: The drop down box will present you with 5 options.

Each option within the ‘Notification Category’ contains different notification ‘sets’. The Category allows you to

customise the different triggers and filters depending on what type of notification you wish to receive. These are as
follows:

Item: Creates notifications triggered by Item activity.

Item or User: Creates notifications triggered by Item or user activity.

System: Creates notifications triggered by System activity.

User: Creates notifications triggered by User activity.

Software: This option will allow notifications to be created by any Software activity.

Advanced: This option is used to create notifications for every type of trigger available.

@]’ New Notification EEE
ASSA ABLOY

Step 1 - Notification Details

Enabled:

Name: New Notification

Category: — Select Category - -}
et
Item ‘

Ttem or User
System

User
Software
Advanced

2. Once you have selected an option from the ‘Notification Category’, click ‘Next’ to continue.
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6.6.3.2 ACTIVITY TRIGGERS
This section explains how to define which activity types can trigger a notification.

Activity Triggers allow the selection of one or more activity types that may trigger a notification. The activity trigger is
used in conjunction with filters to allow selection of activity and target object(s) where the target object is a system
OR item OR a user.

From the ‘Notification Details’ page, you will be directed to the ‘Activity Triggers’ page. Here you can select one or
more activities that will trigger the email notification. Clicking on the Check Box next to ‘All Triggers’ will automatically
select all the Activity Triggers.

@T New Notification

BOCE e e
Customise Export

Step 2 - Activity Triggers

) All Triggers
Selected Name ~  Aam

Item Duress Cleared v

Item Emergency Released v

Item Emergency Returned v

Item Handover

Item Handover Not Specified

Item In but Not On Charge v

Item In with Charge Fault v

Item Off Charge

Item On Charge

Ttem Overdue v

Item Redetectable v
I R

Item Removed From Wrong Slot v

Item Removed Illegally v

Item Removed Manually v

ITtem Replaced v

Item Returned

Item Returned To Wrong Slot v

Item Undetectable v

DDDDDDDDHDDDDDDDDDDD

Memory Critical v

Page3 of 6 (116items) Y@ 1 2 32 45 @S Page size: 20 B

In the example above, ‘Item Removed’ has been selected. This means that when any item is removed from any
system by any user, the email notification will be triggered.

If you wish to limit this notification to activities on a particular system, item, or user, you can use the respective
filters.

Clicking on the Check Box next to ‘All Triggers’ will automatically select all the Triggers listed.
1. When you have completed selecting ‘Activity Triggers’, click Next to continue.

NOTE: If no activity type is selected, then no notification will be triggered for any activity.
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56.6.3.3 REGION ACCESS

‘Region Access’ controls the visibility of the notification role allowing separate roles to be defined per region if required.
Region access also adjusts the filters in the filtering section to only show filters relevant to the selected region.

If the logged in user is an ‘All Regions’ user, the ‘All Regions’ checkbox will be ticked by default. If the user is not an
‘All Regions’ user the checkbox will be unchecked and greyed out. The user will then have to select the individual
regions they are interested in. Clicking on the Check Box next to ‘All Regions’ will automatically select all the Regions

listed.

AR
Customise Export

Step 3 - Region Access

W Al Regions
Selected Name =
v Default
v ‘ UK
Page 1 of 1 (2 items) 9€9 1 ¢ Page size: 20 -
@ Create Filter

T T T

6.6.3.4 SYSTEM FILTER

The ‘System Filter’ allows for the selection of specific cabinet or locker systems. Notifications will be triggered only on
the selected system(s).
You can specify that only activities generated on a particular system will trigger a notification. Simply tick the box of

the system(s) you wish to include. Notifications will only be triggered on the selected systems. Clicking on the Check
Box next to ‘All Systems’ will automatically select all the Systems listed. Once you have finished your selection, click

Next to continue.

<| i Ik *gﬁ fs}‘“i‘ ;-

_I »

Step 4 - System Filter

All Systems
Selected v Name .
0 Server Room
O Raception
Pxelofi(2itens) €901 € Page size 20 3
< Create Filtes

e T
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56.6.3.5 ITEM FILTER

The ‘Item Filter’ allows for selection of specific items. Selecting no item will cause a notification to be triggered when
an activity event occurs that references any item, otherwise only the selected item(s). Items will show in this tab
depending on what systems are checked in the previous tab.

You can specify that only activities generated by a particular item will trigger a notification. Tick the box of the item(s)
you wish to include. If no items are selected, then a notification will be triggered for an activity that occurs that references
any item. Clicking on the Check Box next to ‘All Items’ will automatically select all the Items listed. Click ‘Next’ to
continue.

pnﬁﬁ&%?f

Custamise Export.

Step 5 - Item Filter

Al Items

Sefected System = v Postion ~ Detad ) Detal 2 Detail 3 Detal 4
- Reception 1 Server Room
v Reception 2 | Store Room
v Reception 3 Traning Matestals
v Reception 4 [T Department
v Reception S Garage Key
v Reception 6 | Canteen
v Reception 7 | Ford Focus
v Reception 8 Merceoes
v Receplion 9 BMW
v Reception 10  Tool Cabinet
Pagerofi(tontems) €983 1 0O € Page axe 20 B
% Create Rfter

V10.9 29/11/22 uD0018 Page 261 of 452

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



16.6.3.6 USER FILTER

The User Filter allows for selection of specific users. Selecting no user will cause a notification to be triggered when an
activity event occurs that references any user otherwise only the selected user(s).

You can specify that only activities generated by a particular user will trigger a notification. Tick the box of the user(s)
you wish to include. If no users are selected, then a notification will be triggered for an activity that occurs which
references any user. Clicking on the check box next to ‘All Users’ will automatically select all the Users listed.

=|001% %R )

Step 6 - User Filter

Ed Mann 1234 General Mgr
John Smith 2435 Training

Joe Egwards 1563 HR Manager
Mie Jones 0234 Proguction
Paul Davis 4463

Sarah Brown 2143 Marketing

Once you have finished selecting Users, click Next to continue.

6.6.3.7 EMAIL TEMPLATE
You will now be taken to the ‘Email Template’ page where you will be required to enter specific details.
To: Enter the email address of the person(s) who will receive this email. When sending to multiple users,
separate each address with either a comma or a semi-colon followed by a space. A ‘Token’ for the users email

address may also be used here. By default, the email address is {User.Detail06} but can be customised if
required. This is done within ‘User Fields’ under ‘Settings’.

CC: Enter the email address of the person(s) who will be carbon copied with this email.

BCC: Enter the email address of the person(s) who will be blind carbon copied with this email.

Subject: Enter the subject of the notification.

Body: Here you can enter the body of the Email Template. You can also select ‘tokens’ from the drop down
boxes that define certain content of the notification i.e. forename, event, description, timestamp etc. Once
selected, they will then populate the body of the email. This indicates what you will see in the email once the

notification is sent.

NOTE: The CC and BCC fields are optional.
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Below is a list of tokens that are selectable from the drop-down boxes on the Email Template page.

{User.Forename}

{User.Surname}

{User.CardNumber?}

{User.Detail01}
{User.Detail02}
{User.Detail03}
{User.Detail04}
{User.Detail05}
{User.Detail06}
{User.Detail07}
{User.Detail08}
{User.Detail09}
{User.Detail10}
{User.Detail11}

{Event.Timestamp}
{Event.EventCode}
{Event.Description}

{System.Title}
{iFob.Serial}
{iFob.Positon}

{iFob.Description}
{iFob.LastTimeTaken}
{iFob.LastTimeReturned}

{Item.Detail01}
{Item.Detail02}
{Item.Detail03}
{Item.Detail04}
{Item.Detail05}
{Item.Detail06}
{Item.Detail07}
{Item.Detail08}
{Item.Detail09}
{Item.Detail10}
{Item.Detail11}

NOTE: The User Detail tokens refer to the eleven definable fields that you edit in the User Fields.

NOTE: The Item Detail tokens refer to the eleven definable information fields that are saved against a
particular Item Type.

NOTE: Item tokens only relate to the first item defined for a position.

NOTE: If you wish to manually place these tokens in the body of the email, please ensure that you start and

end each token with the following brackets {}. For example, {User.Forename}.
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Details Activity Trigger Region Access System Filter Item Filter Email Template

To:
CC:
BCC:
Subject:
Body:
EE EE = E = [Noml H [Aral HFrtsze) E' B 1 U & A -

(User Token) B [(Event Token) Bl [(System Token) B [(iFob Token) B [(1tem Token) M [tem EBooking Token) B [(Fauit Logging Tolld

Dear {User.DisplayName}

This email is a confirmation receipt for the removal of the following items from system {System.Title} at {Event Timestamp}
{ltem.Detail01}

{item.Detail02}

{ltem.Detail03}

Regards|

o T T

NOTE: It is important to enter information into the Subject field otherwise, the email will not be sent.

Once you have finished creating the Email Template, click the ‘Finish’ button.
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6.6.4 EDITING NOTIFICATIONS

Should you wish to edit any ‘Notifications’ in the list, you can either double click on a Notification or select the
Notification and click ‘Edit" as shown below. Depending on which ‘Notification Category’ was chosen at the start of the
process, you will be directed to a new page showing all the specific options as tabs.

Notlﬁcatlons

Reception
4 »
Pagelof1(2items) E3 & 1 © & Page size:
¢ Create Filter

Selecting an individual tab will take you to its specific page for editing. When you have finished making your changes,
click ‘Save and Return’.

@T Edit Notification

Details Activity Trigger Region Access System Filter Item Filter User Filter Email Template
Enabled: )
Notification Name: Items Removed
Notification Category: Ttem or User [~ ]

NOTE: It is not possible to change the *Notification Category’ whilst editing. Should you wish to do this, you
will have to delete the Notification and create a new one.

Please now refer to the Using Email Notifications section.

V10.9 29/11/22 uD0018 Page 265 of 452

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



6.6.5 DELETING AN EMAIL NOTIFICATION

To delete an existing email notification, select the notification and then click on delete.

R R RrR |*"N -_—
= B = |2
Customise Export
Enabled Name <
‘ Ttem or User Email
Item Removed Receipt
Item Returned Receipt
< | »
Page 1 of 1 (3items) £& €4 1 > Page size:
@ Create Filter

6.6.6 USING EMAIL NOTIFICATIONS

Once you have set up your Email Notification and it is enabled, you will begin to see notifications come through to the
specified email addresses. For this example, the following details have been saved as an email notification.

Details Activity Trigger Region Access System Filter Item Filter €L Reply G2 ReplyAll S Forward G5 1M
Wed 17/05/2017 17:08
To: Andrew.Swain@traka.com Swain, Andrew
Subject: Fault Cleared Fault Cleared
Body: To M Swan, Andrew
[EE E & = E = |[Noml B |anial [~ I
[(user Token) |G| (Event Token) [ [(System Token) [l [(iFob Token) [l [(1tem Token) & Fault 20, logged by Andy on 17/052017 16:42
Fault {Faultogging.FaultNumber}, logged by {FaultLogging.LoggedBy} on (Faultlogging.FaultDate} Exhaust blowing: The exhaust sounds like it make have corroded through.
{Faultt ogging.Name}: {Faultl ogging.Description)
Critical? No

Critcal? {FaulLogaing Critcal)

Repaired? {FaultLogging Repaired). by {Faultlogging RepairedBy) on {Faultl.ogging RepairedDate} . : ”

Repaired? Yes, by Super Admin on 17/05/2017 16:44
Cleared? {FaultLogging Cleared). by {Faultl 0gging.ClearedBy} on {FaultLogging.ClearedDate}
Notes Cleared? Yes, by Super Admin on 17/052017 16:44
{FaultLogging.ClearedNotes)

Notes

NOTE: This is just an example of how the email notification system works. You can set up many different
notifications with very different activity triggers.

1. The user who has been identified with this particular notification accesses the corresponding system.
2. They then remove the appropriate item from the system.

3. This will now trigger the notification to be sent to the email address entered against the notification.
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6.7 ITEM BOOKING

Item Booking is a cost option feature, which allows items to be reserved for a specific set of users over a specified time
period.

Typical examples of its functionality may include reserving a meeting room, a company pool vehicle, or access to
restricted areas and items. Item Booking can also be enhanced with the utilisation of Exception Alerts incorporating
Email Notifications. Booking Confirmation Emails are created within TrakaWEB Admin. Furthermore, sub-configuration
options are available which can:

e Automatically cancel a booking if associated items have not been taken within a set time from the start of the
booking

e Automatically end a booking once all associated items have been returned as opposed to waiting for the end of
a booking period

e Configure a limit as to how far in the future a booking can be made for all users

Item Bookings can only be created and edited through TrakaWEB and are not editable at Traka Touch.

6.7.1 ITEM BOOKING-FIXED RETURN OVERVIEW

Item Booking is currently only available on Fixed Return Key Control and Locker Systems, which are not configured to
operate as ‘First in First Out’ or ‘Temporary Deposit Locker’ modes.

Item Booking allows an item to either; be allocated to an end-user by an Administrator or, for users to login to TrakaWEB
and create bookings for themselves when they have been given a special software permission. This permission can be
given to users in isolation, therefore allowing them to be able to login and create a booking for themselves but not
access any other areas of TrakaWEB.

The Booking Wizard ensures that the Booking process is simple and straight forward. It prompts the user for information
such as where the item is being taken from, when the booking will be active and what is being booked. It guides the
user step-by-step through all the stages of the booking process. The Wizard also ensures that duplicate bookings cannot
be made and that region visibility rules are fully taken into account.

A summary page displays all bookings made by a particular user with a Gantt chart. The chart offers zoom functionality
to allow bookings to be viewed over a time period between 1 hour and 1 year.

An individual Traka Touch system will store up to 1,000 current/future bookings at any one time. TrakaWEB can store
an unlimited number of bookings across all systems.

6.7.2 THE ITEM BOOKING LANDING PAGE
The option to navigate to the Item Booking Landing page in TrakaWEB is located in the Navigation Toolbar.

1. Click on the ‘Items’ icon.

2. From the tab, click on the ‘Item Booking’ icon.
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You will now be taken to the Item Booking Landing Page as shown below.

: traka

EE9) 1tem Booking e ;

EIEAESSENEAL 1L AEY E
Edit Cusl

tomise

=)

Export

Refreshi

Q&
Zoom

@ 27/04/12016 13.10 @ 04/05/2016 14:10
Start Date End Date

27 April 2016 - 01 May 2016 02 May 2016 - 04 May 2016 =
27 Wed 28 Thu n 2 Mon 3 Tue 4 Wed
v v

| 2m 30 Sat 15u
Sync  Booking D - Start < End DA sytem () Pos  Description

No data to display

No data to paginate > X » Pagesize: (20 [E@

P Create Filter

Many of the icons on the Ribbon Toolbar will appear familiar. You will however notice the addition of 2 magnifying
glasses.

NOTE: The zoom features can be used to view details on the Gantt chart once a booking has been created.
Because the timescale used within Item Booking can vary between 1 hour and 1 year, you can zoom in to

view Bookings set to smaller increments of time or zoom out to view bookings set to larger increments of
time.

= B

Export

CEREMRLE

Customise

|6.7.3 THE BOOKING WIZARD

1. From the main Landing page, click on the ‘Create’ icon.

EE QLB
Export Zoom |Refresh

Only a user with Administrator access will be able to set up a Booking. This is a 5-step process, divided up over a
number of pages. The first page displays the first 2 steps.
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Step 1/5 - Select where the user would like to collect the items from

1. From the drop-down menus, select the specific Region and System.

BOCEE)

Step 1/5 - Select where the user would like to collect the items from

Region: [pefault

System |Reception

Step 2/5 - Select who the booking is for

Available Users:

Display Name Staff Number Job Role Td Fax Mobile

Rob

Super Admin

Sarah Brown 1031 HR Manager

Dave Jones 6042 Sales Manager

Production

John Smith 2946 Supervisor

‘ »
Pagelof1(Sitems) (IO 1O Page size: 20 Kl
¥ Create Filter
Add to selected | Remove from selected

Selected Users:

Display Name ~  staff Number Job Role Te Fax Mobile

No data to display

Step 2/5 - Select who the booking is for

2. Select the user you wish to create the booking for. You can either double click next to the name or click on
‘Add to Selected’. The selected name will be added to the ‘Selected Users’ field.

NOTE: If you click on the actual username, you will be redirected to the Edit User page and will have to
navigate back to the Item Booking page and start over.

V10.9 29/11/22

Create Booking i;?:s
A

Step 1/5 - Select where the user would like to collect the items from

Region: [5&;1( ‘g]
System [Reception [~]
Step 2/5 - Select who the booking is for
Available Users:
Display Name Staff Number Job Role Tel Fax Mobile
Rob
Super Admin |
Sarah Brown 1031 HR Manager
Production
John Smith 2946 Sipiviser
‘ »
Pagelof1(4items) AP 1O D Page size: Lzoig_;
P Create Filter
Selected Users:
Display Name ~  Staff Number Job Role Tel Fax Mobile

Dave Jones 6042 Sales Manager
“«
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A maximum of 5 users may be added. Should you attempt to exceed this amount; a message will appear. Clicking ‘OK’

will close the message.

The selected user cannot be added to the booking.

| A maximum of 5 users can be added to a booking.

Step 3/5 - Select when you would like to book the items

The next page will continue with the next 2 steps of the process.

NOTE: If at any time, you wish to make a change, click on the ‘Back’ button to return to the previous page.

NOTE: The date and time chosen for the booking is in the local zone of that system. The time zone of the
system is displayed within the booking wizard, as seen in the screenshot below.

V10.9 29/11/22

Create Booking
1}\; [T1E7) 41 .* -‘]@gnumm)

Step 3/5 - Select when you would like to book the item:
Start: |27/04/2016 14:13 a2

268/04/2016 14:13 -]

Item Access

traka
ASSA ABLOY

Step 4/5 - Select what items you would like to book
Available Items

System - (V) Pos  Description -~ Deaill V) Detail2 &

cmNans W

i

ected Items

Sytem - Pos ~ Detail 1 Detail 2 Detal 3 Detail 4 Detail 5

Destription
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At the top of the page, there is a drop-down filter option which may be set as All Items or Authorised Items.

NOTE: The filter options are dependent on whether the ‘Unrestricted Software Item Access’ option is
ticked in Software Permissions Groups.

With the All Items filter enabled, any Item may be booked for a user regardless of whether or not they have access
to it.

NOTE: This option will only be available if the ‘Unrestricted Software Item Access’ option is ticked in the
Software Permissions Groups.

Create Booking Lraka
ASSA ABLOY

[l A o)

Custoiine Jem fecess e ‘ .

Step 3/5 - Select when you would like to book the items

E' @The date and time you are selecting is in the local time zone of the system, which is:
(UTC+00:00) Dublin, Edinburgh, Lisbon, London

Start: [02/11/2020 14:31

End: [02/11/2020 15:31 -]

Step 4/5 - Select the items you would like to book

Avaiable Items:

System « Pos. ~ Description ~ Detaill Detail 2 Detail 3 Detail 4 Detail 5
Cabinet | 1]
Cabinet 2|
Cabinet 3
Cabinet 4

From the dropdown menu, the filter may be changed to Authorised Items. With this enabled, a user may only book
items that they have been assigned access to.

NOTE: With the ‘Unrestricted Software Item Access’ option unticked in the Software Permissions Groups,
this will be the only available option.

Create Booking %
‘@@@@@ @ Authorised Items l
Ao Customise eipaccass e ——

Step 3/5 - Select when you would like to book the items

EI @The date and time you are selecting is in the local time zone of the system, which is:
(UTC+00:00) Dublin, Edinburgh, Lisbon, London

Start: 02/11/2020 14:31

End: [02/11/2020 15:31 ]

Step 4/5 - Select the items you would like to book

Avaiable Ttems:

System ~ Pos. ~ Description -~ Detail 1 Detail 2 Detail 3 Detail 4 Detail 5

Cabinet 1
Cabinet 2

< >

Page size:

Page 1 of 1 (2 items)
Add to selected | Remove from selected

Once you have made a selection, you can progress with setting a start and end duration for the booking.
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3. Click on the Start drop-down and select when the booking will start. Then click OK.

4. Click on the drop-down menu for End and select when the booking will end then click OK.

V10.9 29/11/22

traka
ASSA ABLOY

Create Booking

, @@@ © (@l ems)

Step 3/5 - Select when you would like to book the items

Start: [27/04/2016 15:30 ﬁ
e <1< April 2016 1>

@ The date and time you are selecting is in
the local time zone of the system, which is
(GMT) Dubin, Edinburgh, Lisbon, London

Mon Tue Wed Thu Fri Sat Sun

Step By

. .
. . ook

Availal . L) L

16 17 . .

23 24 . . Detail 2 V) Detail3 V) Detail 4 v) Detal 5 v

28 29 30
reces [
2 3 4 5 =

6 7

[1530

= L= |
LT S— S - .
Reception 6 | Reception Key [ |
Reception 7 | Maintenance Store
Reception 8 | Meeting Room
Reception 9 | Training Materials
Reception 10 = Garage key

Page1of 1 (10items) 3B 1O D Pagesize:[20 Rl
@ Create Filter

Add to selected | Remove from selected

Selected Items:
Sysem - Pos. ~ Detail 1 Detail 2 Detail 3 Detail 4 Detail 5 Description

No data to display

T T

Create Booking traka

[l 3 [oun - ‘_

Step 3/5 - Select when you would like to book the items
Start: Wg

End: [28/04/2016 17:30

[<]<] April 2016 51>

@ the date and time you are selecting is in
the local time zone of the system, which is
(GMT) Dublin, Edinburgh, Lisbon, London

Step  Mon Tue Wed Thu Fri Sat Sun ook
.
Availal R 3 > ®.
. .
9 10 I

Systel & & Detail 2 v/ Detail3 v Detal 4 v) Detals v
i 23 24

Recep 5

LT EE s o 1 ,

Recep 2 i 5 6 7 8 1

Raced - :

Recep JRELEY

Recepoun | + o onenene e - 1

Reception | 8 | Meeting Room

Reception | 9 | Training Matenals

Reception | 10 | Garage key

‘ »
Page1of1(10items) B 1 O pagesze:[20
¥ Create Filter

T

Selected Items:

Sysem ~ Pos. - Detal 1 Detail 2 Detail 3 Detail 4 Detail 5 Description

No data to display
‘ »

[owes | b | b |
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Step 4/5 - Select the items you would like to book

5. Select which items you would like to book. Either double click next to the item or click on ‘Add to Selection’ to

add them to the Selected Items field.

A maximum of 5 items may be added. Should you attempt to exceed this amount; a message will appear. Clicking ‘OK’
will close the message.

aeerinbian ANt Dottt i ot Dot

The selected item cannot be added to the booking.

A maximum of 5 iFobs each with at least 1 item can be added to a booking.

6. Once you have finished selecting items. Click ‘OK’ to continue.

Step 5/5 - Confirm the booking

Step 5 will summarise the information entered from the previous 4 steps. If required, you can add notes in the space
provided.

. traka
528 Create Bookin . ]
9 ASSA ABLOY
Step 5/5 - Confirm the booking
Where: Region: Default
System: Reception
Who: [P, Staff Number Job Role Td Fax Mabile
Dave Jones 6042 Sales Manager
When: 27/04/2016 15:30 To 28/04/2016 17:30
LUl e pos - Descrpton  Detal 1 Detail 2 Detal 3 Detall 4 Detal 5
Reception 2 E:‘(’:'sk"d
Notes:
T T T
7. If you are satisfied that the details are correct, click ‘Confirm’ to continue.
8.

A message will appear to inform you that the booking has successfully been created. Click ‘OK’ to close the

message.
|} 15:00 To 27/04/2016 1530
Create Booking

5
i
4

The booking has been successfully created.

T: [
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The Item Booking Landing page will display a Gantt chart showing a timeline for the booked items. The timeline in the

example below is divided into 2 horizontal columns: days and months.

Item Booking

(=|(x3Q. | @ ©

27 April 2016 - 01 May 2016
29 F

By
27/04/2016
14:25
28/04/2016
14:25

% Super Admin

System: Reception &8
Position: 2 27/04/2016
Description: Silver
Ford Focus

15:30
28/04/2016 17:30

Page1of1(2items) €3 @

¥ Create Filter

© oaos2016 14:37
End Date

02 May 2016 - 04 May 2016
3 Tue

Sync  Booking D *  Stat - End m" Sysem (v) Pos  Description &
° 17 | 27/04/2016 14:25 28/04/2016 14:25 ﬁ"mf;‘ Reception 6 | Reception Key
18 270420161530 | 28/04/2016 1730 | Save Reception 2 | siver Ford Focus

pagesize: 20 [

6.7.4 ADDING EXTRA USERS TO AN EXISTING BOOKING

If required, additional users maybe included to an existing booking. This will however still apply to a maximum of 5

users per booking.

1. Select the Item Booking from the Navigation Toolbar.

The existing Item Booking chart will be displayed.

2. Select the booking that you wish to include additional users and then select the ‘Edit’ button. This will then

take you through the 5-step process.

Item Booking

EPCETT

ajal >

Zoom,. It

:-‘xﬂ

i Export 1

27 April 2016 - 01 May 2016
27Wed | 28Thu 296
System: Reception B0
Postion: 6 27/04/2016
Description:
Reception Key

System: Reception
Positiof
Description: Silver
Ford Focus

Sync  Booking ID *  Stat ~ End

1425
28/04/2016
1425

& Super Admin

&
27/04/2016

15:30
28/04/2016 17:30

02 May 2016 - 04 May 2016

© oaos2016 14:37

3 Tue

Display o
Name System (v, Pos Description

o 17 | 27/04/2016 14:25 28/04/2016 14:25 i:"mm Reception 6 | Reception Key
18 27/04/2016 15:30 28/04/201617:30 | DA Reception 2 | silver Ford Focus
Pagelof1(2items) 3O 1 O O Page size: 20 [
@ Create Filter
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3. From the available list of users, select the new user to be added to the selected booking.

traka

£728) Create Bookin :
0= g

|\51ﬁ i&;ﬂﬂ\-ﬁ\?l

Step 1/5 - Select where the user would like to collect the items from
Region: [Default [~ |

System |Reception [~]

Step 2/5 - Select who the booking is for

Available Users

Rob

Super Admin

Sarah Brown 1031 HR Manager
Production

John Smith 2946 Supdviser
Page10of1(ditems) €301 O
@ Create Filter

Selected Users
Display Name ~  Staff Number Job Role Tel
Dave Jones 6042 Sales Manager

Display Name Staff Number Job Role Tel Fax Mobile

Page size: |20 [l

Fax Mabile

NOTE: When adding extra users, any items that the editing user has not been granted access to, will be

removed from the booking.

Once completed, click on Next and make any further changes as required.

6.7.5 ADDING EXTRA ITEM BOOKINGS
If required, you may add extra bookings to the one already created.

1. Click on the ‘Item Booking’ icon in the Navigation Toolbar.

The existing Item Booking chart will be displayed.
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2. Click on the ‘Create’ icon. This will take you back through the 5-step process to create another booking.

Item Booking

by @ 27/04/2016 13:37 @ 04/05/2016 14:37

27 April 2016 - 01 May 2016 02 May 2016 - 04 May 2016

296 30 sat 2 Mon 3Tue

System: Reception s/

Position: & |27/04/2016

Description: 14225

|28/04/2016

11425

& Super Admin

System: Reception

p::nu B | 27/04/2016

Description: |15:30

Ford Focus | 28/04/2016 17:30
|& Dave Jones

Sync  Booking D * Stat ~ End m" Sysem (v) Pos  Description &
) 17 | 27/04/2016 14:25 28/04/2016 14:25 ﬁm Reception 6 | Reception Key

18 27/04/2016 15:30 28/04/2016 17:30 ”":s Reception 2 | silver Ford Focus
‘

Page1of1(2items) I QL OO
P Create Filter

’

pagesize: 20 [

6.7.6 USING THE ZOOM FEATURE

The Zoom feature will allow the user to zoom in and out of the Gantt chart. This allows for easier viewing between
bookings made for an hour and bookings made for up to a year.

The example below demonstrates 2 bookings made for 2 different periods of time. The zoom-in button has been used
in this case to better view the booking details for an item over a period of 1 day.

Item Booking

28 April 2016 - 01 May 2016 02 May 2016 - 02 May 2016

29Fn 30Sa 2 Mon

188 30 3 28/04/2016
6:33 £29/04/2016

Booking ID ~ Stat

Description
30 | 28/04/2016 16:33 0 Red Ford Focus
° 31 | 28/04/2016 16:40 13/05/2016 16:40 Silver Ford Focus
‘ »
Page1of1(2items) 3O 1 OO Pagesize: 20
? Create Filter
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The example below shows the same booking, but the zoom-out feature has been used to view a booking made over a
significantly longer period of time.

Item Booking

© 1410512016 15:40

l 28 April 2016 - 01 May 2016 02 May 2016 - 08 May 2016 09 May 2016 - 14 May 2016
28 Thu| 20 Fri (30Sat| 1Sun |2Mon | 3Tue |4 Wed | SThu | 6Fi | 7Sat | 8Sun | 9 Mon |10 Tue| 11 Wed 12 Thu| 13 Fri | 14 Sat

System: Reception
Position: 1

Description: Red Ford

Focus

Sync  BookingID ~  Start - End Diplay  gygem (v) Pos.  Description v

o e 30 | 28/04/2016 16:33 29/04/2016 16:33 ,D::; Reception 1 | Red Ford Focus
31 | 28/04/2016 16:40 13/05/2016 16:40 Rob Reception 2 | silver Ford Focus

‘ »

Page1of1(2items) I B 1 OO pagesize: (20 [
¥ Create Filter

6.7.7 COLLECTING BOOKED ITEMS
Once a user has booked an item, it will be accessible to them at the system.

1. Click on the screen to access the keypad.
2. Access the system by using your ID. This may include Keypad ID, swipe card or fingerprint.

L
ASSAABLOY :

To access the system, enter your ID
or press Search to find an item

k%K

looo'u-u N
BN o W

’a\l-hl-t

Search Help New PIN

3. Click on ‘I Know What I Want'.

ASSA ABLOY

Welcome Steve Adams, please select an option below:

I Know What I Want

Reports Admin Logout
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The door will open and if the item is available to you, it will now be accessible. A message will appear on the
screen providing you with the Booking information.

ASSA ABLOY

PRey Steve Adams

Pos 1: Red Ford Focus

Q This item is booked to you until
06/05/2016 at 08:53.

Please return the item before this time so that
it is available for other users.

Help
OK Cancel

Lookup

6.7.8 ITEMS NOT TAKEN

A sub-configuration option is available which can be used to cancel a booking if the items have not been taken within a
configurable timeframe from the start of the booking. For example, an Item Booking has been set to begin at 09:00 and
the cancellation timeframe is set to 30 minutes. If the user attempts to remove the item at 09:35, it will already have
been cancelled. The timeframe can be set as follows:

. 5-60 minutes
. 1-24 hours
. 1-365 days

If there are multiple items associated with a booking and some but not all of the items have been taken, then the booking
in this case will not be cancelled.

If a user only has access to items through Item Booking and the booking has been cancelled, they will no longer be able
to gain access to the item unless they have been given Item Access to do so.

An exception report will be created in TrakaWEB showing a list of ‘Items not taken at the start of a booking’ as shown.

@ 07/10/2017 10:12 @ 07/11/2017 10:12
Start Date End Date

Refresh

07/11/2017 Item not taken at the start of the New

09:13:08 s booking System 8
07/11/2017 1003 Item not taken at the start of the New 9
09:13:08 booking System
07/11/2017 1003 Item not taken at the start of the New 10
09:13:08 booking System
07/11/2017 1002 Item not taken at the start of the New e
09:01:08 booking System
07/11/2017 1002 Item not taken at the start of the New °
09:01:08 booking System
07/11/2017 1002 Item not taken at the start of the New 10
09:01:08 booking System
06/11/2017 4 Item not taken at the start of the New s
17:13:05 booking System
06/11/2017 4 Item not taken at the start of the New o
17:13:05 booking System
06/11/2017 4 Item not taken at the start of the New 10
17:13:05 booking System
26/10/2017 New

17:00:54 0 Booked Item Overdue System 10 Rob

< »

Page size: {Eo i -]

Page 1 of 1 (10 items)

=

@ Create Filter
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6.7.9 END BOOKING UPON ITEM RETURN

A simple sub-configuration option is available when Item Booking is enabled that will end a booking once one or all of
the associated items have been returned to the system. This sub-configuration can also be used with the ‘Items not
Taken’ option.

It is not a requirement that all the associated items have to be taken and returned before this mode of operation is
terminated. For example, if 3 items have been booked and only one has been taken, upon its return to the system, the
booking will end. If users want to book multiple items, they should consider removing all the items at once or create an
individual booking for each item.

Traka Touch will monitor the return of items to the system, checking against active bookings and generate a ‘Booking
Ended’ system event. This event will be shown in the System reports along with the booking reference number and the
end date and time that the items were returned.

6.7.10 RESTRICT FUTURE BOOKINGS

An option is available to configure how far in the future an Item Booking can be made for all users through TrakaWEB.
This option is configured within the Admin App and will affect TrakaWEB only.

2. Within the TrakaWEB Admin App, select the Business Engine.

{14 Service setup Details }Email(' i ll;j PIN Notfication | L] Enroliment ID Notffication | item Booking Options |
4 Database setup
4o Default settings
-2 Users setup
- System management Engine Name
11 Def=k Business Engine on UKOLND-AT1557
l (- Business Engine on UKOLND-A11557 - Online - UKOLND-A11557 (10.2 Host name
e - UKOLND-A11557 Logging Level
G Dot IP Address None
{& New System - Online TR TR ",
Engine State @ High
B
Running
Start Stop
< | m »
3. Next, select the Item Booking Options tab.
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The option for the future booking restrictions is located at the bottom of the window as shown below.

| Detaits | Email Configuration | =21 PIN Notfication | ] Enrolment ID Notficatiory| tem Booking Options

[¥] Enable ltem Booking Confimmation Emails

User Detail Email Address Field

(Detail 6: Emai -
Subject
Traka tem Booking Confirmation - #{0} {5} Email Template Fields
Body {0} = Booking ID
Dear {6} {7} ~ {1} =Stat Date

B {2} = End Date
The following ltem Booking has been successfully {5}. {3} = Booking Region
Booking ID: {0} | {4} =Booking System
Booked from: {1} 1 {5} = Booking Action
Booked until: {2} (Created/Edited/Deleted)
Collection point: {4} {6} = First Name
ftems Booked: {7 = Last Name
{10} {8} = Booking Notes

{8} = Booking User List {HTML Table)

e e ek {10} = Booking fem Lst (HTML Table)

[] Restrict how far in the future a booking can start

| Hours

Once the checkbox has been enabled, the text box will default to 24 and the units will be in hours. The drop-down box
will enable you to switch between Hours and Days and the number in the text box can be changed manually.

Restrict how far in the future a booking can start

% (Houss__ ~]
Hours
Days |

Once enabled, the Booking Wizard will enforce the booking restriction on creating or editing bookings for both Booking
Users and Booking Administrators.
The start date restriction will be calculated against the current time of the selected system based upon its time zone.

For example. If a 2-hour restriction time has been set in place and a user attempts to make a booking that falls
outside of the 2 hour restriction, a warning will be displayed as shown.

The selected date range is not valid.

Items cannot be booked more than 2 Hours in advance. Please correct the
start date and try again.
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6.7.11 ITEM BOOKING OVERRIDE

The Item Booking Override feature allows a user with special permissions to book an item that already has a booking
allocated against it.

1. Select the user you wish to allocate the Booking Override permission to and then click the ‘Edit’ button.

[ R Ome (O (O |
— | Customise | Egort o, s 22 )
Sync  Display Name Staff Number v)  Job Role v T v Fax v Mobile v

@ | Rob

L Steve Adams 13692

@ | Super Admin

* | Sarah Brown 1031 HR Manager

@ | DaveJones 6042 Sales Manager

@ | John Smith | 24 i |
‘ »
Page1of1(6items) IO 1 OO Page size: 20 [
9 Create Filter

2. At the next page, click on the ‘System Access’ tab.

‘ Edit User - Sarah Brown

User

Forename: {Sarah ]
Surname: Brown

Display Name Override: (]

Display Name: Sarah Brown

3. At the bottom of the ‘System Access’ page, scroll to the right and click on the check box under ‘Item Booking
Override’ as shown below.

‘ Edit User - Sarah Brown traka
ASSA ABLOY
e T e ety
[BleP [kl ol SRR 5]
h - Tools, . Cusomise | Export
Details Item Access Rogion Access Wb Access History
System Access
Card ID: Active: v
Keypad ID: 22 Strt Date: 27/04/2016 =2
Enroliment ID: Expiry Date: 27/04/2046 =
PIN: Authoriser: @
PIN Expiry Date: 27/ @y Permit Bxpiry Date: 28/04/2046 it |
PIN Force Change: o
Email PIN/Envollment 1D: @
Fingers Enrolied: 0

v No.of Rems Item Handover v Curfew

Unlimited [~} 10| [None B None v
Unlimited i ) None v
Pagelof1(2items) 3O L OO Page size: 2 M
7 Create Filter
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With the ‘Item Booking Override’ permission given to the user, they now have the ability to override an already

booked item.
L
ASSA ABLOY

% Sarah Brown

Pos 1: Red Ford Focus
‘ You are overriding a booking for this item.

Are you sure you want to continue?

Hel
Yes No 5

okup

6.7.12 ITEMS BOOKED TO OTHER USERS

When a user has made a booking, the Traka Touch screen will display which items are already held by other users.

traka
 e—
ASSA ABLOY
Q Rob
‘o Held:

OO UT

Help

Lookup

It is possible to access an item that is already booked to another user up to 12 hours before its next booking, so long
it is still within the system. In this situation, the user will be advised of the booking details and when the item should

be returned.
traka
ASSA ABLOY

Pe Eob

=0

Pos 2: Silver Ford Focus

‘ This item is booked to another user on
27/04/2016 at 15:20.

Please return the item before this time so that
it is available for the booking.

Help
OK Cancel

Lookup
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A user may also remove an item that is already booked to them up to 12 hours prior to when the booking period is
due to commence. In this instance, the system will remind the user to return the item before the booking begins.

traka
—_—
ASSA ABLOY
Steve Adams
6
Pos 2: Black Ford Focus
‘ This item is booked to you within the next few hours.

If you do not return the item before the booking starts, please
remember the item must be returned by the end of your booking on

22/12/2016 at 14:00. Menu
Hel,
OK Cancel =R
ookup

NOTE: If a user takes an item before the next booking begins and fails to return it before that time, the
system will record an ‘Item not returned prior to booking’ event.

NOTE: If a user takes an item before or during a booking and fails to return it before the booking ends, the
system will record an ‘Item not returned at the end of the booking’ event.

NOTE: Exception Alerts can be created in the form of Email Notifications to inform users when items need
to be returned or when items have not been returned to the system. This is particularly useful for back-to-
back bookings.

6.7.13 ACCESS RESTRICTIONS

A situation may arise whereby an administrator would only want certain users to only have access to items via an Item
Booking. Therefore, when the user has no active bookings, they are unable to access the system. This can be done
whereby the user is given login credentials and is set as active on the system but not granted access to any items. A
typical example of this may be where the user requires access to cleaning materials during a specific work shift, but
not at any other time.

When the user enters their ID at the Traka Touch Screen and they have no active bookings, they will see the following
screen.

traka :

padlic b b
To access the system, swipe your ID card D
or press Search to find an item

Welcome Dave Jones, you are registered on the system
but have not been granted access to any items.

*kokk

N D=

Lt © o0 W

P
—
\—
g
&)
o 00Ul N
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However, when a single item is granted to the user via a booking, the Traka Touch screen will display a message
stating which item they have access to, and the time restrictions applied.

traka
f—_—
ASSA ABLOY

%

John Smith

Pos 1: Red Ford Focus

‘ This item is booked to you until
28/04/2016 at 15:13.

Please return the item before this time so that
it is available for other users.

oK Cancel

Help

okup

The user can then remove and return the item at the system in the usual way.

traka
ASSA ABLOY

%

Please remove the item from position 1.

Help

Lookup
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6.7.14 ITEM BOOKING CONFIRMATION
The ability to enable the Item Booking feature to send confirmation Emails is set up within TrakaWEB Admin.

1. Within TrakaWEB Admin, click on the ‘Item Booking Options’ tab.
2. Select the ‘Enable Item Booking Confirmation Emails’ checkbox.

| Details | Email Corfiguration | 2] PIN Netfication | ] Enrolimert ID Noticatiorf§ ftem Booking Options '

l Enable ltem Booking Confirmation Emails l

User Detail Email Address Field

(Detail 6: Email -
Subject
Traka ttem Booking Corfimmation - #{0} {5} Email Template Fields
Body {0} = Booking ID
Dear {6} {7} . {1} =Stat Date

B {2} = End Date
The following ftem Booking has been successfully {5}. {3} = Booking Region
Booking ID: {0} A {4} = Booking System
Booked from: {1} 1 {5} = Booking Action
Booked until: {2} (Created/Edited/Deleted)
Collection point: {4} {6} = First Name
ftems Booked: {7} = Last Name
{10} {8} = Booking Notes

{9} = Booking User List (HTML Table)

e begrdin: {10} = Booking em List (HTML Table)

[] Restrict how far in the future a booking can start

| Hours

You will be able to use placeholders to populate each individual field with information relating to the Email confirmation
you wish TrakaWEB to send to users, including email address, subject and the main body of text for the notification.

3. Once you have created the notification, click on the ‘Save’ button.
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6.7.15 SOFTWARE PERMISSIONS GROUPS

Special software permissions can be given to users to allow them to create or amend their own bookings. Likewise,
permissions can also be given to create bookings for other users which could be granted to a booking administrator.

The software permissions can be restricted down so that only the booking summary page and Booking Wizard are
accessible to the end-user, making an effective self-booking portal environment. Alternatively, users can be granted

access to the other areas of TrakaWEB as well.

1. From the Navigation Toolbar, click on the ‘Software Permissions Group’ button.

2. You will now be taken to the ‘Software Permissions Groups’ page. Click on the ‘Create’ button to continue.

L
El Software Permissions Groups

BEOEE0ND
Edit Customise

3. At the next page, you can insert the name of your ‘Software Permissions Group’.

o
IE, New Software Permissions Group

i

Edit

Details

B
&) &7

Export

@ Default

Name: |Ttem Booking Group|
Permissions

é [ All Permissions
& [ Web

V10.9 29/11/22 uD0018 Page 286 of 452

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



4. Expand the Permissions tree and select the check boxes for the specific Permissions as shown in the examples
below.

Book for Others

| Edit Everyone Group | Edit Everyone Group

= W Item Booking = ® Item Booking
= & _Book For Others = B Book For Others

l | Allow only authorised items to be booked ' | Allow only authorised items to be booked
Allow all tems to be booked {7 Allow: all tems to be booked ||

= [ | Book For Yourself
Allow only authorised items to be booked
Allow all items to be booked
Realtime Activity

Book For Yourself
Allow only authorised items to be booked
Allow all items to be booked
Realtime Activity

il

The check box for Allow only authorised items to be booked will allow users who have been granted access to
those items to be able to take them during a booking.

The check box for Allow all items to be booked will allow users to take booked items even if they have not been
granted access to them.

If both check boxes are selected, then the option ‘Allow all items to be booked’ will apply. If both boxes are left
unchecked, then you will be unable to book items for others.

Book For Yourself

| Edit Everyone Group | Edit Everyone Group
= & Item Booking = W Item Booking
a Book For Others =} Book For Others
Allows only authorised items to be booked Allows only authorised items to be booked
Allovs all tems to be booked Allow all items to be booked
= ™ _Book For Yourself = @ Book For Yourself
| Allow only authorised items to be booked 1 Allow only authorised items to be booked

Allow all items to be booked l ! Allow all items to be booked '
Realtime Activity Realtime Activity

The check box for Allow only authorised items to be booked will allow users who have been granted access to
those items to be able to take them during a booking.

The check box for Allow all items to be booked will allow users to take booked items even if they have not been
granted access to them.

If both check boxes are selected, then the option ‘Allow all items to be booked’ will apply. If both boxes are left
unchecked, then you will be unable to book items for yourself.

Restricted & Unrestricted Item Access

If unrestricted Item Access is unticked, the user will only be able to grant other users, items that the booking user also
has access to.

This may be overridden by ticking the Unrestricted Software Item Access box in Software Permissions Groups.

= [® Options
Event Times
= Notifications
Extended Categories

&

Unrestricted Software Item Access I

e
AN

Pages

23] Items
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5. Once you have finished making your selection, click Save and Return. The newly created Permissions group
will be shown.

L]
E] Software Permissions Groups

- 2 | ==
12|38} %) 3| R R =] 52| Oorae |
Edit Customise Export Region
Group Name
Page 1 of 1 (2 items| 1 Pagy 20 B
? Create Fiter

You will now be able to allocate the Permissions Group to specific users.

6. Navigate to the Edit User page and then click on the Web Access tab.

‘ Edit User - Steve Adams

’7" Edt

petats ST T
User

Forename: Fteve

Surname: Adams

Display Name Override: j

Display Name: Steve Adams

7. At the next page, create the Web Login details for the user and select the Software Permissions Group from
the drop-down menu.

. traka
‘ Edit User - Steve Adams —_——
ASSA ABLOY
H :E!le
Edit
Details System Access Item Access Region Access History
Web Login
Web Windows User Name:
Web User Name: SteveAdams
Web Password:  eeeeess
Details
Software Permissions Group: Please Select... v
Please Select. .
Item Booking Group
| Super Admin I

When the user logs into TrakaWEB, they will then be able to create and amend their own Item Booking but will not
have access or the ability to edit any other features.

NOTE: If you wish to delete a Software Permissions Group, then you will need to deallocate it from any
users first.

6.7.16 ITEM BOOKING REPORTS

Whilst the Booking Summary page will show all active and future bookings, a separate audit trail will be made available

in the reports section of TrakaWEB. There are two types of Booking report available: Item Booking Activity Report and
Item Booking Exception Report.
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56.7.16.1 ITEM BOOKING ACTIVITY REPORT

1. Click on‘Reports’ on the Navigation Toolbar, then locate the ‘Item Booking Activity Report’ under the ‘Utilisation’
drop-down menu.

2. Click on ‘View This Report’

Utilisation

Item Booking Activity Report

View This Report

A report showing the item booking history for bookings that have expired.

You will now be taken to the ‘Item Booking Activity Report’.

E_é Item Booking Activity Report

Description

d Focus

~  Staff Number Job Role Td Mobile

| 6042 | Sales Manager |
| 1031 | HR Manager
Steve Adams 13692 [

15 \ 27/04/2016 13:38 | 27/04/2016 13:49 ‘ Tie. Reception 1| Red Ford Facus
14 ‘ 27/04/2016 12:26 | 27/042006 1230 | DV, Reception 1| Red Ford Focus
8 27/04/2016 1022 | 27/04/20161030 | Rob [Reception | 1| Red Ford Focus
‘ v
Pagelof1(4items) Q1O pagesze:[20 |
P Create Filter
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56.7.16.2 ITEM BOOKING EXCEPTION REPORT

1. Click on ‘Reports’ on the Navigation Toolbar, then locate the ‘Item Booking Exception Report’ under the
‘Exceptions’ drop-down menu.

EE Reports

2. Click on ‘View this Report’.

~ Booking ID Exception (v

Booked Rem | Reception | 1 | Red Ford Focus John Smith
Zjecis il il ]uom |1 Red Ford Focus Dave Jones

26/037201 1 g:rm%m ‘ Reception | 1 | Red Ford Focus | Dave Jones

»
Pagerof1(3tems) QL OO pagesize: 20 [l
@ Create Filter
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6.7.17 DELETING ITEM BOOKING

1. Select Item Booking from the Navigation Toolbar.

2. At the Item Booking landing page, select the booking you wish to delete, and then click the ‘Delete’ button.

Item Booking

© 111052016 12:14
End Date

04 May 2016 - 08 May 2016

5 Thu 6 Fri

LT OTPPIN &0 31 (2 28/04/2016 16:40 & 13/05/2016 16:40

Position: 2

09 May 2016 - 11 May 2016

10 Tue 11 Wed

Description; Silver
Ford Focus

- - Display
Sync Booking®D - Start End e

31 | 28/04/2016 16:40

13/05/2016 16:40 Rob

«
Pagelofi(litems) QG100
@ 9 [Booking ID] Equals '31°

System (v

Reception

Pos. Description v

2 | Silver Ford Focus

>
Page size: 20 |l

Clear

3.  You will be directed to the ‘Delete Booking’ page. Click on the Delete button at the bottom of the page.

: traka
Delete Booking
ASSA ABLOY
Where: Region: Default
System: Reception
Who: PSSR, - Staff Number Job Role T Fax Mobile
Rob
‘ »
When: 28/04/2016 16:40 To 13/05/2016 16:40
What: System Pos. ~ Description Detail 1 Detail 2 Detail 3 Detail 4 Detail 5
Reception 2 ;‘"‘(’:’SF“"’
Notes:
|
Guce
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6.8 FUEL, DISTANCE & LOCATION LOGGING

Fuel, Distance & Location Logging are individual cost options which can be used to assist fleet managers with day-to-
day management of their vehicles. Each feature can be used independently or in combination. They can be purchased
individually and also be turned on or off as required.

Users with access to the system will be granted a key to a vehicle, then after returning the key to the system, they will
be requested to enter information regarding the fuel usage, the distance travelled, or time duration of journey, and the
vehicle’s current location. The next user to remove that key will be shown information as to the current location of the

vehicle.

6.8.1 FUEL, DISTANCE & LOCATION LOGGING OVERVIEW

Fuel Level logging allows the end user to record a fuel level against an item when it is returned. This could be the fuel
level of a vehicle or the battery charge level of a device.

Distance logging allows the end user to record a cumulative distance value against an item when it is returned. The
distance units will be configurable by item type and will include miles, kilometres and hours.

Location logging allows the end user to record the current location of a vehicle.

When a user returns an item, Traka Touch will prompt the user to enter current information via the on-screen
alphanumeric keyboard.

The current fuel, distance and location will be shown in the System Viewer of TrakaWEB and the search screen of
Traka Touch.

A current report will be available in TrakaWEB listing for all the items with the feature enabled.

An exception report will be available to list users who have returned items but not provided the requested information
at the Traka Touch System.
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56.8.1.1 ENABLING THE OPTION

The Fuel, Distance & Location Logging features require a system configuration before they can be enabled. Contact
Traka or your Distributor for further details.

The features can be enabled through two different methods before they are usable in TrakaWEB.

1. To enable the options within the Admin Application, a user will need to set them to ‘On Return’. An
administrator who has the appropriate access to the Admin Application will need to select the desired system
and navigate to the Feature Options tab. Once selection has been completed, Click ‘Save’.

{13 Service setup \ System C | System Design \ Feature Options | Software Update |
4 Database setup
.2 Defaul settings
-8 Users setup ut [of
(=[] System management
| B4 Defaut
[ Reception - Online Reason Logging
~[&] Stores - Oniine: System Defautt  [Off v
(=& Engine management ‘ |
8- 33 BE on RAD-BUILDTEST - Online - RAD-BUILDTEST (10.239.229.241
=~ &, CE on RAD-BUILDTEST - Online - RAD-BUILDTEST (10.29.225. | Notes Logging
B g Default
[ Recsption -Online System Defaut ~[Off v]
(& Stores - Online
Custom Messages
System Defaut  [OF v
Fuel Logging
System Defaut On Retum v]
Distance Logging
System Defaut [On Retum v]
Location Logging
System Defaut [On Retum v]
Save

NOTE: Enabling the features in TrakaWEB Admin will set all items in the system to have the feature active.
Alternatively, each feature can be activated within TrakaWEB through the ‘Features’ tab.

2. From the ‘System Viewer’, select ‘Edit Item’.

JE IRV EIEE

Custom:se Export

I &IE)

3. At the next window, select the ‘Features’ tab.

S8 @: it Item - A1 Main Car Park

J'1il

Tools

\\H H’l@

System
Region: Default B
System: Reception B
Free iFobs Only:
Position: 0001 (Silver Ford Focus) |~|
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Within the ‘Features’ tab you will see a list of all the Feature Options that are available.

4. Selecting the ‘Fuel Logging’, ‘Distance Logging’ and ‘Location Logging’ panels will enable you to change the 3
features to ‘Forced On for Return’. Once the required features have been selected, click ‘Save and Return’.

traka

Edit Item - A1 Main Car Park
‘~ ASSA ABLOY

H H“EW: ‘E 4

‘ Edit Tools

b Reason Logging

T
dit

» Custom Message

4 Notes Logging

Fuel Logging
Mode: Forced On for Return B
Fuel Level:
‘ 40% (A ]
Empty Full 40%

Distance Logging
Mode: Forced On for Return B
Total Distance: 6 Miles

Location Logging

Mode: Forced On for Return E]
Current Location: Main Car Park &

» Curfew

Note: If you choose to enable the features through TrakaWEB, they will only be available on the current
selected item. Depending on how many items you wish to have the particular features enabled upon, it
may be more time efficient to enable them in TrakaWEB Admin and then disable them on any items you
don’t want them enabled upon in TrakaWEB. If however, you have many items and only wish the features
to be enabled on a few, it will be more time efficient to enable them on those items in TrakaWEB.

56.8.1.2 CONFIGURING DISTANCE LOGGING

Fuel Logging and Location Logging do not require any further configuration once they are made active. A user with
administration access can however select different options, which will affect the Distance Logging functionality.

1. Within Software Settings, click on the ‘Item Types’ icon.
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2. The user will now be taken to the ‘Item Types’ page. After the required item has been selected, click on ‘Edit’.

o
EJ Item Types

Item Type Name

Key
Vehicle

Page1of 1 (2items) B 1 & &

@ Create Filter

3. At the ‘Edit Item Type’ page, click on the ‘Features’ tab as shown.

o
E‘ Edit Item Type - Key

Distance Logging
Logging Mode: Total Distance I~
-]

Units: Miles

’

Clicking on the ‘Logging Mode’ drop down menu will provide two options; ‘Total Distance’ and ‘Trip Distance

Type

4.

Reasons. N Features “History.

Distance Logging

Logging Mode: Total Distance ad
Units: Total Distance
Trip Distance
uDO0018 Page 295 of 452
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5. Clicking on the ‘Units’ drop down menu will provide three options: ‘Miles’, ‘Kilometres’ and ‘Hours’

PG

Edit

Distance Logging

Logging Mode:
Units:

| Total Distance
Miles

Miles
Kilometres
Hours

L J

6. Once a selection has been made, click on ‘Save and Return’.

NOTE: If a user changes the units at any time, the previous numeric value in the system will remain the

same but will display the current set unit. For example, 8 hours will become 8 miles if the unit was
changed from hours to miles.

26.8.1.3 REMOVING AN ITEM

1. Click on the Traka Touch screen to activate the system.

ukrasti kartico ali tip zaslon za zacetek
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2. Access the system using a keypad ID, Swipe Card or Finger Print.

To access the system, enter your ID
or press Search to find an item

1|23

-_— 4 5 6
22 7 8 9

[5carch] [Hdp] {NP pINJ 0 4

3. Depending on what level of access a user has been granted, click on ‘I Know What I Want'.

traka
e
ASSA ABLOY

Welcome Dave Jones, please select an option below:

I Know What I Want

Reports Admin Logout

Once the door has opened, a user will be able to select an item. A screen will then be shown displaying the details of
the item’s last known location.

4. Click on '‘OK’ and the item will be released.
traka
e
ASSA ABLOY
4

Pos 1: Silver Ford Focus

The Item has been left in the following location

Main Car Park

oK
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26.8.1.4 RETURNING AN ITEM

When users return items to the system, they will be prompted to enter specific details including its location, fuel or
charge status and distance or time duration of travel.

NOTE: Closing the door will prevent a user from entering the requested information. This will generate an
‘Exceptions’ report in TrakaWEB.

1. If the Location feature has been enabled, after logging into the system and returning the item, the user will be
presented with the following screen requesting the items current location. Once the location has been entered,
click *OK".

traka
ASSA ABLOY

¢ ' Pos 1: Silver Ford Focus
Please enter location below:

Hotel Parking

D R R B O A O R

12? .
Q | W E R o Y U I (0] B

R T R R R R T T L

Aus )b Job 6 ot d kb e i oK

4

. o2 X CoflM. Space B %;}L Cancel

2. If the Fuel feature has been enabled, then at the next screen the user will be required to enter the current
fuel/charge level. This is shown as a dial on the screen which can be simply rotated clockwise or anticlockwise
using a finger or by using the up and down arrows.

O s
ASSA ABLOY

ON ﬁ:;'lz ia Pos 1: Silver Ford Focus
Please select the current fuelfcharge level for
this item.
12

& A W

Help

OK Cancel (ookin

NOTE: For locker based systems, this screen will be used to log the current charge remaining in an item
such as a laptop or an iPad.

3. Once the fuel/charge level has been set, click ‘OK’ to continue.
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If the Distance feature has been enabled, the next screen will request a user to enter either the ‘Trip Distance’ or the

‘Total Distance’.

If the logging mode selected was for ‘Trip Distance’, the user will be required to enter the distance travelled

on that trip.

ry "

Pos 1: Silver Ford Focus

KN D=
(NN -HES, NN S
L © oW

OK

Please enter the distance travelled on this trip.

Mies

Cancel

traka
TR T T
ASSA ABLO

A

v

up

If the logging mode selected was for ‘Total Distance’, the user will enter the total current distance travelled against the

previous distance.

Pos 1: Silver Ford Focus

ry "

The previous distance recorded for this item was

1 2 3 10 Miles.
Please enter the current total distance the item has
4 5 6
travelled.
7 8 9
0 4
OK Cancel

traka
e
ASSA ABLO

A

v

kup

NOTE: If the user enters a current total distance that is less than the previous distance, the system will
display a warning. The distance will automatically be set to the same value as the previous logged distance

unless a correct value is entered.

% "

Pos 3: Silver Ford Focus

27 Miles.

travelled.

AR E ™
o o1 N
t O oW

OK

The previous distance recorded for this item was

Please enter the current total distance the item has

Mies

WARNING: The distance entered must be greater v
than the previous recorded distance.

Cancel

traka

ASSA ABLO

A

kup
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If the units were set to hours, and the logging mode was set to ‘Trip Distance’ the user will enter the distance
travelled in hours.

traka
ASSA ABLO

6% ',

Pos 1: Silver Ford Focus

Please enter the distance travelled on this trip.

A

N D e

Hous

v

)
o 00 1N
t.  © oW

OK Cancel

kup

If the units were set to hours and the logging mode was set to ‘Total Distance’, the user will enter the total
distance travelled in hours against the previous time duration.

traka

e

ASSA ABLO
Pos 6: Transit Van 1

pet '_,,

The previous distance recorded for this item was

1 2 3 8 Hours.
Please enter the current total distance the item has
4 5 6
travelled.
7 8 9 -
0 4-’ Ip
oK Cancel
up

NOTE: If the user enters a current total time duration that is less than the previous time duration, the system

will display a warning. The hours will automatically be set to the same value as the previous hours unless
the correct value is entered.

traka
T T
ASSA ABLO

ll’,

Pos 6: Transit Van 1

The previous distance recorded for this item was
8 Hours.

Please enter the current total distance the item has
travelled.

A

N D | e

s

WARNING: The distance entered must be greater v
than the previous recorded distance.

)
O o 1N
Lt O oW

OK Cancel

up
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56.8.1.5 VIEWING CURRENT FUEL, DISTANCE & LOCATION LOGGING
The system viewer screen will display the basic details of the current selected item in the system.
Depending on what features have been enabled, a user can see the current fuel level, the total distance and last trip

distance, depending on which features were enabled. The user can also see both the current and previous location of
the item as well as the previous user who took the item.

VOOVVLLeEeS

Reception
Status: @ 14/06/2016 10:01:11
Connected

1 Silver Ford Focus

Status: © y
E |
Previous user: Dave Jones
Fuel Level: ’\
40%

Empty Full

Total Distance: 6 Miles
Last Trip Distance: 2 Mies
Current Location:  Main Car Park
Previous Location: Main Car Park

Users can also view the current Fuel, Distance and Location through the search screen on Traka Touch.

NOTE: Depending on how the Traka Touch system has been configured, the Search option maybe located
under ‘Reports’. See UD0011 - Traka Touch User Guide for further details.

1. Click the ‘Search’ button on the Traka Touch screen.

traka |

To access the system, enter your ID [j
or press Search to find an item

12 3
4 5 6
= 7 8 9
[ ] [ J ‘ | ‘ 0
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At the Search screen a user can use the alphanumeric keypad to input the name of a specific item followed by the i
Enter key, or simply click on Show All.

1)) Search

To search for an item, type any parameter below followed
by ENT or to show a list of all items press Show All:

U R R R G A R R
122 ;
g |w | e r t y u i o J.p
d j |
= . e e e e = Show All
i z X lec v Space b n m v 1 Exit

e

Depending on what features have been enabled, the next screen will display the search results. Scroll to the right to
see the current Fuel, Distance and Location for the particular item/s.

v traka
e T e,
ASSA ABLOY

® Search
Search results for: Show All
en Last Time Returned Due Back Fuel Distance Location
6/06/20 0% 77651 Kilometres  Ba 1/40

16/06/2016 10:55:06 80% 5506 Kilometres  Bay A3 .
16/06/2016 10:55:53 10% 8 Kilometres Bay N1 g
16/06/2016 10:56:38 40% 11251 Kilometres Bay C5 A
16/06/2016 10:57:24 90% 110423 Kilometres Bay K7
06/06/2016 10:13:09 15% 29213 Kilometres Bay D5 v
06/06/2016 10:13:10 65% 924074 Hours Terminal 1, Gate Al
08/06/2016 15:03:27 67% 135089 Kilometres Lymington Linkspan 2
06/06/2016 10:13:11 20% 115123 Hours Terminal 3, Gate B5
06/06/2016 10:13:11 25% 85342 Miles Bay C32 Exit

6.8.2 REPORTS

For any Fuel, Distance and Location logging activities, an audit trail will be made available in the reports section of
TrakaWEB. Separate reports can be viewed for Fuel, Distance and Location. There also exists an ‘Exceptions’ report.

Each report can be exported as a PDF or Microsoft Excel file.

1. Click on the ‘Reports’ icon on the Navigation Toolbar.
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The Reports screen will now be displayed as shown below.

= traka
E Reports _—
ASSA ABLOY
» General
3 Status
»  Exceptions

3 Permissions

»  Regions

3 Reasons
3 Fuel

» Distance
» Location
3 Utilisation

» Diagnostics

NOTE: Only the features that have been enabled will be displayed in the reports screen.

56.8.2.1 FUEL REPORT

1. To view the Fuel report, click on the Fuel panel and then click on View This Report.

Current Fuel Level Report
View This Report

A report showing the current fuel level of associated items

The Fuel Level Report will now be displayed as shown below.

R

Description 7 ) Status \ 7 ) v Fuel Level v Difference
Reception 1 » Silver Ford Focus In System Dave Jones .30% -20%
Reception ' 2 ' Red Ford Focus . In System ' Dave Jones V . 20% ' -20%
Reception 3 | Silver Ford Focus In System Dave Jones -0% -20%
Reception 4 ' Silver Mercedes In System . Sarah Brown .30% ' -10%
Reception 5 » Grey Audi In System » Sarah Brown ‘ - . -20%
Reception 6 . Transit Van 1 ‘ In System . Dave Jones - . -20%

6.8.2.2 DISTANCE REPORTS

1. To view the Distance reports, click on the Distance panel.

You will notice that there are two reports to choose from; Current Distance Report and Activity Distance Report.

» Current Distance Report
» Activity Distance Report
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Current Distance Report

1. To view the Current Distance Report, click on the panel and select View This Report.

Current Distance Report
View This Report

A report showing the current distance of associated items.

The Current Distance Report will now be displayed as shown below.

EE Current Distance Report ‘traka‘
ASSA ABLOY

[CREmRRR

Total Distance (v
TKC37203 | 1| VolkswagenGolf - AAL1-AAB | In System | Super Admin | 1 305 Miles | 275 Miles
TKC37203 2 | VolkswagenGolf - AA11-ASA | In System | Super Admin 2 | 509 Miles | 459 Miles
TKC37203 3 ch"’w“-’“‘me‘ mea | o System Super Admin 3 | 600 Miles 199 Miles
“4 »
Page size: @

Pagelof 1(3items) 3B 1O

Activity Distance Report

1. To view the Activity Distance Report, click on the panel and select View This Report.

» Current Distance Report
Activity Distance Report
View This Report

Total Distance and Last Trip Activity Report

The current Activity Distance Report will now be displayed as shown below.
E_E Activity Distance Report ‘trakav

ASSA ABLOY

© 1710312020 21:59 1
End Do

Total Distance (v  Last Trip Distance

120 Miles | 123 Miles

this is the description for fob 2

15/02/2020 15:00:00 | TIL36587 2 | Super Admint

15/02/2020 15:00:00 | TIL36587 2 | ‘ this is the description for fob 2 | 120 Miles \

15/02/2020 15:00:00 | TIL36587 | 3 | Super Admin1 | this is the description for fob 3 | 55 Miles | 50 Miles

4 »
Page size:

Page1of 1 (3items) €3 @ 1 ©
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16.8.2.3 LOCATION REPORT

1. To view the Location report, click on the ‘Location’ panel and then click on ‘View This Report’.

Location

Current Location Report

View This Report

A report showing the current location of associated items

The Current Location Report will be displayed as shown below.

Egé;:gn Previous Location
| Reception 1 | Siver Ford Focus In System Dave Jones Hotel Parking | Main Parking
Reception 2 | Red Ford Focus In System Dave Jones Main Car Park Airport Parking
Reception 3 | Silver Ford Focus In System Dave Jones Main Car Park Hotel Parking
Reception 4 Silver Mercedes In System Sarah Brown Main Car Park Train Station
| Reception 5 | Grey Audi In System Sarah Brown Main Car Park | Main Site
Reception 6 | Transit Van 1 In System Dave Jones Main site Main Site

6.8.2.4 EXCEPTIONS REPORT
If a user closes the door upon returning an item and fails to log any details into the system, an ‘Exceptions’ report will

be created. This, like the other reports, can be viewed in TrakaWEB.

1. To view the Exceptions Report, click on the ‘Exceptions’ panel.

Exceptions

2. Now click on the Data Entry Exception Report and then click on ‘View This Report’.

Data Entry ption Report

View This Report

A report showing data entry exceptions that occur when users of the system do not enter data correctly when promoted during the
release and return of items for features such as Fault Logging, Notes Logging, Reason Logging etc.
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The Exceptions report will now be displayed as shown below.

VQ) ’-ﬂ”dﬁ\[ ‘-* ""1‘ x “ ‘_} © woj0s/2016 14:50 © oo/06/2016 14:50
Customise Export Refresh Start Date End Date
Number Of Occurences
Dave Jones Distance Not Entered 11
Dave Jones Fuel Level Not Entered 2
Dave Jones Location Not Entered 2
Rob Distance Not Entered 7
Rob Fuel Level Not Entered 5
Rob Location Not Entered 4
Sarah Brown Distance Not Entered 1
Sarah Brown Fuel Level Not Entered 1
Sarah Brown Location Not Entered 1
Steve Adams Distance Not Entered 1
4 »
Page 1 of 1 (10 items) &% 916 e Page size: |20 n

@ Create Filter

6.8.3 OVERRIDING LOGGING IN TRAKAWEB

Occasionally, it may be necessary for an administrator to override an incorrect logging or change the current values of
a logging if, for example, a vehicle has been replaced.

NOTE: It is possible to combine the keys of a new vehicle with the same iFob as the vehicle that is being
replaced. The logging history will however remain with the iFob, but the current details can be reset to
suit the Fuel, Distance and Location of the new vehicle.

1. In the System Viewer, select the item that requires editing then click on ‘Edit iFob’.

&)

R EE

Customtse Export

2. At the ‘Edit iFob’ screen, click on the Features tab.

o Edit iFob - Silver Ford Focus

‘ Edlt

Features Items iFob /
System
System: Reception
Position: 1
Current Position: 1
Status: In System
Serial Number: 324075030000
Details
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3. Depending on which features have been enabled, at the ‘Features’ screen, a user can edit the values for the
Fuel, Distance and Location to suit the new vehicle.

NOTE: The Fuel Level can only be adjusted using the up and down arrows.

S8 @Edit Item - AL Main Car Park traka
ASSA ABLOY

RIPIG[17

ussiooisadl

3 Reason Logging

» Custom Message

» Notes Logging

Fuel Logging

Mode: Forced On for Return |ZI

‘00/0

Fuel Level:

Empty Full 40%

Distance Logging

Mode: Forced On for Return

Total Distance: 6 Miles
Location Logging

Mode:

Current Location: Main Car Park v

» Curfew

4. Once completed, click ‘Save and Return’.

NOTE: When an override change is made in this way through TrakaWEB, the name of the user who made
the change will not be visible in the System Viewer report. This is because it is not currently possible for
TrakaWEB to know which user made the edit. Whereas Traka Touch can determine users by their login

details.

6.8.4 OVERRIDING LOGGING AT TRAKA TOUCH

It is possible to override the fuel, distance and location values within the ‘Item Administration’ screen in Traka Touch.

1. After logging in to the Traka Touch system, click on ‘Admin’.

y traka
e
ASSA ABLOY

Welcome Dave Jones, please select an option below:

I Know What I Want

Logout

Reports Admin
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2. Now click on the ‘Items’ button.

| = Serial No.: TKC34630 Battery backup capacity
o Ad m In IStratIon MAC Address: 04-CB-1D-82-0F-DC . i
E E App version: 02.03,0000.0008
s OS Build version: 4.3 Flash disk used space
=] i SQL CE DB version: 1.0.58
Scan for documentation CB FW version: 2.6.9 (16/11/2018)
www. traka.com/gr DV FW version: 3.1.1 (15/01/2018)
W B G N ™
‘")
il UL
7 \ Y & =)

General Network Reader Config

D\ (@ N 7 \(;\
& \ J

b

Exit

Alarms Clock Data Power Help Diag

3. At the next screen, select the item for editing and then click on the ‘Edit’ button.

; traka
e
ASSA ABLOY

Sa Item administration . Al ITtems P
Home Serial Number Description Status Slot

Setup
2 E94862050000 Red Ford Focus In 2 Edit
3 682C62050000 Silver Ford Focus In 3 A —
4 B58C63050000 Silver Mercedes In 4 Remove
5 1BED61050000 Grey Audi In 5
6 724062050000 Transit Van 1 In 6 AV
7 35AB61050000 Transit Van 2 In 7 -
8 64962050000 In 8
9 D6F04F050000 In 9 Export
10 7C5264050000 In 10

Exit

4. At the ‘Item Administration’ screen, click on ‘Options’.

p traka
t—\
ASSA ABLOY

¢ Item administration

Position: 1 Serial No.: 324975030000
Description: Silver Ford Focus]

ILQJMLLILJLJLJLJLJMLJI =
Bl ool B —
Bl dididd o
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5. At the next screen, click on the ‘Next’ button.

" traka
t—\
ASSA ABLOY

¢ Item administration

This item does not require authorisation [

Specific time of day

Days { hours / minutes

Next

Save

Cancel

6. Depending on which features have been enabled, the next screen will allow a user with administration access
to change the fuel, distance and location values by rotating the fuel level dial and manually entering values
using the alphanumeric keypad.

; traka
e
ASSA ABLOY

o Item administration
1/2
L A
Fuel Level : . . 40 % ’
Empty— \ — Full
Total Distance : €] Miles

pEaBnnaaoon - -
s

BB - -
oLl Lo L e (]

P
Save

. Cancel
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6.9 ITEM HANDOVER

56.9.1.1 ITEM HANDOVER

Item Handover is a cost option that allows a user who has access to the system to 'handover' an item to a user who is
in the database but does not have access to the system. This feature is beneficial for customers who may want certain
higher ranking members of staff to issue keys or assets to others staff members throughout the business, but don't want
the secondary staff member to have access to the system.

Enabling the Option

Item Handover will need to be enabled in the system configuration file before it is usable in TrakaWEB and at the Traka
Touch. To have it enabled within the configuration you will need to contact Traka or your distributor for further details.

Types of Users

To be an Authoriser, Recipient or both, an option will need to be enabled in the users’ details.

Handover Authoriser - A user with authorisation to hand an item over to another user is known as a 'handover
authoriser'. This is a user that has access to the system and the item they wish to 'handover'.

Handover Recipient - A user who does not have access to the system but exists in the TrakaWEB database. When
these users are created they do not need Keypad ID's, Card ID's PIN's etc.

Handover Authoriser & Recipient - A user with authorisation to hand an item over to another user and receive an
item handed to them. This is a user that has access to the system and the item they wish to 'handover'.

Setting up the Users

If you need to add new users to your database please refer to the Adding Users section.
1. From the navigation toolbar at the bottom of TrakaWEB, select the Users Button.
2. Highlight the desired User. If you need to add a new user, click the Add button.
3. Select the Edit button or double click the user.
4. Navigate to the System Access tab.

The grid displaying the users’ system access will have a column called Item Handover. The drop down selection box
consists of the following options.

© KC2212 v v ¥ |urkete = Low el *
Nore

Recetve Handover

Alow and Recave Handone
e Allow Handover - User may legitimately hand items over to a user who is allowed to receive a handover
(handover recipient). At the point of item removal, the user will be prompted to define who the item is to be

handed over to, if anyone (handover authoriser).

e Receive Handover - User is allowed to receive items which were removed from a system by a user who was
authorised to handover those items (handover recipient).

e Allow & Receive Handover - Allows a user to both handover items to a recipient and receive items from an
authoriser.

NOTE: Only when Item Handover is enabled in the configuration file will the column be visible in the user
grid.
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5.

6.

7.

For handover recipients, you will need to tick the active tick box at the top of the system access page and in
the system line as well.

— [ et s JECE [ae— - b vrme
Qm. 3
o 20080200 3
bertn et LT
RO 3 -
20/00/2008 3

ENde v Mmoo v, higon v, KW v R v DO v S v T D e

After making your selection, click the Save & Return button.

You will need to repeat this process for any users that need to be handover authorisers/recipients.

Traka Touch

NOTE: It is not possible to assign user authoriser/recipient roles at the Traka Touch system. This must be
done in the user details in TrakaWEB.

1. A user with handover authorisation identifies themselves to the system and accesses the item selection
screen.
2. The user will need to select an item to hand over.
3. The system will ask the user if they are handing the item over to another user.
a) Yes - If selected, the process will continue, please see step 4.
b) No - If selected, the message will disappear allowing the item to be removed (providing the user has
access).
< Agron Keroedy
,’.';
‘ Are you handing this item over to another person?
Menu
Help
Yes No
kup
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4. Once they have selected yes, the system will display a list of users that are eligible to have the item handed
over to them.

NOTE: This list will be populated by users that have the 'Allow Handover' option enabled in their system
access details.

traka |
ASSA ABLOY |

% Agron Keroedy

B
L., 13

Please select the name of the person you are handing the item

‘ over to:

Menu

Help
Continue Cancel

Lookup

5. Select the desired user and click Continue.
NOTE: Clicking Cancel will take the user back to the item selection screen.
6. The item will then be released from the system.

7. The symbol for the removed item shows that it is out to another user, indicating that the handover was

successful.
traka |

< Aron Keroedy

| Hakd

OO ITIOTITU
Menu
Help
Lookup
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Activities
The system viewer displays a grid that holds the last 30 days of activities for the selected iFob/item in the system. When

a user hands an item to another user an 'Item Handover' activity will be generated in the Item Activity tab. When the
user returns the item, another Item Handover activity will be generated with the recipients.

DRVl | iFob Activty | | [Fob Access

System Actvity e

Item Returned 29/08/2014 15:16:31 Laron Kanedy

Ttem Handover 29/08/2014 15:16:20 Paul Robirson

1tem Handover 29/08/2014 14:22:39 Baron Kernedy

1tem Removed 29/03/2014 14:22:26 Aaron Kernedy

4 »
19 Page size: 20 [~ |

Reports

You can run a report that shows items that were taken from the system and handed to another user through the Item
Handover feature. Please refer to the Item Handover Report section.
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6.10 RANDOM RETURN TO MULTIPLE SYSTEMS (RRMS)

6.10.1 RRMS & COMMON ITEM ACCESS GROUPS

The regions of ANY type of group affect who can 'see' and be added to that group (or will be automatically added in
the case of an Everyone Group).

A normal Item Access Group can only contain items from the systems to which the group applies. So a ‘Region A’ Item
Access Group can only contain items from ‘Region A’ systems.

For Common Item Access Groups, although the region still controls the visibility of the group in exactly the same way,
the items it contains can only ever be RRMS items. RRMS items have no home system and no home position (they are
essentially unallocated iFobs). As these items would never be limited to coming from a particular system, you can
always add ANY unallocated item to a single Common Item Access Group.

NOTE: That once an item is added to a Common Item Access Group, it cannot be added to any subsequent
groups.

Users may expect that items that are physically bound to a department or building would be filtered to the region that
the systems are in but that is not the case. The allocation of RRMS items into Common Item Access Groups is
essentially inferring the systems which that item can be placed into - hence the 'Common Group' term. If an item is
placed into a system outside those regions, it will be unrecognised and only removable by an Administrator.

To summarise:

e An Item Access Group collects together similar iFobs/Items from one or more systems that can be
granted to a number of users of those systems. Each item retains its individual access level

e A Common Item Access Group collects iFobs/Items together and gives them all the same access level
across all the visible systems/regions in the group. This can then be applied to multiple users of those
systems

6.10.2 RRMS OVERVIEW

Random Return to Multiple Systems (RRMS) is a cost option feature that allows Items to be taken from one key control
system to another that are connected to the same TrakaWEB instance.

RRMS is available for Traka Touch key cabinets being managed with TrakaWEB Professional Plus. If enabled for a
cabinet, RRMS applies to the entire cabinet. Access rights will be based on categories of fobs (“Access Groups”) rather
than individual fobs. RRMS cannot be used with any other optional Traka Touch or TrakaWEB functionality, or with the
User Import Spreadsheet feature. Searches, Status enquiries and some Reports work very differently on systems with
RRMS.

NOTE: It is not possible to grant a user direct access to a RRMS Item, this must be done via a Common
Item Access Group.

Identifying Items in a RRMS deployment is slightly harder than a fixed return system due to the Item not having a
fixed home, which in turn makes it harder to work out which key is which. In fixed return systems, plastic or metal
tags would traditionally be used to identify the fixed system and position the Item should be returned to however, with
RRMS an Item does not have a specific home and therefore a different approach is required. The Tag Number feature
of TrakaWEB allows a unique numeric Tag Number to be recorded against each Item in TrakaWEB which would
correspond to a plastic or metal Key Tag attached to the physical keys. This can be any number that makes sense to
the end user and does not need to correlate to a system or position.

Reporting in TrakaWEB accounts for the fact that Items can travel from system to system and so extra columns may
appear in reports where additional information needs to be presented to provide a complete picture of activity.

Due to the nature of RRMS, some functionality may be limited or not available compared to fixed return or random
return to a single system deployment.
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6.10.2.1 RRMS CONSIDERATIONS

Once the RRMS configuration has first been setup, only an admin user will be able to remove and return Items. A non-
admin user will only be able to remove and return Items once the User and Items have been assigned to a Common
Item Access Group.

16.10.2.2 LIMITATIONS

The following limitations currently apply to RRMS:

RRMS will not function with any of the following software options:

RRMS will only function with TrakaWEB and is not available on standalone Traka Touch systems.

RRMS cannot be used on standard or non-RFID lockers of any kind.

User Import/Export Spreadsheet

16bit Systems

16bit Lockers

Touch Lockers

Rack Manager

DockSafe

Transfer Ownership
Curfews

Abloy Keyholder

Item Booking

Item Allowance

Authorisers

Item Handover Logging
Duress Item Position

Vault Pairing

Illegal handover alarm event
Touch Import Spreadsheets

V10.9 29/11/22

ubD0018

Page 315 of 452

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



The following Feature Options are not currently compatible with RRMS

Access Schedules

Fault Logging

Reason Logging

Notes Logging

Distance Logging
Fuel/Charge Level Logging
Location Logging

Custom Messages

6.10.3 TRAKA TOUCH

Much of the Traka Touch functionality will be reduced for Systems with RRMS Enabled. For more information, please
refer to UDO0O11 - Traka Touch User Guide.

6.10.4 ENABLING THE OPTION

A configuration file will be required to enable RRMS, which can be obtained from Traka. To load the configuration file,
please refer to UD0011 - Traka Touch User Guide.

the RRMS configuration.

IMPORTANT: It is of critical importance that the installation of RRMS is done on a clean Traka
Touch system. The configuration must be loaded when first prompted after the database has
been reset. The system will then be converted from FRSS to RRMS. If this is not done, RRMS will
not function correctly.

f IMPORTANT: Ensure that the Traka Touch system is not connected to TrakaWEB before enabling

|6.10.5 TRAKAWEB SYSTEM VIEWER

With RRMS enabled, the System Viewer will only show information about iFobs/Items that are currently in the
systems.

NOTE: For positions that do not have an iFob present, no history will be displayed.

The Item Activity and iFob Activity grids both have a System and Position column added. This is so that a full history
can be viewed for an iFob/Item as it travels from System to System over time.

traka
@ System Viewer PSS B
ASSA ABLOY
() pefault ) New System T ; G4l TIEAE IE IR Y GRS
s Edit == Customise P
Fob Access | System Activity  Items
VOOULVOVLLOLO System (V) Pos. When )

Item Retumed

20/06/2018 15:47:11 = Dave
20/06/2018 14:34:06  Dave
20/06/2018 14:06:21
20/06/2018 12:49:22
20/06/2018 12:30:12
20/06/2018 12:13:08
20/06/2018 11:57:01

Item Removed
Fob Data Write Success

Fob Data Write Success
New System Fob Data Write Success
Fob Data Write Success

£ /i :..
Status: © 20/06/2018 15:48:00 Fob Data Write Success

WwwwwwwwWww

System communicating OK Fob Data Write Success 20/06/2018 11:41:53
Fob Data Write Success 20/06/2018 10:55:32
3 Tag No. 3 Fob Data Write Success 19/06/2018 16:53:44
1 L - |
E
Status: © @ Create Fiter
Previous user: Dave Jones

NOTE: The Transfer Ownership toolbar button is currently not available for RRMS systems.
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6.10.6 ASSIGNING TAG NUMBERS

Each key or key bunch will be assigned a physical tag which should correspond with the same tag number within
TrakaWEB. Tag numbers in TrakaWEB can only be created or edited by a user with the Edit iFob Software Permission.
The Tag Number will be synchronised with the iFob and the Tag Number will be stored in the iFob’s memory. The Search
function in Traka Touch can be used to locate an iFob by entering the Tag Number into the search.

1. Click on iFobs on the Navigation Toolbar.

© (Al systems)
Reglon System

Eml Cuamm:se

‘i l<|gs

19/06/2018

a @ | New System 1 In System Rob il
[m] @ | New System 2 In System Rob i?{gg:/lzfm
o @ | New System 3 In System Rob i?{gg;/zsz
O @ | New System 4 In System Rob ii{ggzlzzgls
o @ | New System 5 In System Rob }?{gg:/az:m
O @ | New System 6 In System Rob 3/3;/3318
m} @ | New System 7 In System Rob 1?{003:/42:18
O @ | New System 8 In System Rob }?{gg{sz;lls
O @ | New System 9 In System Rob i?{ggg:m
(] @ | New System 10 In System Rob i?{ggggm
L »
Page 1 of 1 (10 ftems) 1 page sze:[20

@ Create Filter

Click the checkbox of the corresponding position for the iFob you wish to assign a Tag Number to and then click on the
Set Tag Numbers icon on the ribbon toolbar. Alternatively, multiple checkboxes can be selected to assign Tag
Numbers automatically in sequential order. By clicking outside of a checkbox and then holding the shift key and
clicking outside a checkbox further down the list, all the checkboxes in between will be selected as shown below.

—:T@ () (All Regions) () (all systems)
| Erari Region System
O New System 1 1 In System 13/356/12518
@ | New System 2 ASystenm 12/32/3?;] ®
@ | New System 3 In System Sarefy Smih 12{32:/;60 £
v @ | New System 4 In System Sarah: Smith 12{22:/023? *
v @ | New System 5 In System Satahy Smith 12/22,53 5
@ | New System 6 In System Setal STy 12/22/123 &
@ | New System 7 In System Sarah Smith 12{32:/1270 -
vl @ New System 8 In System Sarzh Smith 12/22/2220 =
New System In System » Sarah Smith ‘ 12/22/22218
----——
Page 1 of 1 (10 items) &9 €& 1 & Page size: [ZL_H—J
@ Create Filter
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After clicking on Set Tag Numbers, a window will appear allowing you to manually insert a Tag Number. There are
also 2 optional check boxes that will enable you to overwrite existing tag numbers or allow duplicate numbers.

Set Tag Numbers

First Tag Number: i

—

Overwrite Existing Tag Numbers: [[]
Allow Duplicate Tag Numbers: m

10 Fob(s) selected

2. After you have inserted the correct Tag Number and selected any of the optional checkboxes, click on OK.
A window will appear showing the results of the process.

3. Click on OK to continue.

Set Tag Numbers

Tag Number allocation has completed with the following results:
« Number of iFobs successfully allocated tags: 10

« Number of iFobs which failed to get tag allocation: 0
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The iFobs screen will now display the newly created Tag Numbers. This process can be repeated to add Tag Numbers
to iFobs as required.

@ (All Systems)
Region System

Status

@ | New System 1 1 In System 19/06/2018

. 14:45:10
Lk New System 2 2 In System 12{346:/32218
O New System 3 3 In System Sarah Smith 193012018
m] New System 4 4 In System sarah Smith 12{325023018
m} HNew System 5 5 In System Sarah Smith ig{gg{uzgla
m} New System 6 6 In System Sarah Smith ig{gg:/lzzﬂls
m} New System 7 7 In System Sarah Smith 12{32:/12313
O New System 8 8 In System Sarah Smith ig{:’g:/;;m
m} 3 HNew System 9 9 In System Sarah Smith i:{sg:/zzsﬂm
T T = I 5
i »
Page 1 of 1 (10 items) sk Page size: \Rg
@ Create Fitter

The Tag Number will be synchronised with the iFob and the Tag Number will be stored in the iFob’s memory.

NOTE: If the administrator chose to overwrite existing tag numbers, any iFobs that already have a Tag
Number will be overwritten.

NOTE: If the administrator chose to allow duplicates, no checks will be made during the application of the
tag numbers.

NOTE: If the administrator chose not to allow duplicates, any tag numbers that are already in use will be
skipped.
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56.10.6.1 EDITING TAG NUMBERS

Should you wish to edit a Tag Number for an iFob, this can be achieved by accessing the iFobs page from the Navigation
Toolbar.

1. Click on the checkbox for the iFob or iFobs with the Tag Number you wish to remove and then click on the Edit

button.
@‘@@@@@@ T © o e [Omerees |
p— et Customise = Region System r
Sync  System ~ (v) Pos. - ;29 Description (V) status ~) (V) When
‘ * | New System ‘ » In System ‘ 19/06/2018

11:08:09

0O @ | New System 2 In System Rob i?{gg:/ff =
(] @ | New System 3 In System Rob i?{ggzjzzf i
19/06/2018
O @ | New System 4 In System Rob 11:08:28
. 19/06/2018
O @ | New System 5 | In System Rob 11:08:34
19/06/2018
O | @ | Newsystem 6 In System Roh | 11:08:40
O @ | New System 7 In System Rob ﬁ{gg:/fg &
At the Edit iFob page, you can now change the Tag number as shown below:
G5
- Edit el
Features Ttems History
System
Home System: No System
Home Position:
Current System: New System
Current Position: 1
Status: In System
Serial Number: 1BED61050000
Details
Manual Description:
Description:
2. Once completed, click on Save & Return.
NOTE: To clear a Tag Number, enter ‘0’ as the Tag Number value and then click Save.
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6.10.7 COMMON ITEM ACCESS GROUPS

Item Access Groups with the ‘Common Group’ option ticked in TrakaWEB will be known as a ‘Common Item Access
Group’. This will be used to apply a common access right to all Items that are a member of the group that can be shared
across multiple systems to which the item can be returned. For more information on Item Access Groups, refer to
section 4.4.6

NOTE: The ‘Common Group’ option will only appear if one or more systems are configured with RRMS in the
TrakaWEB database.

1. Select Item Access Groups from the Items menu on the Navigation Toolbar.

[
2. At the Item Access Groups page, click on the Create button. ‘

1+|

3. At the next screen enter a name for the New Item Access Group and then click on Save.

Name: Item Access Group 1

To create a common Item Access Group, place a tick in the Common Group checkbox. If all the systems defined in
TrakaWEB have RRMS enabled, the Common Group option will be ticked by default.

™)
‘wti P
Edit
Rogion =
Name: Ttem Access Group 1
Everyone Group: 1
Common Group: ) @ A Common Item Access Group allows similar items to be grouped together with a common access right.

Ttems can only be a member of a single Common Item Access Group.

4. Next, click on the Region tab.

Regions control the visibility of the Common Item Access Group in the same way as a standard Item Access Group.

H P <% % = =)<
Edit LLISKDI‘I'H‘:E Export
Details Item Access History
Access (V) Region AO)
vl Default
vl Reception
O Research & Development
Page 1 of 1 (3 items) ] Page size: \20;2,‘
& Create Filter

The Region will also determine which systems the associated Items of the common Item Access Group can be returned
to. For more information on Regions, refer to Section 4.6.1.
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NOTE: If an Item is returned to a RRMS system that is outside the scope of the Common Item Access Group’s
region, the Item can be returned but will no longer be accessible to standard users. In this case, only an
Admin User can remove it.

5. After making a selection, click on the Item Access tab.

M)
hﬂu@
Edit
e AL
Name: Ttem Access Group 1
Everyone Group: (]
Common Group: 4] (@ A Common Ttem Access Group allows similar items to be grouped together with a common access right.

Ttems can only be a member of a single Common Item Access Group.

You will now be taken to the Edit Item Access Group page where you can add iFobs to the selected Item Access Group.

6. Click on the checkboxes to assign the iFobs to the Item Access Group.

[S1E3E SRR Ik iR Yl

Edit ‘ Customise Export

Details Region History
Grant All Revoke All

Access  System ~ (V) Pos. ~

3|
&

Detsit (V) Dewi2 (V) Dewis (V) Dpetails (V) Dewis (V)

Tag
No.

v New System

K

New System

Key

Kl

New System Key

<l

New System Key

New System Key

New System Key
New System Key

New System Key

O B N o v s w N B
Ol B N v s w N~

MNew System Key

Ooojoon

-
o
-
o

New System Key

< »
Page 1 of 1 (10 items) 1 Page size: [20 ﬁ

¥ Create Fitter

NOTE: An iFob/Item can only belong to a single Common Item Access Group.

NOTE: Items that are assigned to a FRSS or RRSS are not able to form part of a Common Item Access
Group.

7. Once completed click on Save & Return to be redirected back to the Item Access Groups list.

;6.10.7.1 ASSIGN USERS TO COMMON GROUPS

With the iFobs now assigned to a Common Item Access Group, you can now select which users will have access to that
Group. This will determine which iFobs they will be allowed access to.

Users are created in the usual method within TrakaWEB.
NOTE: Due to RRMS limitations, the System Access page contains fewer details.

1. Select a user from the Users page that you wish to edit.
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2. At the Edit User page, click on the Item Access tab.

GIEE

Edit
m System Access Region Access Web Access History
User
Forename: Dave
Surname: Jones
Display Name Override:
Display Name: Dave Jones

3. At the next page, select which Item Access Group you wish to allocate to the user.

BT A= O
Edit Customise Export Type

Details System Access Region Access Web Access History

Item Access Groups

Access (}2,1' Name ~  Everyone Group CS/_:,A Common Group &)
Item Access Group 1
O Item Access Group 2 v
< »
Page 1 of 1 (2 items) & 10 Page size: IE‘

@ Create Filter

Item Access

Grant All Revoke All

Access  System ~ (V) Pos. = ;2‘:’ petail (V) Dewi2z (V) Demi3 (V) Deti4 (V) Detals
New System

v New System 2 2 Key

v » New System ‘ 3 ‘ 3 Key

v MNew System 4 4 Key

v New System =) 5 Key
< »
Page 1 of 1 (5 items) 1 ¢ Page size: 20 n

& Create Filter

4. Once you have made your selection, click on Save and Return.

6.10.8 TRAKA TOUCH - SEARCHING FOR IFOBS

A system with RRMS enabled will only retain information about the iFobs/Items that are currently in the system. If an
iFob/Item is removed, then the System will only retain the event history and will not store any details of the actual
iFobs/Items.

This means that the function of a Traka Touch System can only search for the iFobs/Items that are in the System.
Where a wider scale search is required across multiple systems, it is more practical to search for Items in TrakaWEB.

1. Click on the Items icon within Items on the Navigation Toolbar.
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The Items page will show a list of details for all iFobs/Items in each available System.

2. Click on the Search For icon on the Ribbon Toolbar.

You can now enter search details for each column in the grid. For more information on Searching, refer to section

4.1.1.1.

e

X“ @ (Al Regtons)

M\—/Al

-?5141%

© (Al systems)

&) (Al Types)

e

Drag a column header here to group by that column

Detail1 (V) Detal2 (V) Detai3 (V) Detai4 (v)

Detail 5 (v)

Status (V)

Who

New System

New System 2 3
New System 1| 5 |
Nevs) System 6 6
New System | g g
New System . 5 ‘ 5
New System . 3 2
New System 10 10

Locating Items in Traka Touch can be done using the Search function.

3. Tap Search on the Touch screen.

‘ In System
In System

| In System |
In System

| In System

In System »
| In System |

In System

‘ Sarah Smith
Dave Jones
Dave Jones
Sarah Shifh
Dave Jones
Dave Jones
Dave Jones

To access the system, enter your ID
or press Search to find an item

m Help New PIN

N A=

X
ol v~

Lt © oW

| 19/06/2018 16:46:26
21/06/2018 10:19:16

| 21/06/2018 11:18:53 |
20/06/2018 14:34:50

| 20/06/2018 15:47:16

22/06/2018 15:56:12
| 21/06/2018 10:19:13
19/06/2018 16:44:36

4, At the Search screen, enter the details for the Item you wish to locate or tap on Show All.

traka
|
ASSA ABLOY |

@ Search

To search for an item, type any parameter below followed
by ENT or to show a list of all items press Show All:

Bl L
0.

DDA . -

B Ll

Show All

Exit
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Depending on your choice of search option, the next screen will display a list of results.

N sma
ASSA ABLOY

®

2 3
3 2
4 4
5 5
6 6
7 2
8 8
o 9
10 10

Search
Search results for: Show All

Slot Tag Status Description Current User Last User

In Dave Jones

In Dave Jones

In Dave Jones

In Dave Jones

In Sarah Smith
In Sarah Smith
In Dave Jones

In Sarah Smith
In

Last Time Taken Last Time

1/10

21/06/20 ‘
21/06/20 Again?

Exit

6.10.9 DELETING GROUPS

Other than creating and editing Common Item Access Groups, it may also be necessary to delete them if they are not

required.

1. Navigate to the Item Access Groups from the Navigation Toolbar.
2. Select the Item Access Group you wish to delete and click on the delete button.

JL3 E3 BEILIENEN

@ Default

Begion

Name

Item Access Group 1

Item Access Group 2
<

Page 1 of 1 (2 items) &9 €9

@ Create Filter

o=

- Everyone Group ‘\f

Common Group ‘V

page size: |20 @

At the next page, you will be asked to confirm that you want to delete the selected Item Access Group.

3. Click on the Delete button to continue.

‘ Delete Item Access Group

Please confirm you want to delete the item access group

Ttem Access Group 1
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6.10.10 ITEM SETUP

With RRMS enabled, there is no requirement for Item Setup within Traka Touch. The Item Administration screen will
provide a record of all the iFobs currently in the system.

traka
L—7
ASSA ABLOY

Item administration

V10.9 29/11/22

{ L;i I 1/10

Slot Tag Serial Number  Description Status

2003 724C62050000 In

3 2 35AB61050000 In

4 4 B58C63050000 In

5 1 7C5264050000 In

6 6 682062050000 In s 4
7 7 E94862050000 In

8 8 (64962050000 In

9 9 D6F04F050000 In

10 10 324975030000 In

Exit
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6.11 TEMPORARY KEY STORE (TKS)

Temporary Key Store is a cost option feature that will allow a user to temporarily deposit their keys into a different
cabinet to that which the keys were removed from.

The Temporary Key Store cabinet maybe used in a situation where taking keys is against compliance such as outside
of work premises or areas considered to be of high-risk. In conditions such as these, the keys maybe placed in the
Temporary Key Store cabinet to keep track of their location and retrieved later as required.

An override option can be assigned to a user in TrakaWEB, which will enable them to remove iFobs from the
Temporary Key Store regardless of them being granted access. This will generate a ‘Temporary Key Store Override’
event which will appear in the activity report. However, Real Time Activity will not show any ‘Temporary Key Store
Override’ events unless activated from Activity Types in the Software Settings menu. An ‘Activity Trigger’ can also be
set within TrakaWEB to generate an Email Notification.

Due to the nature of the Temporary Key Store functionality, there is no Search option available on Traka Touch.

6.11.1 LIMITATIONS
The Temporary Key Store feature is compatible with the following:

e Key Control Products

e Random Return Multiple Systems

¢ Remote Commands (Remote Release and Remote User Login)
e Email Notifications (Temporary Key Store Override event)

e Extension Cabinets

The Temporary Key Store is not compatible with the following (Excluding home-system setup):

e Lockers

e Rack Manager

¢ Random Return Single System (RRSS)
e  Fixed Return to Single System (FRSS)
e Item Booking

e Access Schedules

e Allowance Across Systems

e Reason Logging

e Notes Logging

e Fault Logging

e  Fuel, Distance and Location Logging

e Item Handover

e  Custom Messages

e  Curfews

e  Authorisers

e iFob Authorisation

e User & Item Import Spreadsheet on Touch
e Individual Item Allowances

e Integration Engine
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6.11.2 PREREQUISITES

A configuration file will be required to enable RRMS and TKS, which can be obtained from Traka. To load the
configuration file, please refer to UD0011 — Traka Touch User Guide.

Although the iFob home system maybe be a Fixed Return system, the Temporary Key Store is based on Random
Return to allow iFobs to be returned and retrieved from any position.

Please refer to the Random Return to Multiple Systems section of this document for more information on setup up and
configuration of RRMS.

6.11.3 USING TEMPORARY KEY STORE

A user will be able to deposit multiple items that they have been granted access into the Temporary Key Store. By using
the I Know What I Want functionality on Traka Touch, they will in return be able to remove those items as required.

Only the user who deposited the items to the Temporary Key Store maybe able to remove them unless they have been
granted the override permission. In this situation, an override event will be generated.

Due to the nature of The Temporary Key Store/RRMS, there is no Search functionality available.
Items are taken from the home system as required, by a user who has been granted access to them.

If a User with the Admin role accesses the TKS system, they will be presented with the option to either enter the Admin
menu or deposit and remove items by selecting the I Know What I Want button.

Welcome Traka Admin, please select an option below:

Logout

Admin

When a non-Admin User logs into the system, the door will automatically open to allow them to deposit or remove
items.

1. After logging in as an Admin User, Access the system by selecting the I Know What I Want button.
The door will now open and you can then place the iFob in the system.
2. Place the iFob in any available slot and then close the door. The system will automatically log out.

When a user returns to the system to remove items, they will only be allowed to take items that they originally

deposited. Items in red represent Items that have been deposited by other users. This rule will apply to all users
unless they have been given the override permission.
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traka
TSRS
ASSA ABLOY

‘q. User 1

000000G0GOGCT
000006000000

Help

Lookup

A record of removed items is viewable from the home system when an item that has been removed is selected in the
System Viewer. A message will be displayed as shown below.

| Fob Access | | System Actity |

Item Removed | 10 | 05/03/2021 1... | Traka Admin

Item Returned | 10 | 05/03/2021 1... | Traka Admin
Item Removed From Wr... | 8 | 05/03/2021 1... | Traka Admin
Item Retuned To Wron... | 8 | 05/03/20211.. | Traka Admin
Item Removed | 10 | 04/03/20211... | Traks Admin
Item Returned | 10 | 04/03/2021 1... | Traks Admin
Item Removed 10 | 04/03/2021 1... | Traka Admin
Item Returned | 10 | 04/03/20211... | Traka Admin
Item Removed |10 | 04/03/2021 1. | Traka Admin
Item Returned | 10 | 04/03/20211... | Traks Admin
Unrecognised Item Retu... | 10 | 04/03/2021 1...
< >
0L Page size:

Home System

Create Fiter
Status: @© 08/03/2021 11:33:33 viaa b

Status: @

Current user: Traka Admin
Taken at: 03/05/2021 10:13:25
Previous user: Traka Admin

iFob which belongs in this position is currently out of this
is currently in and was inserted by
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A record of items placed in the Temporary Key Store system can be viewed by selecting a deposited item at the

System Viewer page.

TKS System

Status: @ 12/03/2021 12:41:39

|System communicating OK

Syscem Ak

System @)

Item Returned TKS System 10 | 12/03/2021 1... | Traka Admin

Item Removed Home System S5 | 12/03/20211... | Traka Admin

Item Returned Home System | 5 | 04/03/20211... '

Unrecognised Item Retu... = Home System | 5 | 04/03/2021 1...

< >
< JOE > Page size: 20 B

¥ Create Filter

10

Status: @
Current user: Traka Admin
Taken at: 01/01/0001

Previous user: Traka Admin

iFob is in this system but belongs in Home System and was
\inserted on 03/12/2021 12:38:56

Selecting the iFobs Icon from the Navigation Toolbar will also provide information as to which iFobs are currently out of
the system and their location in the Temporary Key Store.

Edit

EASINCIE IE LY

Customise

@ (All Regions)

B2
Export

@ (Al Systems)

Region

System

Sync  System ~ @ Pos. @' Description @ When

O @ TKS System 8 In Temporary Key Store Traka Admin i%/gg/“zgn

O | @ | TKS System 9 In Temporary Key Store ' '

O 9 TKS System 10 In Temporary Key Store

O o TKS System 7 In Temporary Key Store Traka Admin g/gfllzle
04/03/2021

O 9 Home System 39 In System 11:12:23
04/03/2021

O o Home System 29 ‘ In System 11:12:22
04/03/2021

O ‘ @ Home System 17 In System 1101221
04/03/2021

O | @ Home System 56 In System 11:12:25

V10.9 29/11/22 ub0018 Page 330 of 452

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



6.11.4 TEMPORARY KEY STORE OVERRIDE

A User with the Temporary Key Store Override function will be able to remove items from the Temporary Key Store
system even if they have not been granted access to those items.

1. From the Navigation Toolbar, navigate to the Users page, select a User and then choose Edit.

FO*nEE A

Edit Customise EX
©
1 Sync  Display Name
O @ Super Admin
[ & [+ | eenim

O 9 Traka Admin 2
O [~ ) Traka User 1
<
Page1ofl(4items) B 1 O &

¥ Create Filter

2. At the Edit User page, select the System Access tab.

FiFo

oo Edit L . - -
Item Access Gr... Ttem
User
Forename: Traka
Surname: Admin
Display Name Override: O
Display Name: e e P

3. At the System Access page, scroll to the right of the system access grid and place a tick in the checkbox for
Temporary Key Store Override.

,\ - Item . ItemAccess =
“je &) RemHandover (V) curfew Booking (V) Schedule  (v) JemporRy Key ()

Ovenida Overide Store Override

G

Page 1 of 1 (2 tems) &9 € 2 & Page size:

¥ Create Fitter

NOTE: The override option is only available for systems configured for Temporary Key Store. It will not allow
users to remove items that they have not been granted access to, from non-Temporary Key Store systems.

4. Once completed, click on Save & Return.

The selected User will now have the permission to remove any items from the Temporary Key Store as required.
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Although the Temporary Key Store Override permission cannot be set at the Traka Touch system, any override
permissions a user has been given can be viewed in Roles within User Administration at the Temporary Key Store system.

traka
—_—
ASSA ABLOY

- User administration

Summary of feature specific roles applied to this user.
Note: These roles can only be granted or revoked from Traka Web.

Authoriser
Authorisation Override
Emergency Open
' Pptions
oK Save
Cancel

6.12 REPORTS

6.12.1 TEMPORARY KEY STORE ACTIVITY REPORT

Any time that the Temporary Key Store Override permission is used, a recorded event is generated. The activity can be
selected when creating an Activity Report.

1. Within Activity Reports, navigate through the Activity menu as shown and place a tick in the checkbox for
Temporary Key Store Override.
- traka
! Activity Report _——
ASSA ABLOY
(@ The Actiity Report wil only return a maximum of 60000 records
Please select the filter parameters below:
Step 1: Select Date Range
Date From: |12/02/2021 00:00:00 |3 Date To:  [12/03/2021 23:59:59 | Duration: 29 days ) ‘
Step 2: Select Activity -
Activity Category:™ [IFob; Release; Retum Activity:* | Temporary Key Store Override
(8 select Al Q
[ Step 3: Select Specific Record (] Enable [ Spare Item Not Removed i
Prefilter Specific Record Selection [ Taly Fob inserted but Dock Door not cyclec.
- " [ Taly Fob inserted but Dock Door was open
Regions: | Default B System:
o
user: [ [~ ] [ Unauthorsed Item Retumed
iFob: & I linidentified Ttem Charne Fault >4
Tam: [ -] Tose.
Activity Records

After completing the filter parameters for the report, click on the Submit button.

The report for Temporary Key Store and any other filtered parameters will then be shown.
|85 %R >
i Export

Date From: 12/02/2021 Date To: 12/03/2021

Activity Category: iFob, Release,  Activity: Temporary Key Store

Return Override
<< Edit Filter Selection

o Temporary Key Store |
12/03/2021 11:30:46 | TKS System 9 Override | Traka Admin
.30: Temporary Key Store |
"12/03/3021 11:30:41 | TKS System ) 10 Overtide gl Traka Admin

<

Page 1 of 1 (2 tems) &

Page size: | 20 n

¥ Create Filter
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6.12.2 CURRENT ITEM STATUS REPORT

A Current Item Status Report may be viewed by selecting the tab from the Status menu in Reports.

[l

=2
Export

TKS System 8
TKS System 9
TKS System 10 |
TKS System 7
Home System 39
Home System 29
Home System 17 |
Home System 56
Home System 25
Home System 32
Home System 24
Home System 12
Home System 28
Home System 43
Home System | 9
Home System 35
Home System 36 |
Home System 10
Home System 59
Home System 21

<

Page 1 of 3 (60 items)

¥ Create Fiter

In Temporary Key Store

: In Temporary Key Store

In Temporary Key Store

: In Temporary Key Store

In System

| In System

In System
In System
In System
In System

| In System

In System

| In System

In System
In System

| In System

In System
In System
In System
In System

| Traka Admin

: Traka Admin

Traka Admin

| Traka Admin

| 12/03/2021 11:30:49

12/03/2021 11:31:14

: 04/03/2021 11:12:23

04/03/2021 11:12:22
04/03/2021 11:12:21

| 04/03/2021 11:12:25

04/03/2021 11:12:22
04/03/2021 11:12:23
04/03/2021 11:12:22

| 04/03/2021 11:12:21
| 04/03/2021 11:12:22

04/03/2021 11:12:24
12/03/2021 11:31:21
04/03/2021 11:12:23
04/03/2021 11:12:23
12/03/2021 11:31:26

| 04/03/2021 11:12:25

04/03/2021 11:12:21

>

page sze: |20 [

6.12.3 EMAIL NOTIFICATIONS

A Trigger Event can be used to send an email notification when the Temporary Key Store Override option is used. For
more information on email notification configuration, please refer to TD0013-TrakaWEB Installation and

Configuration Guide.

Step 2 - Activity Triggers

O Al Triggers

Selected

Oo|Ooojoo|ooooojo|jojojo|o

Q|

Name

Release Notes Not Entered

Release Reason Entered

| Release Reason Not Entered
Remote Release of Position
Remote Release To User of Position

» Request To Open Dock Door Accepted
Request To Open Dock Door Rejected

Return Message Confirmed

Return Message Not Confirmed

Return Notes Entered
Return Notes Not Entered

Return Reason Entered

Return Reason Not Entered

Spare Item Not Removed

Tally iFob inserted but Dock Door not cycled

Tally iFob inserted but Dock Door was open

Temporary Key Store Override

~  Abrm

oo

[}

Page 506 (108items) @@ 1224560

¥ Create Filter

V10.9 29/11/22

Unauthorised Item Removed
Unauthorised Item Returned
Unidentified Item Charge Fault
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6.13 ITEM PAIRING

6.13.1 OVERVIEW

Item Pairing is a powerful security feature which can prevent users from taking too many critical keys or assets from
Traka Touch systems simultaneously or prevent the removal of keys or assets when it is not safe to use them.

It allows the TrakaWEB administrator to arrange Items in pairs or groups. Moreover, you can decide how the paired
items will behave. Item Pairing can be arranged in accordance with either of the two different rule types and you will
need to choose which rule type is more appropriate for your chosen items:

Exclusive User Pairing

Lockout Pairing

e You can create pairs of items e  You can create groups of items

Each pair will have one Primary item and one
Secondary item

When you remove one paired item from the system,
you will not be able to remove the second

When you have one item from the pair out of the
system, a different user can remove the other one

Each group will consist of one or more Primary items
and one Secondary item

When at least one Primary item is out of the system,
no user can remove the Secondary item

All the Primary items must be back in the system
before the Secondary item can be removed

e  When the Secondary item is out of the system, no
user can remove any of the Primary items

To demonstrate the power and potential application of the Item Pairing feature, consider the following examples:

¢ Exclusive User Pairing: A company has a security safe and two associated keys (the primary key and the
spare) stored in a Traka Touch system. The feature will prevent an authorised user from taking both keys at
once. One user can only take one key at a time, and they must return the first key to remove the other. Other
users can remove the spare in the meantime, as they might need access to the safe as well

e Lockout Pairing: A company has an engine room and a number of electrical boxes in the engine room. There
is one main engine key (the Secondary key) and a number of keys to different electrical boxes (Primary keys).
The feature will prevent different users from removing the main engine key until all the keys to the electrical
boxes have been returned. Conversely, when the main engine key is out of the system, no user will be able to
remove any keys to the electrical boxes to prevent any damage to the equipment or harm to the personnel.

NOTE: You can set up as many rules per system as you can have possible item pairings, and one system can
work with multiple rules of both types enabled on it.

NOTE: One item can only be assigned to one rule.

6.13.2 ITEM PAIRING: FRSS OR ADVANCED FIFO
Item Pairing can be used on Touch systems working in 2 mutually exclusive modes:
1. It can be set up on systems working in the Fixed Return to Single System (FRSS) mode OR

2. It can be set up on systems working in the Advanced First In-First Out (AFIFO) mode.

Should you require a change to your chosen configuration, please contact Traka or your Distributor.
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6.13.3 LIMITATIONS
NOTE: At the moment, the Item Pairing feature is only available for Key Management systems.
Due to the nature of the Item Pairing feature, it is incompatible with the following features on TrakaWEB/Traka Touch:

e Random Return to Single System (RRSS)

e Random Return to Multiple Systems (RRMS)

e Temporary Key Store (TKS)

e DockSafe

e Rack Manager

6.13.4 ENABLE ITEM PAIRING

To enable Item Pairing on TrakaWEB, at least one of the systems connected to TrakaWEB must be configured to work
with the Item Pairing function enabled. To enable Item Pairing for a specific system, you will need to upload an
appropriate Config file onto that system.

You will need to decide whether the Item Pairing will be enabled on a FRSS system or a system working in the Advanced
FIFO mode as your decision will affect which Config file will need to be uploaded on the affected system(s). To read more

about Advanced FIFO, refer to UD0232 - TrakaWEB FIFO and Advanced FIFO User Guide.

To obtain the relevant Config files with the Item Pairing enabled for your systems, contact Traka or your Distributor.

6.13.5 ITEM PAIRING SOFTWARE PERMISSIONS

As a TrakaWEB administrator, you may or may not have the necessary permissions to create, edit, or delete Item Pairing
rules. To check if your Software Permissions Group has got appropriate permissions, make sure that the following
checkboxes relating to the Item Pairing are ticked in the Edit options of your Software Permissions Group. The Item
Pairing permissions can be found in the software permissions tree under Web > Pages > Items > Pairing:

(i1}
L1}

Pages

H Items

]

Create

Delete

Edit

Outstanding Faults

i

Create

Edit
Clear Faults
Repair Faults

=]

V| Pairing

v Create
v Delete
v Edit
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6.13.6 CREATE AN ITEM PAIRING RULE

1.

To create an Item Pairing rule, select Items on the Navigation Toolbar. The menu will expand and reveal the
Item Pairing sub-menu represented by the chain links icon:

TrakaWEB will then display all the current Item Pairing rules that exist within the database. Click on the Create
button on the Ribbon Toolbar.

@ x]|<nwEw=T

No data to display

No data to paginate

S 63 Page sze: (20 @
¥ Create Filter

3.  You will be taken to a new page, where you will need to provide a name for the new rule, and then subsequently

select the Region and the System which will be affected by the new rule, as well as select the Pairing Rule Type
that you need to create.

<§>New Pairing Rule

R

Edit
Name: Safe Key Rule (@ Rule Types:
Region: |Defau\t EI !_ocko.ut Pairing: Access to items is restricted when the associated paired
item is out of the system
System: |]Iem Pairing System EI Exclusive User Pairing: The same user cannot access both associated
Pairing Rule:

Exclusive User Pairing

paired items simultaneously
Lockout Pairing

Exclusive User Pairing

To decide which rule you should create, refer to the Item Pairing Overview section in this document.

NOTE: Once you have created the rule, you will not be able to change its selected Region, System, or Pairing
Rule Type. If that is the case, you will need to delete the rule and create a new one instead.

4. Once you have made your selection, click on Save.

The page will now update, and your selected Region, System, and Pairing Rule Type will be greyed out. You will also
gain access to two new tabs: Items and History.
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5. Select the Items tab.

<§> Edit Pairing - Safe Key Rule

HPlo

Items History

Name: Safe Key Rule (@ Rule Types:

Region: |Default | Lockout Pairing: Access to items is restricted when the associated paired
item is out of the system

Exclusive User Pairing: The same user cannot access both associated

| paired items simuftaneousky

System:

|Item Fairing System

Pairing Rule: |Exclusive User Pairing

6. Depending on the Item Pairing Rule you have chosen previously, select your Primary and Secondary Items by
checking the boxes in the relevant columns next to the respective Items’ positions.

[HsPlo| 05
Details HisloAry ‘

@ Only showing items for System 'Ttem Pairing System’
@ One item can be selected from the primary column. One item can be selected from the secondary column

=3
Expart

Primary Secondary Position Description

< >

Page 1of 1 (Sitems) €3 @ 1 © ) Page size: 20 [

% Create Filter

NOTE: In the Exclusive User Pairing, you may select only one Primary and one Secondary. In the Lockout
Pairing, you may select multiple Primaries and one Secondary.

7. Once you have chosen your Items for the Item Pairing Rule, you can click on Save and Return.
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6.13.7 EDIT AN ITEM PAIRING RULE

1. To edit an Item Pairing rule, select Items on the Navigation Toolbar. The menu will expand and reveal the
Item Pairing sub-menu represented by the chain link icon:

2. TrakaWEB will then display all the current Item Pairing rules that exist within the database. Select one of the
existing Item Pairing rules and either click on Edit on the Ribbon Toolbar or double-click on the selected rule to
start editing it.

EAEIEIEY

Customise

Name \ ) Rule

‘ Safe Key Rule Exdusive User Pairing

Page 1 of 1 (1 items)

Page size:

@ Create Fitter

You will be redirected to the Edit Item Pairing rule Details page. You will notice that you cannot edit any of the Region,
System, or Item Pairing Rule Type details.

NOTE: Once a rule has been created, you will not be able to change its selected Region, System, or Pairing
Rule Type. If that is the case, you will need to delete the rule and create a new one instead.

3. Select the Items tab.

<§> Edit Pairing - Safe Key Rule

‘ Edit ‘

Name: Safe Key Rule (@ Rule Types:

Region: | faul | Lockout Pairing: Access to items is restricced when the associated paired
et item is out of the system

T |Item Pairing System | Exclusive User Pairing: The same user cannot access both assocated
Pairing Rule: |E><c|usive User Pairing | paired items simultaneously
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4. In the Items tab, change your selection of Primary and/or Secondary items in the Pairing Rule as required.

<§> Edit Pairing - Safe Key Rule

[FIPIGP o 0  3

Customise
Details History

@ Only showing items for System 'Ttem Pairing System'’
@ One item can be selected from the primary column. One item can be selected from the secondary column

=)
| Export |

Primary Secondary Position Description

Page 1 of 1 (5 items) 1 Page size: 20 ﬂ

% Create Filter

NOTE: In the Exclusive User Pairing Rule Type, you may select only one Primary and one Secondary. In the
Lockout Pairing Rule Type, you may select multiple Primaries and one Secondary.

5. Click on Save and Return.

6.13.8 DELETE AN ITEM PAIRING RULE

1. To delete an Item Pairing rule, select Items on the Navigation Toolbar. The menu will expand and reveal the
Item Pairing sub-menu represented by the icon of chain links:

2. TrakaWEB will then display all the current Item Pairing rules that exist within the database. Select one of the
existing Item Pairing rules that you wish to delete and click on Delete on the Ribbon Toolbar.

&’ Pairing Rules

S[3)
ot

FIE s

Name \ ) Rule

‘ Safe Key Rule Exdusive User Pairing
Page 1 of 1 (1 items) 16 Page size:
¥ Create Fitter
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3. A new page will display where you will be asked to confirm the deletion of the selected Item Pairing Rule. Select
Delete.

o
B Delete Pairing

Are you sure you want to delete Pairing Rule 'Safe Key Rule'?

Safe Key Rule

Delete Cancel

The rule will be deleted, and you will be taken back to the main Item Pairing menu.

6.13.9 ITEM PAIRING ON FRSS SYSTEMS

When the Item Pairing feature is enabled on Fixed Return to Single System systems, the items associated with selected
Item Pairing Rules are accessible at any time, provided that the Item Pairing Rule’s conditions have been met and the
user who is trying to access the items has been authorized to remove them from the affected system(s).

26.13.9.1 EXCLUSIVE USER PAIRING RULE

Setup

Once an Exclusive User Pairing Rule has been set in place in TrakaWEB, the feature will work on the selected system as
soon as the synchronisation completes. In the example below, the following Exclusive User Pairing Rule has been created:

<§> Edit Pairing - Exclusive User Pairing

BlPiSloli B/ R85

 Customise

Details History

@ Only showing items for System 'Item Pairing System’
@ One itemn can be selected from the primary column. One item can be selected from the secondary column

Primary Secondary Position =~ Description

o]

—_

L5

LU, IR R ¥¥ )

Page 1 of 1 (5 items)

=

Page size: 20 ﬂ

% Create Filcer

The item in Position 1 has been set as the Primary item, and the item in Position 2 has been set as the Secondary item.
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Two users are registered on the system: Traka User 01 who has access to all the items stored in the system, and Traka
User 02, who has only got access to the item in Position 1.

Application

1. When Traka User 01 logs into the affected Traka Touch system, they can remove any item from it. In the
example below, the item in Position 1 has been chosen.

traka
ASSA ABLOY
-
C

2. The moment they have taken the item from Position 1, which is the Primary item in the existing Item Pairing
rule, the item in Position 2, which is the Secondary Item, will automatically become unavailable to that user.

® traka
S —
ASSA ABLOY
' Traka User 01
e Held: 1
Help
Lookup

3. Traka User 01 logs in again to return the Primary Item to Position 1. Now, the Item in Position 2 becomes
available to the user again.

Q Traka User 01
L Held:
Help
Lookup
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4. If the Traka User 01 now removes the item from Position 2, the item in Position 1 will automatically become

unavailable.

Traka User 01
Held: 2

Help

Lookup

NOTE: This feature will prevent one user from removing both paired items from the system at any given

moment and the user will need to return one item to remove the other.

5. If the Traka User 02 logs in at that time, they will be able to remove the item from Position 1 (that is the only

Item they are authorized to remove).

Traka User 02
&% Held:

Help

Lookup
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56.13.9.2 LOCKOUT PAIRING RULE

Setup

Once a Lockout Pairing Rule has been set in place in TrakaWEB, the feature will work on the selected system as soon as
the synchronization completes. In the example below, the following Lockout Pairing Rule has been created:

‘5’ Edit Pairing - Lockout Pairing

[HiP ool

=3
2P0t

Details History

® Only showing items for Systern 'Item Pairing System’
® Multiple itemns can be selected in the primary column. One item can be selected from the secondary column

Primary ( v ) Secondary Position Description

n

B -
4 >

Page1of 1 3iterns) @ 1 D Page size: 20 [

¥ Create Filter

The items in Positions 3 and 4 have been set as the Primary items, and the item in Position 5 has been set as the
Secondary item.

Two users are registered on the system: Traka User 01 who has access to all the items stored in the system, and Traka
User 02 who has only got access to the items in Positions 4 and 5.

Application

1. When Traka User 01 logs into the affected Traka Touch system, they can remove any item from it. They choose
to remove the item in Position 3.

traka
i
ASSA ABLOY

Traka User 01
‘Qh Held:

Help

Lookup
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2. The moment they have taken the item from Position 3, which is one of the Primary items in the Item Pairing
rule, the item in Position 5, which is the Secondary item, will automatically become unavailable, but the other

Primary item in Position 4 is still available.

PR Traka User 01
Held: 3

Help

Lookup

3. If the Traka User 02 logs in at that time, they will be able to remove the item in Position 4, but they will not be

able to remove the item in Position 5.

¢ Traka User 02
b Held:

Help

Lookup

NOTE: As long as any Primary items are out of the system, the Secondary item will be unavailable, regardless

of who is trying to access it.

4. Traka User 02 removes the other Primary item from Position 4.
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5. When Traka User 01 logs in again and they return the item to Position 3, they will see that the Secondary item
in Position 5 is still unavailable as the item in Position 4 is now out of the system. Traka User 01 logs out.

Traka User 01
L Held:

Help

Lookup

6. Traka User 02 logs in afterwards and returns the last Primary item to the system. They are now able to remove
the Secondary item from Position 5. Traka User 02 removes that item.

Traka User 02
L Held: 5

Help

Lookup

NOTE: As long as the Secondary item is out of the system, no user can remove any of the Primary items.

7. When Traka User 01 logs into the system, they are not able to remove any of the Primary items as the Secondary
item is still out of the system.

Traka User 01

&% Held:
Help
Lookup
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6.13.10ITEM PAIRING ON ADVANCED FIFO SYSTEMS

When the Item Pairing feature is enabled on Advanced FIFO systems, the items associated with selected Item Pairing
Rules will follow the same rules which are in place for the Fixed Return to Single System systems, but they will also be
accessible to the system users on a First In-First Out basis, provided that the Item Pairing Rule conditions have been
met and the user who is trying to access items has been authorized to remove them from the affected system(s). To
read more on the Advanced First In-First Out feature, please refer to UD0232 - TrakaWEB FIFO and Advanced FIFO
User Guide.

56.13.10.1 EXCLUSIVE ITEM PAIRING RULE

6.13.10.1.1 EXAMPLE 1 - ITEM PAIR WITHIN ONE COMMON ITEM ACCESS GROUP

Setup

Once an Exclusive User Pairing Rule has been set in place in TrakaWEB, the feature will work on the selected system as
soon as the synchronisation completes. In the example below, the following Exclusive User Pairing Rule has been created:

<§> Edit Pairing - Exclusive User Pairing

(RICICAREARSIE 1K IE

Edit Customise
Details History

(@) Only showing items for System 'Trem Pairing Syster’
@ One itemn can be selected from the primary column. One item can be selected from the secondary column

| Export

Primary Secondary Position Description

Page 1 of 1 (5 items) 1 Page size: 20 ﬂ

% Create Filcer

The item in Position 1 has been set as the Primary item, and the item in Position 2 has been set as the Secondary item.

Two users are registered on the system: Traka User 01 and Traka User 02.
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One Common Item Access Group (CIAG) has been set up for the affected system and the Item Allowance within that
CIAG has been set to 3.

I:&.] New Item Access Group

Name: Keys to Safe

Everyone Group: O

Common Group: M @ A Common Item Access Group allows similar items to be grouped together with a
common access right. Items can only be a member of a single Common Item Access
Group.

Common Group Type: |Fi|'st In First Out §| () Wamning: Ttems can only be a member of a single FIFO Group.

Region: |Defau|t §|

System: |Item Pairing System §|

Allowance: | 3| (@ 0 = Unimited

All 5 items from the affected system have been assigned to that Common Item Access Group.

H Edit Item Access Group - Keys to Safe

System ~ (V) Pos. ~ Detll (v) Detal2 (v Dewmi3 (v) Detal4 (v) Detil5
Item Pairing
| v System 1
Item Pairing
O "’ System 2
Item Pairing
O "/ System 3
Item Pairing
O "’ System &
Item Pairing
O "/ System 5
Page 1 of 1 (5 items) @ G 1 0 Q Page size:
P Create Fitter
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Both Traka User 01 and Traka User 02 have been made members of that CIAG.

w Edit Item Access Group - Keys to Safe

NCIEEIETIRIR Te) 2l

423 =

Details | | Ttem Access | {15383 History

< Sync  Member (v) Display Name V) aﬁarﬁber v i'{%?e V) Tel v
O @ Super Admin ‘ \
O - [~ ] ' \ Traka Admin \ A . - ‘
O 077“ v . Traka User 01 . [
0 |e | # \ Traka User 02 ‘
< >
Pagelof1(4items) I P 1 DD Page size:

¥ Create Filter

Application

1. When Traka User 01 logs into the affected Traka Touch system, the system will automatically release the Item
that has been in the system for the longest time. In this case, it is the item stored in Position 1.

' traka
—_—
ASSA ABLOY

Please remove item from position 1.

2. Since the Item Allowance within this group is 3, the system asks the user if they want to remove another item

from the system.
.
ASSA ABLOY

Would you like to take another item?
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3. Traka User 01 selects Yes, and the system automatically releases the next item within that CIAG which has
been in the system for the longest time, with the exception of the item in Position 2. The item in Position 2 is
the Secondary item in the User Exclusive Pairing and, since Traka User 01 has already taken the Primary item
from the pair, they will not be able to remove the item from Position 2, even if the item in Position 2 has been

in the system for the longest amongst all the remaining items in that system. Traka User 01 will receive the
next one in the queue instead.

Please remove item from position 3.

4. After taking the item from Position 3, Traka User 01 logs out.

5. When Traka User 02 logs in, the system will automatically release the item in Position 2 to them, as this is the

item that has been in the system for the longest and this user does not have the Primary item from the pair
that item in Position 2 belongs to.

Please remove item from position 2.

All the other functionalities typical of the Advanced FIFO feature will apply as normal.
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6.13.10.1.2 EXAMPLE 2 - ITEM PAIR DIVIDED BETWEEN TWO COMMON ITEM ACCESS GROUPS

Setup

Once an Exclusive User Pairing Rule has been set in place in TrakaWEB, the feature will work on the selected system as
soon as the synchronisation completes. In the example below, the following Exclusive User Pairing Rule has been created:

<§> Edit Pairing - Exclusive User Pairing

[P i % %

o

History

H
ulpicty

@ Only showing items for System 'Ttem Pairing System'
@ One itemn can be selected from the primary column. One item can be selected from the secondary column

Primary

Secondary

Page 1 of 1 (5 items) @e 1 ae

% Create Filcer

Position

=~ Description

Page size: 20 ﬂ

The item in Position 1 has been set as the Primary item, and the item in Position 2 has been set as the Secondary item.

Two users are registered on the system: Traka User 01 and Traka User 02.

Two Common Item Access Groups (CIAGs) have been set up for the affected system and the Item Allowance within each

CIAG has been set to

2:

e Main Keys group which comprises items in Positions 1, 3, and 5

e  Spare Keys group which comprises items in Positions 2 and 4.

[‘\] Edit Item Access Group - Main Keys

SIEIEJEIRY
Customise

Detalls

Ooo|o|o

(]

Item Access

Access (V.

v

v

v

Users History

System ~ (v, Pos. ~ Detail 1 v

Item Pairing
System
Item Pairing
System
Item Pairing
System |
Item Pairing

| System |
Item Pairing
System

Page1of1(Sitems) O 1 O D
¥ Create Filter

(@ Only showing items for system 'Item Pairing System'.

1

w Edit Item Access Group - Spare Keys

e EE2

SIEIEIEIRY
Customise.

V10.9 29/11/22

uD0018

ﬂ@
Details Users | History

(@ Only showing items for system 'Item Pairing System'.

Access (V) System « (v, Pos. ~ Detail ¥

Item Pairing
O v | System 2
Item Pairing
O v System &
Page10f1 (2items) QP 1O D
P Create Filter
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Both Traka User 01 and Traka User 02 have been assigned to both CIAGs.
Application

1. When Traka User 01 logs into the affected Traka Touch system, the system will ask which CIAGs the user needs
to remove items from.

Please select the group(s) of items you wish to be allocated:
Item Group Items Available Sel
Main Keys 2
Spare Keys 2
A
v
Select All | Deselect All Cancel

2. Traka User 01 chooses to remove items from both groups, selects them on the screen and clicks on Continue.

Please select the group(s) of items you wish to be allocated:
Item Group Items Available Sel
Main Keys 2 @
Spare Keys 2 9
Select All | Dieselect All Continue Cancel

3. The system releases one item from the Main Keys group that has been in the system for the longest time and
one item from the Spare Keys group that has been in the system for the longest time. In the example below,
the system releases the items from Positions 1 and 4.

3 traka g traka
ASSA ABLOY ASSA ABLOY
Please remove item from position 1. Please remove item from position 4.

NOTE: As Traka User 01 has removed the item in Position 1 which is the Primary item in the Exclusive User
Pairing Rule, the system will automatically ignore the item in Position 2 when handing out items from the
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second CIAG, as in accordance with the Item Pairing rule one user cannot hold both the Primary and
Secondary items simultaneously.

4. When Traka User 02 logs in and removes items from both CIAGs, the system will again release one item from
each group automatically. This time, the system will release the item in Position 2 as Traka User 02 does not
hold the item from Position 1 on them.

] traka ® traka
O
ASSA ABLOY ASSA ABLOY
Please remove item from position 2. Please remove item from position 3.

All the other functionalities typical of the Advanced FIFO will apply as normal.

6.13.10.2LOCKOUT PAIRING RULE

NOTE: With the Lockout Pairing Rule in place, we highly recommend assigning the Primary items into one
or more CIAGs, and the Secondary Item to a separate CIAG. Although it is entirely possible to assign both
the Primary items and the Secondary item into the same group, the system will be releasing them to
authorized users in accordance with the First In-First Out principles. In this case, users would not be able
to tell if the item they have received was one of the Primaries or the Secondary, and, if it were indeed the
Secondary item, they would unknowingly block all other users from removing any of the Primaries.

6.13.10.2.1 EXAMPLE - ITEM PAIRING DIVIDED BETWEEN MULTIPLE COMMON ITEM ACCESS
GROUPS

Setup

Once a Lockout Pairing Rule has been set in place in TrakaWEB, the feature will work on the selected system as soon as
the synchronisation completes. In the example below, the following Lockout Pairing Rule has been set up:

traka

<§> Edit Pairing - Engine & Electrical Keys
ASSA ABLOY

l=li=d

Edit
Details History

@ Only showing items for System 'Item Pairing System'
@ Multiple items can be selected in the primary column. One tem can be selected from the secondary column

Customise Export

'\}' Secondary =~ Description

IEEEE
IALHN)—‘

Page 1 of 1 (5 items) i Page size: 20 -
% Create Filter
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The items in Positions 1 to 4 have been set as the Primary items, and the item in Position 5 has been set as the Secondary
Item.

Two Common Item Groups have been set up, one which will hold all the Primaries and the other which will hold the
Secondary.

NOTE: You can divide your Primary items between multiple Common Item Access Groups as required. In the
example below, all Primary items are shown as belonging to one CIAG only for simplicity. Similarly, more
than one item may belong to the group containing the Secondary item. We only recommend not assigning
both the Primaries and the Secondary items into the same group.

H Edit Item Access Group - Electrical Boxes Keys H Edit Item Access Group - Engine Key

HePlc| <! 887 % %% | =) 1L =NLALIE LY J
Edit Customise: | Export | I Edit i) Customise | Export |
Details Users | History Details Users | History
(@ Only showing items for system 'Item Pairing System'. (@ Only showing items for system 'Item Pairing System'.

v)

System 4 (v, Pos. ~ Detail1 Access (V)  System = (V) Pos. ~ Detail 1

Item Pairing
System

Item Pairing 2
System

Istem Pairing 3 ¥ Create Filter
ystem

1 Item Pairing
O v System 5

Page 1 of 1 (1 items) K A< > XD

o(ojo|o
S S [ESS

Item Pairing
System

Item Pairing
a System 2

Page 1 of 1 (Sitems) &9 €9 1

¥ Create Filter

Two users have been registered on the system: Traka User 01 and Traka User 02. Both have been assigned to both
CIAGs.

Application

1. When Traka User 01 logs into the affected Traka Touch system, the system will ask which CIAGs the user needs
to remove items from.

Please select the group(s) of items you wish to be allocated:
Item Group Ttems Available Sel
Electrical Boxes Keys 2
Engine Key 1
A
Select All | Deselect Al Cancel
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2. Traka User 01 selects the Electrical Boxes Keys (the CIAG with Primaries) and the system releases one key
from that group to them. The system releases items from that group following the First In-First Out principles.
In the example below, the item in Position 3 has been in the system the longest and this item will be released.

NOTE: Since Traka User 01 removed one of the Primary items, the access to the Secondary item will be
automatically blocked to them and any other user.

Please remove item from position 3.

3. Provided that the item allowance for the CIAG permits it, Traka User 01 is asked if they want to remove another
item. They select Yes.

Would you like to take another item?

4. Traka User 01 is now taken to the CIAG selection screen where they can see that the Engine Key CIAG has
become unavailable (is greyed out). This is because not all the Primaries are back in the system and the Engine
Key group only contains one item, the Secondary item.

Please select the group(s) of items you wish to be allocated:
Item Group Items Available Sel
Electrical Boxes Keys 1
Engine Key 0

Select All | Deselect All Cancel

5. Traka User 01 cancels the operation and is automatically logged out.
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6. When Traka User 02 logs into the system, they are taken to the CIAG selection screen and will also see the
Engine Key group unavailable. This is because one of the Primary items is still out of the system. Traka User
02 can only select to remove items from the Electrical Boxes Keys group. If they select that group, the system

will release one item from that group in accordance with the First In-First Out principle.

Please select the group(s) of items you wish to be allocated:

Item Group Items Available Sel

2
0

Electrical Boxes Keys
Engine Key

Select All | Deselect All Cancel

7. Traka User 02 does not remove any items and logs out.

8. Next, Traka User 01 logs in and returns one of the Primary items they have held.

9. Then Traka User 02 logs in again and they are taken to the CIAG selection screen.

Please select the group(s) of items you wish to be allocated:

Item Group Items Available Sel

Electrical Boxes Keys 2
Engine Key 1

Select All | Deselect All Cancel

10. Since all the Primary items from the Electrical Boxes Keys group are now back in the system, Traka User 02 is
allowed to remove an item from the Engine Key group.

V10.9 29/11/22

Please select the group(s) of items you wish to be allocated:

Item Group Items Available Sel

Electrical Boxes Keys 2
Engine Key 1 @
Select All | Deselect Al Continue Cancel
ub0018
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11. Since the item in the Engine Key group is the Secondary item, its removal blocks all the Primary items in the
system. No user is now allowed to remove them until the Secondary item has been returned. Since the Electrical

Boxes Keys CIAG consists only of the Primary items, all of them become automatically unavailable. Traka
User 02 is automatically logged out.

12. If Traka User 01 tries to log in then, a message will appear on screen informing them that they have been

recognized but there are no items available for them to take.

Sorry, there are currently no items
available for you to take

OK

13. Once the Secondary item from the Engine Key CIAG has been returned by Traka User 02, the users regain
access to the affected CIAGs.

Please select the group(s) of items you wish to be allocated:
Item Group Items Available Sel
Electrical Boxes Keys 2
Engine Key 1

v
Select All | Deselect All Cancel

NOTE: If a user chooses to remove items from more than one CIAG, and one of the selected CIAGs contains
Primary items and another one contains the Secondary item, then the system will release the item with the

smallest Position number first, regardless of which group that item belongs to, following the First In-First
Out principle.

Please select the group(s) of items you wish to be allocated:
Electrical Boxes Keys 2 @
Engine Key 1 @
v
Select All | Deselect All Continue Cancel
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Once the first item has been removed, the system will check if the item has been associated with any Item
Pairing Rules. If it was a Primary item, the system will then be unable to release the Secondary item. If it
is the Secondary item, the system will be unable to release any of the Primary items. It will then show the
following message.

Sorry, there are currently no items
available for you to take

oK

All the other functionalities typical of the Advanced FIFO will apply as normal.

6.13.11 REMOTE RELEASE WITH ITEM PAIRING

It is not possible to Remote Release to an active user on a position that is subject to either Lockout Pairing or Exclusive
User Pairing. However, a Remote Release can be applied to an anonymous user even if the selected position is subject
to Item Pairing rules.

6.13.12 NO OVERRIDE FOR ITEM PAIRING

Since the Item Pairing is a security feature, for the safety of users and property there is no option available to grant
users permissions to override the Item Pairing.

6.13.13 ITEM PAIRING HISTORY

For the purposes of audit, all the changes in the Item Pairing Rules are recorded in the History tab for each Item Pairing
rule.

1. To access the History tab for your chosen Item Pairing Rule, select Items on the Navigation Toolbar. The menu
will expand and reveal the Item Pairing sub-menu represented by the chain link icon:
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2. TrakaWEB will then display all the current Item Pairing rules that exist within the database. Select one of the
existing Item Pairing rules and either click on Edit on the Ribbon Toolbar or double-click on the selected rule to
start editing it.

(5’ Pairing Rules

| Engine & Electrical Keys

Page1ofi(litems) A 1L S

¥ Create Filter

| Lockout Pairing

>

Page size:

You will be redirected to the Edit Item Pairing rule Details page.

3. Select the History tab.

B

Eii

3

o

Name:
Region:
System:

Pairing Rule:

Engine & Electrical Keys

|Item Fairing System

|L0ck0ut Pairing

@ Rule Types:
Lockout Pairing: Access to items is restricted when the associated paired
item is out of the system
Exclusive User Pairing: The same user cannot access both associated
paired items simuftaneousky

You will then see the

recorded history of all the changes to that Item Pairing Rule.

é)Edit Pairing - Engine & Electrical Keys

Details Ttems

History

When Action

%?3502522 Itern Added Prirmary Super Admin Item Pairing Systemn | 2

%.’;133302;]22 Item Added Primary Super Admin Item Pairing System | 4

%g’igfﬂzé]zz Item Added Secondary Super Admin Item Pairing System | 5

%g’ig:‘fuzgzz Itern Added Prirrary Super Admin Item Pairing Systern | 1

%‘?3?02;22 Item Added Primary Super Admin Item Pairing System | 3

23/05/2022 ; . Electrical . .

14:53:15 Modified Name Super Admin s am Engine & Electrical Keys

23/05/2022 ) )

14:59:37 Created Systern Super Adrmin Item Pairing System

ﬁjg;%]zz Created Pairing Rule Super Admin Lockout Pairing

23/05/2022 ) )

14:52:37 Created Mame Super Admin Elactrical Boxes Keys

Pagelof1 (9items) C3 @ 1 B Page size: 20 B2
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6.13.14ITEM PAIRING IN TRAKAWEB REPORTS

All the events related specifically to the Item Pairing Rules will be visible in the Central History Report. You can also
create a Central History Report and specifically choose Pairing as the Object for the report. To read more on how to
generate such a report, please refer to the Central History Report section in this document.

. Central History Report

G_) The Central History Report wil only return a maxirmum of 2500 records.
Please select the filter parameters below:

— Step 1: Select Date Rang

Date From: |25/04/2022 00:00:00 ﬂ Date To: |25/05/2022 23:59:59 ﬂ Duration: |31 days

— Step 2: Select Action and Object

Action:* Access Added; Access Removed; Added; Addec§| Object:*  |Pairing ﬂ

. Central History Report

EHEAR L RY
Customise Bport

Filter summary:
Date From: 25/04/2022 00:00 Date To: 25/05/2022 23:59 Action: Access Added, Access Object: Pairing
Removed, Added, Added To, Created,
Deleted, tem Added, tem Modified,
Item Removed, Modified, Removed

From
<< Edit Filter Selection

When Object Record Action Field Who 0ld MNew

. - Exclusive User . Itemn Pairing
24/05/2022 16:03:51 | Pairing Items Pairing Item Added Secondary Super Admin System | 2
24/05/2022 16:03:51 | Pairing Trems | EXCMSVe USer | ro 2 deg Primary Super Admin G

e Pairing System | 1
24/05/2022 16:03:12 | Rule Bxclusive User | paq System Super Admin Iter Pairing

e Pairing System

. Exclusive User - ) Exclusive User
24/05/2022 16:03:12 | Rule Pairing Created Pairing Rule Super Admin Pairing

. Exclusive User ) Exclusive User
24/05/2022 16:03:12 | Rule Pairing Created Mame Super Admin Pairing
24/05/2022 16:00:40 | Paifing Ttems | XCdsve User | o pomoved Secondary Super Admin LM

e Pairing System | 2

i [ [ Evrhicnrn tioar | [ | PRSP | |
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6.14 REAL-TIME UPDATE SERVICE (RTUS)

The Real-Time Update Service is a cost option feature that will provide Real-Time State Change information from Traka
Touch to the Integration Engine v2 using a Message Broker on a system-by-system basis.

This in turn will provide events in real-time to a third-party application based upon the current status of the items held
by the user which in turn can grant or revoke access rights to or from a user within a third-party application when
Item State Changes are detected via RTUS. An example could be, preventing a user from leaving site if they have not
returned keys or assets.

The Comms status is monitored continually, and email notifications can be sent if one or more components that make
up RTUS should fail. For example:

e The Traka Touch System goes offline
e The Message Broker goes offline
e The Integrated Engine v2 goes offline

RTUS will work with the following products:
e Traka Touch Key Cabinets (locking & non-locking strips)
e Traka Touch Lockers with RFID

e Traka Touch Lockers with RFID & FIFO
e  Other optional features such as Fault Logging, Fuel, Distance & Location, Item Booking

RTUS is not compatible with 16bit Systems or Traka Touch Lockers without RFID.

For more information regarding the setup and configuration of RTUS, please refer to TD0165 — Real Time Update
Service Setup & Configuration Guide.
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6.15 SCHEDULED REPORTS

6.15.1 SCHEDULED REPORTS OVERVIEW

The Filtered Reports/Scheduled Reports is a none cost option feature that may be setup by the user as required. A
Filtered Report can be configured by the end-user and then combined with the Scheduled Reports feature.

A maximum of 500 reports maybe created, and once configured, the Scheduled Report can be submitted as an email
notification in either PDF or Excel format.

The Email notification will need to be configured in the Business Engine before it is usable in TrakaWEB. For detailed
information on how to configure this, please review the ‘Email Configuration’ section in the latest version of the
TrakaWEB Installation & Configuration Guide - TD0013.

For more information on the setup and configuration of Scheduled Reports, please refer to TD0O013 - TrakaWEB
Installation & Configuration Guide.

Whilst both Filtered and Scheduled Reports may be configured separately, both will be required to be effective. They
also both have their own individual permissions in the Software Permissions Groups.

The option for selecting both Filtered Reports and Scheduled Reports is located on the Navigation Toolbar within the
Reports tab.

Scheduled Reports

Filtered Reports

The Scheduled Reports feature may be configured to periodically submit Filtered Reports by email. Examples include:
e  Current Item Status Reports
e  Activity Reports
e  Overdue Reports
e  Curfew Item Status Reports

Whilst Scheduled Reports requires many of the same installation requirements as RTUS, the Integration Engine is not
used, but an additional Reporting Engine is provided with the installation files.

6.16 FILTERED REPORTS

Filtered Reports are configured separately from Scheduled Reports, they will however require a Scheduled Report to be
created for submission. Configuration of Filtered Reports is divided into 7 steps.

3. To create a Filtered Report. Select the Filtered Reports icon from the Reports tab on the Navigation Toolbar.
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You will now be taken to the Filtered Reports Landing Page.

.ﬁ Filtered Reports

Fitered Report Name - (V) Fiered Report Desciption V) Parent Report v

No data to display

No data to pagnate €2 @ © € page sze: [20 [

P Create Fher

4. To create a new Filtered Report click Create = on the Ribbon Toolbar.
Step 1 - Filtered Report Details

3. At the Filtered Report Details page, complete the details as shown in the example below. Once completed,

click on Next.

.§ Create New Filtered Report

Step 1 - Filtered Report Details

Filtered Report Name: New Filtered Report

Filtered Report Description: Activity Report]

Step 2 - Report

The next step will require you to select the Parent Report and the Report Timespan.

M. Create New Filtered Report traka
= ASSA ABLOY
Step 2 - Report
bt o [seearopor- —— H
sl [ Bl H

4. From the drop down menu, select the required report.

.§ Create New Filtered Report

Step 2 - Report

Parent Report: Do
Report Timespan: ~Stlect Report—

Ouerde: Report Cancel Back
Curfem Tt Stus Repart

5. Next, use the arrow buttons to select a timespan. The default is set to 30 days. The timespan may also be

changed from days to hours as required.

BB Create New Filtered Report traka
= /ASSA ABLOY

Step 2 - Report

Parent Report: I . |

Report Timespan: 30 2Em [
Hous ‘
Days

6. Once you have made your selection, click on Next to continue.
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Step 3 - Regions

The next step will require you to select from your list of available regions. By default, all regions will be selected.

IB.. Create New Fiftered Report traka
i ASSA ABLOY
[l A
y Customiss. Bt
Step 3 - Region Access
Al Regions
E Defak
S |Regnt
v Renz
B |Regma
Pttt QIO O Prgn s2e: [ |
P Create Fher
T T BT

Deselecting the All Regions check box will enable you to select regions individually.

!z Create New Filtered Report traka
= ASSA ABLOY
VR [=3]=3]
[elulsE R
e, A_Bgport
Step 3 - Region Access
O alRegons
M Defauk
o Region 1
O Reoon2
] Region 3
Pagerofi(drems) DB IO D Page sze e - |
P Create Fiter

7. Once you have completed your region selection, click on Next to continue.

Step 4 - System Filter

At the next page, you will be required to select from the list of available systems. By Default, all the available systems
will be selected.

Create New Filtered Report tr‘aj
ASSA ABLOY
R e | x|
SMEAEIEIRY=E
Gtofiise Boot |
Step 4 - System Filter
B Al Systems
St | Name NS
2| -Touch Frst Fbar
2| WTouh Men Offer
2| 5 Teuch Reception
2| veTouch Ground Hooe
) D0IO® Page sze: El |

7 Create Fher

By deselecting the All Systems check box, you can select systems individually.

.. Create New Filtered Report traka

ASSA ABLOY
SRR
L Ousiomise il

Step 4 - System Filter

L systems

-Touh Fest Pl
M-Touch Man Offce
5 Touch Recepon
-Teuth Ground Rl

5]
u]
[u]

Page 1of1(aems) DAL OO Page size: o &

P Conete Fee

T T T

8. Once you have selected the required systems, click on Next to continue.
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Step 5 - Item Filter

The next page will require you to choose which items you wish to add to the filter. The default setting is for all
available items to be selected as shown.

Create New Filtered Report traka

1) % % =
Custonise Bt |

Step 5 - Item Filter

ZI Al terns

By deselecting the All Items check box, you can select items individually.

.% Create New Filtered Report traka

EOCET
[ Tt

Step 5 - Item Filter

9. Once you have selected the required items, click on Next to continue.

Step 6 - User Filter

At the User Filter page, you will be required to select from the list of available users. By default, all available users
will be selected.

Create New Filtered Report

EDEEE

Catumise

Step 6 - User Filter

2]

T T T

By unchecking the All Users check box, available users may be selected individually.

BB, Create New Fittered Report traka
ASSA ABLOY

O ey () ooty (@) st (9) ety @
O somsm

O | romar w1 N
B | Tamhews e ===
= Traka User 1 2585 Ussr 1.

C Trake User 2 3 User 2
o Traka User 3 4567 User 3

10. Once you have completed the User selection, click on Finish to complete the process.
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Step 7 - Report Sort Order

The Report Sort Order page will enable you to arrange the filtered report according to your requirements. It
comprises of 2 customisable sections based on the selections made in the previous steps.

-_é_’@ Create New Filtered Report

Step 7 - Report Sort Order

Feld Sort Drecton Sort Order
ActivtyRecords [ ] -]

Desopton I B | [~]

Postion | -] =]

System [~ i -]

When -1 -]

Who [- 1IN -]

Page 10f 1 (6ems) €3 @ 1 © Page see: 20 [l
P Create Fker

Field

The Field comprises of a list of 6 report options. These are based on the Filtered Report chosen in step 2
Sort Direction

The Sort Direction will enable you to choose between ascending and descending from the drop down menus.

.ﬁ Create New Filtered Report traka
Step 7 - Report Sort Order
Desapton j,mmV It -‘
Pibterl | Descendng | [ -1
Syszem - 5|
‘When n ] = 1
e -l =
Pagetof1(6rems) O 1 OO i
¥ Create Fier
I T I

Sort Order

The Sort Order will enable you to set the order that you would like the report to be presented. From the drop-down
menus, you are able to change the number value from between 1 - 6.

B, Create New Filtered Report traka
= ASSA ABLOY
Step 7 - Report Sort Order

Pageof1 (6 tems) €@ @ H O page sze: 20 [

P Create Firer
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The following examples typically show the Field options based on the available selected Filtered Report options.

Current Item Status Report

iﬁ Create New Filtered Report

Step 7 - Report Sort Order

Sor
| B
& : |
H |
System #scendng - 3 -
vihen sscandng H 3 -
Who Descendng H e -]
Pagetof1(6kems) A QL OO Page soe: (20 [l
9 Create Fie

Activity Report

Create New Filtered Report

traka
ASSA ABLOY

Sort Drection Sort Order
Description Ascendng -l []
Poston | Ascendng -}i8 -]
System Ascendng H [-]
When | Ascendng [- §5 -]
Who Descendng [- i3 -]

Page 1of 1 (6kems) B @1 &

¥ Create Fer

Overdue Report

!§ Create New Filtered Report

5

Page sze:[20 [

Step 7 - Report Sort Order

Sort Order

|Ascendng s -]
Poston [ascendng - 18 -
System [ascendng [- 112 [ ]
ety [pscming LI Ll
WhenTaken |Ascending [- 13 -]
Pagetofi(sitems) (I B1 OO Page sze:[20 |l
¥ Create Fiter
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Curfew Item Status Report

.g Create New Filtered Report m
F= ASSA ABLOY
Step 7 - Report Sort Order

| n -~
DueBack |Ascending H -]
Postion | Ascending - JN -]
Status [Ascending N |
System |Ascendng -}l b
TakenBy |Ascending H -]
WhenTaken |ascending B - |
Page 1 of 1 (7 tems) <P page sze: 20 [l

7 Create Fiter

1. Once you have finished editing the Sort Order, click on the Finish button.

6.16.1 GENERATING A FILTERED REPORT

Once created, it is possible to generate a Filtered Report, which may be downloaded as a PDF or an Excel spreadsheet.

The default number of rows is set to 250. Users can however choose between 1 and 5000 as required.

1. From the Navigation Toolbar, select View Reports from the Reports menu.

U=
=

=
=

2. At the Reports page, select the Filtered Reports tab.

» General

» Status

» Exceptions
» Permissions
* Regions

» Faults

» Reasons
» Fuel

» Distance
» Location
» Utiisation

» Dagnostks
Fitered Reports

» New Fitered Report

3. Next, choose the required Filtered Report and select the required download option.

» Dignostics:

Fitered Reports
New Filtered Report

Download the PDF Report  Download the XLSX Report

General Activity
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6.16.2 EDITING A FILTERED REPORT

NOTE: If the Filtered Report is associated to a Scheduled Report, it cannot be deleted.

2. Select the Filtered Report you wish to edit.
t
as Filtered Reports EE.%
== ASSA ABLOY
|2 [3¢] <] 0] % [ w %= <
Edit ! Customise Export
Fitered Report Name A v Fitered Report Description g\}‘ Parent Report
Fitered Report | Fitered Report | Overdue Report
New Fitered Report Activity Report. Activity Report
Page10f 1 (2items) DB 1 O &) Page sze: (20 Kl
¥ Create Fiter
3.

Either double click on the chosen Filtered Report or click on the Edit @ button on the Ribbon Toolbar

This will enable you to navigate through the previous steps and edit any required information.

B Edit Fittered Report

NEEaE

Report Options | | Region Access | | System Filter | Item Filter | User Filter | Sort Order HIsmry

Filtered Report Name: New Filtered Report
Filtered Report Description: General Activity

NOTE: A History tab is also available to show an audit of any changes.

6.16.3 DELETING A FILTERED REPORT

1. Select the Filtered Report you wish to delete.

i_o.: Filtered Reports m
= ASSA ABLOY
L %] ola % %R =)
Edit Customise Export.
Fitered Report Name - (v) Fitered Report Description ) Parent Report
Fitered Report | Fitered Report Overdue Report
New Fitered Report Activity Report. Activty Report.
Pagelof1(2kems) BB 1 O page see:[20 [l
P Create Fiter
4.

Next, click on the Delete @ button on the Ribbon Toolbar.
A message will then appear requesting confirmation that you wish to delete the Filtered Report.

ﬂe; Delete Filtered Report .t"‘aké,
= ASSA ABLOY

Details.

Please confirm you want to delete the filtered report:
Filtered Report Name: New Filtered Report

Description: Activity Report

[ o | o

5. Click on delete again to remove the Filtered Report.

The Filtered report will then be removed.

If the Filtered Report is associated with a Scheduled Report, it cannot be deleted and you will receive the following
message:
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B, Delete Fitered Report traka
= ASSA ABLOY

Detatls

Please confirm you want to delete the filtered report:
Fitered Report Name: New Filtered Report
Description: Activity Report

Validation ertors have occurred on this page. Please comect them as explained below and try again

* You cannot delete this Filtered Report as it has one or more scheduled reports associated.

In this instance, you will be required to delete the associated Scheduled Report first, before the filtered report will be
deleted.

6.17 SCHEDULED REPORTS

Scheduled Reports can be configured separately from Filtered Reports, whilst they can be created and submitted, they
will not display any information without the Filtered Report content. The configuration of Scheduled Reports is divided
into 5 steps.

1. To create a Scheduled Report. Select the Scheduled Reports icon from the Reports tab on the Navigation
Toolbar.

You will now be taken to the Scheduled Reports Landing Page.

Scheduled Reports traka
ASSA ABLOY

| £_[88] <] 78 [ %[ el
| Edit Customise Export
Scheduled Report Name ~ (V) Fitered Report v Frequency (V) Enabled
No data to display
No data to pagnate Page sze: 20 [
¥ Create Fher

2. To create a new Scheduled Report click Create = on the Ribbon Toolbar.

Step 1 - Scheduled Report Details

3. At the Scheduled Report Details page, complete the details as required. By default, the Enabled check box
will be ticked. This will determine if the current Scheduled Report will be active. Once completed, click on
Next.

~ New Scheduled Report m
ASSA ABLOY

Step 1 - Scheduled Report Details

Enabled: [

Scheduled Report Name: [}
T
Step 2 - Scheduled Report Regions

4. At the next page, you will be required to select the regions for the Scheduled Report. By default, all available
regions will be selected.
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.. New Scheduled Report w
ASSA ABLOY

FEIEEY R
| Export

I Customise

Step 2 - Scheduled Report Regions

B Al Regions:
Selected Name < v
Defaut
Region 1
Region 2
Regin 3
Page 1 of 1 (4 tems) i Page size: [EM - |
@ Create Fiter

‘ New Scheduled Report

| 0 [ 0 [0 2
Grtorem

Step 2 - Scheduled Report Regions

O AllRegions:
=

=

Regon 3

Do

Page 1071 (4 ten » H|
5. Once you have made your selection, click on Next to continue.
Step 3 - Scheduled Report Options
The next step will require you to select the Scheduled Report Options.
‘ New Scheduled Report Z’;f::

Step 3 - Scheduled Report Options

Fierei] Repurt: ‘Select Filered Report [

:Aqu«m i ;w\x) -]

T T T

Filtered Report:

Select from a list of existing Filtered Reports

Report Format:

Choose from either PDF or Excel as the submitted report

Report Locale:

Select a language for the report

Send Empty Reports:

Enabling this check box will allow reports containing no information to be sent
6. Once you have made the required selections, click on Next to continue.

Step 4 - Email Template

At the next page, you will be required to fill out the details for the email template. This will include the recipients email

address, the subject name and the main body text as required. If needed, a test email may be sent by clicking on the
Send Test Email button.
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m New Scheduled Report traka

ASSA ABLOY

Step 4 - Email Template

To: admin@traka.com

Cc:

Bec:

Subject: Scheduled Report

Body:

EE EE| = = 5 Noma [ [(Fom) Hrosee) BB 1 U s [A -

~ é s & © ]

7. Once you have completed the email template, click on Next to continue.
Step 5 - Frequency

At the next page, you will be required to select the frequency for when the Scheduled Report will be sent. Below is
an overview of the options for each tab.

Hourly
% New Scheduled Report m
ASSA ABLOY
Step 5 - Frequency
Hourly Daly Weekly Monthly Yearly
Ofvery [1 [ Hour(s)
Startat: 12 |v : 00 |v

e Select the Every option to determine the hourly frequency between 1 and 24 hours.
e  Set the start time.

Daily
.’ New Scheduled Report m
ASSA ABLOY
Step 5 - Frequency

Hourly Daly Weekly Monthly Yeary
Okvery [¥] Day(s)
O Every Week Day
startat: [ZHIIE] : O]

e Select the Every option for the frequency of days between 1 and 31 or select Every Week Day
e Select a start time
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Weekly

traka
New Scheduled Report ‘
.’ ew Sl ule €pol
Step 5 - Frequency
Hourly Daly Weekdy Monthly Yearly
Monday (m}] Frday m}
Tuesday a Saturday )
Wednesday (] Sunday 0
Thursday [}
satat: (120 ¥ : oo [¥]
I T T
e Select which days of the week the Scheduled Report will be sent
e  Select a start time
Monthly
‘ New Scheduled Report —tzaié
ASSA ABLOY

Step 5 - Frequency

Houry | Daly | Weeky | Monthly | Yeary

Ooay (1 v of every |1 ~| Month(s)
O At | Isunday [V ofevery 11 [¥] Month(s)

srtat: 120 ¥ : oo ¥

Select Day 1-31 of every 1-12 month(s) or select First-Fourth, Sunday-Saturday of every 1-12 Month(s)

. Select a start time

Yearly
b New Scheduled Report S r\a}fa
ASSA ABLOY
Step 5 - Frequency

Hourly Daiy Weekly Monthiy Yearly
Otvery Janary [+ 11 ?\
[e] First V] sunday v ofevery January v
satat: (120 [¥] : [o0l ¥

e Select Every January-December 1-31 or select First-Fourth Sunday-Saturday of every January-December

e Select a start time
1. Once you have completed setting the Scheduled Report Frequency, click on the Finish button.

The next page will provide a summary of the Scheduled Report.

-3 Scheduled Reports ‘ :
ASSA ABLOY

£

Scheduled Report Name - (V) Fiered Report V) Frequency

New Scheduled Report New Fiered Report Every 1 hours, starting at 12:00 PM v

Page 1of 1 (1kems) Q1L O D Page sze: (20 [l
¥ Create Fier
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6.17.1 EDITING A SCHEDULED REPORT

1. Select the Scheduled Report that you wish to edit.

ﬁs Scheduled Reports ‘tr‘aka__v
ASSA ABLOY
h
LABEIENEIETE Y
Scheduled Report Name (V) Fitered Report ) Frequency )| Enabled
New Scheduled Report Hew Fitered Report Every 1 hours, starting at 12:00 PM

e fcdled oot New Fitered Report | -\ 12 uavn on day 1 of the month, onlyin |

Page 10f1 (22ems) Q1O O Page sae.

¥ Create Fiter

2. Either double click on the chosen report or click the Edit @ button on the Ribbon Toolbar.

This will enable you to navigate through the previous steps and edit any required information.

53 Edit Scheduled Report traka
ASSA ABLOY
FG)
< Edit
(I | Region Access | | Report Gptions | ({Emal Template |  Frequency | (History
Enabled: 2
Scheduled Report Name: v Scheduied Report

NOTE: A History tab is also available to show an audit of any changes

6.17.2 DELETING A SCHEDULED REPORT
Note: There are no restrictions for deleting a Scheduled Report

1. Select the Scheduled Report that you wish to delete.

!3 Scheduled Reports m
ASSA ABLOY
LIAEISIELIE Yol

Scheduled Report Name. +(Y)  Fitered Report Frequency

HNew Scheduled Report New Fitered Report Every 1 hours, starting at 12:00 PM

scheduled report New Fitered Report. A BBl o
Page1ofi2rems) ROLO S rs o B
¥ Create Fiter

2. Next, click on the Delete @ button on the Ribbon Toolbar.
A message will then appear requesting confirmation that you wish to delete the Filtered Report.

3. Click on delete again to remove the Scheduled Report.

ia Delete Scheduled Report traka
ASSA ABLOY

Details

Please confirm you want to delete the scheduled report:

Scheduled Report Name: ew Scheduled Report

The Scheduled Report will then be removed.
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6.17.3 SOFTWARE PERMISSIONS

Both Filtered Reports and Scheduled Reports have individual Software Permissions. These can be applied in the Software

Permissions Groups. The permissions can be applied to adding, editing or deleting either Filtered Reports or Scheduled
Reports or both.

1. From the Software Permissions Groups, select the permissions for a selected User to have access to as shown.

= H Reports
= || Fittered Reports
V| Create
V| Delete
V| Edit
= v Scheduled Reports
- VI Create
- VI Delete
- V] Edit
View Reports
& [ _| Software Settings
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6.18 TRAKAWEB FIFO & ADVANCED FIFO

6.18.1 INTRODUCTION

The First In/First Out (FIFO) features were created to further assist organisations in managing their assets more
effectively. FIFO was designed to even out asset usage, allowing devices with charging the maximum opportunity to
recharge. Therefore minimising downtime as much as possible.

NOTE: FIFO and AFIFO cannot be used on the same locker system. However, they can be used within the
same instance of TrakaWEB.

NOTE: FIFO and AFIFO do not monitor charging of assets or battery levels, only which asset has been in
the system the longest, therefore having the most charge available.

6.18.2 STANDARD FIFO ON TRAKAWEB OVERVIEW

FIFO is a feature that allows the ability to automatically release the item that has been in the locker system the
longest, based on the idea that this would have the most charge available as it had been in the locker charging for the
longest time and to ensure that items are wear levelled.

For more in-depth information on Standard FIFO on TrakaWEB, please refer to UD0232 - TrakaWEB FIFO and
Advanced FIFO User Guide.

6.18.3 ADVANCED FIFO FOR LOCKERS ON TRAKAWEB OVERVIEW

Advanced First In/ First Out (AFIFO) builds upon FIFO and allows the management of more than one type of asset in
the same locker, in the same logged-in session. For example, a user could take the Smartphone and Tablet that have
been in the locker the longest.

NOTE: Advanced FIFO for Lockers requires TrakaWEB, therefore cannot be used on a standalone Traka
Touch.

For more in-depth information on Advanced FIFO on TrakaWEB, please refer to UD0232 - TrakaWEB FIFO and
Advanced FIFO User Guide.

6.18.4 ADVANCED FIFO FOR KEY CABINETS ON TRAKAWEB OVERVIEW

Advanced FIFO is an optional facility within TrakaWEB that allows authorised users to select one or more types of item
from a key cabinet system. For each type of item, the system will automatically issue the item that has been in the key
cabinet for the longest, therefore spreading the workload over the group of items and, in the case of keys to equipment
or vehicles which recharge while at their stations, maximising the time spent on charge.

NOTE: Advanced FIFO for Key Cabinets requires TrakaWEB, therefore cannot be used on a standalone
Traka Touch.

For more in-depth information on Advanced FIFO on TrakaWEB, please refer to UD0232 - TrakaWEB FIFO and
Advanced FIFO User Guide.

V10.9 29/11/22 ubD0018 Page 375 of 452

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



6.19 ALLOWANCE ACROSS SYSTEMS (AAS)

6.19.1 INTRODUCTION

Allowance Across Systems (AAS) is a cost option feature which will enable users to take specific items of the same type
assigned to a Common Item Access Group (CIAG) from across multiple Advanced FIFO and Fixed Return systems. The

Allowance Across Systems functionality will be dependent on the Real Time Update Service (RTUS) which will provide an

up to date and accurate access rights calculation which will be performed across all systems.

A configuration will be required to enable the Allowance Across Systems feature which can be obtained from Traka.

For more information on the setup and configuration of RTUS, refer to TD0O165 - TrakaWEB Real Time Update
Service Setup & Configuration Guide. For more information on the setup and configuration of Advanced First in/First
out, please refer to UD0232 - TrakaWEB FIFO and Advanced FIFO User Guide.

6.19.2 SETTING UP ALLOWANCE ACROSS SYSTEMS - (ADVANCED FIFO)

A Common Item Access Group will need to be created to enable the functionality of AAS which will enable items of the

same type to be grouped together in a single group.

1. Select the Item Access Groups icon from the Navigation Toolbar.

2. At the Item Access Groups page, select the w Create button.

3. Next, enter a name for the group and then place a tick in the Common Group check box.

Details

Name:
Everyone Group:

Common Group:

(@ A Common Item Access Group allows simiar ftems to be grouped together with a

common access right. Items can only be a member of a single Common Item Access

Group.

Selecting this check box will enable you to access the AAS functionality as shown below.

Name:
Everyone Group:

Common Group:

Allowance Across Systems:

Common Group Type:
Region:
System:

Allowance:

V10.9 29/11/22

=
=

@ A Common Item Access Group allows similar items to be grouped together with a

common access right. Items can only be a member of a single Common Item Access

Group.

@ Warning: Items can only be a member of a single FIFO Group.

(@ 0 = Unimited

ubD0018
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4.

Place a tick in the check box for Allowance Across Systems.

Name: AAS Group 1
Everyone Group: O
Common Group: @ A Common Item Access Group allows similar items to be grouped together with a

common access right. Items can only be a member of a single Common Item Access
Group.

Allowance Across Systems:

Common Group Type: l Q) Warning: Items can only be 3 member of a single FIFO Group.

Region: Default n

Allowance: 1‘} @ 0 = Unimited

You will notice that the System dropdown menu is no longer visible. This is due to the option only being applicable to
one system and by definition, Allowance Across Systems is applicable across multiple systems.

NOTE: If all the systems are set as First In First Out, the dropdown menu for Common Group Type will be

unavailable.

5. Select a specific region from the Region dropdown menu that you wish to assign the group to.

6. Assign an allowance value in the Allowance box. The default value is set to 1. If the value is set to 0, then
that would allow the user to take as many items from the group as they would like. In this example, the item
allowance has been set to 2.

7. Once complete, click on Save.

NOTE: Once saved, you will only be able to edit the Name, Everyone Group and Allowance options.

You will notice that after saving, four new tabs will be made available.

8.

Detalls Systems = Item Access = Users History

Name: JaAs Group 1
Everyone Group: 0

Common Group: (@ A Common Item Access Group allows simiar items to be grouped together with a

common access right. Items can only be 3 member of a single Common Item Access

Group.
Allowance Across Systems:
Common Group Type: ‘: In F Out |
Region: [7 |
Allowance: [ 2 @ 0 = Unimited

Click on the Systems tab.

The Systems tab will a list of all the available systems within the selected region.

9.

Select the systems that you wish to add to the group. You can choose to select and deselect them individually
or use the Grant All and Revoke All buttons.

Details Item Access = Users History

Access @ Sync  System & @
@ New System
@ New System 2

Page 1 of 1 (2 items) & 1 Page size: LZ_O_E

¥ Create Fiter

10. Next, select the Item Access tab.
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The Item Access tab will list all the items from the previously selected systems. You may choose to select items
individually or by using the Multi-Select/Multi-Edit function, you can select all the items at once. In this example, 2
items from each system have been selected.

Details || Systems [BICUWXGCECHE | Users Histary

Access (v, System“{/ Pos. ~ Detaill (V) Dpetai2 v Detail 3 (V)  Detail4 &,

<

2
New System 3 Office Key

Select All on Page | Office Key
Deselect All On Page

Deselect Al

Add Selected Item(s) to group
Remove Selected Item(s) from group
Grant All

Revoke Al

KB 0 000000n

[m} gew System 3 Office Key
O yew System 4 Office Key
o gew System 5

Page 1 of 1 (15 items) €50 €<

9

18 Page size: 20 ﬂ

A
©
(v

@ Create Filter

11. Next, right click within the grid and choose the Add Selected Item(s) to Group.

Select All on Page
Deselect All On Page
Deselect Al
I Add Selected Item(s) to group I
1 Remove Selected Item(s) from group
Grant All
Revoke All

After confirmation, you will now see a green tick against the selected items indicating that they have now been added
to the group.

Details | | Systems Users History

Access () System ~ (V) Pos. ~ Detall (V) Dewi2 (V) Detai3

O V4 New System 1 Car Key
O .{ New System 2 Gar Key
O New System 3 Office Key
O New System 4 Office Key
O | New System 5
O New System 6
O | New System 7 |
O New System 8 |
=] | New System 9
(m] | New System 10
O v rzdew System 1 Car Key
O v ;lew SRE 2 Car Key
O r;ew Sysem 3 Office Key
o gew System 4 Office Key
] gew System 5

pPage1of1(15items) @1 © Page size: Eg]

¥ Create Fiter

12. Now select the Users tab.
V10.9 29/11/22 uD0018 Page 378 of 452

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



The Users tab will display a list of all the available users who have been granted access to the selected systems.

13. Select which users you wish to assign to the group.

[ Details | (‘systems |

Vv,
Sync

~N

v
777

Item Access {‘VHisu'wry"

Member () Display Name ~ f&:‘;er v :z%‘l)e
| super Admin
‘v ifraikarf;dirmn Vl
i Traka Admin 2
‘ Traka User 1
i Trak;UseirZ
| Traka User 3
!. Traka User 4

Page1of1(7items) B 1 O

¥ Create Filter

14. Right click within the grid and select Add Selected Users to Item Access Group.

Mobile

Page size:

Select All on Page
Deselect All On Page
Deselect Al

Add All Filtered Users to Item Access Group

Remove All Fitered Users from Item Access Group

Add Selected Users to Item Access Group I

Remove Selected Users from Item Access Group

After confirmation, you will now see a green tick against the selected users indicating that they have now been added

to the group.

( Details | Systems | | Ttem Access |  History

Sync Membe

Display Name

| v

i Traka User 2

Super Admin
Traka Admin 1
Traka Admin 2
Traka User 1

Traka User 3

Traka User 4

v
v
7
v
v
v
(< X<

Page 1 of 1 (7 items)

¥ Create Fifter

15. Once completed, click on the Save and Return button.
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Should you wish to make any changes to the Common Item Access Group, you may return to the Item Access

Groups page and select the group you wish to edit and then click on the edit button. You will then be taken back
though steps as shown above.

NOTE: If you have more items to which you wish to allow access to across multiple systems, they must
each be assigned to a different Common Item Access Group as items can only be a member of a single

group.
w Item Access Groups

FH[x]]n =
Edit

‘m‘i | x 1
T T

@ AAS Group 1

@(All Regions)

o AAS Group 2
<

Page 1 of 1 (2 items) 1

¥ Create Filter

6.19.3 USING ALLOWANCE ACROSS SYSTEMS - (ADVANCED FIFO)

The following section describes the process of using Allowance Across Systems. In this example, 2 systems have been
configured to utilise the feature. 2 Common Item Access groups have been created with 4 items in each and divided
across both systems. To demonstrate the functionality, users have been granted an allowance of 2 items from each
group.

A User is able to take up to the allowance for a group from just one of the systems or across both systems. For example,
if group A consists of 2 items on System 1 and 2 items on System 2 then a user with access to the group could take one
item from both systems or both items from just one of the systems. Once the allowance of 2 for that group has been
met, they cannot remove any more items that belong to that group from either system.

|6.19.4 TAKING & RETURNING ITEMS - NON-ADMIN USER - (ADVANCED FIFO)

1. Log into system 1 using either keypad, card reader or fingerprint.

B L
ASSAABLOY |

To access the system, swipe your ID card. D
45 6

a) (1) -4 SE

S+ » 7
i Touch the screen to start
0 4
Help New PIN Enrol
System #1 System #2
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Once logged in, a list of groups that the user has been allocated access to will be displayed.

traka
e
ASSA ABLOY

Please select the group(s) of items you wish to be allocated:

Items Available Sel

Select All | Deselect Al Cancel

System #1

Touch the screen to start

System #2

You will have the option to select individual groups or select all the available groups by pressing the Select All button.
This may be cancelled by selecting Deselect All. The Items Available column will display your item allowance for the
groups that you have been granted access to.

2.

Select the required groups and then click on Continue.

traka

ASSA ABLOY
Please select the group(s) of items you wish to be allocated:

Items Available Sel

Select All | Deselect All Cancel

The door will open, and the first available item will be accessible.

System #1

traka
—_—

Please remove item from position 1.

V10.9 29/11/22

System #1

traka |

-

Touch the screen to start

System #2

O)

Touch the screen to start

uD0018

System #2
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After the Item has been taken, close the door. A message will appear asking if you would like to take another item.

traka
—
ASSA ABLOY

Would you like to take another item?

Touch the screen to start

System #1 System #2

Selecting Yes will take you through the process of removing the next available item.

Once your allowance for that item type has been reached, the option to remove any more items from that group will
appear greyed out on the screen as shown below.

S traka
—_———
ASSA ABLOY

Please select the group(s) of items you wish to be allocated:

Items Available Sel

Touch the screen to start

Select All | Deselect All Cancel

System #1 System #2

NOTE: You will still have the option to select items from other available groups that you have been
granted access to.

As the item allowance is applicable across systems, you may log into another system which will grant you with the

same permissions.

ASSAABLOY
Please select the group(s) of items you wish to be allocated:

[ q traka

———————
ASSA ABLOY ©

Items Available Sel

-

Touch the screen to start

Select All | Deselect All Cancel

System #1 System #2
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Providing there are still available items, if another user logs into the system, they will be able to take items that they

have been granted access to.

traka
e
ASSA ABLOY

Please select the group(s) of items you wish to be allocated:

Touch the screen to start

-

Items Available Sel

(< | >

Select All | Deselect All

System #1

System #2

NOTE: A non-admin user cannot log into more than 1 system at a time when Allowance Across Systems
has been activated on that system. This does not apply to an admin user.

To access the system, enter your ID.

You are already logged into another system. Please log
out of any other systems and try again

1
kkkk 4 1
7

Help New PIN Enrol

2|3
5 6
TRE 8 9

If you already have items in your possession, you may still return to a system to take more items that you have
access to. In this instance, when you login, the system will give you the option to either take an item or return an item

that you already hold.

V10.9 29/11/22

Please choose from the following options:

Take Items Return Items

Exit

uD0018
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3. Once you have taken or returned an item, close the door and you will see the following message:
traka
T e}
ASSA ABLOY

Would you like to take or return another item?

Selecting Yes will open the door and allow you to take an available item. Selecting No will automatically log you out of
the system.

Once you have reached your item allowance limit, when you next log into the system, you will only have the option to

return items.
3 traka
! S
ASSA ABLOY

Please select item(s) to return:
Pos Item Sel
1
2
3 A
4

v )

Select All | Deselect All Cancel

Once all available items from all assigned groups have been taken, you will be presented with the following message
informing you that there are no more available items to take.

R traka
—_
ASSA ABLOY

Sorry, there are currently no items
available for you to take
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6.19.5 TAKING & RETURNING ITEMS - ADMIN USER - (ADVANCED FIFO)

As an admin user, the same Allowance Across Systems rules will apply as a non-admin user. An admin user will
however be able to perform admin activities in Traka Touch.

1. After logging into the system as an admin user, select the Advanced First In First Out button as shown here.

< traka
—
ASSA ABLOY

Welcome Traka Admin 2, please select an option below:

(]}
Advanced First In First
Out

Reports Admin ezt

You will then immediately be shown a list of the groups that are available to you.

Please select the group(s) of items you wish to be allocated:

Items Available Sel

Select All | Deselect All Cancel

You will now be able to perform the same Allowance Across Systems activities as outlined in the previous section.

6.19.6 OVERRIDE OPTIONS - (ADVANCED FIFO)
The Allowance Across Systems Override option will allow a user with the permission granted to remove all authorised
items from all groups across all systems, overriding the allowance limit. The option to enable the permission is

performed in TrakaWEB.

There are 3 separate override options available for Allowance Across Systems in TrakaWEB which can be set
individually.

Allowance Across Systems Override:

This option will override the other options and will allow access to all items in their groups on any of the relevant
systems.

1. From the Users Page, select a User to whom you wish to grant the override permission and then navigate to

the Edit User page.
2. Place a tick in the check box for Allowance Across Systems Override.
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Details Rtem Access Gr... Item Access | Region Access | Web Access | History

System Access

Card ID: Active:
Keypad ID: 111 Start Date: 13/10/2021 14:37:11 §d
Enrolment ID: Expiry Date: [13/10/2071 14:37:11 [
PIN: Permit Expiry Date: 14/10/2051 [~]
PIN Expiry Date: [12111/2021 -] SRR NaRdy i -
PIN Force Change: o l Allowance Across Systems Override: (9

Fingers Enrolled:
0

" = = __ CAG |
No.of  Super ) ) e N FIFO ) Ao I
) ™) ( wance (v Alowance
Items  Admin Override Override
12 2 O m} Unimited -]
7] 7] O O [systempefaut
< >
Page 1 of 1 (2 tems) (R 710 S Page size: 20 &
¥ Create Fiter

With the override permission enabled. The user will then be able to remove all the available items from across all
systems.

FIFO Override:

This will give a user with one or more CIAG's assigned, access to those groups via I Know What I Want or I Need
To Search as well as the Advanced FIFO button up to the limit of the Common Item Access Group.

CIAG Allowance Override:

This option removes the allowance limit for non-AAS Common Item Access Groups, so the user can now remove all
items from their assigned groups.

From the System Access Grid, you can additionally choose to allocate a user with the FIFO Override and/or CIAG
Allowance Override. With these enabled the user can choose from either the First In First Out option or I Know
What I Want.

Details Ttem Access Gr.. ltem Access || Region Access | | Web Access | History

System Access

Card ID: Active:

Keypad ID: 1111 Start Date: ,W
Enrolment ID: Expiry Date: [13/10/2071 14:37:11 [
PIN: Permit Expiry Date: 14/10/2051

PIN Expiry Date: 2 Authoriser Group: e H
PIN Force Change: (m] Allowance Across Systems Override:

Fingers Enrolled:
0

e
Alowance (v Alowance

Override
( System Defaut &4 C
( System Defaut |4 C!
< >

Page size: 20 n

Page 1 of 1 (2 tems)

¥ Create Fiter

3. With all override options assigned, log into an AAS enabled system.
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You may now choose from either the I know What I Want option or Advanced First In First Out when

logging in.

3 traka
ASSA ABLOY

Welcome Traka Admin 1, please select an option below:

O
I Know What I Want Advanced First In First
Out
Reports Admin R
4. Select the I Know What I Want button.
traka
ey
ASSA ABLOY
Q. Traka Admin 1
e Held:

OISO TOT

Help

Lookup

The Common Item Access Groups will no longer appear on the screen. You will now be able to remove any items assigned
to you from any AAS enabled system, regardless of the Common Item Access Group they belong to.

Selecting the Advanced First In First Out button will still permit you to remove all items from all groups across all
systems as described at the start of this section.
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6.19.7 SETTING UP ALLOWANCE ACROSS SYSTEMS - (FIXED RETURN)

A Common Item Access Group will need to be created to enable the functionality of AAS which will enable items of
the same type to be grouped together in a single group.

1. Select the Item Access Groups icon from the Navigation Toolbar.

2. At the Item Access Groups page, select the Ly Create button.
3. Next, enter a name for the group and then place a tick in the Common Group check box.

Details
Name: AAS Group 1|
Everyone Group: 1)
Common Group: @ @ A Common Item Access Group allows similar tems to be grouped together with a
common access right. Items can only be a member of a single Common Item Access
Group.
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Selecting this check box will enable you to access the AAS functionality as shown below.

Name: AAS FR Group 1

Everyone Group: O

Common Group: @ A Common Item Access Group allows similar ftems to be grouped together with a
common access right. Items can only be a member of a single Common Item Access
Group.

Allowance Across Systems: [}

Common Group Type: ‘ ed Ret \ (@ Wamning: Group Type cannot be changed once assigned.

Region: Default [~]

System: [New System [~]

Allowance: o} @ 0 = Unimited

4. Place a tick in the check box for Allowance Across Systems.

Name: AAS FR Group 1

Everyone Group: O

Common Group: @ A Common Item Access Group allows similar items to be grouped together with a
common access right. Items can only be a member of 2 single Common Item Access
Group.

Allowance Across Systems:

Common Group Type: Fixed Ret | (@ Warning: Group Type cannot be changed once assigned.

Region: lDeﬁuk n‘

Allowance: 0 @ 0 = Unlimited
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You will notice that the System dropdown menu is no longer visible. This is due to the option only being applicable to
one system and by definition, Allowance Across Systems is applicable across multiple systems.

NOTE: If all the systems are set as Fixed Return, the dropdown menu for Common Group Type will be
unavailable.

5. Select a specific region from the Region dropdown menu that you wish to assign the group to.

6. Assign an allowance value in the Allowance box. The default value is set to 0. This value will allow the user
to take as many items from the group as they would like. In this example, the item allowance has been set to
2.

7. Once complete, click on Save.
NOTE: Once saved, you will only be able to edit the Name, Everyone Group and Allowance options.
You will notice that after saving, four new tabs will be made available.

Systems Item Access Users History

Name: jaas FR Group 1

Everyone Group: 0
Common Group: (D A Common Item Access Group allows similar tems to be grouped together with a

common access right. Items can only be a member of a single Common Item Access

Group.
Allowance Across Systems:
Common Group Type: ; | (@ Warning: Group Type cannot be changed once assigned.
Region:
Allowance: 2 @ o = Unimited

8. Click on the Systems tab.

The Systems tab will list of all the available systems configured for both Fixed Return and Allowance Across Systems
within the selected region.

9. Select the systems that you wish to add to the group. You can choose to select and deselect them individually
or use the Grant All and Revoke All buttons.

Details Ttem Access Users History

Access @ Sync  System & @
@ | New System
) New System 2
—
Page 1 of 1 (2 items) & 1 Page sze: (20 B
¥ Create Fitter

10. Next, select the Item Access tab.
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The Item Access tab will list all the items from the previously selected systems which are not already part of an Item
Access Group. You may choose to select items individually or by using the Multi-Select/Multi-Edit function, you can

select all the items at once. In this example, 2 items from each system have been selected.

11. Next, right click within the grid and choose the Add Selected Item(s) to Group.

Detalls = Systems

Access (v,

<

Ttem Access JVEEE Histary

System = (V) Pos. = Detall (v) Detai2 (v) Detiz (v

P
New System 3

Select All on Page

Deselect All On Page

Deselect Al

Add Selected Item(s) to group
Remove Selected Item(s) from group
Grant All

Revoke Al

KB 0 000000n

m]
O

(m]

Page 1 of 1 (15 items) €50

@ Create Filter

New System 3
2

New System
2

ew System

Nz

A
v}

A

@

>

)
C\j

Detail 4

Page size:

Select All on Page
Deselect Al On Page
Deselect Al

I Add Selected Item(s) to group I
Remove Selected Item(s) from group
Grant All
Revoke All

(v

Office Key
Office Key

Office Key

Office Key

20 K

After confirmation, you will now see a green tick against the selected items indicating that they have now been added

to the group.

V10.9 29/11/22

Details | [ Systems

Access (V) System ~ :/ Pos. ~ Detai1 Detail 2 (V) Detai3
O V4 New System 1 Car Key
O v New System 2 Car Key
O New System 3 Office Key
O New System 4 Office Key
O New System 5
O New System 6
(] New System 7 |
O New System 8 |
O New System 9
|m} New System 10
m} ¥ [ Rewsorten 1 Car Key
O v r;ew Spsten 2 Car Key
O ;Iew System 3 Office Key
O gew System 4 Office Key
New System
Page 1 of 1 (151tems) R Q1 © Page sze: 20 M

¥ Create Fitter
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12. Now select the Users tab.
The Users tab will display a list of all the available users who have been granted access to the selected systems.
13. Select which users you wish to assign to the group.
(Details | (‘Systems | [ Ttem Access | ({ESER) [ Fistory

Member (v) Display Name

<

‘ Super Admin
‘ Traka Admin 1
" Traka Admin 2 ‘

‘ Traka User 1

(R}

‘ Traka User 2
‘ Traka User 3
‘ Traka User 4
Page1of1(7items) BB 1 Page sze:
© Create Filter

14. Right click within the grid and select Add Selected Users to Item Access Group.

Select All on Page

Deselect All On Page

Deselect All

Add Al Filtered Users to Item Access Group
Remove All Fiitered Users from Item Access Group
Add Selected Users to Item Access Group I
Remove Selected Users from Item Access Group

After confirmation, you will now see a green tick against the selected users indicating that they have now been added
to the group.

(Details | | Systems | tem Access | (EESER}  History |

(o) Stff ) Job

Sync Member ‘Y Display Name &) | mrh (@ Mobile
O @ | v \ Super Admin 1 ‘ \ \
O @ | ¢ | TeaAdmni ? } i i
O @ | | Teeadmn2 i l l |
O ; 9 ' v | Traka User 1 } \ ‘ \ \
7[]7 707 o v Traka User 2 \ ‘ \ ‘ ‘
7[]7 - Qi [ f | Traka User 3 ‘. \ [ i Nﬁ
O @ s Traka User 4 \ \ ‘: ‘ ]
< >
Page1of1 (7items) D @ 1 & & Page size:

¥ Create Fiter

15. Once completed, click on the Save and Return button.
Should you wish to make any changes to the Common Item Access Group, you may return to the Item Access

Groups page and select the group you wish to edit and then click on the edit button. You will then be taken back
through steps as shown above.
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NOTE: If you have more items to which you wish to allow access to across multiple systems, they must
each be assigned to a different Common Item Access Group as items can only be a member of a single

group.
H Item Access Groups

Ry

|12 8] o0 % B ]| =23 | Ocrtmsens
Custonjise Export
Sync Name
AAS FR Group 1
AAS FR Group 2
<
Page1of1 (2items) &9 €9 1
@ Create Filter

6.19.8 USING ALLOWANCE ACROSS SYSTEMS - (FIXED RETURN)

The following section describes the process of using Allowance Across Systems for Fixed Return systems. In this example,
2 systems have been configured to utilise the feature. 2 Common Item Access groups have been created with 4 items

in each and divided across both systems. To demonstrate the functionality, the allowance on both groups has been set
to 2.

A User is able to take up to the allowance for a group from just one of the systems or across both systems. For example,
if group A consists of 2 items on System 1 and 2 items on System 2 then a user with access to the group could take one
item from both systems or both items from just one of the systems. Once the allowance of 2 for that group has been
met, they cannot remove any more items that belong to that group from either system.

|6.19.9 TAKING & RETURNING ITEMS - NON-ADMIN USER - (FIXED RETURN)

1. Log into system 1 using either keypad, card reader or fingerprint.

' . e RS
ASSA ABLOY | ASSA ABLOY

To access the system, enter your ID D
or press Search to find an item O
4 5 6
‘ ‘ 3 ’ "’1} Touch the screen to start
}£’ @ 0]
Search Help New PIN Enrol
System #1 System #2

The door will now open, and the user will be able to remove available items according to their allowance. In the
example below, 4 items are available based on the 2 Common Item Access Groups that the user has been assigned to.
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g traka

ASSA ABLOY
Q. Traka User 1
Ay Held:

)

OOTSTITIOTOTOUT

Help Touch the screen to start

Lookup

System #1 System #2

Based on this example, if the user had only been granted access to 1 Common Item Access Group, then only 2 items
from both systems would be available as shown below.

-
ASSAABLOY ASSAABLOY |
Traka User 1

e Held:

Help Touch the screen to start

Lookup

System #1 System #2
NOTE: Once an item has been taken and the user closes the door, they will automatically be logged out.

Providing the user does not remove all their allocated items from System #1, they may log out and then log into System

#2 and take items up to the group’s allowance.

Once the user’s item allowance for the Common Item Access Group on System #1 has been reached, the option to
remove any more items from that group will not be available on either system. However, items from other Common

Item Access Groups could still be available.
ASSA ABLOY

G Traka User 1
(g Held:

@ oV

Touch the screen to start Help
Lookup
System #1 System #2
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If a user removes all the available items from both Common Item Access Groups from System #1, there will be no more
available items for other users to take from that system and the removed items will appear greyed out. However, they

will still be able to take items from System #2 as required, until all available items from both groups in both systems
have been taken.

ASSA ABLOY ASSA ABLOY |

-

Traka User 2

&3 Held:

¢Cee00TToToToT

Help Touch the screen to start
Lookup

System #1 System #2

NOTE: A non-admin user cannot log into more than 1 system at a time when Allowance Across Systems
has been activated on that system. This does not apply to an admin user.

To access the system, enter your ID.

You are already logged into another system. Please log
out of any other systems and try again

kkkk

N D=

)
o (o|ul|N
t O oW

6.19.10 TAKING & RETURNING ITEMS - ADMIN USER (FIXED RETURN)

As an admin user, the same Allowance Across Systems rules will apply as a non-admin user. An admin user will
however be able to perform admin activities in Traka Touch.

NOTE: The combinations for I Know What I Want or I Need To Search modes may be set in General
Options on each system to determine the default Item release screens. The following examples are based
around the I Know What I Want option.

1. Login to the system as an Admin User and select the required option for accessing items.

traka
ASSA ABLOY
I Need To Search I Know What I Want
Reports Admin Logout
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Once the door has opened, you will now be able to perform the same Allowance Across Systems activities as outlined

N

ASSA ABLOY
Traka Admin 1
A Held:

in the previous section.

POOTTTIOTOOUT

Menu
Help

Lookup
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6.19.11 OVERRIDE OPTIONS - (FIXED RETURN)

There are 2 separate override options available for Allowance Across Systems for Fixed Return in TrakaWEB which can

be set individually.

The override option granted to a user will give them permission to remove all items from the relevant Common Item
Access Groups. A Common Item Access Group created with Allowance Across Systems selected is subject to the
Allowance Across Systems Override. Any other Common Item Access Group or Item Access Group on the same system
will be unaffected by selecting this option. The option to enable the permission is performed in TrakaWEB.

Allowance Across Systems Override:

This option will allow access to all items in Allowance Across Systems Common Item Access groups on any of the
relevant systems. It will not override the allowance limits on any other groups on those systems.

1. From the Users Page, select a User to whom you wish to grant the override permission and then navigate to

the Edit User page.

2. Place a tick in the check box for Allowance Across Systems Override.

Detalls  ESECUWNCCS  Ttem Access Gr... | [tem Access

System Access

Card ID:

Keypad ID: 1111

Enrolment ID;

PIN:

PIN Expiry Date: [12/11/2021 [~
PIN Force Change: ()

Fingers Enrolled:
0

. /Oy No.of Super System /_,, User
Active () froms Adrin & Adma’ . Admin

Web Access  History

Active:

Start Date: |13/10/2021 14:37:11 [

Expiry Date:

Permit Expiry Date:

Authoriser Group: [None nJ
l Allowance Across Systems Override: i

CIAG
Items )y System /O @
Al oM I eports (@) Alowance (v Alowance

(V) Authoriser (3
Override

2 2 2

Page 1 of 1 (2 items)

@ Create Filter

] ] O |system Defautt [ O

Page size: [%CL [~ ]|

With the override permission enabled. The user will then be able to remove all the available items from across all

systems.
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CIAG Allowance Override:

This option removes the allowance limit for non-AAS Common Item Access Groups, so the user can now remove all
items from their assigned groups.

From the System Access Grid, you can additionally choose to allocate a user with the CIAG Allowance Override. This
will be applicable to non-AAS Common Item Access Groups on a specific system.
SMEALIEIRY

Detalls Ttem Access Gr... Ttem Access  Region Access =~ Web Access | History

—_—

Too

Is

System Access

Card ID: Active:
Keypad ID: 1111 Start Date: [13/10/2021 14:37:11 [
Enrolment ID: Expiry Date:
PIN: Permit Expiry Date: I@]
PIN Expiry Date: Authoriser Group:
PIN Force Change: O Allowance Across Systems Override:

Fingers Enrolled:
0

Region ) Active ) No. of Super @) System‘\',‘ v Items (y System /[ ahe

Items Admn Y Admin Y admn 0 Reports ¥ Alowance  Alowance
Defaut o
? | Default 0 System Default n
< >
Page1of1 (2items) B 1 O S Page size: 20 B

¥ Create Fiter
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6.20 T

RAKAWEB 16BIT SUPPORT

6.20.1

INTRODUCTION

For customers that already have a number of 8/16bit systems and want to purchase some additional Traka Touch
systems, Traka is proposing to continue its development of TrakaWEB support for Traka Touch as well as support for
16bit systems.

6.20.2 FEATURES
26.20.2.1 CORE FEATURE SUPPORT
e  TrakaWEB core functionality
e  Support for 16bit Key Cabinets & Lockers (both non-RFID and RFID)
e Automatic event download (~30 seconds)
e Keypad ID, Card Reader support
e Access Levels as used on Traka32 will be converted to the equivalent Item Access in TrakaWEB
e Regions support
e Notifications (although notification rules will not automatically be imported)
e Integration via IEv2 only (LTTPS & RTUS not supported)
e Key Cabinet & Locker Fixed Return only initially
e Locking, non-locking, LED support Key Cabinet Receptor Strips
e No door, Single door, and Multi-door Key Cabinets supported
e  FIFO on Lockers
e Item allowance (although Item allowance per access level not supported)
e Item & User Curfews. Relative curfews are limited to 24 hours on 16bit
6.20.2.2 NEW 16BIT FEATURES
e Sagem Biometrics enrolment at 16bit Systems will be implemented at the system using the Enrolment PIN
method through TrakaWEB as available on Traka Touch
e iFob Setup for FR & RRSS will be implemented on 16bit via an Admin menu
6.20.2.3 UNSUPPORTED FEATURES

The following Communications features will not be supported:

8bit systems

Serial and RS485 communications/protocol
TCP/IP IPv6

TCP/IP AES256 Encryption

TACLS
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6.20.3

PREREQUISITES

The following requirements must be met to allow 16bit support for TrakaWEB:

The latest version of Traka32
Requires 16bit systems with firmware version 4.00.12 or above for compatibility with TrakaWEB

If a system is operating on an earlier software or firmware version, it will need to be upgraded to the versions
above before migrating to TrakaWEB

8bit systems will need to be upgraded to 16bit first

TCP/IP only will be supported. Systems using RS232 or RS485 will have to be upgraded with a Lantronix Xport
or UDS2100

The latest version of TrakaWEB

6.20.4

LIMITATIONS FOR 16BIT SYSTEMS

16bit Systems have a 70-character limit for descriptions
Display names are limited to 17 characters

Pin numbers have a 6-digit limit

Simultaneous Keypad ID and Card ID is not supported

Secondary PIN Support will remain limited on 16bit compared to Touch. E.g., multiple length PIN, PIN expiry,
force PIN change on next login will not be supported on 16bit but only on Touch

Authorisers are supported to a limited extent. To read more on that, refer to the Enable the use of X-System &
X-iFob Authorisation on 16bit Systems section in this document

New features available on Touch will not be supported on 16bit
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V10.9 29/11/22

6.20.5 16BIT FIRMWARE UPGRADE USING THE ADMIN APP

The process of upgrading the Firmware on a 16bit system using the Admin App is almost identical to the Traka Touch
Application upgrade.

1. Within the Admin App, select the system you wish to upgrade the firmware to and then click on the Software
Update tab.
2. Click on the button to the right of the grid as shown below. If the firmware version you require appears in the
list, skip ahead to step 5.
| System Configuration | System Design | Feature Options | Scftware Update
This page alows you to update the application software on your Traka Touch. Either upload 2 new software update file. or
select an existing one to update to.
Upload
Sdedar\ewsgﬁmwdaeﬁetoupload.kbbadedﬂesmh‘gﬁdbdow.
Upoad
3. Navigate to the Firmware file to be uploaded and click on Open. The selected file will appear in the grid. Click
on Upload.
Traka Web Admin - Administering localhost = F R
e v

| System Configuration | System Design | Feature Options | Software Update R
This page allows you to update the application software on your Traka Touch. Either upload a new software update file, or
select an existing one to update to.

nent Upload

%5 - Offine Select a new software update file to upload. Uploaded files appear in the "Update’ grid below.

T 2 - Offine [

Fest - Offine

S e | Upoad |

Update
nent

gine on UKOLND-A11438 - Online - UKOLND-A11438 (10.|  Choose afile from the list below to be used to update the software on the Traka Touch

nline - TRAKA128 (10.239.229.122) [ File Name Comments File Size Upload Date Upload User Expiration

@ ~ 1 | « Releases » v3.135x » v3.13.00(30-Mar-2016)_Build_0001 v ¢ Search v3.13.00(30-Mar-2016)... 0
Organize v New folder =y [ @f
& OneDrive A Name ’ Date modified Type
A Davis, Tim - -
e | TKCbv3.13.00(30-Mar-2016)_Build_0001.mot 30/03/2016 11:17 MOT File
M This PC
Ju Desktop
| Documents
& Downloads Ml (&
File name: | TKCbv3.13.00(30-Mar-2016)_Build_0001.mot v|_IMOT Files (TKC*.mot) vl
[ Open | | Cancel ‘

Clicking on upload will initiate the sending of the file to the database via the business engine.

4.

Once the file has been uploaded, it will appear in the list.
5.

Click on the row and then click on Update System.

Are you sure you want to update 'T2' to application version
v04.00.0000.00007
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TrakaWEB will decide whether the new firmware requires a Full Upload after the upgrade process has completed. If
you wish to force a Full Upload after the upgrade, see section 5.7 or 5.8.

6. Click the OK button to continue.

Information

o Application update request sent

When the process begins, it can be viewed in the Admin App.
NOTE: The system will be unavailable during the upgrade process. The System View will show that the

System is ‘Busy’.

New System 1
Statw:;:O 14/04/2016 09:33:30

Busy [maintenance)

The Command List Report will also show progress of the upgrade.

1. Open the Command List Report in the Diagnostics report section. Each command can be expanded by clicking
on the + sign to show the detailed Command Progress events that occurred during the Command processing
at the system.

E_% Command List Report m
ASSA ABLOY
“;|§\?|j|i‘7 ‘F|? i © 0510472016 10:50 ‘@ 12/04/2016 10:50 ‘
| Customise - E‘pF Refresh Start Date End Date

"‘.-,‘:’,-.:' Region l\:/\ Commands l{ﬂ Status Requested Date ~ Completed Date

12/04/2016 09:50:49 12/04/2016 09:51:49
+01:00 +01:00

I S S W — 12/04/2016 09:44:50 12/04/2016 09:45:50

New System 1 Default Application Upgrade | Requested

NOTE: The actual firmware upgrade process is the same as used by Traka32.
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6.20.6 ITEM ACCESS

Before any items can be removed from the system, their access must be assigned to a user.
1. In TrakaWEB, select the User icon from the Navigation Toolbar.

2. At the Users’ page, select the user you wish to edit or alternatively, double click on the username.

3. At the Edit User page, click on the Item Access tab.

4. The Item Access page will show all the items that can be allocated to that user. In the access column, select to
assign individual items to the user or click on Grant All to assign all the items.

Detalls System Accass Region Access Webs Arcase History

Item Access Groups

Access (v)  Name ~ Everyone Group (v
No data to display

No data ta paginate Page size 10 n‘

¥ Create Flter

Item Access

Grant All Revoke All

Access  System - (V) Pos. ~ Detall (V) Detalz (v) Detal3 (V) Detsl4 (V) Detals (V) Type ™)

New System |

]l

New System

New System

z |
e
3

New System 4 Key
New Systern S
6

Kl

New System

Page 1 of 1 (6 items) i Page size IEH - |

7 Create Filter

5. When the selection of items has been completed, click on Save to continue.

The user will now be able to remove items from the system using their Keypad ID, Swipe Card or Fingerprint.

V10.9 29/11/22 uD0018 Page 403 of 452

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



6.20.7 PERFORMING A FULL UPLOAD FROM THE WEB CLIENT
NOTE: Only a user with appropriate permissions will be able to perform this task.

1. From The Navigation Toolbar, select Software Permissions Groups.

H

2. From the chosen Permissions list, click the check box next to Full Upload.

Permissions
= |H All Permissions

= [ Web

= | Features
v| Full Upload
«| Read Last ID

# w| Remote Relezse
| Remote User Login
=+ || Transfer iFob Ownership
W To Any User
| To Authorised Users
- || Options
= [H Pages
| Alarms

NOTE: For more information on using and assigning Permissions, refer to section 3.6.5 - Software
Permissions Groups.
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3. To perform a Full Upload on a 16bit system from TrakaWEB Client, select the system in the grid and click the
Full Upload button.

1050 %[

Page10fi(iitems) €3G 1O
@ Create Filter

NOTE: This function will only be effective on a 16bit system.

pication Version

4. At the next confirmation window, click on Full Upload to continue.

Full Upload

Are you sure you want to perform a Full Upload to New System?

»

page size: |20 ﬂ‘

5. The command progress window will be displayed once the Full Upload is complete, click on Close to continue.

Full Upload

09:27:4%
09:27:49
09:27:49
09:27:49
09:27:49
09:27:50
09:27:50
09:28:05
09:28:06
09:28:06
09:28:06
09:28:06
09:28:06

Command Progress

Full Upload Requested

Full Upload Command Initiated
Read System Status

Set System Offine

Read System Status
Download Events Intated
System Reset Requested
System Reset Completed
Read System Status

Read Firmware Yersion

Read CPSN

Read Serial Number

Rezd System Firmware Configuration

W Quetam Mata and Tima

Pasition
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6.20.8 PERFORMING A FULL UPLOAD FROM THE ADMINISTRATION APPLICATION

1. From within the Admin App, right click on the 16bit system and select the Full Upload option.

File View Tools Help

{2 Service setup System Configuration | §

4y Detabase setup —
. Defaul seftings

£ Users setup

-4 Region B
Cabinet B - Online
[ New System 1-Offine
=& Engine management

£1-</jj Business Engine on UKOLND-A11433 - Online - UKOLND-AT1438 (10.
- B, Comms Engine on UKOLND-A11438 - Oniine - UKDLND-A11438 ("

=4 Region B
Delete System System Detals
~f&d New § System
< Tm's BE-Online - Update Software
(L Tim's CE - Gl fion.. Product Family
Full Upload Product Generation
Serial Number
IP Address
WAC Address

Time Zane

Comms Enaine

2. At the next window, click Yes to confirm the Full Upload.

Perform a Full Upload to system: ‘Mew System 1' 7

This will:
. Connect to the systemn

Wake the system

Read Firmware version, CPSN, Config et

Set date/time

Check system status (wait for last user to log out)
Prevent any users from logging in

Read cutstanding event data

Reset system (clear the system memory)

Set date/time

Write all iFob records

Create and write iFob store record for each iFob
Write all system user records

(Sync fingerprint templates)

NOTE: If the system is in use at the time the Full Upload command is given, the system will wait for the
user to logout before beginning the process.

NOTE: If the system is performing AutoComms when the Full Upload command is given, it will be cancelled
at the earliest point that is safe to do so.

NOTE: Once the Full Upload process starts, the system will prevent any users from logging in.
A Command Progress window will now appear. The upload process can take several minutes to complete.

3. Once the Full Upload has completed, click on the Close button.

Command Progress

126/04/2016 09:50:18 Remote Release Requested
126/04/2016 09:50:22 Door Opened

26/04/2016 09:50:37 Remote Release of Postion
126/04,2016 09:50:40 ftem Removed

126/04/2016 09:50:46 Door Closed

126/04/2016 09:50:49 User Logged Out
126/04/2016 09:50:49 Remote Release Completed

Close
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6.20.9 ENROL A BIOMETRIC TEMPLATE ON A 16BIT SYSTEM
Users with User Edit Permissions can allocate an enrolment ID to other users. The Enrolment ID is a 6-digit number,
which can be created manually or randomly. A user can then access the system with their enrolment ID to enrol their

fingerprint.

1. Select the user you wish to grant an enrolment ID to and select the System Access tab within the Edit User

page.
1 DI, St © Wm0 1 mm s E = |
B[P |1 a0 [ [ | Y[
Edit Tools Customise Export

Details System Access Item Access Region Access Web Access History
System Access
Card ID; Active: v
Keypad ID: Peee! Start Date: 02/03/2017 i
Enrolment ID: Expiry Date: 02/03/2047 iz
PIN: Authoriser: J
PIN Expiry Date: 02/03/2047 FeimN Equy Dates 02/03/2047 2

PIN Force Change:
Fingers Enrolled: 0

- (V) Region (v) Acive ) Admin (v) Allowance

v New System Default 22 System Default |l 5 | None v
‘ »
Pagelofl(litems) €30 1 © € Page size: 20 B
¥ Create Filter

2. The Enrolment ID can be entered either manually into the blank field or by clicking on the Random Enrolment
ID button. Once completed, click on the Save button to continue.

EEE; B ARTIERIE Vel
Edit | Customise Export
Details Item Access Region Access Web Access History
System Access
Card ID: Active: v
Keypad ID: Start Date: 02/03/2017 =
Enrolment ID: hww Date: 02/03/2047 iz
PIN: iser: ]
PIN Expiry Date: 02/03/2047 Permit Expiry Date; 02/03/2047 e}

PIN Force Change:
Fingers Enrolled: 0

Allowance

9 “ New System Default System Default [l None v

Page 1 of 1 (1 items)

=

Page size: 20 ﬂl
W Create Filter

3. At the 16bit System, press the 0 button on the keypad. The screen will display the following message:
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4. Enter the 6-digit Enrolment ID followed by the # key.

Enter Enrolment ID:

koo

If the 6-digit enrolment number is valid, the following screen will be displayed:

Dave Jones
*:Abandon #:Confirm

5. Press the # key on the keypad and then follow the on-screen instructions for enrolling a fingerprint using the
biometric reader.

Once completed, the following screen will be displayed:

NOTE: To access the system, the user first presses the # key and then places their finger on the reader.
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6.20.10 SYNCHRONISING AND DOWNLOADING EVENTS WITH THE 16BIT SYSTEM

The Comms Engine will ensure that the 16bit system is kept updated by performing the following processes every 30
seconds:

e Making sure that the system is online and ready

e Making sure that the Firmware Version number is compatible
e Making sure that the Date & Time is set correctly

e Making sure that the CPSN has not changed

e Reading new events from the System

e Sending the changed User records to the system

e Sending the changed iFob records to the system

e Sending the changed User Biometric templates to the System

There will be certain constraints placed upon some of the data sent to the 16bit systems compared with Traka Touch.
These include:

e iFobs and Items allocated to a 16bit System will have their descriptions limited to a maximum of 70 characters
when edited in TrakaWEB. If an iFob/Item is moved from a Traka Touch system to a 16bit System, the
description will be truncated if it exceeds 70 characters.

e If you have one or more 16bit Systems in your database, the maximum allowable length of the User Display
Name field is 17 characters. If the Display Name Override tick box is not ticked and the automatically generated
name is longer than 17 characters, it will be recalculated before being sent.

e  Pin numbers will be limited to 6 digits.

e Due to the fact that 16bit systems store a unique key that will remain identical across all 16bit systems, there
can be no more than 65,535 users active across all 16bit systems at any one time. TrakaWEB will allocate a
unique key that will remain identical across all 16bit systems. Traka Touch is not affected by this limitation.
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6.20.11 USING A TRAKAWEB KEYPAD ID/CARD ID WITH OPTIONAL PIN ON 16BIT SYSTEMS

16-bit Cabinets support identifying users with either a card reader or the numeric keypad. This is determined by the
Reader configuration supplied by the Traka Technical Support Department.

Similarly, TrakaWEB supports a Card ID and a Keypad ID, which can be entered in the user System Access tab on the
Edit User page. The main difference is that TrakaWEB will support having users with both simultaneously and can be
configured for both systems with readers and systems without readers.

The following rules will apply.

16bit Firmware with Card Reader Enabled without ‘Card and/or PIN’ Option

Fields in TrakaWEB
e Keypad ID is not used
e If the 16bit System has a Card Reader configured, TrakaWEB maps the Card ID field to the Primary ID Field

e TrakaWEB maps the PIN field to the Secondary ID Field. (The system will only prompt for the Secondary PIN
if it is supplied)

Behaviour at Cabinet

e Card ID only: System will accept Card without a Keypad ID
e Card ID & PIN: System will accept Card and prompt for PIN

16bit Firmware with Keypad Only Configuration

NOTE: The ‘Card and/or PIN’ option is not designed to be used with keypad only systems.
Fields in TrakaWEB

e The Keypad ID is the Primary PIN

e The Card ID field is not used

e The PIN field is used for Secondary PIN (This is optional — The system will only prompt for Secondary PIN if
supplied)

Behaviour at Cabinet

¢ Keypad ID only: System will accept Keypad ID
¢ Keypad ID and PIN: System will accept Keypad ID and prompt for PIN

16bit Firmware with Card Reader & ‘Card and/or PIN’ options

WARNING: If switching the ‘Card and/or PIN’ option on or off on an existing system, a full sync must be
carried out to ensure that the correct data is synchronised with the system.

NOTE: There is no option available on 16bit to enforce both Card and PIN if the keypad ID is not supplied.
Fields in TrakaWEB

e Keypad ID is optionally used for Primary PIN
e Card ID Field is used for Cards
e PIN Field is optionally used for Secondary PIN

Behaviour at Cabinet

e Card ID Only: System will accept Card without a Keypad ID
e Keypad ID Only: System will accept Card without a Keypad ID
e PIN Only: Not Supported
e Card ID and Keypad ID supplied
o  System will accept Card and Keypad ID or
o  System will just accept Keypad ID only
e Card ID and PIN supplied
o System will accept Card and PIN

NOTE: The user will not be able to access the system with just their PIN.
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NOTE: This underlying “User requires Card and PIN to access Cabinet” flag would be set in this case.
e Card ID and Keypad ID and PIN supplied

NOTE: This is not a valid combination for 16bit and so would behave just like a Card ID and Keypad ID being
supplied. I.e., The PIN will be ignored.
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6.20.12 16-BIT SYSTEM SUPPORT FOR ALL CARD READERS AND INTERFACES UNDER
TRAKA32

As all of the Card-Reader configuration and data is handled solely within the 16-bit firmware, TrakaWEB will support all
of the current and foreseeable Card-Reader and hardware interfaces.

Card-reader configuration settings which are contained within the 16bit configuration file are always sent unchanged to
the 16bit system.

6.20.13 10-WAY RECEPTOR STRIPS SUPPORTED BY THE CURRENT 16BIT FIRMWARE
The available options are as follows:

e 10-way only

e Locking

e Non-Locking

e Mixed Locking and Non-Locking

NOTE: The 16bit firmware will only support a single consecutive group of Non-Locking strips anywhere in
the cabinet.

6.20.14 16BIT ABSOLUTE OR RELATIVE ITEM AND USER CURFEW FEATURE

This section explains the functionality of Absolute and Relative Curfews on a 16bit System. It also explains the differences
between Curfews on 16bit and Traka Touch systems.

This feature will use the existing 16bit firmware iFob and User Curfew feature.

NOTE: For a complete guide to Traka Touch Curfews, refer to Section 3.11

16.20.14.1 IFOB CURFEW

When editing an iFob from a 16bit system, the settings will only allow up to 24 hours for a Relative Curfew and 23 hours
and 45 minutes for an Absolute Curfew, both in 15-minute increments.

Hirio| s Lfi.]

Edit Taols

Curfew Type: Relative ¥ Hours: 23 g Minutes: 45 B
‘i H P&
Eﬂi(
Detsils Itams Fob Access Histary
Curfew
urfew Type Absolute ¥ Hour: 23 g Minute: 45 a

When editing an iFob from a Traka Touch system, the settings will allow up to 365 days, 23 hours and 59 minutes for a
Relative Curfew and up to 23 hours and 59 minutes for an Absolute Curfew.
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6.20.14.2 USER CURFEW

Like iFob Curfews, User Curfews are set on a ‘per-system’ basis and so for 16bit systems, the Absolute Curfew is limited
to 23 hours and 45 minutes and a Relative Curfew is limited to 24 hours in 15-minute increments as shown below.

Fault

@ Lnggng@ Allowance @ No. of ltems  Item Handover @ Curfew
Admin
System Default Relative ¥ Hours: g Minutes: 15
imted A None v
Unlimited [~] Absolute ¥ Hour: 10 Minute: 45
Unlimited ﬂ None v

4 3

Page 1 of 1 (4 items) il Page size: 20 n

For a Traka Touch system, like iFob Curfews, User Curfews are set on a ‘per-system’ basis. A Relative curfew can be set
for 365 days, 23 hours and 59 minutes and up to 23 hours and 59 minutes for an Absolute Curfew.

NOTE: Traka Touch Curfews are not limited to 15-minute increments. If, for example an iFob with a
Curfew is set for 05:20 on a Traka Touch system and is returned to a 16bit system, the time will be
rounded down to 05:15.

NOTE: Relative Curfews on Traka Touch can be set for up to 356 days, 23 hours and 59 minutes. Relative
Curfews on a 16-bit system have 23 hours and 45 minutes. Any days will be set to zero at a 16-bit system
if a curfew was set on a Traka Touch system for over a day.

6.20.15 REMOTE RELEASE AN ITEM TO AN AUTHORISED OR ANONYMOUS USER

This will use the existing Remote Release Toolbar function on the TrakaWEB System Viewer. For more information, refer
to section 3.2.3.1

6.20.16 USE ‘REMOTE USER LOGIN’ TO LOGIN A USER TO A 16BIT SYSTEM

This will use the existing Remote User Login toolbar function on the TrakaWEB System Viewer. For more information,
refer to section 3.2.3.2

6.20.17 READ THE LAST CARD ID PRESENTED TO A 16BIT SYSTEM WITHIN A USER RECORD

This will use the existing Read Last ID Toolbar function on the Edit User page. For more information, refer to section
3.3.2

6.20.18 TRANSFER THE OWNERSHIP OF AN ITEM FROM ONE USER TO ANOTHER

This will use the existing Transfer Ownership Toolbar function from the TrakaWEB System Viewer. Refer to Section
3.2.3.3

6.20.19 USE 16BIT FIRMWARE ONLY FEATURES
These Firmware only features will affect cabinet operation but have no operational effect within TrakaWEB.
The Firmware Only Features are as follows:

Fixed Return to a Single System (FRSS)

Key Cabinet with Single Door

Key Cabinet with Multiple Doors (Extension Cabinets)
Key Cabinet Open all Doors on Login

Key Cabinet without a Door

Receptor Tri-Colour LEDs

Receptor Button Release

16bit Keypad Release
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16bit Description Release

16bit Key Cabinet Auto Release Multiple Items
Anti Passback

CAN Gateway

Non-RFID Rotation Auto Allocation

6.20.20 ENABLE THE USE OF X-SYSTEM & X-IFOB AUTHORISATION ON 16BIT SYSTEMS

NOTE: This must first be enabled within the configuration setup before it can be used. A config can be
created for either X-iFob or X-System Authorisers, or both.

NOTE: Traka Touch will only support iFob Authorisation and not System/User Authorisation.

NOTE: iFobs on 16bit systems will only be able to have the ‘Authorisers’ set to a maximum of 2, whereas
Traka Touch will allow up to 3.

The Item Authoriser enables a user to become an Authoriser to other users and allows the user to override the Item
Authorisation feature. This will allow them to take items without requiring authorisation.

1. Select the user that will be set up as an Authoriser.
2. At the System Access page check the box in the Authoriser column for the 16bit system in your network and
then click the Save button.

Details Ttem Access Gr... Ttem Access Region Access  Web Access Histary

System Access

Card ID: Active:
Keypad ID: 1234 SR
Enrolment ID: Expiry Date:

iIIII
=
3=}
Kl Kl Kl K1

PIN: Permit Expiry Date: 23/05/2052
PIM Expiry Date: 22/06/2022 n Authoriser Group:
PIN Force Change: O

Fingers Enrolled:
0

. MNo. of Super System User Ttems System . Auth. No. of
) Acwve ) Rt Admin ) Admin Admin Admin Reports® Authorsser () guctge () ihorisers ©

Page size: 20 ﬂ

Page 1 of 1 (2 items)

=

% Create Filter

NOTE: Authorisers can be nominated on 16bit systems and they will be able to authorise non-authorisers.
However, when an Authoriser user logs in, the system will allow them to authorise themselves (the function
of "Denying Single Access Authoriser Access” from Traka32 is not supported on 16bit systems connected to
TrakaWEB). As a result, the functionality works as follows:

o If the system or iFob authorisation is set to 1, the system will release the iFob automatically
o If the system or iFob authorisation is set to 2, the system will require only one more Authoriser to
confirm the iFob removal.

6.20.21 SYSTEM AUTHORISATION
1. In TrakaWEB, select the user that will be required to have authorisation to access the 16bit system.

2. At the System Access page, select the number of Authorisers that will be required from the drop-down menu
and then click the save button.
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Details Ttem Access Gr..

System Access
Card ID:

Keypad ID:
Enrolment ID:
PIN:

PIN Expiry Date:
PIN Force Change:

Fingers Enrolled:

No. of

Page 1 of 1 (2 items)

% Create Fitter

=

Item Access

1234

22/06/2022 [~ ]

System ¢~ User

Admin

Region Access

Admin

Web Access

Active:

Start Date:

Expiry Date:
Permit Expiry Date:

Authoriser Group:

Items

Systermn
Admin ="

Reports )

History

&

23/05/2022 10:02:32 [id
23/05/2072 10:02:32 [id

23/05/2052

None

Authoriser

Page size:

No. of

Auth. o
. Authorisers —

Override “—

|V|

When the user attempts to access the 16bit System using keypad, swipe card or fingerprint, an authorised user will be
prompted to identify themselves first, before the system can be accessed.

6.20.21.1 IFOB AUTHORISATION

1. Select the iFobs icon from the Navigation Toolbar.

2. Double click on the iFob that will require the Authorisation permission to be added to it.

Edit

LI%|@]<)

Customise

Systern = |

Export

Pos. = [ Description

@@‘ @ (Al Regions)

Region

Status

‘ & (all systems)

(V)

System

When

Ooooooooooooono
L0 0 A REST RN AE 20 B0 R A A

V10.9 29/11/22

16-bit System
16-bit System
16-bit System
16-bit System
16-bit System
16-bit System
16-bit System
16-bit System
16-bit System
16-bit System
16-bit System
16-bit System
16-bit System
16-bit System

LT = < = L, B U TS B o B

= e e e
N =1

In System
In System
In System
In System
In System
In System
In System
In System
In System
In System
In System
In System
In System
In System

uD0018

Traka User 01

Traka Admin

Traka User 01

Traka User 01

25/05/2022 16:24:08
25/05/2022 16:24:08
26/05/2022 09:37:25
25/05/2022 16:24:08
26/05/2022 09:37:46
25/05/2022 16:24:09
25/05/2022 16:24:09
26/05/2022 09:34:52
25/05/2022 16:24:09
26/05/2022 09:37:17
25/05/2022 16:24:09
25/05/2022 16:24:09
25/05/2022 16:24:09
25/05/2022 16:24:09
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3. At the Edit iFob page, navigate to the Features tab and expand the Item Authorisation option.

e Edit iFob

‘ Edit ‘
Details Ttems iFob Access  History

Itern Authorisation

Authorisation required upon removal: | yone

» Location Logging

» Curfew

4.  Select the number of Authorisers from the drop-down menu, then click the Save button.

Details Ttems iFob Access  History

Item Authorisation

Authorisation required upon removal; M
None

» Location Logging Qo

» Curfew 2 Authorisers

When a user who requires iFob Authorisation attempts to remove the iFob from the system using keypad, swipe card
or fingerprint, an Authoriser will be prompted to identify themselves at the system first, before the iFob can be
removed.
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6.20.22LOCATION LOGGING (BAY LOGGING)

NOTE: This section covers Location Logging using TrakaWEB with a 16bit System. For information regarding
its functionality with Traka Touch, refer to section 4.7 - Fuel, Distance & Location Logging.

Location Logging or Bay Logging as it is also referred to, will allow users to record the current location of an asset.

Every time a user returns an iFob they will be prompted to enter a location. The user can use the keypad like a mobile
phone keypad to enter letters and numbers to make up a location description.

NOTE: The location description is limited to 5 characters.

The location can be looked up at any time using the Lookup Facility. For more information on this facility, refer to the
Traka32 User Guide. Event reports will also be generated and can be accessed through the Reports page in TrakaWEB.

Location Logging will only be available if the firmware of the selected system has the 'Bay Logging'
configuration option enabled. If the Bay Logging option is enabled in the firmware, it is possible to
enable/disable the option on any iFob in TrakaWEB and change the default option value for all iFobs in the
TrakaWEB Admin Application.

56.20.22.1 ENABLING THE OPTION

1. The Admin Application is used to set the default option to on or off for all items in that system. An
administrator who has the appropriate access to the Admin Application will need to select the desired system
and navigate to the Feature Options tab. Once selection has been completed, Click Save.

System Corfiguration | System Design | Feature Options | Software Update

Location Logging

System Defat  [OF v
— [
S3On Retum

NOTE: Enabling the feature in TrakaWEB Admin will set all items in the system to have the feature active.

Alternatively, the feature can be activated within TrakaWEB through the Features tab.
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2. From the System Viewer, select Edit Item.

u—‘ & . H e U2zl =] - s o | - = =
(08 HA S S OEIEIEIEYEE
Edit Customise Export

3. At the next window, select the Features tab.

S8t Item - AL Main Car Park

[ g1 ‘l S “\j R oGl
}IH;H’,\@" 14|49
Edit Tools
System
Region: Default B
System: Reception lE]
Free iFobs Only: &
Position: 0001 (Silver Ford Focus) E]

Within the Features tab, you will see a list of all the Feature Options that are available.

]H Bald 1aG

£dit Tools

’ Location Logging

’ Curfew

NOTE: If you choose to enable the feature through TrakaWEB, it will only be available on the current
selected item. Depending on how many items you wish to have the feature enabled upon, it may be more
time efficient to enable it in TrakaWEB Admin and then disable it on any items you don’t want it enabled
upon in TrakaWEB. If however, you have many items and only wish the feature to be enabled on a few, it
will be more time efficient to enable it on those items in TrakaWEB.

With the feature enabled, TrakaWEB will display the Current Location if one has previously been entered at the system.

Mode:! System Default (On for Return) v
Current Location o002
]
» Curfew
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56.20.22.2 REMOVING AN ITEM

When a User removes an item from the 16bit system, the screen will display the last location of the vehicle for that
particular slot.

———

Ushicle Location

For Slot 1 & RABCEZ

56.20.22.3 RETURNING AN ITEM
When a User returns an item to the 16bit system, they will be required to enter details of the vehicles current location

followed by pressing the # key.

—-— — —

Enter Ushicle Location

For Slot 1 & ABCE4

As well as using the Lookup facility through the 16bit system, the location information can be viewed through
TrakaWEB in a number of ways.

e The System Viewer
e  The Current Location on the Features page
e Viewing the Current Location Report

NOTE: An Exception report will be generated if a user does not enter a location. This will also be reflected
in the Item Activity tab on the System Viewer page.

NOTE: For more information on Location Reports, refer to Section 4.7.1.6 - Reports, within the Fuel,
Distance & Location section of this document.
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6.20.23 NON-RFID AUTO ALLOCATION SUPPORT

16Bit systems include a feature for lockers which will auto-allocate locker compartments. This feature is now
supported by TrakaWEB. This is similar to a Personnel Locker whereby a non-RFID equipped locker system can be

used to store a users’ items over a period of time as required.

When a user accesses the system, a vacant compartment is made available to the user. Should they choose to, they

can select another vacant compartment.

Two different statuses are created for each position in the locker depending on whether that particular compartment is

occupied or unoccupied.

For an allocated compartment, the icon within TrakaWEB will be displayed by a grey . icon.

For a deallocated compartment, the icon within TrakaWEB will be displayed by a blue .icon.

A typical example of the TrakaWEB System Viewer with allocated and deallocated locker compartments is shown

below.

@ System Viewer

) Default

Locker Dealocated

(©) 168t Locker 17|ow| =

16Bit Locker

28/03/2019 1.

® Locw Dastocated Status: © 29/03/2019 16:31:22
[} 2 Locker Dealocated v
| sl tedeoskot LRI e O
[] 4 Locker Alocated 3
@ 5 Locker Dealocated
[} 6 Locker Dealocated
7 Locker Dealocated
: Status: ©
s Locker Dealocated
Previous user: Joe Bloggs
[ ] 9 Locker Dealocated
[ ] 0 Locker Dealocated
[ Fob Acovey I s System Actyty
Locker Dealocated 3 29/03/20191
Locker Allocated 3 29/03/20191
Locker Dealocated 3 29/03/20191
Locker Alocated 3 29/03/20191
Locker Dealocated 3 29/03/20191.
Locker Allocated 3 29/03/2019 1.
Locker Dealocated 3 29/03/20191.
Locker Alocated 3 29/03/2019 1.
Locker Dealocated 3 29/03/20190
Locker Alocated 3 29/03/20190
Locker Dealocated 3 28/03/2019 1.
Locker Alocated 3 28/03/20191
Locker Alocated 3 28/03/2019 1
Locker Dealocated 3 28/03/2019 1.
Locker Alocated 3 28/03/20191
Locker Dealocated 3 28/03/20191
Locker Alocated 3 28/03/20191
® Create Fker Locker Alocated 3 28/03/20191
3
3

Locker Alocated

28/03/2019 1.

Two new events are generated in the event of an allocation/deallocation:

Locker Allocated Event

Joe Bloggs
Joe Bloggs
Joe Bloggs
Joe Bloggs

The Locker compartment now contains a users’ items. This event is generated by receiving a ‘Locker Occupied’ event

from the 16Bit system.

Locker Deallocated Event

The Locker compartment is now vacant and once again available. This event is generated by receiving a ‘Locker

Unoccupied’ event from the 16Bit system.
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6.20.2416 BIT FIRST IN/FIRST OUT (FIFO) ON TRAKAWEB - OVERVIEW

Although Traka 16bit systems were designed to run using Traka32 software, TrakaWEB does offer limited support for
them. On a 16bit locker, the asset manager works like a combination of FIFO & AFIFO. It will allow a user to hold multiple
items at once, however they will only be able to take or return the items one at a time. The CIAG allowance feature is
not supported by TrakaWEB when using a 16bit system. 16bit systems will need to have a firmware version of 4.0.12
or above for compatibility.

For more in-depth information on 16bit FIFO on TrakaWEB, please refer to UD0232 - TrakaWEB FIFO and Advanced
FIFO User Guide.
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7. TRAKAWEB ADMIN JOB SCHEDULER

NOTE: As of TrakaWEB version 3.3.0, the TrakaWEB Admin Job Scheduler replaces the requirement for the

TrakaWEB Database Purge Batch File - TD0103. Users of previous versions of TrakaWEB should still refer
to this.

Within the TrakaWEB Admin App, it is possible to configure a Job Scheduler. This will make it possible to clear data from
the system at specific times, which can be enabled by the System Administrator.

The tab for the job scheduler is located by selecting the Business Engine. By default each job schedule will be disabled.

1. Select the Business Engine followed by the Job Scheduler tab.

Eile View Tools Help = o v
4 Database setup Detais | Emai Corfiguration | 1 PIN Notfication | (] Ervolment ID Notfication | kem gons | Job Scheduer |
o, | 4o Defauk setings e Optons
%‘ -8 Users setup
Eglunmmwum Job Name Tt T
@ Defaut T
oK 29/03/201808:33
&[] Engne managemert o |

)44 Business Engine on UKOLND-A11562 - Online - UKOLND-A11562 (1

—

2. Clicking on the Edit button will allow you to change the parameters for the selected Jobs. Placing a tick in the
Enabled checkbox will enable the jobs in the list.

Fle View Tools Help Englsh (UK) v
: Detais | Emai Configuration | L] PIN Notfication | | Enrolmert ID Notfication | kem Booking Options | Job Scheduier
B |3 Jobs

Job Name

=-f&] Engne management
%14 Business Engine on UKOLND-A11562 - Online - UKOLND-AT1562 (1

Settings.
Job Name | Purge Historic Data
Properties
Deleted Users
Number of days worth of logically deleted users to retain (based upon deleted date) 365
Purge logically deleted users and assodated data? False
Events
Number of days worth of events to retain 365
Purge event data? False

Interval

| Hourly | Daily | Weekly | Monthly | vearly

© Evey 2 13 dave)

O Every Week Day
Satat (020018
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3. Within the Properties box, change the setting to True to enable the parameter.

Ele  View Tools Help
" | [~ Database setup

[Engish R |
Dot Detais | Emai Coguraton | 1 | 1 Evolment ID Notfcaton | tem Booking Optons | Job Schedier |
-8 Users setup Jobs

-] System management Job Name
| ©-@ Defaut
=-fi Engine management

Enabled Rest  LastRun
™ |0k |29/03/2018 08:33
G444 Business Engine on UKOLND-A11562 - Online - UKOLND-A11562 (1

Number of logically
and

Events

Number of days worth of events to retain
Purge event data?

Interval

[Pty | o [ sty [ sty [ vy |
©® Evey 2 3] dove)

O Every Week Day
Sartat (020013

4.

Jobs

English (UK) v
| Detats | Emaf Configuration | (1 PIN Notficaion | () Envolment ID Notfication | hem Booking Options | Job Scheduler |

- Business Engine on UKOLND-A11562 - Online - UKOLND-A11562 (1

Settings
Job Name | Purge Hitoric Data
Properties
Deleted Users
Number of days worth of logically

 users and associated d

Events

Number of days worth of events to retain
Purge event data?

f rterval

[ Hourty | Daty | weekty | Monthly | Yearly |

[ Monday [ Friday

[ Tuesday [V Saturday

[¥] Wednesday  [] Sunday
[ Thursday

\,

Satat 023013

5. Once complete, click the Save button.
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8. TWDI - TRAKAWEB DATA IMPORT

The TWDI process describes the procedure for migrating database information such as Items, Item Access Groups and
Users from an existing Traka32 system or a manually created database into TrakaWEB as required.

The database is exported from Traka32 into an Excel Spreadsheet which can then be imported to TrakaWEB via the
Admin App. Unfortunately, it is not possible to migrate all of the database information such as Access Schedules and
RRMS.

It is recommended that the Traka32 database is backed up before proceeding to export the database and the 16-bit
system is only disconnected after the export process is completed.

For more information on TWDI please refer to TDO155 — TrakaWEB Data Import & Traka32 Data Export
Procedure

For your assistance with the Traka32 Data Export/TrakaWEB Data Import procedure, please refer to TV0052 -
Traka32 Data Export_TrakaWEB Data Import Online Help Tool.
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9. DISABLE & CLEAR AUTOFILL INFORMATION

9.1 OVERVIEW

If the autofill options have not been disabled in your web-browser, the Username and Password information will be
displayed when you next access the login screen. This section will show you how to disable the autofill options in some
of the more popular web-browsers to prevent this information from being unintentionally saved or used in your browser.

The web-browsers covered in this section include:

e Google Chrome

e  Firefox
e Internet Explorer
e Safari

9.2 GOOGLE CHROME

When using Google Chrome it is recommended that you disable autofill data and also clear the browsing data.

9.2.1 DISABLING AUTOFILL

5. Click on the Chrome menu icon.

G Google

& > C @ httpsy//www.google.co.uk/webhp

Gmail Images

6. From the menu, select Settings.

New tab Ctrl+T
New window Ctrl+N
New incognito window  Ctrl+Shift+N
History K
Downloads Ctrl+)
Bookmarks >
Zoom - 100% - i
Print... Ctrl+P
Cast...
Find... Ctrl+F
More tools >
Edit Cut Copy Paste
Settings
Help 4
Exit
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7. At the next screen locate the Autofill section and select the Passwords option.

Autofill

O Passwords >

B Payment methods >

Q@  Addresses and more >

8. The next window will allow you to disable the Auto Sign-in option and also enable you to remove any existing

saved passwords.

€ Passwords @  Q Search passwords

Offer 1o save passwords

€ Passwords

Offer to save passwords

Auto Sign-in
Automatically sign in to websites using stored credentials. If disabled, you will be asked for
confirmation every time before signing in to a website.

Auto Sign-in
Automatically sign in to websites using stored credentials. If disabled, you will be asked for
confirmation every time before signing in to a website.

View and manage saved passwords in your Google Account

View and manage saved passwords in your Google Account

Saved Passwords

Website Username Password
@ ocalhost  eeeseeses
@ localhost superadmin  sesseess

Saved Passwords

Saved passwords will appear here

Never Saved

@ localhost

Never Saved

@ localhost

@ Q Search passwords
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9.2.2 CLEARING AUTOFILL DATA

4. Click on the Chrome menu icon.

Gmail Images

5. From the menu select the History option to expand the properties window and then select History from the

list.
* o | 6
New tab Ctrl+T
New window Ctrl+N
New incognito window  Ctrl+Shift+N
l History Ctrl+H l History »
Downloads Ctrl+)
[ Recently closed
. . Bookmarks 4
G robohelp respmadifies css - Google zoeken Ctrl+Shift=T
£ Settings Zoom - 100% <+ 3
£ History )
Print... Ctrl+P
No tabs from other devices Cast...
Find... Ctrl+F
More tools >
Edit Cut Copy Paste
Settings
Help >
Exit

6. At the next window select the Clear Browsing Data option.

History
Chrome history
; Today - Thui
Tabs from other devices
3:53 PM

Clear browsing data 4 O

M 353PMm

V10.9 29/11/22 ub0018 Page 427 of 452

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



7. A new window will now appear. Select the Advanced tab, ensuring that the option for Autofill Form Data

check-box is selected and then click on Clear Data. The browsing data will now be cleared.

Clear browsing data

Basic Advanced

From 5 sites

Cached images and files
Less than 26.5 MB

Passwords and other sign-in data
None

Autofill form data
None

Content settings
1 site

Hosted app data
5 apps (Cloud Print, Gmail, and 3 more)

Media licenses
You may lose access to protected content from some sites.

Alternatively, you can press CTRL+SHIFT+DEL on your keyboard and bypass steps 1-4.

NOTE: Depending on how often your browsing history is cleared, this process may take some time.
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9.3 FIREFOX

When using Firefox, it is recommended that you disable autofill data and clear the browsing data.

9.3.1

DISABLING AUTOFILL DATA

3. Click on the Firefox menu icon.

@ NewTab

« -S> C 0

Q Search with Google or enter address

G Search the Web

2. From the menu, select Options.

& Signinto Sync
© Content Blocking

E3 New Window

©9 New Private Window

Standard

Ctrl+N
Ctrl+Shift+P

a Restore Previous Session

Zoom =
Edit

[T\ Library

» ustomise...

Open File...
Save Page As...

& Print...

Q Find in This Page...

More
Web Developer

®@ Help
O Eit
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3. At the next screen under the General section, select Privacy & Security.

Q Search

l & rrivacy & Security]

c Firefox Account

4. Scroll down to the Logins & Passwords section and uncheck the Ask to save logins and passwords for
web sites check box.

Logins & Passwords

l Ask to save logins and passwords for web sites l

Saved Logins...

Use a master password
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|9.3.2 CLEARING AUTOFILL DATA

1.

« S5 Qo

2.

Click on the Firefox menu icon.

Q Search with Google or enter address

Q search

G Search the Web

From the menu, select Options.

INn @ =

& Signinto Sync
© Content Blocking

B2 New Window
©9 New Private Window

a Restore Previous Session

Zoom = 100%
Edit *
I\ Library

» ustomise...

Open File...
Save Page As...

é Print...

Q Find in This Page...
More

Web Developer
@ Help

O it

V10.9 29/11/22

Standard

Ctrl+N

Ctrl+Shift+P

+ 7
b @

>
Ctrl+Shift+A

Ctrl+O
Ctrl+S

Ctrl+F
>
>
>

Ctrl+Shift+Q
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3. At the next screen under the General section, select Privacy & Security.

':1‘ General

l & Privacy & Security J

c Firefox Account

4. Scroll down to the Logins & Passwords section and click on the Saved Logins button.

Logins & Passwords

Ask to save logins and passwords for web sites

l Saved Logins... '

Use a master password

5. A new window will open displaying all the saved passwords. Click on the Remove All button.

Saved Logins X

Logins for the following sites are stored on your computer
- Last Changed ]

® http//localhost superadmin 05/07/2016

l Remove All ' Import... Show Passwords

Close

6. A message will appear asking you to confirm the removal process. Click on Yes to continue.

Saved Logins x
Logins for the following sites are stored on your computer
Remove all passwords =
® Hhttp://localhost ® Are you sure you wish to remove all passwords? 7/2016
l Yes ' No
Remove All Import... Show Passwords

Close

All passwords will then be removed from your browser and you may then close the window.

V10.9 29/11/22 ubD0018 Page 432 of 452

This Document is uncontrolled when printed unless over stamped "CONTROLLED DOCUMENT"



9.4 INTERNET EXPLORER

When using Internet Explorer, it is recommended that you disable autofill data and clear the browsing data.

9.4.1 DISABLING AUTOFILL DATA

1. In the Internet Explorer browser, click on the Tools menu icon.

G Google

Gmail Images i m

Google

2. From the drop-down menu, select Internet Options.

Print

File

Zoom (100%)
Safety

Add site to Start menu

v v v v

View downloads Ctrl+)
Manage add-ons

F12 Developer Tools

Go to pinned sites

Compatibility View settings

Report website problems
Internet options
About Internet Explorer

3. A new window will now appear, select the Content tab from the top row.

To create home page tabs, type each address on its own line,

http://sso-kp.assaabloy.net/ASSAABLOYUK-Intranet/ ] i

i Use current H Use default H Use new tab I

Startup
() Start with tabs from the last session
@ Start with home page

Tabs

Change how web; are displayed i 3 Tabs

ing history

Delete temporary files, history, cookies, saved passwords, and web
form information.

Delete browsing history on exit

[ peete.. |[ settings |

Al e

[ coors ][ tonguages |[ Fonts | [ Accessbity |

0 Some settings are managed by your system administrator.

[ oK ][ Cancel J[ Apply I
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4. Within the AutoComplete section, click on Settings.

General | Seaurity | Privacy | Content |c

Certificates
“ Use certificates for encrypted connections and identification,

[ cearssistate |[  certificates ][ publishers |

AutoComplete

= AutoComplete stores previous entries Settings
E on webpages and suggests matches
for you.

Feeds and Web Slices

@ Feeds and Web Slices provide updated
) be

content from websites that can
read in Internet Explorer and other
programs.

5. If checked, uncheck the Forms and User names and passwords on forms check boxes and then click on

OK to close the window.

AutoComplete Settings ] R

AutoComplete lists possible matches from entries you've
typed or visited before.
Use AutoComplete for

Address bar

Browsing history

Favorites

Feeds

Use Windows Search for better results

[T1Forms
[Tl user names and passwords on forms

me Dejore saving passworas

| Delete AutoComplete history... |

6. Click on OK to close the Internet Options window.
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9.4.2 CLEARING AUTOFILL DATA

1. In the Internet Explorer browser, click on the Tools menu icon.

Gmail Images i m

Google

2. From the drop-down menu, select Internet Options.

Print

File

Zoom (100%)

Safety

Add site to Start menu

View downloads Ctrl+)

v v v v

Manage add-ons

F12 Developer Tools

Go to pinned sites
Compatibility View settings

Report website problems

Internet options

About Internet Explorer

3. A new window will now appear, select the Content tab from the top row.

V10.9 29/11/22

To create home page tabs, type each address on its own line.
http://sso-kp.assaabloy.net/ASSAABLOYUK-Intranet/ &

‘ Use current H Use default H Use new tab I

Startup
() Start with tabs from the last session
@) Start with home page

Tabs
Change how webpages are displayed in tabs.

ing history
Delete temporary files, history, cookies, saved passwords, and web
form information.
Delete browsing history on exit

[ Delete.. |[ settings |

Coors | [ Languages | [ Fonts | [ Accessbiity |
e Some settings are managed by your system administrator.

Lo J[conel J[ o0
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4. Within the AutoComplete section, click on Settings.

[ General [ Seaurity | Privacy | Content | Connections | Programs [ Advanced
Certificates
8 Use certificates for encrypted connections and identification.

[ cearssistate ][ certficates |[  publshers |

AutoComplete
—s  AutoComplete stores previous entr
g and

= on webpages
for you.

Feeds and Web Slices
7] Feedsand Web Slices provide updated
|7 content from websites that can be
read in Internet Explorer and other
programs.

5. Click on the Delete Auto Complete history... button at the bottom of the window.

AutoComplete Settings LR

AutoComplete lists possible matches from entries you've

Address bar
[¥] Browsing history
Favorites
[CIFeeds
(V] Use Windows Search for better results
[V]suggesting URLs
[T]Forms
[ User names and passwords on forms
Ask me before saving passwords
Delete AutoComplete history...

(o J[ comel ]

6. If checked, uncheck the Form Data and Passwords check boxes and then click the Delete button.

Delete Browsing His

Preserve Favorites website data
Keep cookies and temporary Internet files that enable your favorite
websites to retain preferences and display faster.

Temporary Internet files and website files
Copies of webpages, images, and media that are saved for faster
[] cookies and website data
Files or databases stored on your computer by websites to save
preferences or improve website performance.
[V History
List of websites you have visited.

[ Download History
List of files you have downloaded.

[" Form data
Saved information that you have typed into forms.

[ Passwords
Saved passwords that are automatically filed in when you sign in
to a website you've previously visited.

A list of websites excluded from filtering, data used by Tracking
Protection to detect where sites might automatically be sharing details
about your visit, and exceptions to Do Not Track requests.

st bt [ osee ) e ]

7. Click OK to close the Auto Complete window.
8. Click OK to close the Internet Options window.

NOTE: Depending on how often you clear your browsing history, this process can take some time to
complete.
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9.5 SAFARI

When using Safari, it is recommended that you disable autofill data and clear the browsing data.

9.5.1 DISABLING AUTOFILL DATA

1. With the Safari browser open, select Safari from the top of the screen and select Preferences.

File Edit View History Bo

About Safari
Safari Extensions...

Preferences...
Settings for This Website...

Clear History...

Services

Hide Safari
Hide Others X #H
Show All

Quit Safari ®¥0

2. A new window will open. Select the Autofill tab and if checked, select the Using information from my
contacts and Other Forms check boxes to deselect them.

[ ] AutoFill

t L)Y A= 0@ B O

General Taofl AutoFill llasswords Search Security Privacy Websites Extensions Advanced

AutoFill web form: Using information from my contacts Edit...
T ee names an pacowOroe Edit...

t Credit cards Edit...

3. Once completed, close the window.

9.5.2 CLEARING AUTOFILL DATA

1. With the Safari browser open, select Safari from the top of the screen and then select Preferences.

,Ei,',e Edit 7View History Bo
About Safari
Safari Extensions...

Preferences...
Settings for This Website...

Clear History...

Services

Hide Safari
Hide Others X #H
Show All

Quit Safari ®0

2. A new window will open. Select the Autofill tab and if checked, select the Using information from my
contacts and Other Forms check boxes to deselect them.
[ ] AutoFill

4 LlY A= 0@ B O

General Tal AutoFill Ebsswords Search Security Privacy Websites Extensions Advanced

AutoFill web forms: Using information from my contacts Edit...

User names and passwords -
Credit cards Edit...
| Other forms Edit... 2
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3. Within the Passwords window, select any specific passwords that require clearing and then click on the
Remove button. Once complete, close the window.

[ ] Passwords

Yy A= 00 & O

General Tabs Autofill Passwords Search Security Privacy Websites Extensions Advanced

AutoFill user names and passwords

Website User name Password
superadmin@traka.com password

apple.com
password

% 192.168.0125 superadmin

Add l Remove '7

For more information about managing usernames and passwords with Safari, refer to the Apple website:
https://support.apple.com/guide/safari/use-autofill-ibrw1103/mac
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10. SUPPORT LOG FILES

Should you be required to access or provide your Support Log Files, they are stored as text documents and can be
located here:

Traka Business Engine Support Logs:

C:\Program Files (x86)\Traka Limited\Traka Business Engine Service\Support

Traka Communication Engine Support Logs:

C:\Program Files (x86)\Traka Limited\Traka Comms Engine Service\Support

TrakaWEB Admin Support Logs:

C:\Program Files (x86)\Traka Limited\Traka Web Admin\Support

IIS (Web Front End) Support Logs:

C:\inetpub\wwwroot\TrakaWeb\App_Data\Support\Logs
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11. TECHNICAL SUPPORT

If you need to contact Traka/distributor for technical support:

From the top of TrakaWEB, select the Info icon ﬂ to bring up the information window.

Traka Web traka
Version 3.7.0 (build 7) ASSA ABLOY
© Traka 2020

This program is protected by international co%yright law.
.llJlnaulthonsed reproduction or distribution of this product is
illegal.

Company: Traka

Telephone: 0333 355 3641
Website:  www.traka.com
Email: support@traka.com

Technical Support Information
Telephone: 0333 355 3641
International Telephone: +(0)44 333 355 3641

Email: support@traka.com
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12. END USER LICENCE AGREEMENT - SOFTWARE

The Software supplied under this End User Licence Agreement (EULA) shall be subject to the following terms and
conditions:

1. Definitions

“Applicable Law” means any: (i) law including any statute, statutory instrument, bye-law, order, regulation,
directive, treaty, decree, decision (as referred to in Article 288 of the Treaty on the Functioning of the
European Union) (including any judgment, order or decision of any court, regulator or tribunal); (ii) rule,
policy, guidance or recommendation issued by any governmental, statutory or regulatory body; and/or (iii)
industry code of conduct or guideline in force from time to time which relates to this EULA and/or the
Hardware.

“Commercial Terms” means any legally binding document relating to the sale or supply of the Hardware to
the Customer or dealing with the subject matter of this EULA, including under which payment is made for
the Hardware by the Customer.

"Company" means ASSA ABLOY Global Solutions UK Ltd trading as Traka and shall include the Company's
successors and assigns.

"Customer" means the person, firm or company with whom this EULA is made.

“Data Protection Laws” means all Applicable Laws relating to data protection, the processing of personal
data and privacy, including: (i) the Data Protection Act 1998; (ii) (with effect from 25 May 2018) the
General Data Protection Regulation (EU) 2016/679; and (iii) the Privacy and Electronic Communications (EC
Directive) Regulations 2003 (as may be amended by the proposed Regulation on Privacy and Electronic
Communications); and references to “Data Processor”, “"Data Subjects”, “Personal Data”, “Process”,
“Processed”, “Processing” “Processor” and “Supervisory Authority” have the meanings set out in, and will
be interpreted in accordance with, such Applicable Laws.

“Documentation” means materials such as manuals, user guides or similar materials associated with or
related to the Hardware.

"Embedded Software" means all software including firmware on or embedded in the Hardware at the date of
manufacture together with any updates or newer versions made available by the Company from time to
time.

“Hardware” means the product acquired from the Company or its authorised partner, including all
Embedded Software and Documentation.

“Intellectual Property Rights” means all intellectual and industrial property rights of any kind whatsoever
including, but not limited to, patents, supplementary protection certificates, registered trademarks,
unregistered trademarks, rights in know-how, registered designs, models, unregistered design rights, rights
to prevent passing off or unfair competition and copyright (whether in drawings, plans, specifications,
designs and computer software or otherwise), database rights, topography rights, any rights in any
invention, discovery or process and applications for and rights to apply for any of the foregoing, in each
case in the United Kingdom and all other countries in the world and together with all renewals, extensions,
continuations, divisions reissues, re-examinations and substitutions.

“Supplier” means the entity from which the Hardware was purchased by the Customer being the Company
or one of its authorised partners.

“Warranty Period” means the 12 months following the date of sale by the Company of the Hardware to
which the Embedded Software relates.

2. Licence

2.1 In consideration of the payment of the price for the Hardware to the Company or its authorised partner, the
Company hereby grants a perpetual, non-exclusive, non-transferable licence for the use of the Embedded
Software solely for use with the Hardware.

2.2 By installing and/or operating the Hardware, the Customer agrees to the terms of this EULA.

3. Patents, Designs and Copyright
The Embedded Software is licensed, not sold, to the Customer by the Company for use only under the terms
of this EULA. The Company and its licensors retain all proprietary interests and rights in and over the

Embedded Software and reserve all rights not expressly granted to the Customer under this EULA including
all Intellectual Property Rights which shall remain the exclusive property of the Company or its licensors.
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4.1

4.2

4.3

4.4

4.5

5.1

5.2

5.3

5.4

5.5

5.6

Restrictions

Except as expressly set out in this EULA or as permitted by law, the Customer agrees not to disclose the
contents or code of the Embedded Software to any third party. The Customer may take such copies of the
Embedded Software as is necessary for the purpose of back-up security and agrees that all copies shall be
kept confidential and subject to the terms of this EULA.

Except as expressly set out in this EULA or as permitted by law, the Customer agrees not to lease, rent,
sub-license, loan, sell or otherwise redistribute the whole or any part of the Embedded Software. The
Customer may, however, rent, lease or sell the Hardware, provided that: (a) any rental, leasing or sale
must include the Hardware and all of the Embedded Software, including all its component parts, original
media, printed materials and this EULA; (b) the Customer does not retain any copies of the Embedded
Software, full or partial, including copies stored on a computer or other storage device; and (c) the
party receiving the Hardware reads and agrees to accept the terms and conditions of this EULA.

The Customer agrees not to modify, disassemble, reverse engineer, derive the source code of, decrypt,
create derivative works or decompile the whole or any part of the Embedded Software nor attempt to do so
save to the extent expressly permitted by law.

The Customer will not attempt to ascertain or list the source programs or source code relating to the
Embedded Software.

The Customer will notify the Company as soon as it becomes aware of any unauthorised use of the
Embedded Software by any person.

Warranty

The Company believes that to the best of its knowledge the Embedded Software has been thoroughly tested
for freedom from arithmetic or logical defects in the Embedded Software and that it will function and
perform substantially in accordance with the functions described in the Documentation.

If at any time during the Warranty Period, the Customer becomes aware of a breach of the warranty at
Clause 5.1, the Customer will:

5.2.1 promptly notify the Supplier of any defect which it believes to exist, such notice to be given
prior to the expiry of the Warranty Period, with all details and information which may assist in
diagnosing and correcting the defect; and

5.2.2 provide any facilities, information and assistance which the Supplier may reasonably request to
aid the diagnosis of the alleged defect and co-operate with the Supplier in these activities.

If the Supplier is unable to ascertain or correct the defect with the Embedded Software as notified by the
Customer in accordance with Clause 5.2, the Supplier (if not the Company) shall notify the Company.

The Company reserves the right to charge the Customer at its prevailing rates for any effort expended in
tracing apparent defects which prove not to be defects covered under this Clause 5.

In the event of a proven breach of the warranty in Clause 5.1 during the Warranty Period, the Supplier (or
Company (as the case may be)) will either:

5.5.1 repair, or at its option replace, the Embedded Software (or the relevant part of it); or

5.5.2 correct the Documentation to reflect the proper performance of the Software where it is
determined by the Company (acting reasonably) that the Software is functioning correctly but is
not properly described in the Documentation.

The repair or replacement of the Embedded Software under Clause 5.5 will not be available to the Customer
if:

5.6.1 the defect in the Embedded Software is attributable to failure or breakdown or interference of
any third party, or software or hardware not supplied subject to this EULA;
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5.6.2 the Customer is in breach of this EULA;

5.6.3 the Customer fails to operate the Hardware properly or fails to follow the instructions or
recommendations of the Company as set out in the Documentation with respect to the
Embedded Software;

5.6.4 the Customer interferes with, modifies, or fails to secure the Embedded Software otherwise
than in accordance with the terms of this EULA;

6. Training
Other than the supply of the Documentation included with the Embedded Software, no training is provided
by the Company unless otherwise agreed by the Customer and the Company.

7. Limit of Liability

7.1 Subject to Clause 7.2 and 7.3, the Company’s maximum aggregate liability in connection with this EULA or
the use of the Embedded Software will be limited to the lower of:
7.1.1 any applicable limitation of liability set out in the Commercial Terms; or
7.1.2 £100,000 or 100% of the price paid for the Hardware, whichever is lower.

7.2 Subject to Clause 7.3, the Company accepts no liability for any:
7.2.1 loss of business, loss of revenue, loss of profits, loss of goodwill, loss of use, loss of data or loss

of any economic liability; or
7.2.2 indirect or consequential losses, however caused, arising in connection with this EULA or the
use of the Embedded Software.

7.3 The Company makes no attempt to exclude liability relating to or arising from death or personal injury
caused by the Company’s negligence or the negligence of any employee, agent or contractor of the
Company or liability for fraud or fraudulent misrepresentation, or for any other liability for which it would be
unlawful to exclude or limit liability.

8. Disposal
The Customer undertakes that, upon the cessation of the use of the Hardware for whatever cause, or upon
termination of this EULA, it will promptly destroy all known copies of the Embedded Software on any media
other than the copy embedded in the Hardware and, if required by the Company, certify that this has been
done.

9. Force Majeure
Neither party shall be liable for failure to perform its obligations under this EULA if such failure results from
circumstance beyond the party’s control.

10. Termination
Either party shall have the right to terminate this EULA if the other party is in material or persistent breach
of this EULA and fails to rectify such breach within 30 days of receipt of notification thereof in writing, from
the injured party, or if a right to terminate the relevant Commercial Terms has arisen. Termination shall not
affect any other rights of the injured party.

11. Consequences of Termination
Upon termination of this EULA all rights and licences granted to the Customer under this EULA will cease
immediately.

12. Communications and Notices

12.1 All communications or notices that the Customer is required to provide to the Company under this EULA
shall be sent to the following address:
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Traka - ASSA ABLOY
30 Stilebrook Road, Olney,
Milton Keynes, MK46 5EA, United Kingdom

or such other address of which the Company makes the Customer aware from time to time.

12.2 Any notice given in accordance with Clause 12.1 will be deemed to have been served:

12.2.1 if delivered to or left at the Company’s address, at the time the notice is delivered to or left; or

12.2.2 if delivered by pre-paid first class post or mail delivery service providing proof of delivery, at
9:00am on the second Business Day after the date of posting.

13. Assignment
Except as expressly set out in this EULA or as permitted by law, the Customer will not be permitted to
assign, transfer, charge, hold on trust for any person or deal in any other manner with any of its rights
under this EULA without the prior written consent of the Company.

14. Waiver
A delay in exercising or failure to exercise a right or remedy under or in connection with this EULA will not
constitute a waiver of, or prevent or restrict future exercise of, that or any other right or remedy, nor will
the single or partial exercise of a right or remedy prevent or restrict the further exercise of that or any other
right or remedy.

15. Severance
If any term of this EULA is found by any court or body or authority of competent jurisdiction to be illegal,
unlawful, void or unenforceable, such term will be deemed to be severed from this EULA and this will not
affect the remainder of this EULA which will continue in full force and effect.

16. Rights of Third Parties
The parties do not intend that any term of this EULA will be enforceable under the Contracts (Rights of Third
Parties) Act 1999 by any person.

17. Law

17.1 This EULA (and any non-contractual obligations arising out of or in connection with it) is governed by the
laws of England and Wales and the parties submit to the jurisdiction of the Courts of England and Wales.
Data Protection Laws

17.2 The Customer acknowledges that for the purposes of the Data Protection Laws, to the extent any Personal
Data is involved in its use of the Hardware and Embedded Software, the Customer will be the Data
Controller in respect of such Personal Data.

17.3 In limited circumstances, the Company may have access to data stored on the Hardware which may include
user names or other Personal Data relating to the Customer’s employees or authorized users (“*Agreement
Personal Data”) where such access is required in order to provide support under the Warranty or any
hardware maintenance agreement entered into by the Customer and the Company. The Customer
authorises the Company to Process Agreement Personal Data during the term of this EULA as a Data
Processor for the purposes of performing its obligations under this EULA only.

17.4 The Customer authorises the Company to appoint sub-processors of Agreement Personal Data and agrees to
the use of the Company’s existing sub-processors of Agreement Personal Data (each an “Authorised Sub-
Processor”).

17.5 The Customer shall:

17.5.1 comply with the Data Protection Laws;

17.5.2 ensure that only the Personal Data that the Company requires in order to perform its
obligations under this EULA will be disclosed to, shared with and/or accessible by the Company;
and
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17.5.3

obtain all necessary consents and/or provide all fair processing notices required under the Data
Protection Laws to enable the Company to lawfully receive, store, disclose and/or use all
Agreement Personal Data (whether by itself or Authorised Sub-Processors) for the purpose of
performing its obligations and exercising its rights under this EULA and as otherwise agreed by
the parties from time to time.

17.6 The Company:

17.6.1

17.6.2

may appoint Authorised Sub-Processors in connection with the performance of its obligation
under this EULA; and

shall provide notification of changes to Authorised Sub-Processors of Agreement Personal Data
to the Customer at least 14 calendar days in advance to provide the Customer with the
opportunity to object to the change. The Customer shall be deemed to accept the change if an
objection is not received within 10 calendar days of notification. If an objection is received then
the parties will work together in good faith to achieve an agreed outcome and any Authorised
Sub-Processors appointed shall be appointed on terms the same as this EULA and the Company
shall remain liable for the acts and omissions of such Authorised Sub-Processors.

17.7 The Company warrants that, if acting as a Data Processor, it shall:

17.7.1

17.7.2

Process the Agreement Personal Data only for the purpose of performing its obligations under
this EULA and on such documented instructions received from the Customer from time to time
as are reasonable, necessary and relevant to enable each party to perform its obligations under
this EULA, save where required by Applicable Law and in such case the Company shall notify the
Customer of the nature and extent of the Applicable Laws preventing such Processing (unless to
do so would itself be a contravention of any Applicable Law); and

put in place appropriate technical and organisational security measures to the standard required
under the Data Protection Law (“Security Measures”) and shall provide reasonable assistance
with any privacy impact assessment(s) that may be required of the Company under the Data
Protection Laws which relate to the Processing of Agreement Personal Data under this
Agreement.

17.8 From the 25 May 2018, the Company warrants that, if acting as a Data Processor, it shall:

17.8.1

17.8.2

17.8.3

17.8.4

17.8.5

17.8.6

V10.9 29/11/22

notify the Customer without undue delay after becoming aware of the accidental or unlawful
destruction, loss, alteration, unauthorised disclosure of, or access to, Agreement Personal Data
transmitted, stored or otherwise Processed (“Data Security Breach”). Where, and in so far as, it
is not possible to provide all the relevant information at the same time, the information may be
provided in phases without undue further delay;

except to Authorised Sub-Processors, not disclose the Agreement Personal Data to a third party
save as required for the performance of its obligations under this EULA, as otherwise provided
under this EULA, or as required by Applicable Law;

notify the Customer without undue delay of any notice or communication from the Supervisory
Authority which relates directly to the Processing of Agreement Personal Data;

ensure that any individual authorised to Process Agreement Personal Data on behalf of the
Customer is subject to appropriate statutory or contractual obligation of confidentiality;

will upon reasonable notice, no more than once in any one calendar year, subject to appropriate
confidentiality agreements being entered into, make available to the Customer all reasonable
information relating to the Processing of Agreement Personal Data necessary to demonstrate
compliance with the obligations set out in this EULA to the extent such information is not
already available to the Customer; and allow for and contribute to one audit in any one calendar
year, including inspection, conducted by the Customer or another auditor mandated by the
Customer to that same extent solely to the extent relevant to the Processing of Agreement
Personal Data;

to the extent required by Data Protection Laws, notify and provide reasonable assistance to the
Customer on receiving any:

17.8.6.1 complaint by a Data Subject in respect of their Personal Data contained in the
Agreement Personal Data or any request received from a Data Subject to have
access to his Personal Data (or to exercise any other right(s) afforded to him
under the Data Protection Laws) as contained in the Agreement Personal Data
(including by appropriate technical and organisational measures, insofar as this
is possible);

17.8.6.2 notice or communication from the Supervisory Authority which relates to the
processing of Agreement Personal Data;
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17.8.7 to the extent required by Data Protection Laws, reasonably assist the Customer in:
17.8.7.1 taking measures to address any Data Security Breach; and

17.8.7.2 conducting privacy impact assessments of any Processing operations and
consulting with any applicable Supervisory Authority;

17.8.8 only share Agreement Personal Data with the Authorised Sub-Processors to carry out the
services provided that, to the extent the Authorised Sub-Processor is located outside the UK or
the European Union, the Company will implement measures to ensure an adequate level of
protection for the rights and freedoms of the relevant individuals in relation to the transfer of
any Personal Data, except to the extent that the transfer is (i) to a country that the European
Commission has recognised as providing adequate protection for such transfer from time to
time and/or (ii) otherwise expressly permitted by Data Protection Laws.

17.9 At the option of the Customer, the Company shall securely delete or return to the Customer all Agreement
Personal Data promptly following termination of this EULA and shall securely delete any remaining copies.

18. Entire Agreement

18.1 Subject to Clause 18.2, the parties agree that these terms and conditions (together with any Commercial
Terms) represent the entire agreement between the parties relating to the licence of the Embedded
Software, and that no statements or representations made by either party have been relied on by the other
in agreeing to enter into the EULA and the parties shall have no remedy in respect of any such statement or
representation which is not set out in this EULA.

18.2 Unless otherwise specified in the Commercial Terms, if the Customer also enters into a hardware
maintenance agreement with the Company then the Customer’s rights and obligations under Clause 5.5 and

Clauses 17.2-17.9 (inclusive) will apply for the duration of the relevant hardware maintenance agreement
by changing only those things which require to be changed in order to retain the meaning of those Clauses.

Copyright © 1997 - 2022 ASSA ABLOY Global Solution UK Ltd trading as Traka.
All rights reserved.

All brand or product names are trademarks of their respective holders.

NOTE: v3.1 of this EULA, published on 1/0ct/2022 reflects the new legal entity, ASSA ABLOY Global
Solutions UK Ltd, and contains no other changes from v3 published in 2018.
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13. END USER LICENCE AGREEMENT - EMBEDDED SOFTWARE

The Embedded Software supplied under this End User Licence Agreement (EULA) shall be subject to the following terms
and conditions:

1. Definitions

“Applicable Law” means any: (i) law including any statute, statutory instrument, bye-law, order, regulation,
directive, treaty, decree, decision (as referred to in Article 288 of the Treaty on the Functioning of the
European Union) (including any judgment, order or decision of any court, regulator or tribunal); (ii) rule,
policy, guidance or recommendation issued by any governmental, statutory or regulatory body; and/or (iii)
industry code of conduct or guideline in force from time to time which relates to this EULA and/or the
Hardware.

“Commercial Terms” means any legally binding document relating to the sale or supply of the Hardware to
the Customer or dealing with the subject matter of this EULA, including under which payment is made for
the Hardware by the Customer.

"Company" means ASSA ABLOY Global Solutions UK Ltd trading as Traka and shall include the Company's
successors and assigns.

"Customer" means the person, firm or company with whom this EULA is made.

“Data Protection Laws” means all Applicable Laws relating to data protection, the processing of personal
data and privacy, including: (i) the Data Protection Act 1998; (ii) (with effect from 25 May 2018) the
General Data Protection Regulation (EU) 2016/679; and (iii) the Privacy and Electronic Communications (EC
Directive) Regulations 2003 (as may be amended by the proposed Regulation on Privacy and Electronic
Communications); and references to “Data Processor”, “"Data Subjects”, “Personal Data”, “Process”,
“Processed”, “Processing” “Processor” and “Supervisory Authority” have the meanings set out in, and will
be interpreted in accordance with, such Applicable Laws.

“Documentation” means materials such as manuals, user guides or similar materials associated with or
related to the Hardware.

"Embedded Software" means all software including firmware on or embedded in the Hardware at the date of
manufacture together with any updates or newer versions made available by the Company from time to
time.

“Hardware” means the product acquired from the Company or its authorised partner, including all
Embedded Software and Documentation.

“Intellectual Property Rights” means all intellectual and industrial property rights of any kind whatsoever
including, but not limited to, patents, supplementary protection certificates, registered trademarks,
unregistered trademarks, rights in know-how, registered designs, models, unregistered design rights, rights
to prevent passing off or unfair competition and copyright (whether in drawings, plans, specifications,
designs and computer software or otherwise), database rights, topography rights, any rights in any
invention, discovery or process and applications for and rights to apply for any of the foregoing, in each
case in the United Kingdom and all other countries in the world and together with all renewals, extensions,
continuations, divisions reissues, re-examinations and substitutions.

“Supplier” means the entity from which the Hardware was purchased by the Customer being the Company
or one of its authorised partners.

“Warranty Period” means the 12 months following the date of sale by the Company of the Hardware to
which the Embedded Software relates.

2. Licence

2.1 In consideration of the payment of the price for the Hardware to the Company or its authorised partner, the
Company hereby grants a perpetual, non-exclusive, non-transferable licence for the use of the Embedded
Software solely for use with the Hardware.

2.2 By installing and/or operating the Hardware, the Customer agrees to the terms of this EULA.

3. Patents, Designs and Copyright
The Embedded Software is licensed, not sold, to the Customer by the Company for use only under the terms
of this EULA. The Company and its licensors retain all proprietary interests and rights in and over the

Embedded Software and reserve all rights not expressly granted to the Customer under this EULA including
all Intellectual Property Rights which shall remain the exclusive property of the Company or its licensors.
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4.1

4.2

4.3

4.4

4.5

5.1

5.2

5.3

5.4

5.5

5.6

Restrictions

Except as expressly set out in this EULA or as permitted by law, the Customer agrees not to disclose the
contents or code of the Embedded Software to any third party. The Customer may take such copies of the
Embedded Software as is necessary for the purpose of back-up security and agrees that all copies shall be
kept confidential and subject to the terms of this EULA.

Except as expressly set out in this EULA or as permitted by law, the Customer agrees not to lease, rent,
sub-license, loan, sell or otherwise redistribute the whole or any part of the Embedded Software. The
Customer may, however, rent, lease or sell the Hardware, provided that: (a) any rental, leasing or sale
must include the Hardware and all of the Embedded Software, including all its component parts, original
media, printed materials and this EULA; (b) the Customer does not retain any copies of the Embedded
Software, full or partial, including copies stored on a computer or other storage device; and (c) the
party receiving the Hardware reads and agrees to accept the terms and conditions of this EULA.

The Customer agrees not to modify, disassemble, reverse engineer, derive the source code of, decrypt,
create derivative works or decompile the whole or any part of the Embedded Software nor attempt to do so
save to the extent expressly permitted by law.

The Customer will not attempt to ascertain or list the source programs or source code relating to the
Embedded Software.

The Customer will notify the Company as soon as it becomes aware of any unauthorised use of the
Embedded Software by any person.

Warranty

The Company believes that to the best of its knowledge the Embedded Software has been thoroughly tested
for freedom from arithmetic or logical defects in the Embedded Software and that it will function and
perform substantially in accordance with the functions described in the Documentation.

If at any time during the Warranty Period, the Customer becomes aware of a breach of the warranty at
Clause 5.1, the Customer will:

5.2.1 promptly notify the Supplier of any defect which it believes to exist, such notice to be given
prior to the expiry of the Warranty Period, with all details and information which may assist in
diagnosing and correcting the defect; and

5.2.2 provide any facilities, information and assistance which the Supplier may reasonably request to
aid the diagnosis of the alleged defect and co-operate with the Supplier in these activities.

If the Supplier is unable to ascertain or correct the defect with the Embedded Software as notified by the
Customer in accordance with Clause 5.2, the Supplier (if not the Company) shall notify the Company.

The Company reserves the right to charge the Customer at its prevailing rates for any effort expended in
tracing apparent defects which prove not to be defects covered under this Clause 5.

In the event of a proven breach of the warranty in Clause 5.1 during the Warranty Period, the Supplier (or
Company (as the case may be)) will either:

5.5.1 repair, or at its option replace, the Embedded Software (or the relevant part of it); or

5.5.2 correct the Documentation to reflect the proper performance of the Software where it is
determined by the Company (acting reasonably) that the Software is functioning correctly but is
not properly described in the Documentation.

The repair or replacement of the Embedded Software under Clause 5.5 will not be available to the Customer
if:

5.6.1 the defect in the Embedded Software is attributable to failure or breakdown or interference of
any third party, or software or hardware not supplied subject to this EULA;
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5.6.2 the Customer is in breach of this EULA;

5.6.3 the Customer fails to operate the Hardware properly or fails to follow the instructions or
recommendations of the Company as set out in the Documentation with respect to the
Embedded Software;

5.6.4 the Customer interferes with, modifies, or fails to secure the Embedded Software otherwise
than in accordance with the terms of this EULA;

6. Training
Other than the supply of the Documentation included with the Embedded Software, no training is provided
by the Company unless otherwise agreed by the Customer and the Company.

7. Limit of Liability

7.1 Subject to Clause 7.2 and 7.3, the Company’s maximum aggregate liability in connection with this EULA or
the use of the Embedded Software will be limited to the lower of:
7.1.1 any applicable limitation of liability set out in the Commercial Terms; or
7.1.2 £100,000 or 100% of the price paid for the Hardware, whichever is lower.

7.2 Subject to Clause 7.3, the Company accepts no liability for any:
7.2.1 loss of business, loss of revenue, loss of profits, loss of goodwill, loss of use, loss of data or loss

of any economic liability; or
7.2.2 indirect or consequential losses, however caused, arising in connection with this EULA or the
use of the Embedded Software.

7.3 The Company makes no attempt to exclude liability relating to or arising from death or personal injury
caused by the Company’s negligence or the negligence of any employee, agent or contractor of the
Company or liability for fraud or fraudulent misrepresentation, or for any other liability for which it would be
unlawful to exclude or limit liability.

8. Disposal
The Customer undertakes that, upon the cessation of the use of the Hardware for whatever cause, or upon
termination of this EULA, it will promptly destroy all known copies of the Embedded Software on any media
other than the copy embedded in the Hardware and, if required by the Company, certify that this has been
done.

9. Force Majeure
Neither party shall be liable for failure to perform its obligations under this EULA if such failure results from
circumstance beyond the party’s control.

10. Termination
Either party shall have the right to terminate this EULA if the other party is in material or persistent breach
of this EULA and fails to rectify such breach within 30 days of receipt of notification thereof in writing, from
the injured party, or if a right to terminate the relevant Commercial Terms has arisen. Termination shall not
affect any other rights of the injured party.

11. Consequences of Termination
Upon termination of this EULA all rights and licences granted to the Customer under this EULA will cease
immediately.

12. Communications and Notices

12.1 All communications or notices that the Customer is required to provide to the Company under this EULA
shall be sent to the following address:
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12.2

13.

14,

15.

16.

17.

17.1

17.2

17.3

17.4

17.5

Traka - ASSA ABLOY
30 Stilebrook Road, Olney,
Milton Keynes, MK46 5EA, United Kingdom

or such other address of which the Company makes the Customer aware from time to time.
Any notice given in accordance with Clause 12.1 will be deemed to have been served:
12.2.1 if delivered to or left at the Company’s address, at the time the notice is delivered to or left; or

12.2.2 if delivered by pre-paid first class post or mail delivery service providing proof of delivery, at
9:00am on the second Business Day after the date of posting.

Assignment

Except as expressly set out in this EULA or as permitted by law, the Customer will not be permitted to
assign, transfer, charge, hold on trust for any person or deal in any other manner with any of its rights
under this EULA without the prior written consent of the Company.

Waiver

A delay in exercising or failure to exercise a right or remedy under or in connection with this EULA will not
constitute a waiver of, or prevent or restrict future exercise of, that or any other right or remedy, nor will
the single or partial exercise of a right or remedy prevent or restrict the further exercise of that or any other
right or remedy.

Severance

If any term of this EULA is found by any court or body or authority of competent jurisdiction to be illegal,
unlawful, void or unenforceable, such term will be deemed to be severed from this EULA and this will not
affect the remainder of this EULA which will continue in full force and effect.

Rights of Third Parties

The parties do not intend that any term of this EULA will be enforceable under the Contracts (Rights of Third
Parties) Act 1999 by any person.

Law

This EULA (and any non-contractual obligations arising out of or in connection with it) is governed by the
laws of England and Wales and the parties submit to the jurisdiction of the Courts of England and Wales.

Data Protection Laws

The Customer acknowledges that for the purposes of the Data Protection Laws, to the extent any Personal
Data is involved in its use of the Hardware and Embedded Software, the Customer will be the Data
Controller in respect of such Personal Data.

In limited circumstances, the Company may have access to data stored on the Hardware which may include
user names or other Personal Data relating to the Customer’s employees or authorized users (*Agreement
Personal Data”) where such access is required in order to provide support under the Warranty or any
hardware maintenance agreement entered into by the Customer and the Company. The Customer
authorises the Company to Process Agreement Personal Data during the term of this EULA as a Data
Processor for the purposes of performing its obligations under this EULA only.

The Customer authorises the Company to appoint sub-processors of Agreement Personal Data and agrees to
the use of the Company’s existing sub-processors of Agreement Personal Data (each an “Authorised Sub-
Processor”).

The Customer shall:

17.5.1 comply with the Data Protection Laws;

17.5.2 ensure that only the Personal Data that the Company requires in order to perform its

obligations under this EULA will be disclosed to, shared with and/or accessible by the Company;
and
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17.5.3

obtain all necessary consents and/or provide all fair processing notices required under the Data
Protection Laws to enable the Company to lawfully receive, store, disclose and/or use all
Agreement Personal Data (whether by itself or Authorised Sub-Processors) for the purpose of
performing its obligations and exercising its rights under this EULA and as otherwise agreed by
the parties from time to time.

17.6 The Company:

17.6.1

17.6.2

may appoint Authorised Sub-Processors in connection with the performance of its obligation
under this EULA; and

shall provide notification of changes to Authorised Sub-Processors of Agreement Personal Data
to the Customer at least 14 calendar days in advance to provide the Customer with the
opportunity to object to the change. The Customer shall be deemed to accept the change if an
objection is not received within 10 calendar days of notification. If an objection is received then
the parties will work together in good faith to achieve an agreed outcome and any Authorised
Sub-Processors appointed shall be appointed on terms the same as this EULA and the Company
shall remain liable for the acts and omissions of such Authorised Sub-Processors.

17.7 The Company warrants that, if acting as a Data Processor, it shall:

17.7.1

17.7.2

Process the Agreement Personal Data only for the purpose of performing its obligations under
this EULA and on such documented instructions received from the Customer from time to time
as are reasonable, necessary and relevant to enable each party to perform its obligations under
this EULA, save where required by Applicable Law and in such case the Company shall notify the
Customer of the nature and extent of the Applicable Laws preventing such Processing (unless to
do so would itself be a contravention of any Applicable Law); and

put in place appropriate technical and organisational security measures to the standard required
under the Data Protection Law (“Security Measures”) and shall provide reasonable assistance
with any privacy impact assessment(s) that may be required of the Company under the Data
Protection Laws which relate to the Processing of Agreement Personal Data under this
Agreement.

17.8 From the 25 May 2018, the Company warrants that, if acting as a Data Processor, it shall:

17.8.1

17.8.2

17.8.3

17.8.4

17.8.5

17.8.6
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notify the Customer without undue delay after becoming aware of the accidental or unlawful
destruction, loss, alteration, unauthorised disclosure of, or access to, Agreement Personal Data
transmitted, stored or otherwise Processed (“Data Security Breach”). Where, and in so far as, it
is not possible to provide all the relevant information at the same time, the information may be
provided in phases without undue further delay;

except to Authorised Sub-Processors, not disclose the Agreement Personal Data to a third party
save as required for the performance of its obligations under this EULA, as otherwise provided
under this EULA, or as required by Applicable Law;

notify the Customer without undue delay of any notice or communication from the Supervisory
Authority which relates directly to the Processing of Agreement Personal Data;

ensure that any individual authorised to Process Agreement Personal Data on behalf of the
Customer is subject to appropriate statutory or contractual obligation of confidentiality;

will upon reasonable notice, no more than once in any one calendar year, subject to appropriate
confidentiality agreements being entered into, make available to the Customer all reasonable
information relating to the Processing of Agreement Personal Data necessary to demonstrate
compliance with the obligations set out in this EULA to the extent such information is not
already available to the Customer; and allow for and contribute to one audit in any one calendar
year, including inspection, conducted by the Customer or another auditor mandated by the
Customer to that same extent solely to the extent relevant to the Processing of Agreement
Personal Data;

to the extent required by Data Protection Laws, notify and provide reasonable assistance to the
Customer on receiving any:

17.8.6.1 complaint by a Data Subject in respect of their Personal Data contained in the
Agreement Personal Data or any request received from a Data Subject to have
access to his Personal Data (or to exercise any other right(s) afforded to him
under the Data Protection Laws) as contained in the Agreement Personal Data
(including by appropriate technical and organisational measures, insofar as this
is possible);

17.8.6.2 notice or communication from the Supervisory Authority which relates to the
processing of Agreement Personal Data;
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17.8.7 to the extent required by Data Protection Laws, reasonably assist the Customer in:
17.8.7.1 taking measures to address any Data Security Breach; and

17.8.7.2 conducting privacy impact assessments of any Processing operations and
consulting with any applicable Supervisory Authority;

17.8.8 only share Agreement Personal Data with the Authorised Sub-Processors to carry out the
services provided that, to the extent the Authorised Sub-Processor is located outside the UK or
the European Union, the Company will implement measures to ensure an adequate level of
protection for the rights and freedoms of the relevant individuals in relation to the transfer of
any Personal Data, except to the extent that the transfer is (i) to a country that the European
Commission has recognised as providing adequate protection for such transfer from time to
time and/or (ii) otherwise expressly permitted by Data Protection Laws.

17.9 At the option of the Customer, the Company shall securely delete or return to the Customer all Agreement
Personal Data promptly following termination of this EULA and shall securely delete any remaining copies.

18. Entire Agreement

18.1 Subject to Clause 18.2, the parties agree that these terms and conditions (together with any Commercial
Terms) represent the entire agreement between the parties relating to the licence of the Embedded
Software, and that no statements or representations made by either party have been relied on by the other
in agreeing to enter into the EULA and the parties shall have no remedy in respect of any such statement or
representation which is not set out in this EULA.

18.2 Unless otherwise specified in the Commercial Terms, if the Customer also enters into a hardware
maintenance agreement with the Company then the Customer’s rights and obligations under Clause 5.5 and

Clauses 17.2-17.9 (inclusive) will apply for the duration of the relevant hardware maintenance agreement
by changing only those things which require to be changed in order to retain the meaning of those Clauses.

Copyright © 1997 - 2022 ASSA ABLOY Global Solution UK Ltd trading as Traka.
All rights reserved.

All brand or product names are trademarks of their respective holders.

NOTE: v3.1 of this EULA, published on 1/0ct/2022 reflects the new legal entity, ASSA ABLOY Global
Solutions UK Ltd, and contains no other changes from v3 published in 2018.
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